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Abstract

Thi s docunent describes addressi ng nodel s of NAT444. There are sone
addressi ng nodel s of NAT444. The addressi ng nodel s have sone issues
of network behaviors, operations, and addressing. This docunent

hel ps network architects to use NAT444 after |Pv4 address exhaustion
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1. Introduction

NAT444 [1-D. shirasaki-nat444] is one of solutions after |Pv4 address
exhaustion. |SP can sel ect sone addressing nodel s of NAT444. The
addr essi ng nodel s have sone i ssues of network behaviors, operations,
and addressing. This docunent describes these issues and sol utions.
It boosts up to deploy the IPv6 Internet.

2. Addressing Mdels

The key of addressing nodel is the address bl ock between Customer
Preni ses Equi prent (CPE) and Carrier Gade NAT (CGQN
[I-D.ietf-behave-lsn-requirenents]. |It’s mentioned in this section
The best addressing nodel is "ISP Shared Address” which is defined in
[1-D.shirasaki-isp-shared-addr] and briefly described in this
section.

2.1. dobal Address

I SP cannot assign | Pv4d d obal Address any nore after the exhaustion
2.2. Private Address

It has two maj or problens.
2.2.1. Policy Based Routing |ssue

If both source and destinati on address of the packet are inside CGN
it has to go through CGN. The reason is that some servers reject
recei ving packets when the source address of receiving packet is
Private Address. Therefore packets have to go through the CGN for
rewiting the source address from Private Address to G obal Address.
Additionally, if Private Address and d obal Address co-exist inside
CGN, the ISP has to use Policy Based Routing (PBR)

2.2.2. Address Block Duplication |Issue
The Private Address in ISP's network could conflict with its
custoner’s network address. Many CPEs between custoner’s network and
| SP"s network cannot route the packet under this situation. To avoid
this, 1SP has to negotiate with its all custoners not to use the
reserved Private Address bl ock

2.2.3. (dass-E Address (240/4)

It is knowmn that some equi pnent such as routers and servers reject
packets fromor to this address block. So, to use this address bl ock
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in ISPs network, ISP has to request its custoners to replace their
equipment. In addition to that, |1SP mght have to replace their
equi prent when it doesn’t handl e Cl ass-E address packets properly.

2.2.4. | SP Shared Address
| SP Shared Address is the newy defined | Pv4 address block that is to
be allocated fromIANA free pool. It doesn’t have any probl em
Spendi ng sonme bl ocks fromthe exhausting | ANA free pool could be
regarded as a problem but fromlong view, this problemis nuch
smaller than its great nerit. |SP Shared Address is defined in
[1-D.shirasaki-isp-shared-addr].

3. Exanmple Architectures

This section explains exanple architectures how to design NAT444 with
| SP Shared Address.

3.1. Direct Routing inside CGN

This architecture enabl es direct communi cati on between custoners
inside same CGN. It has the follow ng advant ages.

0 The packets don't go through CGN. (No hairpining)

0 The custoners inside CGN can use bidirectional applications (e.qg.
TV Conference, VPN)

0 No need to use Policy Based Routing.

(The 1 Pv4 Internet)
| G obal Address

oot
| CaN |
B
I
| SP Shared +----------- Fooem - + | SP Shared
Address | ... ... | Address
oot S RS SR
| CPE NAT | : : | CPE NAT |
oot R o
Private | : : | Private
Address | % % | Address
Fo-m - - - -+ Fo-m - - - -+
| I Pv4 Host | | I Pv4 Host |
N + N +
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3.2. CGN Bypassing

This architecture is bypassing the NAT function of CGN

fol |l owi ng advant age.

o0 The custoners inside an | SP can use bidirectiona
VPN)

(e.g. TV Conference

0 Any conmunication in single | SP doesn’t consune CGN externa

0 |SP's servers outside CGN can access CPE. (e.g.

renote access)

NAT444 addressi ng nodel s

appl i cations

0 ISP s servers outside CGN can distinguish which custoner’s

connection it receives.

(The 1 Pv4 Internet)
I

d oba
Address +----------------
|
| :
I
| CGN | bypass
e L ETE NAT
| SP Shared | :
Address | :
B
| CPE NAT | :
oo+
Private | :
Address | %
Femm e m - ot
| 1 Pv4 Host |
Fomm e - +
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| VP echo,
DNS, Mail)
T + Networ k Monitor
| Server | (ICWP echo, SNWP)
+----+---+ DNS, Mail, Wb, etc
| N
...... +
|
+----+----+ bypass NAT:
| CGN | Dst=ISP's dobal Address

+----+----4+ or |SP Shared Address

I
| ISP Shared Address

B
| CPE NAT |
L S
| Private
| Address
Femm e m - ot
| I Pv4 Host |
Fomm e - +
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3.3. dobal Address Custoners inside CGN

This architecture enables co-existing G obal Address and | SP Shared
Address inside CGN

It enables direct comrunications from | SP Shared Address custonmer to
d obal Address custoner inside same CGN. It has the follow ng
advant age.

0 The ISP can put |SP Shared Address custoner and d obal Address
custoner in the sanme concentrator

0 The custoners inside CGN can use bidirectional applications (e.g.
TV Conference, VPN)

0 No need to use Policy Based Routing.

(The 1 Pv4 Internet)

|
| G obal Address

oot
| CGN | bypass NAT: Src/Dst=d obal Address
B
| dobal Address and | SP Shared Address co-existing
e e e e e e e e +
[ [
oot S RS SR
| Firewall] : : | CPE NAT |
oot e -
G obal | : : | Private
Address | % : | Address
+-- - - - +-- - - - + Fom oo -+
| 1 Pvd Server | | 1 Pv4 Host |
N + N +
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5. | ANA Consi derati ons

IANA is to allocate a certain size of address block from | ANA free
pool. The size of it is described in [I-D.shirasaki-isp-shared-addr]

6. Security Considerations

There are no security considerations.

7. Normative References

[1-D.shirasaki-isp-shared-addr]
Yamagata, |., Myakawa, S., Nakagawa, A., Yamaguchi, J.,
and H Ashida, "ISP Shared Address",
draft-shirasaki-isp-shared-addr-07 (work in progress),
January 2012.

[I-D.ietf-behave-Isn-requirenents]
Perreault, S., Yanaegata, |., Myakawa, S., Nakagawa, A ,
and H Ashida, "Common requirenents for Carrier G ade NATs
(CA\s)", draft-ietf-behave-Isn-requirenents-07 (work in
progress), June 2012.

[1-D. shirasaki - nat 444]
Yamagata, |., Shirasaki, Y., Nakagawa, A., Yamaguchi, J.,
and H Ashida, "NAT444", draft-shirasaki-nat444-05 (work
in progress), January 2012.

Aut hors’ Addr esses

Ji ro Yanmguchi

Fi ber 26 Network Inc.

Har aguchi bl dg., 5F, 3-11-4 Kanda Ji nbo-cho, Chiyoda-ku
Tokyo 101-0051

Japan

Phone: +81 50 3463 6109
Email: jiro-y@26n.jp

Yamaguchi, et al. Expi res January 6, 2013 [ Page 8]



Internet-Draft NAT444 addressi ng nodel s July 2012

Yasuhi ro Shi rasaki

NTT Communi cati ons Corporation

NTT Hi biya Bldg. 7F, 1-1-6 Uchi sai wai-cho, Chiyoda-ku
Tokyo 100-8019

Japan

Phone: +81 3 6700 8530
Emai | : yasuhiro@ttve6.p

Shin M yakawa

NTT Conmmuni cati ons Cor poration

Granpark Tower 17F, 3-4-1 Shi baura, M nato-ku
Tokyo 108-8118

Japan

Phone: +81 3 6733 8671
Emai | : m yakawa@ttve6. |p

Aki ra Nakagawa

Japan I nternet Exchange Co., Ltd. (JPIX)

O emachi Building 21F, 1-8-1 QG enachi, Chiyoda-ku
Tokyo 100- 0004

Japan

Phone: +81 90 9242 2717
Emai | : a- nakagawa@ pi x. ad. j p

Hi royuki Ashi da

IS Consulting G K

12-17 denma-cho, Ni honbashi, Chuo-ku
Tokyo 103-0011

Japan

Email: assie@ir.jp

Yamaguchi, et al. Expi res January 6, 2013 [ Page 9]






