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Abstract

In Proxy Mobile I Pv6, packets received froma Mbile Node (MN) by the
Mobi l e Access Gateway (MAG to which it is attached are typically
tunneled to a Local Mbility Anchor (LMA) for routing. The term

"l ocalized routing" refers to a method by whi ch packets are routed
directly by the MAG wi thout involving the LMA. In order to establish
a localized routing session between two Mbile Access Gateways in a
Proxy Mobile | Pv6 domain, two tasks nust be acconpli shed:

1. The usage of local routing nmust be authorized for both MAGs and

2. The address of the MAG to which the Correspondent Node (CN) is
attached nust be ascertained

Thi s docunent specifies how to acconplish these tasks using the
Di anet er protocol.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 26, 2010.
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1. Introduction

Proxy Mobile I Pv6 (PM Pv6) [RFC5213] allows the Mbility Access
Gateway to optimize nedia delivery by locally routing packets within
itself, avoiding tunneling themto the Mbile Node's Local Mbility
Anchor. This is referred to as "local routing" in RFC 5213.

However, this mechanismis not applicable to the typical scenario in
whi ch the MN and CN are connected to different MAGs and are
registered to different LMAs. 1In this scenario (as described in
[I-D.ietf-netext-pmp6-Ir-ps]), the relevant informati on needed to
set up a localized routing path (e.g., the addresses of the Mbile
Access Gateways to which the MN and CN are respectively attached) is
di stributed between their respective Local Mbility Anchors. This
may conplicate the setup and mai ntenance of |ocalized routing.

Therefore, in order to establish a localized routing path between the
two Mobile Access Gateways, the Mbile Node’'s MAG nust identify the
LMA that is managing the Correspondent Node's traffic and then obtain
the address of the Correspondent Node’'s MAG fromthat LMA. |n Proxy
Mobile I Pv6, the LMA to be assigned to the CN nmay be maintained as a
configured entry in the Correspondent Node's policy profile |ocated
on an Authentication, Authorization and Accounting (AAA) server.
However, there is no rel evant work di scussi ng how AAA-based

mechani snms can be used by the Mbile Node’s MAG to discover the
address of the Correspondent Node's LMA during the setup of |ocalized
routing, The method by which the Mbile Node’'s MAG interacts with the
Correspondent Node's LMA to identify the Correspondent Node’'s MAG is
al so unspeci fi ed.

Thi s docunment describes AAA support for the authorization and

di scovery of PMPv6 nobility entities during |localized routing. In
LMA di scovery, Dianeter [RFC3588] is used to authorize the localized
routing service and provide the Mbile Node’'s MAG LMA with

i nformati on regardi ng the Correspondent Node’'s LMA. | n MAG

di scovery, AAA is used to determi ne whether Mobile Node's MAG i s

all owed to fetch the address of the Correspondent Node's MAG fromthe
Correspondent Node’'s LMA. |If MAG discovery is successful, the
Correspondent Node’'s LMA will respond to the Mobile Node’'s MAG with
the address of the Correspondent Node’'s MAG

2. Solution Overview

MAG LMA resolution is a prerequisite to the establishment of a direct
routing path between MAGL and MAGR2 (associated with MN1 and M\2
respectively). This docunent addresses how to resol ve the
destination MN's MAG by neans of interaction between the LMA and the
AAA server. Figure 1 shows the reference architecture for Local
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Routing Service Authorization. This reference architecture assunes
0o M1 and M\2 belong to different LMAs

o the MAG and LMA support Dianeter client functionality

[ S +
LMA2? |  AAA & |
e > Policy |[<---------- +
| | Profile | |
D anet er Fo-m - - + D anet er
AAA(’ a’) AAA(' b")
LMA2? +--+-+ +----+ |
[ SR >| LMAL| +----- >| LMA2| <------- +
[ +----+ | +----+
I I I I
| /1 | \\
PM P /1 PM P \\
| /1 | \\
I I I I
[ +---+ MAR? | +----+
+---->| MAGL| <-------- + | MAR2|
+----+ +----+
+---+ +---+
| MN1| | MN2|
+-- -+ +-- -+

Figure 1: Local Routing Service Authorization Reference Architecture

The interaction of the MAG and LMA with the AAA server according to
the extension specified in this docunment considers the foll ows
f eat ures:

a. The LMAL interaction with the AAA server is used to authorize the
| ocalized routing service and fetch the | P address of LMA2 from
the AAA server ('a in (Figure 1))

b. LMA2 interaction with the AAA server is used to determn ne whether
MAGL is allowed to obtain the I P address of MAG ('b’ in
(Figure 1))

3. Localized Routing Service Authorization

Fi gure 2 shows a scenario where MAGL acts as a Di aneter client,
processing the data packet from MN1 to M2 and requesting
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aut hori zation of localized routing. In this scenario, M1 and M\2
are anchored to LMA1 and LMA2 respectively. In order to setup a

| ocalized routing path with MAG, MAGL nmust first locate the entity
that maintains the data required to setup the path (i.e., LMA2) by
sending a Local Routing Optimzation Request nessage
([1-D.wu-netext-local-ro]) to LMAL. Note that the discovery of LMA2
is only done once; upon LMA1 know LMA2 address from AAA serer, LMAL
may associ ate LMA2 address with MN's data for future use (e.g.,
handover case). The Diameter client in LMAL sends an AA- Request
(AAR) nessage to the D aneter server. The nessage contains an

i nstance of the M P6-Feature-Vector (MV) AVP ([ RFC5447], Section
4.2.5) with the | NTER_MAG ROUTI NG _SUPPORTED bit Section 7 set and an
i nstance of the M P6-Hone-Link-Prefix AVP ([ RFC5447], Section 4.2.4)
containing the I P address of M\2.

The Dianeter server checks if localized routing is allowed between
MAGL and MA@ and if so, responds with an AA-Answer (AAA) nessage
encapsul ating an instance of the M P6-Agent-Info AVP [ RFC5779]
containing the IP address and/or Fully Qualified Domai n Nane (FQDN)
of LMA2. LMA1l then deternines the | P address of LMA2 using the data
returned in the M P6-Agent-Info and responds to MAGL with the address
of LMA2. MAGL then requests the address of MAR from LMA2 and uses
that address to setup the localized routing path between itself and
MAR via a Proxy Binding Update (PBU)/Proxy Binding Acknow edgenent
(PBA) nessage exchange [ RFC5213].

+-- -+ +----+ +----+ +-- -+ oo+ H----+ +-- -+
| MN1| | MAGL| | LMAL| | AAA| | LMA2| | MAR2| | MN2|
+- +- + +- - -+ +- - -+ +- +- + B I e +- +- +
I I I I I I I
[ Anchor ed [ [ Anchor ed [
O----mmmmmm e 0 0------- oo 0

|
Dat a[ MNL- >M\2] | |
|-emmn- >| LROREQ( M\2) |

|
I
I
I
I |--------- >| I
I
|
I
I

I I

I I
I I I
| I
I | | AAA(LMA2) I I
I I I
I I I

Figure 2: MAGinitiated Localized Routing Authorization
Fi gure 3 shows another scenario, in which the LMAL acts as a Dianeter
client, processing the data packet fromMN1 to MN2 and requesting the

aut hori zation of localized routing. In this scenario, MN1 and M\2
are anchored to LMAL and LMA2 respectively. |In contrast with the
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signaling flow of Figure 2, the difference is that it is LMAl instead
of MAGL which initiates the setup of the localized routing path.

The Dianeter client in LMAL sends an AA- Request (AAR) nessage to the
D aneter server. The nessage contains an instance of the M P6-

Feat ure- Vector AVP ([ RFC5447], Section 4.2.5) with the

| NTER_MAG_ROUTI NG_SUPPORTED bit set and an instance of the M P6-Homne-
Li nk-Prefix AVP ([ RFC5447], Section 4.2.4) containing the |IP address
of MN2. The Dianeter server checks if localized routing is all owed
bet ween MAGL and MAGR and if so, responds with an AA- Answer (AAA)
message encapsul ating an instance of the M P6-Agent-Info AVP

[ RFC5779] containing the IP address and/or Fully Qualified Domnain
Name (FQDN) of LMA2. LMA1l then deternines the | P address of LMA2
using the data returned in the M P6-Agent-Info AVP and forwards it to
MAGL in the Local Routing Optimzation nessage
([1-D.wu-netext-1local-ro]).

+---+ B e +---+ B e +---+
| MNL| | MAGL] | LMAL] | AAA| | LMA2] | MAR] | M\2|
+- +- + +-+--+ - +--+ +- +- + +-+--+ - +--+ +- +- +

| | | | | | |

[ Anchor ed [ [ [ Anchor ed [

0-------- Fo---- - o Dat a[ M\2- >MN1] 0------- e 0

| | <----- | | |

I I | AAR(MFV, M\2) I I I

| | | --o - > | | |

| LROREQ | AAA(LMA2) | | | |

| (M2, LMAZ) | <--- - - - -- | | | |

I | <------ I I I I

[ LRORSP( Succ) | | | |

I |------ >| I I I I

Figure 3: LMA-initiated Localized Routing Authorization

Fi gure 4 shows another scenario, sinmlar to the scenario of Figure 3,
the LMA1 does not respond to MAGL with LMA2 address, instead, setup

| ocalized routing path directly between itself and LMA2 via | ocalized
routing signaling.
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4.

+---+ Fo---+ H----+ +---+ Fo---+ H----+ +---+
| MNL| | MAGL| | LMAL| | AAA| | LMA2| | MAR| | M\2]
+- +- + +-4- -+ - H- -+ +- +- + +-4- -+ - H- -+ +- +- +

I I I I I I I

| Anchor ed | | | Anchor ed |

0-------- Fo-em- - o Dat a[ M\2- >MN1] 0------- R 0

I I | <----- I I I

I I | AAR( VRV, M\2) I I I

| | oo > | | |

I I | AAA(LMVAZ) | I I I

| | |<-----eaoe] | | |

| | Local i zed routing setup | |

| | | <ommm e > | |

Figure 4: LMA-initiated Localized Routing Authorization

Di ameter Server Authorizes MAG Location Query

Figure 5 shows a scenario in which LMA2 acts as a Diameter client,
receiving location request and requesting authorization for MAG

| ocation lookup. In this scenario, MNL and M\2 are anchored to LMAL
and LMA2 respectively. Upon receiving an upstream data packet, MAGL
needs to determine the recipient of localized routing, i.e., LMA2

And then MAGL solicits LMA2 to |l ook up the I P address of the MAG to
which MN2 is currently attached (in this case, MAR) by sending a
Local Routing Optim zati on Request nessage containing the IP
addresses/ HNPs of MN1 and MN2. LMA2 validates the request from MAGL
by sending an AAR to the AAA server containing the | P address/HNP of
MN1 (encapsul ated in an instance of the M P6-Hone-Link-Prefix AVP)
and an instance of the M P6-Feature-Vector AVP ([RFC5447], Section
4.2.5) with the | NTER_MAG ROUTI NG _SUPPORTED bit set. |If the

aut hori zation is successful, LMA2 then | ooks up the I P address of
MAG2 based on the | P address/HNP of MN\2 and responds to MAGL with the
| P address of MAGR2.
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Figure 5: Dianeter Server Authorizes MAG Location Query
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5. Local Routing Service Authorization in Networks with Miltiple AAA

Servers

e +
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( Fommamann + Backend )

( | Redirect | )

( | Agent | )

( oo + )

( n )

( I )

( I )

( v )

( [ + [ + )
+----> AAAL & | | AAA2 & |[<---+
| (| Policy |[<-------- > Policy | ) |
| ( | Profile | | Profile | ) |
| e * Fommmeees + )
| " " ) |
|- | s | ---ee- +
| Al A2 |
I I I I

] | | ]
D anet er \ \ D anet er
B1 +----+ LMA2 ? +----+ B2
| | LMAL| ------ > | LMA2| |
| +----+ +----+ |
I I I I
| /1 \\ |
| /1 \\ I
| /1 \\ |
I I I I
| +----+ +----+ |
+---->|I\/AG:|_| |I\/AG2|<----+
Fo-o -+ Fo-o -+
+--;+ +-;-+
| MNL| | M\2|
+---+ +---+

Figure 6: Use of a D aneter Redirect Agent to Support Local Routing
Service Authorization in Networks with Multiple AAA servers

Referring to an architecture with nultiple AAA servers (as
illustrated in Figure 6), AAAl may not mmintain the LMA to be
assigned to M2 as a configured entry in the Correspondent Node's
Policy profile, as AAA2 holds this information in its policy store.
In such a case, AAAl contacts a Dianeter redirect agent [RFC3588] to
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9.

1.

request the AAA server being responsible for maintaining MN2's policy
profile. AAA2 checks if localized routing is allowed between MAGL
and MA& and if so, responds with the I P address of LMA2
corresponding to M2 and sends the results back to LMAL via AAAL.
Detail s about the use of redirect agents in this context are beyond
scope of this docunent.

Security Considerations

The security considerations for the D aneter NASREQ [ RFC4005] and
D aneter Proxy Mbile | Pv6 [ RFC5779] applications are also applicable
to this docunent.

The service authorization solicited by the MAG or the LMA relies upon
the existing trust relationship between the MAG LMA and the AAA
server.

| ANA Consi derati ons
This specification specifies a new value in the Mbility Capability
registry [ RFC5447] for use with the M P6-Feat ure-Vector AVP:
| NTER_MAG_ROUTI NG_SUPPORTED (0x0000080000000000) .

Contri butors
Paul o Loureiro, Jinwei Xia and Yungui Wang all contributed to early
versi ons of this docunent.
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