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Abst ract

RFC 3588 allows a Dianmeter redirect agent to specify one or nore

i ndi vidual hosts to which a D aneter nessage nmay be redirected by an
upstream Di aneter node. However, in sone circunstances an operator
may wi sh to redirect nessages to an alternate domai n without

speci fying individual hosts. This docunent specifies a nechani sm by
whi ch this can be achieved. New applications may incorporate this
capability by reference to the present docunent.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 13, 2011
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1. Introduction

The usual redirect indication, as described in Section 6.1.7 and
Sections 6.12-6.14 of [RFC3588], returns one or nore individual host
nanes to the upstream Di aneter node. However, consider the case
where an operator has offered a specific service but no | onger w shes
to do so. The operator has arranged for an alternative domain to
provide the service. To aid in the transition to the new
arrangenent, the original operator nmaintains a redirect server to
indicate the alternative destination to upstream nodes. However, the
original operator has no interest in configuring a list of hosts in
the alternative operator’s donmain, and would prefer sinply to provide
redirect indications to the domain as a whol e.

Wthin this specification, the term"real mbased redirection” is used
to refer to a node of operation where the redirect indication
specifies a real mand the upstream D aneter node reroutes the nessage
to the realmrather than an individual host.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Support of Real mBased redirection Wthin Applications
Because real mbased redirection is not part of base D aneter
behavi our, support for real mbased redirection by the agent cannot be
guar anteed wi thout advertisenent at the application |evel. Designers
of new applications wishing to include support for real mbased
redirection can incorporate the mechani smspecified here by reference
to this docunent.

3. Real mBased Redirection

This section specifies an extension to [ RFC3588] to achieve realm
based redirection. The elenents of this solution are:

0 a newresult code, DI AMETER REALM REDI RECT_I NDI CATI ON (3xxx TBD);
0 one new attribute-value pair (AVP), Redirect-Realm and

0 associ ated behaviour at Di aneter nodes inplenenting this
speci fication.
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3.

3.

3.

3.

1. Behaviour of Dianeter Nodes
1.1. Behaviour at the Redirect Agent

This specification nodifies Section 2.7 of [RFC3588] to pernit
REDI RECT routing table entries to contain an alternative realm
i nstead of individual honme server identities.

This specification nodifies Section 6.1.7 of [RFC3588]. If the

real mbased routing table for a request contains a real mrather than
one or nore hone server identities, the redirect agent MJST proceed
as foll ows:

o If the peer fromwhich the request was received did not advertise
an application incorporating the real mbased routing capability in
t he CER/ CEA exchange, the redirect agent SHOULD set the "E bit in
the answer and set the Result Code to DI AMETER UNABLE TO DELI VER
As an alternative, the redirect agent MAY if so configured provide
a host-based redirect as described in Section 6.1.7 of [RFC3588].

0 Oherwise, if an application supporting the use of real mbased
redirection was negotiated with the peer, the redirect agent MJST
set the Result-Code AVP to DI AMETER _REALM REDI RECT_| NDI CATI ON
rat her than DI AMETER REDI RECT_I NDI CATI ON.  Furthernore, the
redirect agent MJUST a Redirect-Real m AVP containing the realmfrom
the routing table entry in its answer nmessage instead of one or
nmore Redirect-Host AVPs. To prevent confusion at Di anmeter nodes
recei ving the answer nessage, the nmessage MJST include the Error-
Reporting-Host AVP if the host setting the Result-Code AVP is
different fromthe identity encoded in the Oigin-Host AVP, in
conformty with Section 7.1 of [RFC3588]. All other aspects of
Section 6.1.7 remain the sane as for host-based redirection.

1.2. Behaviour of CGther Di aneter Nodes

A Di aneter node confornming to this specification which receives an
answer with the result code val ue DI AMETER_REALM REDI RECT_I| NDI CATI ON
SHOULD attenpt to reroute the request to the indicated real musing
normal di scovery procedures to find an appropriate destination host.
The receiving Dianeter node SHOULD update its cache of routing
entries according to the direction provided by the Redirect-Mx-
Cache-Time AVP, if present. The cache entry SHOULD be associ ated
with a redirect usage of REALM AND_APPL| CATI ON.

2. The Redirect-Real m AVP

The Redirect-Real mAVP (code TBD) is of type Dianeterldentity. It
specifies a realmto which a node receiving a redirect indication
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containing the result code val ue DI AMETER _REALM REDI RECT_| NDI CATI ON
and the Redirect-Real m AVP SHOULD route the original request. The V
flag for the Redirect-Real m AVYP MUST NOT be set.

Section 6.14 of [RFC3588] is nodified to pernit the Redirect- Mx-
Cache-Time AVP to be used also to specify the persistence of cache
entries created by the Redirect-Real mAVP.

4. Security Considerations

Because real mbased redirection inplies a change in business

rel ati onshi ps, the node acting on the redirect indication SHOULD
verify that the new realmis authorized to performthe requested
service. Simlarly the originator of the request SHOULD perform an
aut hori zati on check of the path as described in Section 2.10 of

[ RFC3588] .

5. | ANA Consi der ati ons

This specification adds a new AVP code [ TBD] Redirect-Realmin the
AVP Code registry under Authentication, Authorization, and Accounting
(AAA) Paraneters.

This specification allocates a new Result-Code val ue
DI AVMETER_REALM REDI RECT_| NDI CATI ON (3xxx TBD) in the Result-Code AVP

Val ues (code 268) - Protocol Errors registry under Authentication,
Aut hori zation, and Accounting (AAA) Paraneters.
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