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Abst r act

Along with providing support for certain basic authentication,
aut hori zation and accounting functions, the Di ameter protocol is
designed to provide a franmework for AAA applications.

Thi s docunent defines the Managenent |Information Base (M B) nodul e
whi ch describes the mininumset of objects needed to nanage an
i mpl ement ati on of the Di ameter protocol.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (1 ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on July 19, 2010.
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.

This docunment may contain material from | ETF Docunents or | ETF
Contri butions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the | ETF Trust the right to allow
nmodi fi cations of such material outside the | ETF Standards Process.
W thout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
than Engli sh.
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1. The Internet-Standard Management Framework
For a detailed overview of the docunments that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].
Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58
([ RFC2578], [ RFC2579], [RFC2580]). In particular, it describes
managed objects used for nmanagi ng the base Di aneter protocol
[ RFC3588] .

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Overview
This M B defines objects supporting the managenent of the D aneter
base protocol as defined in RFC 3588 [RFC3588]. hjects related to
D aneter applications are defined in separate docunents.

4. Dianmeter Base Protocol MB Definitions

DI AMETER- BASE- PROTOCOL- M B DEFI NI TIONS ::= BEG N
| MPORTS

| net Addr essType,

| net Addr ess
FROM | NET- ADDRESS-M B -- [ RFC4001]
MODULE- | DENTI TY,
OBJECT- TYPE,
NOTI FI CATI ON- TYPE,
Count er 32,
Unsi gned32,
Gauge32,
Ti meTi cks,
m b-2
FROM SNWPv2- SM -- [ RFC2578]
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SnipAdmi nSt ri ng
FROM SNVP- FRAMEWORK- M B -- [ RFC3411]
NOTI FI CATI ON- GROUP,
MODUL E- COVPLI ANCE,
OBJECT- GROUP
FROM SNWPv2- CONF -- [ RFC2580]
RowSt at us,
Tr ut hval ue,
St or ageType
FROM SNWPv2-TC, -- [ RFC2579]

di amet er BasePr ot ocol M B MODULE- | DENTI TY
LAST- UPDATED "201001150000Z" -- 15 January 2010
ORGANI ZATI ON "I ETF di me Worki ng Group."
CONTACT- | NFO
"den Zorn
Net wor k Zen
1463 East Republican Street, #358
Seattle, WA 98112
USA
Emai | : gwz@et -zen. net"”
DESCRI PTI ON
"The M B nodul e for entities inplenenting the
D anet er Base Protocol .

Copyright (C) The IETF Trust (2010). This initial
version of this MB nodul e was published in RFC yyyy;
for full legal notices see the RFC itself. Supplenentary
i nformati on may be avail abl e on
http://ww.ietf.org/copyrights/iananm b.htm ."

-- RFC Ed.: replace yyyy with actual RFC nunber and renove this note

REVI SI ON "201001150000Z" -- 15 January 2010
DESCRI PTION "I nitial version as published in RFC yyyy"

-- RFC Ed.: replace yyyy with actual RFC nunber and renove this note
o= { mb-2 XXX}

-- RFC Ed.: replace XXX with val ue assigned by | ANA
-- and renove this note

-- Top-Level Components of this MB.

di anet er BaseNoti fi cati ons OBJECT | DENTIFIER :: =
{ di aneterBaseProtocolMB 0 }
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di anmet er Basebj ect s OBJECT I DENTIFIER :: =

di amet er BaseProtocolM B 1 }

di anet er BaseConf orm OBJECT | DENTI FIER :: =

dbpLocal Cf gs
dbpLocal Stats
dbpPeer Cf gs

dbpPeer St at s
dbpReal nCf gs
dbpReal nSt at s
dbpNoti f Cf gs

{ di aneterBaseProtocolMB 2 }
di anet er Basebj ect s
di anet er Basebj ect s
di anmet er Basebj ect s
di amet er BaseObj ect s
di amet er Basebj ect s
di anet er Basebj ect s
di anet er Basebj ect s

OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::

L O O | I I A
A A A A
~NOoO O~ WNBE
o v o e e e

-- Protocol Error Notifications

dbpPr ot ocol Er

ror Noti f Enabl ed OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-wite

STATUS

DESCRI

DEFVAL

=
dbpPr ot ocol Er

current
PTI ON
"Setting the value of this object to True(1)
enabl es the dbpProtocol ErrorNotif notification.”
{fal se}
dbpNotifCfgs 1 }

rorNotif NOTI FI CATI ON- TYPE

OBJECTS {

STATUS

DESCRI

Zorn & Conerica

dbpPeer 1 d,
dbpPer Peer St at sProt ocol Errors

current

PTI ON
"An dbpProtocol Error Notification is sent when both the
followi ng conditions are true:

1) the value of dbpProtocol ErrorNotifEnabled is True(l)
2) the val ue of dbpPer Peer St at sProtocol Errors changes
It can be utilized by an NMS to trigger

| ogi cal / physical entity table maintenance polls.

An agent nust not generate nore than one

dbpProtocol Error "notification event’ in a five second
period, where a 'notification event’ is the

transm ssion of a single Notification PDUto a list of
Notification destinations.

If additional protocol errors occur within the

five second "throttling period, then these
notification events should be suppressed by the agent.
An  NMVB shoul d periodically check the val ue of

dbpPer Peer St at sProt ocol Errors to detect any nissed
dbpProtocol Error notification events, e.g. due to
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throttling or transnission |oss."
::={ dianmeterBaseNotifications 1}

-- Transient Error Notifications

dbpTransi ent Fai | ur eNot i f Enabl ed OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Setting the value of this object to True(l)
enabl es the dbpTransi entFailure Notification."
::={ dbpNotifCfgs 2 }

dbpTransi ent Fai | ureNoti f NOTI FI CATI ON- TYPE
OBJECTS {
dbpPeer 1 d,
dbpPer Peer St at sTransi ent Fai | ures

}
STATUS current
DESCRI PTI ON
"An dbpTransientFailure Notification is sent when both
the followi ng conditions are true:
1) the val ue of dbpTransientFail ureNotifEnabl ed
is True(l)
2) the val ue of dbpPerPeer StatsTransient Fail ures
changes
It can be utilized by an NM5 to trigger
| ogi cal / physical entity table nmaintenance polls.
An agent nust not generate nore than one
dbpTransi entFailure 'notification event’ in a five
second period, where a 'notification event’ is the
transm ssion of a single notification PDUto a |ist
of notification destinations.
If additional transient failures occur
within the five second "throttling’ period, then
these notification events should be suppressed
by the agent.
An NMS shoul d periodically check the val ue of
dbpPer Peer St at sTransi ent Fai l ures to detect any
m ssed dbpTransi ent Fail ure notification events,
e.g. due to throttling or transmission |oss."
::={ dianmeterBaseNotifications 2 }

-- Permanent Failure Notifications
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dbpPer manent Fai | ur eNot i f Enabl ed OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Setting the value of this object to True(l)
enabl es the dbpPermanent Fail ure notification."
DEFVAL { false }
::={ dbpNotifCfgs 3}

dbpPer manent Fai | ureNoti f NOTI FI CATI ON- TYPE
OBJECTS {
dbpPeer 1 d,
dbpPer Peer St at sPer manent Fai | ur es

}
STATUS current
DESCRI PTI ON
"An dbpPermanent Failure notification is sent when
both the follow ng conditions are true:
1) the value of dbpPermanent Fail ureNoti f Enabl ed
is True(l)
2) the val ue of dbpPer Peer St at sPer manent Fai | ures
changes
It can be utilized by an NMS to trigger
| ogi cal / physical entity table maintenance polls.
An agent nust not generate nore than one
dbpPer manent Fai l ure ’'notification event’ in a five
second period, where a 'notification event’ is the
transm ssion of a single notification PDUto a |ist
of notification destinations.
I f additional permanent failures occur within the
five second "throttling period, then these
trap-events shoul d be suppressed by the agent.
An NMS shoul d periodically check the val ue of
dbpPer Peer St at sPer nanent Fai | ures to det ect
any ni ssed dbpPernanent Failure trap-events,
e.g. due to throttling or transmission |oss."
::={ dianeterBaseNotifications 3 }

-- Connection Down Notifs

dbpPeer Connect i onDownNot i f Enabl ed OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Setting the value of this object to True(l)
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enabl es the dbpPeer Connecti onDown notification."
DEFVAL { false }
::={ dbpNotifCfgs 4}
dbpPeer Connecti onDownNot i f NOTI FI CATI ON- TYPE
OBJECTS {
dbplLocal I d,
dbpPeer 1 d

}
STATUS current
DESCRI PTI ON
"An dbpPeer Connecti onDown notification is sent when
both the follow ng conditions are true:
1) the val ue of dbpPeer Connecti onDownNoti f Enabled is
True(1)

2) dbpPer Peer St at sSt at e changes to cl osed(1)
It can be utilized by an NM5 to trigger
| ogi cal / physi ca
entity tabl e nmaintenance polls. An agent nust not
generate nore than one dbpPeer Connecti onDown
"notification event’ in a five second period, where a
"notification event’ is the transm ssion of a single
notification PDU to a list of notification
desti nati ons.
If additional 'transport down’ events occur within the
five second "throttling period, then these trap-events
shoul d be suppressed by the agent."

::={ dianeterBaseNotifications 4 }

-- Connection Up Notifications

dbpPeer Connecti onUpNot i f Enabl ed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Setting the value of this object to True(l)
enabl es the dbpPeer ConnectionUp notification.'
DEFVAL { false }
::={ dbpNotifCfgs 5 }

dbpPeer Connecti onUpNoti f NOTI FI CATI ON- TYPE
OBJECTS {
dbplLocal I d,
dbpPeer 1 d

}
STATUS current
DESCRI PTI ON
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"An dbpPeer ConnectionUp notification is sent
when both thefollowi ng conditions are true:
1) the value of dbpPeer ConnectionUpNotifEnabled is

True(1)
2) the value of dbpPerPeer StatsState changes to

ei ther rQOpen(6)or iOpen(7)
It can be utilized by an NM5 to trigger
| ogi cal / physical entity table naintenance polls.
An agent must not generate
nore than one dbpPeer Connecti onUp
"notification event’ in a
five second period, where a 'notification event’ is the
transm ssion of a single notification PDUto a
list of notification destinations.
I f additional 'connection up’ events
occur within the five second "throttling period,
then these trap-events should be suppressed by the
agent . "

::={ dianeterBaseNotifications 5 }

-- Local Configs

dbpLocal I d OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The inplementation-specific identification
string for the Dianmeter software in use on
the system for exanple: 'dianeterd "

::={ dbpLocal Cfgs 1}

dbpLocal | pAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DbplLocal | pAddr Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table listing the D aneter
| ocal host’s | P Addresses."
::={ dbpLocal Cfgs 2}

dbpLocal | pAddr Entry OBJECT- TYPE

SYNTAX DbpLocal | pAddr Entry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"Arow entry representing a D aneter
| ocal host | P Address."
| NDEX { dbpLocal | pAddr | ndex }
::={ dbpLocal | pAddrTable 1 }

DbpLocal | pAddrEntry ::= SEQUENCE {
dbpLocal | pAddr I ndex Unsi gned32
dbpLocal | pAddr Type | net Addr essType,
dbpLocal | pAddr ess | net Addr ess

}
dbpLocal | pAddr | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295 )
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A nunmber uniquely identifying an | P Address
supported by this Dianmeter host."
::={ dbpLocal | pAddrEntry 1 }

dbpLocal | pAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of internet address stored
i n dbpLocal | pAddress. "
::= { dbpLocal | pAddrEntry 2 }

dbpLocal | pAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The | P-Address of the host, which is of the type
specified in dbpLocal | pAddr Type. "
::={ dbpLocal | pAddrEntry 3 }

dbpLocal TcpLi st enPort OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Di aneter TCP 'listen’ port."
::={ dbpLocal Cfgs 3}

Zorn & Conerica Expires July 19, 2010 [ Page 11]



Internet-Draft D aneter Base Protocol MB January 2010

dbpLocal Sct pLi st enPort OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Di aneter SCTP 'listen’ port."
::={ dbpLocal Cfgs 4 }

dbpLocal Ori gi nHost OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON "This object represents the Local Origin Host."
DEFVAL {""}

::={ dbpLocal Cfgs 5}

dbpLocal Real m OBJECT- TYPE

SYNTAX SnipAdmi nStri ng

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This object represents the Local Real m Nane."
DEFVAL {""1}

::={ dbpLocal Cfgs 6 }

dbpLocal St at sTot al Messagesl n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of Dianmeter Base Protocol
nmessages received. "
::={ dbpLocal Stats 1 }

dbpLocal St at sTot al MessagesQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of Di aneter Base Protocol
messages transmitted. "
::={ dbpLocal Stats 2 }

dbpLocal St at sTot al UpTi ne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"This object represents the total time this D aneter
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server has been up until now "
::={ dbpLocal Stats 3 }

dbpLocal Reset Ti mne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"If the server keeps persistent state (e.g., a process)
and supports a 'reset’ operation (e.g., can be told to
re-read configuration files), this value will be the
tinme elapsed (in hundredths of a second) since the

server was 'reset’. For software that does not
have persistence or does not support a ’'reset’
operation, this value will be zero."

::={ dbpLocal Stats 4 }

dbpLocal Confi gReset OBJECT- TYPE
SYNTAX | NTEGER { other(1),
initializing(2),
runni ng(3) }
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Status/action object to reinitialize any persistent
server state. Wen set to reset(2), any persistent
server state (such as a process) is reinitialized as
if the server had just been started. This value wll
never be returned by a read operation. Wen read,
one of the follow ng values will be returned:
other(1) - server in some unknown state,;
initializing(2) - server (re)initializing;
runni ng(3) - server currently running.”
DEFVAL { other }
::={ dbpLocal Stats 5 }

dbpLocal Appl Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DbplLocal Appl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table listing the D aneter applications
supported by this server."
::={ dbpLocal Cfgs 7 }

dbpLocal Appl Entry OBJECT- TYPE

SYNTAX DbpLocal Appl Entry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"Arow entry representing a D aneter
application on this server."
| NDEX { dbpLocal Appl I ndex }
::={ dbpLocal Appl Table 1 }

DbpLocal Appl Entry ::= SEQUENCE {
dbpLocal Appl I ndex Unsi gned32,
dbpLocal Appl St or ageType St or ageType,

dbpLocal Appl Rowst at us RowsSt at us
}
dbpLocal Appl | ndex OBJECT- TYPE
SYNTAX Unsi gned32 ( 1..4294967295 )
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"A nunmber uniquely identifying a

supported Di aneter application. Upon rel oad,

dbpLocal Appl I ndex val ues may be changed. "
::= { dbpLocal Appl Entry 1 }

dbpLocal Appl St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row. None of
the col umar objects is witable when the conceptual
row is permanent."

REFERENCE "Textual Conventions for SMv2, Section 2."

DEFVAL { nonVol atile }

::= { dbpLocal Appl Entry 2 }

dbpLocal Appl Rowst at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this conceptual row.

To create a rowin this table, a manager nust
set this object to either createAndGo(4) or
creat eAndWai t (5).

Until instances of all corresponding colums are
appropriately configured, the value of the
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correspondi ng i nstance of the dbpLocal Appl Rowst at us
columm i s ’'not Ready’ .

In particular, a newmy created row cannot be nade
active until the correspondi ng dbpLocal Appl | ndex

has been set.

dbpLocal Appl I ndex may not be nodified while

the value of this object is active(l): An attenpt
to set these objects while the val ue of

dbpLocal Appl RowStatus is active(l) will result in
an inconsi stentVal ue error.

Entries in this table with dbpLocal Appl RowSt at us equal
to active(l) remain in the table until destroyed.

Entries in this table with dbpLocal Appl RowSt at us equal
to values other than active(l) will be destroyed after
timeout (5 mnutes)."

::= { dbpLocal Appl Entry 3 }

dbpPeer Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DbpPeerEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table listing information regarding
the di scovered or configured Di aneter
peer servers."

::={ dbpPeerCfgs 1 }

dbpPeer Entry OBJECT- TYPE
SYNTAX DbpPeer Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Arow entry representing a discovered
or configured Di aneter peer server."
| NDEX { dbpPeer | ndex }
::={ dbpPeerTable 1}

DbpPeerEntry ::= SEQUENCE ({
dbpPeer | ndex Unsi gned32,
dbpPeer 1 d SnipAdmi nStri ng,
dbpPeer Port Connect Unsi gned32,
dbpPeer Port Li st en Unsi gned32,
dbpPeer Pr ot ocol | NTEGER,
dbpPeer Security | NTECGER,
dbpPeer Fi r mvar eRevi si on Unsi gned32,
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dbpPeer St or ageType St or ageType,
dbpPeer RowsSt at us RowSt at us }

dbpPeer | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A nunber uniquely identifying each Di ameter peer
with which the host server conmunicates.
Upon rel oad, dbpPeerl ndex val ues may be changed."
::={ dbpPeerEntry 1}

dbpPeer 1 d OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The server identifier for the D aneter peer.
It nmust be unique and non-enpty."
::={ dbpPeerEntry 2}

dbpPeer Port Connect OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The connection port this server used
to connect to the Di aneter peer.
If there is no active connection, this
value will be zero(0)."
::={ dbpPeerEntry 3}

dbpPeer Port Li st en OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The port the server is listening on."
::={ dbpPeerEntry 4}

dbpPeer Pr ot ocol OBJECT- TYPE
SYNTAX I NTEGER { tcp(1),
sctp(2) }
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The transport protocol (tcp/sctp) the
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D aneter peer is using."
::={ dbpPeerEntry 5}

dbpPeer Security OBJECT- TYPE

SYNTAX I NTEGER { other(1),
tls(2),
i psec(3) }

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The security the Dianeter peer is using.

other (1) - Unknown Security Protocol

tls(2) - Transport Layer Security Protocol
i psec(3) - Internet Protocol Security"”
DEFVAL { other }

::={ dbpPeerEntry 6 }

dbpPeer Fi r mvar eRevi si on OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Firmvare revision of peer. If no firnnare

revision, the revision of the Dianeter software
modul e may be reported instead."
::={ dbpPeerEntry 7 }

dbpPeer St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.
Only the dbpPeerPortListen object is witable when
the conceptual row is pernanent.”
REFERENCE "Textual Conventions for SMv2, Section 2."
DEFVAL { nonVol atile }
::={ dbpPeerEntry 8 }

dbpPeer RowsSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Status of the peer entry: creating the entry
enabl es the peer, destroying the entry disables
t he peer."
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::= {dbpPeerEntry 9 }

dbpPeer | pAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DbpPeer | pAddrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table listing the D aneter
peer | P addresses.”
::={ dbpPeerCfgs 2 }

dbpPeer | pAddr Entry OBJECT- TYPE

SYNTAX DbpPeer | pAddr Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Arow entry representing a
peer Di anmeter server."

| NDEX {
dbpPeer | ndex,
dbpPeer | pAddr essl ndex }

::= { dbpPeerl| pAddrTable 1 }

DbpPeer | pAddr Entry ::= SEQUENCE {
dbpPeer | pAddr essl ndex Unsi gned32,
dbpPeer | pAddr essType | net AddressType,
dbpPeer | pAddr ess | net Address }

dbpPeer | pAddr essl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A nunber uniquely identifying an | P Address
supported by this D aneter peer."
::= { dbpPeerl pAddrEntry 1}

dbpPeer | pAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of address stored in dbpPeerl| pAddress.”
::= {dbpPeer| pAddrEntry 2}

dbpPeer | pAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"The active I P Address(es) used for connections.”
;.= {dbpPeer | pAddrEntry 3}

dbpAppAdvToPeer Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DbpAppAdvToPeerEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table listing the applications advertised by
this host to each peer and the types of service
supported: accounting, authentication or both."

::={ dbpLocal Cfgs 8 }

dbpAppAdvToPeer Ent ry OBJECT- TYPE

SYNTAX DbpAppAdvToPeer Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Arow entry representing a discovered or
configured Di aneter peer server."

| NDEX { dbpPeer | ndex,
dbpAppAdvToPeer Vendor | d,
dbpAppAdvToPeer | ndex }

::= { dbpAppAdvToPeer Table 1 }

DbpAppAdvToPeer Entry ::= SEQUENCE ({
dbpAppAdvToPeer Vendor | d Unsi gned32,
dbpAppAdvToPeer | ndex Unsi gned32,
dbpAppAdvToPeer Ser vi ces | NTEGER,
dbpAppAdvToPeer St or ageType St or ageType,
dbpAppAdvToPeer RowSt at us RowSt at us }
dbpAppAdvToPeer Vendor | d OBJECT- TYPE
SYNTAX Unsi gned32 ( 1..4294967295 )
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The |1 ANA Enterprise Code val ue assigned to
the vendor of the Dianeter device."
.= { dbpAppAdvToPeerEntry 1 }

dbpAppAdvToPeer | ndex OBJECT- TYPE
SYNTAX Unsi gned32 ( 1..4294967295 )
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"A number uniquely identifying a D anmeter
application advertised as supported by
this host to each peer. Upon rel oad,
dbpAppAdvToPeer | ndex val ues may be
changed"

::= { dbpAppAdvToPeerEntry 2 }

dbpAppAdvToPeer Ser vi ces OBJECT- TYPE
SYNTAX | NTEGER { acct (1),
auth(2),
bot h(3) }
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of services supported for each application
accounting, authentication or both."
::= { dbpAppAdvToPeerEntry 3}

dbpAppAdvToPeer St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row
None of the objects are witable when the
conceptual row is permanent."
REFERENCE "Textual Conventions for SMv2, Section 2."
DEFVAL { nonVolatile }
::= { dbpAppAdvToPeerEntry 4 }

dbpAppAdvToPeer RowSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Status of the entry: creating the entry causes the
application to be advertised, destroying the entry
ceases advertisenent."

::={ dbpAppAdvToPeerEntry 5 }

-- Applications advertised BY peers

dbpAppAdvFr onPeer Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DbpAppAdvFronPeer Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table listing the applications advertised by
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each peer to this host and the types of service
supported: accounting, authentication or both."
::={ dbpPeerCfgs 3}

dbpAppAdvFr onPeer Entry OBJECT- TYPE

SYNTAX DbpAppAdvFr onPeer Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Arow entry representing a di scovered or
configured Di aneter peer server."
| NDEX
dbpPeer | ndex,
dbpAppAdvFr onPeer Vendor | d,
dbpAppAdvFr onPeer | ndex

;.= { dbpAppAdvFronPeerTable 1 }
DbpAppAdvFronPeer Entry ::= SEQUENCE {

dbpAppAdvFr onPeer Vendor I d Unsi gned32
dbpAppAdvFr onPeer | ndex Unsi gned32

dbpAppAdvFr onPeer Type | NTEGER
}
dbpAppAdvFr onPeer Vendor | d OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295 )
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The | ANA Enterprise Code val ue assigned to
the vendor of the Dianeter application.”
::= { dbpAppAdvFronPeerEntry 1 }

dbpAppAdvFr onPeer | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295 )
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A nunber uniquely identifying the applications
advertised as supported fromeach Dianeter peer."
;.= { dbpAppAdvFronPeerEntry 2 }

dbpAppAdvFr onPeer Type OBJECT- TYPE
SYNTAX | NTEGER {
acct (1),
aut h(2),
bot h( 3)
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of services supported for each application
accounting, authentication or both.

acct(1) - accounting
auth(2) - authentication
both(3) - both accounting and authentication."”

::={ dbpAppAdvFronPeerEntry 3 }
-- table of vendor-IDs supported by each peer

dbpPeer Vendor Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DbpPeer Vendor Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table listing the Vendor |Ds
supported by the peer."
::={ dbpPeerCfgs 4 }

dbpPeer Vendor Entry OBJECT- TYPE

SYNTAX DbpPeer Vendor Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Arow entry representing a
Vendor | D supported by the peer."
| NDEX
dbpPeer | ndex,
dbpPeer Vendor | ndex

}
::= { dbpPeerVendor Table 1 }

DbpPeer Vendor Entry ::= SEQUENCE {
dbpPeer Vendor | ndex Unsi gnhed32
dbpPeer Vendor I d Unsi gned32

dbpPeer Vendor St or ageType St or ageType
dbpPeer Vendor Rowst at us RowSt at us

}
dbpPeer Vendor | ndex OBJECT- TYPE
SYNTAX Unsi gned32 ( 1..4294967295 )
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A nunber uniquely identifying the Vendor
I D supported by the peer. Upon rel oad,
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dbpPeer Vendor | ndex val ues nay be changed. "
::={ dbpPeerVendorEntry 1 }

dbpPeer Vendor | d OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295 )
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The active vendor |ID used for peer connections.”
::= { dbpPeerVendorEntry 2 }

dbpPeer Vendor St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row
None of the objects are witable when the
conceptual row is permanent."
REFERENCE "Textual Conventions for SMv2, Section 2."
DEFVAL { nonVolatile }
::={ dbpPeerVendorEntry 3 }

dbpPeer Vendor Rowst at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row.

To create a rowin this table, a manager nust
set this object to either createAndGo(4) or
creat eAndWai t (5).

Until instances of all corresponding colums are
appropriately configured, the value of the
correspondi ng i nstance of the dbpPeerVendor RowSt at us
columm i s ’'not Ready’ .

In particular, a newmy created row cannot be nade
active until the correspondi ng dbpPeer Vendorl d has been
set. Also, a newy created row cannot be nmade active
until the correspondi ng ' dbpPeerl ndex’ has been set.

dbpPeer Vendorl d may not be nodified while the

val ue of this object is active(l):
An attenpt to set these objects while the val ue of
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dbpPeer Vendor RowSt at us is active(1) wll
an inconsi stentVal ue error.

January 2010

result in

Entries in this table wth dbpPeerVendor RowSt at us equal
to active(l) renmain in the table until

destroyed.

Entries in this table w th dbpPeerVendor RowSt at us equal

to val ues other than active(1) wll

timeout (5 mnutes).”

::= { dbpPeerVendorEntry 4 }

dbpPer Peer St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DbpPer Peer St at seEntry

MAX- ACCESS not - accessi
STATUS current
DESCRI PTI ON

bl e

be destroyed after

"The table listing the Dianeter peer statistics."

::={ dbpPeerStats 1 }

dbpPer Peer St at sEnt ry OBJECT- TYPE

SYNTAX DbpPer Peer St at seEntry

MAX- ACCESS not - accessi
STATUS current
DESCRI PTI ON

bl e

"Arowentry representing a D aneter peer."
| NDEX { dbpPeer I ndex }
::= { dbpPerPeerStatsTable 1 }

dbpPer Peer St at sSt at e

: = SEQUENCE {

dbpPer Peer St at sSt at eDur ati on
dbpPer Peer St at sLast Di scCause

dbpPer Peer St at sWhol ni t

Di sconnect

dbpPer Peer St at sDWCur r ent St at us

dbpPer Peer St at sTi neout
dbpPer Peer St at SASRsI n
dbpPer Peer St at SASRsQut
dbpPer Peer St at SASAsI n
dbpPer Peer St at sASAsQut
dbpPer Peer St at SACRsI n
dbpPer Peer St at SACRs Qut
dbpPer Peer St at SACAsI n
dbpPer Peer St at sACAsQut
dbpPer Peer St at sCERsI n
dbpPer Peer St at sCERsQut
dbpPer Peer St at sCEAsI n
dbpPer Peer St at sCEAsQut

ConnAt npt s

| NTEGER,

Ti meTi cks,
| NTEGER,

| NTEGER,

| NTEGER,

Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
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dbpPer Peer St at sDWRsI n

dbpPer Peer St at sDWRs Qut

dbpPer Peer St at sDWAsI n

dbpPer Peer St at sDWAsQut

dbpPer Peer St at sDPRsI n

dbpPer Peer St at sDPRsQut

dbpPer Peer St at sDPAsI n

dbpPer Peer St at sDPAsQut

dbpPer Peer St at SRARsI n

dbpPer Peer St at sRARsQut

dbpPer Peer St at SRAAsI n

dbpPer Peer St at sRAAsQut

dbpPer Peer St at sSTRsI n

dbpPer Peer St at sSTRsQut

dbpPer Peer St at SSTAsI n

dbpPer Peer St at sSTAsQut

dbpPer Peer St at sDWReqTi ner

dbpPer Peer St at sRedi rect Event s
dbpPer Peer St at sAccDupRequest s
dbpPer Peer St at sMal f or mredRegst s
dbpPer Peer St at sAccsNot Recor ded
dbpPer Peer St at sAccRet r ans
dbpPer Peer St at sTot al Ret r ans
dbpPer Peer St at sAccPendReqst sQut
dbpPer Peer St at sAccReqst sDr opped
dbpPer Peer St at sHByHDr opMessages
dbpPer Peer St at sEToEDupMessages
dbpPer Peer St at sUnknownTypes
dbpPer Peer St at sProt ocol Errors
dbpPer Peer St at sTransi ent Fai | ures
dbpPer Peer St at sPer manent Fai | ur es
dbpPer Peer St at sTranspor t Down

dbpPer Peer St at sSt at e OBJECT- TYPE

M B

Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Ti meTi cks,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Gauge32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32 }

SYNTAX | NTEGER { cl osed(1),
wai t ConnAck( 2),
wai t | Cea(3),
el ect (4),
wai t Ret urns(5),
r Qpen(6),
i Open(7),
closing(8) }
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON

January 2010

"Connection state in the Peer State Michi ne of

the peer with which this D aneter server is

conmuni cati ng.
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cl osed - Connection closed with this peer

wai t ConnAck - Waiting for an acknow edgnent
fromthis peer.

wai t | Cea - Wiiting for a Capabilities-Exchange-
Answer fromthis peer.

el ect - When the peer and the server are both

trying to bring up a connection wth
each other at the sane tine. An

el ection process begi ns which

det ermi nes whi ch socket renmins open

wai t Ret ur ns Waiting for election returns.

r-open - Responder transport connection is
used for conmunication

i -open - Initiator transport connection is
used for comunication

cl osi ng - Actively closing and doi ng cl eanup.”

::={ dbpPerPeerStatskntry 1 }

dbpPer Peer St at sSt at eDur ati on OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Peer state duration."
::= { dbpPerPeerStatsEntry 2 }

dbpPer Peer St at sLast Di scCause OBJECT- TYPE
SYNTAX I NTEGER { rebooting(1),
busy(2),
doNot Want ToTal k(3),
el ection(4) }
MAX- ACCESS r ead-onl y

STATUS current
DESCRI PTI ON
"The last cause for a peer’s disconnection
rebooti ng - A schedul ed reboot is inmnent.
busy - The peer’s internal resources are

constrai ned, and it has determ ned
that the transport connection needs
to be shut down.

The peer has determ ned that

it does not see a need for the
transport connection to exist,
since it does not expect any
messages to be exchanged in

the foreseeable future

el ecti onLost - The peer has determned that it

doNot Want ToTal k
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has | ost the el ection process
and has therefore di sconnected
the transport connection.”

::= { dbpPerPeerStatskntry 3 }

dbpPer Peer St at sWhol ni t Di sconnect OBJECT- TYPE

SYNTAX | NTEGER { host (1),
peer(2) }
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Did the host or peer initiate the disconnect?
host - If this server initiated the disconnect.
peer - If the peer with which this server was

connected initiated the di sconnect.”
::={ dbpPerPeerStatskntry 4 }

dbpPer Peer St at sDWCur r ent St at us OBJECT- TYPE
SYNTAX I NTEGER { okay(1),
suspect (2),
down( 3),
reopen(4) }
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
" okay

I ndi cates the connection is presunmed worKking.

suspect - Indicates the connection is possibly
congested or down.

down - The peer is no |onger reachabl e, causing
the transport connection to be shutdown.

reopen - Three watchdog nessages are exchanged with

accepted round trip tines, and the connection
to the peer is considered stabilized."
::={ dbpPerPeerStatskEntry 5 }

dbpPer Peer St at sTi neout ConnAt npt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"I'f there is no transport connection with a peer
this is the nunber of tines the server attenpts
to connect to that peer. This is reset on
di sconnection.”

::= { dbpPerPeerStatskntry 6 }

dbpPer Peer St at SASRs| n OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Abort- Session- Request nessages
received fromthe peer."
::= { dbpPerPeerStatsEntry 7 }

dbpPer Peer St at SASRsCQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Nurmber of Abort - Sessi on- Request
messages sent to the peer.”
::= { dbpPerPeerStatskntry 8 }

dbpPer Peer St at SASAs|I n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nunber of Abort- Sessi on- Answer
nmessages received fromthe peer."
::={ dbpPerPeerStatsEntry 9 }

dbpPer Peer St at SASAsCQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Abort - Sessi on- Answer
messages sent to the peer.”
::= { dbpPerPeerStatsEntry 10 }

dbpPer Peer St at SACRs| n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nurmber of Accounting- Request nessages
received fromthe peer."
::= { dbpPerPeerStatsEntry 11 }

dbpPer Peer St at SACRsCQut OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
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DESCRI PTI ON
"Nurmber of Accounting- Request nessages
sent to the peer.”

::= { dbpPerPeerStatskEntry 12 }

dbpPer Peer St at SACAs|I n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Accounting- Answer nessages
received fromthe peer."
::= { dbpPerPeerStatsEntry 13 }

dbpPer Peer St at SACAsCQut OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"Nurmber of Accounting- Answer nessages
sent to the peer.”

::= { dbpPerPeerStatskEntry 14 }

dbpPer Peer St at sCERs|I n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Number of Capabilities-Exchange- Request
nmessages received fromthe peer."
::= { dbpPerPeerStatsEntry 15 }

dbpPer Peer St at sSCERsCut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Number of Capabilities-Exchange- Request
messages sent to the peer.”
::= { dbpPerPeerStatsEntry 16 }

dbpPer Peer St at sCEAs|I n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Capabilities-Exchange- Answer
nmessages received fromthe peer."
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::={ dbpPerPeerStatsEntry 17 }

dbpPer Peer St at sSCEAsCQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Nurmber of Capabilities-Exchange- Answer
messages sent to the peer.”
::= { dbpPerPeerStatsEntry 18 }

dbpPer Peer St at sDWRs| n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Devi ce- Wt chdog- Request
nmessages received fromthe peer."
::= { dbpPerPeerStatsEntry 19 }

dbpPer Peer St at sDWRsCQut  OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"Nurmber of Devi ce- Wt chdog- Request
messages sent to the peer.”

::= { dbpPerPeerStatsEntry 20 }

dbpPer Peer St at sDWAs|I n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Devi ce-Wat chdog- Answer
nmessages received fromthe peer."
::= { dbpPerPeerStatsEntry 21 }

dbpPer Peer St at sDWAsCQut OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"Nurmber of Devi ce- Wt chdog- Answer
messages sent to the peer.”

::= { dbpPerPeerStatskEntry 22 }

dbpPer Peer St at sDPRs| n OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurber of Di sconnect - Peer-Request nessages
received."
::={ dbpPerPeerStatsEntry 23 }

dbpPer Peer St at sDPRsCQut  OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Nurmber of Di sconnect - Peer-Request nessages
sent."”
::= { dbpPerPeerStatskEntry 24 }

dbpPer Peer St at sDPAsI n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Disconnect- Peer-Answer nessages
recei ved."
::= { dbpPerPeerStatsEntry 25 }

dbpPer Peer St at sDPAsCQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Di sconnect - Peer-Answer nessages
sent."
::= { dbpPerPeerStatsEntry 26 }

dbpPer Peer St at sRARsI n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nurmber of Re- Aut h- Request nessages
recei ved."
::= { dbpPerPeerStatsEntry 27 }

dbpPer Peer St at sSRARsCQut  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
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DESCRI PTI ON
"Nurmber of Re- Aut h- Request nessages
sent."”

::= { dbpPerPeerStatsEntry 28 }

dbpPer Peer St at sRAAsI n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Re- Aut h- Answer nessages
received."
::= { dbpPerPeerStatsEntry 29 }

dbpPer Peer St at SRAAsQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Number of Re- Aut h- Answer nessages
sent."
::= { dbpPerPeerStatsEntry 30 }

dbpPer Peer St at sSTRsI n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurber of Session-Term nati on- Request
nmessages received fromthe peer."
::={ dbpPerPeerStatsEntry 31 }

dbpPer Peer St at sSTRsQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Nurmber of Session-Term nati on- Request
messages sent to the peer.”
::= { dbpPerPeerStatskEntry 32 }

dbpPer Peer St at sSTAsI n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nunber of Session-Term nation-Answer
nmessages received fromthe peer."
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::= { dbpPerPeerStatsEntry 33 }

dbpPer Peer St at sSTAsQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Nunber of Session-Terni nation- Answer
messages sent to the peer.”
::= { dbpPerPeerStatskEntry 34 }

dbpPer Peer St at sDWReqTi ner OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Devi ce- Wat chdog Request Tiner, which
is the interval between packets sent to
peers."
::={ dbpPerPeerStatsEntry 35 }

dbpPer Peer St at sRedi rect Event s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Redi rect Event count, which is the nunber
of redirects sent froma peer."
::={ dbpPerPeerStatsEntry 36 }

dbpPer Peer St at sAccDupRequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of duplicate D anmeter Accounti ng-Request
packets received."
::={ dbpPerPeerStatsEntry 37 }

dbpPer Peer St at sMal f or nredReqst s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of malformed D aneter
packets received."
::={ dbpPerPeerStatsEntry 38 }
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dbpPer Peer St at sAccsNot Recor ded OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of Diameter Accounting- Request packets
whi ch were received and responded to but not
recorded. "

::={ dbpPerPeerStatsEntry 39 }

dbpPer Peer St at sAccRet rans OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunber of Dianeter Accounting-Request packets
retransmtted to this Dianeter server."
::={ dbpPerPeerStatsEntry 40 }

dbpPer Peer St at sTot al Ret rans OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of Dianmeter packets retransmitted
to this Dianeter server, not to include D aneter
Account i ng- Request packets retransmitted.”
::= { dbpPerPeerStatsEntry 41 }

dbpPer Peer St at sAccPendReqst sQut OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of Dianeter Accounting-Request packets
sent to this peer that have not yet tined out or
received a response. This variable is incremented when an
Account i ng- Request is sent to this server and decrenented
due to recei pt of an Accounti ng-Response, a tineout or
a retransm ssion.”

::={ dbpPerPeerStatsEntry 42 }

dbpPer Peer St at sAccReqst sDr opped OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of Accounting-Requests to this server
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t hat have been dropped.”
::={ dbpPerPeerStatsEntry 43 }

dbpPer Peer St at sHByHDr opMessages OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An answer nessage that is received with an unknown

Hop- by-Hop ldentifier. Does not include Accounting
Request s dropped. "

::={ dbpPerPeerStatsEntry 44 }

dbpPer Peer St at sEToEDupMessages OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"Duplicate answer nessages that are to be locally

consunmed. Does not include duplicate Accounting
Requests received."

::= { dbpPerPeerStatsEntry 45 }

dbpPer Peer St at sUnknownTypes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of Dianeter packets of unknown type
whi ch were received."

::={ dbpPerPeerStatsEntry 46 }

dbpPer Peer St at sPr ot ocol Errors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Nurmber of protocol errors returned to peer,
but not including redirects.”
::= { dbpPerPeerStatskEntry 47 }

dbpPer Peer St at sTransi ent Fai | ures OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Transient Failure count."
::={ dbpPerPeerStatsEntry 48 }
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dbpPer Peer St at sPer manent Fai | ures OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nunber of permanent failures returned to peer."
::={ dbpPerPeerStatsEntry 49 }

dbpPer Peer St at sTr ansport Down OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Number of unexpected transport failures."
::={ dbpPerPeerStatsEntry 50 }

dbpReal mvessageRout eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DbpReal mvessageRout eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table listing the D aneter
Real m based Message Route information."
::={ dbpRealnftats 1 }

dbpReal mvessageRout eEnt ry OBJECT- TYPE
SYNTAX DbpReal mvessageRout eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Arow entry representing a D aneter
Real m Based Message Route server.”
| NDEX { dbpReal mvessageRout el ndex }
::= { dbpReal niVessageRout eTable 1 }

DbpReal mvessageRout eEntry :: = SEQUENCE ({
dbpReal mvessageRout el ndex Unsi gned32,
dbpReal mvessageRout eReal m SnpAdmi nStri ng,
dbpReal mvessageRout eApp Unsi gned32,
dbpReal messageRout eType | NTEGER,
dbpReal mVessageRout eActi on | NTECGER,
dbpReal mvessageRout eACRs| n Count er 32,
dbpReal mvessageRout eACRsQut Count er 32,
dbpReal mvessageRout eACAs| n Count er 32,
dbpReal mvessageRout eACAsQut Count er 32,
dbpReal mvessageRout eRARsI n Count er 32,
dbpReal mvessageRout eRARs Qut Count er 32,
dbpReal mvessageRout eRAAs| n Count er 32,
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dbpReal mvessageRout eRAAsQut Count er 32,
dbpReal mvessageRout eSTRsI n Count er 32,
dbpReal mvessageRout eSTRsQut Count er 32,
dbpReal mvessageRout eSTAsI n Count er 32,
dbpReal mvessageRout eSTAsQut Count er 32,
dbpReal mvessageRout eASRs| n Count er 32,
dbpReal mvessageRout eASRs Qut Count er 32,
dbpReal mvessageRout eASAs| n Count er 32,
dbpReal mvessageRout eASAsQut Count er 32,
dbpReal mVessageRout eAccRet r ans Count er 32,
dbpReal mvessageRout eAccDupRegst s Count er 32,
dbpReal mvessageRout ePendReqst sQut Gauge32,
dbpReal mvessageRout eReqst sDr op Count er 32 }
dbpReal mvessageRout el ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A nunber uniquely identifying each Realm"”
::= { dbpReal nvessageRout eEntry 1 }

dbpReal mvessageRout eReal m OBJECT- TYPE
SYNTAX SnipAdmi nSt ri ng
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Real m nane"
:: = { dbpReal nVessageRout eEntry 2 }

dbpReal mvessageRout eApp OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Application id used to route packets
to this realm™
::={ dbpReal nivessageRout eEntry 3 }

dbpReal mvessageRout eType OBJECT- TYPE

SYNTAX I NTEGER { acct (1),
aut h(2),
bot h(3) }

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The types of service supported for each
real m application: accounting,
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aut henti cat

ion or both."

:: = { dbpReal nvessageRout eEntry 4 }

dbpReal mvessageRout eActi on OBJECT- TYPE
SYNTAX I NTEGER { local (1),

relay(2),

proxy(3),
redirect(4) }

MAX- ACCESS r ead-onl y

STATUS current
DESCRI PTI ON
"The action

is used to identify how a

message shoul d be treated based on the realm
application and type.

| ocal -

rel ay -

pr oxy -

redirect -

D aneter nmessages that resolve to a

route entry with the Local Action set to
Local can be satisfied locally, and do

not need to be routed to another server.

Al'l Dianeter nessages that fall within

this category MJST be routed to a

next - hop server, without nodifying any
non-routing AVPs.

Al'l D aneter nessages that fall within this
category MUST be routed to a next-hop
server.

D aneter nmessages that fall within this
category MUST have the identity of the home
D aneter server(s) appended, and returned
to the sender of the nessage."

.. = { dbpReal nVessageRout eEntry 5 }

dbpReal mvessageRout eACRs|

n OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-onl y

STATUS current
DESCRI PTI ON

"Nurmber of Accounting- Request nessages
received fromthe realm"”
:: = { dbpReal nvessageRout eEntry 6 }

dbpReal messageRout eACRsQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"Nurmber of Accounting- Request nessages
sent to the realm™
.. = { dbpReal nVessageRout eEntry 7 }
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dbpReal mvessageRout eACAs|I n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Accounting- Answer nessages
received fromthe realm?"
:: = { dbpReal nvessageRout eEntry 8 }

dbpReal mvessageRout eACAsCQut OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Nurmber of Accounting- Answer nessages
sent to the realm™

:: = { dbpReal nVessageRout eEntry 9 }

dbpReal mvessageRout eRARs|I n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Re- Aut h- Request nessages
received fromthe realm"
:: = { dbpReal nvessageRout eEntry 10 }

dbpReal messageRout eRARsCQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nurmber of Re- Aut h- Request nessages
sent to the realm™
:: = { dbpReal nVessageRout eEntry 11 }

dbpReal mvessageRout eRAAsI n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Re- Aut h- Answer nessages
received fromthe realm"
::={ dbpReal nVessageRout eEntry 12 }

dbpReal mVessageRout eRAAsCQut OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"Nurmber of Re- Aut h- Answer nessages
sent to the realm™

:: = { dbpReal nVessageRout eEntry 13 }

dbpReal mvessageRout eSTRsI n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Session-Term nati on- Request nessages
received fromthe realm?"
:: = { dbpReal nessageRout eEntry 14 }

dbpReal mVessageRout eSTRsQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nurmber of Session-Term nati on- Request nessages
sent to the realm™
::= { dbpReal nVessageRout eEntry 15 }

dbpReal mvessageRout eSTAsI n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Session-Terni nation- Answer nessages
received fromthe realm"
::={ dbpReal nessageRout eEntry 16 }

dbpReal mvessageRout eSTAsQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nurmber of Session-Term nation- Answer nessages
sent to the realm™
.. = { dbpReal nVessageRout eEntry 17 }

dbpReal mvessageRout eASRs|I n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Abort- Session- Request nessages
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received fromthe realm™
::={ dbpReal nVessageRout eEntry 18 }

dbpReal mvessageRout eASRsCQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nurmber of Abort- Session-Request nessages
sent to the realm™
:: = { dbpReal nVessageRout eEntry 19 }

dbpReal mvessageRout eASAsI n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of Abort- Session- Answer nessages
received fromthe realm"
:: = { dbpReal nvessageRout eEntry 20 }

dbpReal mvessageRout eASAsCQut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nurmber of Abort-Session- Answer nessages
sent to the realm™
:: = { dbpReal nVessageRout eEntry 21 }

dbpReal mvessageRout eAccRet rans OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of Dianeter accounting packets
retransmitted to this realm™
:: = { dbpReal nVessageRout eEntry 22 }

dbpReal mvessageRout eAccDupReqst s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of duplicate Diameter accounting
packets sent to this realm"”
:: = { dbpReal nVessageRout eEntry 23 }
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dbpReal mvessageRout ePendReqst sQut OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of Diameter Accounting-Request packets
sent to this peer that have not yet tined out or
received a response. This variable is incremented when an
Accounting- Request is sent to this server and decrenented
due to recei pt of an Accounting-Response, a tineout or
a retransm ssion.”

.. = { dbpReal nVessageRout eEntry 24 }

dbpReal mvessageRout eReqst sDrop OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of requsts dropped by this realm"”
:: = { dbpReal nvessageRout eEntry 25 }

dbpReal nKnownPeer sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DbpReal nKnownPeer sentry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table listing the D aneter
Real ns and known peers."
::={ dbpReal nCfgs 1 }

dbpReal nKnownPeer sentry OBJECT- TYPE

SYNTAX DbpReal mKnownPeer sentry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Arowentry representing a D aneter
Real m and known peers."

| NDEX { dbpReal mvessageRout el ndex,
dbpReal nKnownPeer sl ndex }

;.= { dbpReal nKnownPeersTable 1 }

DbpReal mKnownPeer sentry ::= SEQUENCE {
dbpReal nKnownPeer sl ndex Unsi gned32,
dbpReal nKnownPeer s Unsi gned32,
dbpReal nKnownPeer sChosen | NTEGER }

dbpReal nrKnownPeer sl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
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MAX- ACCESS not - accessi bl e
STATUS current

DESCR
=
dbpReal nKnown

PTI ON
"A sequential identifier nunber."
dbpReal nrKnownPeer sentry 1 }

Peers OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS r ead-onl y
STATUS current

DESCRI

=
dbpReal nKnown

PTI ON

"The index of the peer this real mknows about.
This is an ordered list, where the ordering
signifies the order in which the peers are
tried. Sane as the dbpPeerl ndex"”

dbpReal nrKnownPeer sentry 2 }

Peer sChosen OBJECT- TYPE

SYNTAX I NTEGER { roundRobin(1),

| oadBal ance( 2),
firstPreferred(3),
nost Recent Fi rst (4),
other(5) }

MAX- ACCESS read-only

STATUS
DESCR

current
PTI ON
"How t he real m chooses which peer to send

packets to.

r oundRobi n - The peer used for each transaction
is selected based on the order in
whi ch peers are configured.

| oadBal ance - The peer used for each transaction

is based on the load nmetric (rmaybe

i npl ement ati on dependent) of al

peers defined for the realm wth

the | east | oaded server selected

first.

The first defined server is always

used for transactions unless

fail over occurs.

nost Recent First - The nost recently used server is
used first for each transaction."”

firstPreferred

::= { dbpReal mrKnownPeersEntry 3 }

-- Conformance
-- dbpM BConpl i ances

di amet er BasePr ot ocol M BConpl i ances
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OBJECT | DENTI FI ER : :
di amet er BasePr ot ocol M BG oups
OBJECT | DENTI FI ER : :

{ di aneterBaseConform1 }

{ di anet er BaseConform 2 }
-- Conpliance Statenents

di amet er BasePr ot ocol Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for D aneter Base
Protocol entities."
MODULE -- this nodul e
MANDATORY- GROUPS { dbpLocal Cf gGroup,
dbpPeer Cf gGr oup,
dbpPeer St at sG oup,
dbpReal nCf gG oup,
dbpReal ntt at sGr oup,
dbpNoti fi cati onsG oup,
dbpNoti f Cf gG oup }

::= { di anet er BasePr ot ocol M BConpl i ances 1 }

-- Units of Conformance

dbpLocal Cf gG oup OBJECT- GROUP
OBJECTS {

dbpLocal Real m
dbpLocal Ori gi nHost ,
dbpLocal I d,
dbpLocal | pAddr Type,
dbpLocal | pAddr ess,
dbpLocal TcpLi st enPort,
dbpLocal Sct pLi stenPort,
dbpLocal St at sTot al Messagesl n,
dbpLocal St at sTot al MessagesQut
dbpLocal St at sTot al UpTi ne,
dbpLocal Reset Ti ne,
dbpLocal Confi gReset,
dbpLocal Appl St or ageType,
dbpLocal Appl Rowst at us,
dbpAppAdvToPeer Ser vi ces,
dbpAppAdvToPeer St or ageType,
dbpAppAdvToPeer RowSt at us

}
STATUS current
DESCRI PTI ON
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"A collection of objects providing configuration conmon
to the server."
::={ di amet er BaseProt ocol M BG oups 1 }

dbpPeer Cf gGr oup OBJECT- GROUP
OBJECTS {

dbpPeer 1 d,
dbpPeer Port Connect ,
dbpPeer Por t Li st en,
dbpPeer Pr ot ocol ,
dbpPeer Security,
dbpPeer Fi r mnvar eRevi si on,
dbpPeer St or ageType,
dbpPeer RowSt at us,
dbpPeer | pAddr essType,
dbpPeer | pAddr ess,
dbpPeer Vendor | d,
dbpPeer Vendor St or ageType,
dbpPeer Vendor Rowst at us,
dbpAppAdvFr onPeer Type

}

STATUS current

DESCRI PTI ON
"A collection of objects providing configuration
of the Dianeter peers.”

::={ di anmet er BasePr ot ocol M BG oups 2 }

dbpPeer St at sGroup OBJECT- GROUP
OBJECTS {

dbpPer Peer St at sSt at e,
dbpPer Peer St at sSt at eDur ati on,
dbpPer Peer St at sLast Di scCause,
dbpPer Peer St at sWhol ni t Di sconnect,
dbpPer Peer St at sDWCur r ent St at us,
dbpPer Peer St at sTi neout ConnAt npt s,
dbpPer Peer St at SASRsI n,
dbpPer Peer St at SASRsQut ,
dbpPer Peer St at SASAsI n,
dbpPer Peer St at SASAsQut ,
dbpPer Peer St at SACRsI n,
dbpPer Peer St at SACRsQut ,
dbpPer Peer St at SACAsI n,
dbpPer Peer St at SACAsCQut ,
dbpPer Peer St at sCERsI n,
dbpPer Peer St at sCERsCQut ,
dbpPer Peer St at sCEAsI n,
dbpPer Peer St at sCEAsQut ,
dbpPer Peer St at sDWRsI n,

Zorn & Conerica Expires July 19, 2010 [ Page 45]



Internet-Draft D aneter Base Protocol MB January 2010

dbpPer Peer St at sDWRsQut ,

dbpPer Peer St at sDWAsI n,

dbpPer Peer St at sDWAsQut ,

dbpPer Peer St at sDPRsI n,

dbpPer Peer St at sDPRsQut ,

dbpPer Peer St at sDPAsI n,

dbpPer Peer St at sDPAsCQut ,

dbpPer Peer St at SRARsI n,

dbpPer Peer St at sSRARsQut ,

dbpPer Peer St at sRAAsI n,

dbpPer Peer St at sSRAAsQut ,

dbpPer Peer St at sSTRs| n,

dbpPer Peer St at sSTRsCQut ,

dbpPer Peer St at sSTAsI n,

dbpPer Peer St at sSTAsCQut ,

dbpPer Peer St at sDWReqTi ner,
dbpPer Peer St at sRedi rect Event s,
dbpPer Peer St at sAccDupRequest s,
dbpPer Peer St at sMal f or redRegst s,
dbpPer Peer St at sAccsNot Recor ded,
dbpPer Peer St at sAccRet r ans,
dbpPer Peer St at sTot al Ret r ans,
dbpPer Peer St at sAccPendReqst sQut ,
dbpPer Peer St at sAccReqst sDr opped,
dbpPer Peer St at sHByHDr opMessages,
dbpPer Peer St at sEToEDupMessages,
dbpPer Peer St at sUnknownTypes,
dbpPer Peer St at sPr ot ocol Errors,
dbpPer Peer St at sTransi ent Fai | ur es,
dbpPer Peer St at sPer manent Fai | ur es,
dbpPer Peer St at sTranspor t Down,
dbpPer Peer St at sDWCur r ent St at us,
dbpPer Peer St at sDWReqTi ner,
dbpPer Peer St at sRedi rect Event s,
dbpPer Peer St at sAccDupRequest s,
dbpPer Peer St at sEToEDupMessages

}
STATUS current
DESCRI PTI ON
"A collection of objects providing statistics
of the Dianeter peers."
::={ dianet er BaseProt ocol M BG oups 3 }

dbpNoti fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
dbpPr ot ocol Error Noti f,
dbpTransi ent Fai | ureNoti f,
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dbpPer manent Fai | ureNoti f,
dbpPeer Connect i onDownNot i f,
dbpPeer Connecti onUpNot i f
}

STATUS current

DESCRI PTI ON

"The set of notifications which an agent is required
to inmplenent.”
::={ di amet er BasePr ot ocol M BG oups 4 }

dbpNot i f Cf gG oup OBJECT- GROUP
OBJECTS {
dbpPr ot ocol Error Noti f Enabl ed,
dbpTr ansi ent Fai | ur eNot i f Enabl ed,
dbpPer manent Fai | ur eNot i f Enabl ed,
dbpPeer Connect i onDownNot i f Enabl ed,
dbpPeer Connecti onUpNot i f Enabl ed
}
STATUS current
DESCRI PTI ON
"A collection of objects providing configuration for
base protocol notifications."
::={ dianeterBaseProtocol MBG oups 5 }

dbpReal nCf gG oup OBJECT- GROUP

OBJECTS
dbpReal nKnownPeer s,
dbpReal nKnownPeer sChosen
}
STATUS current
DESCRI PTI ON
"A collection of objects providing configuration for

Real m "
:: = { di anet er BasePr ot ocol M BG oups 6 }

dbpReal ntt at sG oup OBJECT- GROUP
OBJECTS {

dbpReal mvessageRout eReal m
dbpReal mvessageRout eApp,
dbpReal mvessageRout eType,
dbpReal mvessageRout eAct i on,
dbpReal mvessageRout eACRsI n,
dbpReal mvessageRout eACRsCQut ,
dbpReal mvessageRout eACAsI n,
dbpReal mvessageRout eACAsCQut ,
dbpReal mvessageRout eRARsI n,
dbpReal mvessageRout eRARsCQut ,
dbpReal mvessageRout eRAAsI n,
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dbpReal mvessageRout eRAAsCQut ,
dbpReal mvessageRout eSTRsI n,
dbpReal mvessageRout eSTRsCQut ,
dbpReal mvessageRout eSTAsI n,
dbpReal mvessageRout eSTAsCQut ,
dbpReal mvessageRout eASRsI n,
dbpReal mvessageRout eASRsCQut ,
dbpReal mvessageRout eASAsI n,
dbpReal mvessageRout eASAsQut ,
dbpReal mVessageRout eAccRet r ans,
dbpReal mvessageRout eAccDupReqgst s,
dbpReal mvessageRout ePendReqst sQut ,
dbpReal mvessageRout eReqst sDr op
}
STATUS current
DESCRI PTI ON
"A collection of objects providing statistics
of real m message routing."
::={ di anet er BasePr ot ocol M BG oups 7 }

END

5. | ANA Consi derati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

di amet er BasePr ot ocol M B { mb-2 XXX}

Editor’s Note (to be renoved prior to publication) The IANA is
requested to assign a value for "XXX'" under the 'nib-2" subtree
and to record the assignment in the SM Nunbers registry. Wen
t he assi gnnment has been made, the RFC Editor is asked to repl ace
"XXX" (here and in the MB nodule) with the assigned value and to
renove this note.

6. Security Considerations

There are managed objects defined in this MB that have a MAX- ACCESS
cl ause of read-wite and/or read-create. Such objects may be

consi dered sensitive or vulnerable in some network environnents. The
support for SET operations in a non-secure environnment w thout proper
protection can have a negative effect on network operations.
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There are several of managed objects in this MB that nmay contain
sensitive information. These are:

o di anet er Host Addr ess
o di anet er Peer Ser ver Addr ess
o dianeter Peer| pAddress

These can be used to determ ne the address of the D aneter host,
and/ or peers with which the host is comunicating. This information
coul d be useful in inpersonating the host or peer.

It is inmportant to control GET access to these objects and possibly
to even encrypt the val ues of these object when sending them over the
network via SNMP. Not all versions of SNWP provide features for such
a secure environment.

SNWPv1l by itself is not a secure environment. Even if the network
itself is secure (for exanple by using IPSec), there is no control as
to who on the secure network is allowed to access and GET (read) the
objects in this MB.

It is recomended that the inplenmenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel [RFC3414] and the Vi ew based Access
Control Model [RFC3415] is reconmended

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET (change/
create/del ete) them
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