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Abst ract

Verification Involving PSTN Reachability (ViPR) is a technique for
inter-domain SIP federation. ViPR makes use of the RELOAD protocol
to store unverified mappings from phone nunbers to RELOAD nodes, with
whom a val i dation process can be run. This docunment defines the
usage of RELOAD for this purpose.

Legal

This docunents and the infornmation contained therein are provided on
an "AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE
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FOR A PARTI CULAR PURPCSE.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 28, 2011.
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1.

I nt roducti on

This docunent relies heavily on the concepts and term nol ogy defined
in [VIPR-OVERVIEW and will not neke sense if you have not read that
docunent first. As it defines a usage for RELOAD [ P2PSI P- BASE], it
assumes the reader is also familiar with that specification. The
sane DHT can al so be used for a RELOAD Sl P usage [ P2PSI P-SI P] .

Vi PR Usage

The Vi PR usage defines details for how the DHT is used for ViPR
operati ons.

The Vi PR usage defines Kind-1D 0x00000001. This Kind-IDis a
dictionary entry. |Its Resource-ID is defined through a
transformati on whi ch takes an E. 164 based nunber, and conputes a
Resource-1D as the | east significant 128 bits of the SHA1 hash of the
following string: Cat(CHO CE(null, "COPY", "COPY2"), number) That

is, the Resource-IDis the hash of a string which is the

concat enati on of the number, prefixed with nothing, or the words

" COPY1" or "COPY2".

For exanple, for number +14085555432

Resource-1D = | east 128( SHAL("+14085555432"))

or

Resource-1D = | east 128( SHAL( " COPY1+14085555432"))

or

Resource-1D = | east 128( SHAL( " COPY2+14085555432"))

The object stored at this resource IDis a dictionary entry, which
has a key and a val ue:

hj ect = {key, val ue}

Here, the key is formed by taking the Node-1D of the storing node in
hex format, without the "0Ox", appending a "+", followed by the
VServicel D in hex format, without the "0Ox". For exanple, if a peer
with Node-1D

0x8f 60f 5eab753037e64ab6c53947f d532

receives a Publish with a VServicel D of
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Ox7eeb6a7036478351
The resulting key is:
8f 60f 5eab753037e64ab6c53947f d532+7eeb6a7036478351

Both parts of this key are inportant. Using the Node-ID of the node
performng the store basically segnments the keyspace of the
dictionary so that no two peers ever store using the sanme key.

I ndeed, the responsible node will verify the signature over the
stored data and check the Node-1D agai nst the value of the key, to
make sure that a conflict does not take place. The usage of the
VService allows for a single ViPR server to service multiple
clusters, and to ensure that nunbers published by one cluster (using
one VServicelD) do not clobber or step on nunbers published by

anot her cluster (using a different VServicelD). The responsible node
does not verify or check the VServicel D

When a node receives a Store operation for this usage, the data
itself has a signature. The node responsible for storing the data
must verify this signature; the certificate will always be included
in the data and i ndicate which Node-1D is used. The responsible node
nmust check that this Node-IDis included in the cert. |If the
signature verifies, the responsible node checks that the data nodel
is a dictionary entry. The key nust neet the fornmat above. The
responsi bl e node nust check that it is a 32 character sequence of
nunbers and letters a-f, followed by a +, followed by a 16 character

sequence of nunbers and letters a-f. |If this checks, the key is
split in half along the plus. The first 32 characters are consi dered
a hex value and conpared with the Node-1D used for the signature. |If
they match, it is good. QOherwise the Store operation is rejected.

If they did match, next the responsible node checks the value. It

must be a TLV, with the same format used by VAP, and it nust contain

a single Node-ID attribute. The Node-I1D nust match that used for the
signature. |If they don't match, the Store operation is rejected. |If
they do match, the next step is a quota check

For each peer that the responsible node is storing data for, it nust
mai ntain a count of the nunmber of unique dictionary entries being
stored for that Node-ID. For each resourcel D, each key constitutes a
uni que dictionary entry. So if a peer is storing 5 resourcel Ds, and
at each of those 5, there are two keys whose first 32 bits correspond
to a particular Node-ID, it means this node is currently storing 10
uni que dictionary entries for that Node-ID.

It takes the StorageQuota configuration paraneter for this DHT, which

measur es the amount of nunbers a particular node can store. That
value is multiplied by nine (a 3x factor to account for the
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application-layer copies (COPYlL and COPY2), and another 3x factor for
replicas). Then, an addition 3x factor is added for rounding to make
sure that the probability is lowthat a rejection occurs due to

i mperfect distribution of resourcelDs across the ring. (Open I|ssue:
need to adjust this nultiplier - basically birthday problen) and

t hen divided by the fraction of the hashspace owned by this Vi PR

server. |If the result is less than one, it is rounded up to two.
This is the max number of unique entries that can be stored for this
storing peer ID. If the ViPR server is not yet storing this many

entries for that peer ID, the store is all owed.

The method for nerging data after a partition follows the nornal
RELCOAD rul es around tenporal ordering.

3. PeerlD Shim

Because the Vi PR inplementation of RELOAD protocol makes use of the
concept of multiple Node-ID on the sane physical box, utilizing a
single cert, the TLS handshakes al one are not sufficient to determne
the entity on both sides of the TLS connection. As such, we wll
have a small "shin!' type of protocol, which runs after TLS, but is
not formally part of RELQAD.

When a node initiates a TLS connection towards anot her node, after
the TLS conpletes, it sends this nmessage. The nessage contains the
Node- I D associated with this connection. The recipient gets this,
and sends back a simlar nessage, containing its Node-1D. Both sides
will verify that, the Node-1D sent by the other side, are anpngst the
Node-IDs listed in the certificate. The connections are then stored
in the connection tables, indexed by this Node-ID.

Furthernmore, if, after this exchange, a node determines that it

al ready has a connection in its connection table with that Node-1D on
the far side, the older connection is closed. This is actually a
critical security function! Wthout this, a user could clone ViPR
servers utilizing the sanme certs, and each one can join the network.

Finally, once the exchange has taken place, the node conpares the
Node-ID fromits peer with the current set of blacklisted Node-I1D
fromthe ACL that is distributed through the DHT. |f the renote
Node- | D appears on the list, the node closes the TCP/ TLS connection
i mredi atel y.

The reason we are using a non-reload nessage for this, is that we
need to be 100% sure that this never propagates. It is strictly over
a single connection and shoul d never be routed. |ndeed, had we not
had this idea of nultiple Node-IDin a single cert, this would have
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effectively been acconplished through TLS. Alternatively, there is a
TLS conmand for telling the other side who | expect themto be;
however this is not inplenented in older versions of OpenSSL, and so
our shimforns an alternative to that which can be run on top of
OpenSSL.

4. Security Considerations

TBD

5. | ANA Consi derati ons

TBD. Need to register items in | ANA registries created by RELQAD.
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Appendi x A.  Rel ease notes

This section nust be renoved before publication as an RFC
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A.1. Modifications between rosenberg-03 and rosenberg-02

Nits.

Shorter |-Ds references.

Fi xed the peerl D and VServicel D to be hexadeci nal .
Fi xed the description of the dictionary entry

Fi xed the description of the TLV.

Repl aced peerld by Node-1D
Repl aced resourcel D by Resource-1D
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