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Abst ract

Verification Involving PSTN Reachability (ViPR) is a technique for
inter-domain SIP federation. ViPR hybridizes the PSTN, P2P networ ks,
and SIP, and in doing so, addresses the phone nunber routing and Vol P
spam probl ens that have been a barrier to federation. The ViPR
architecture uses a server, the Vi PR server, which performs P2P and
val i dation services on behalf of call agents, which acts as clients
to the server. Such an architecture requires a client/server

prot ocol between call agents and the Vi PR server. That protocol,
defined here, is called the Vi PR Access Protocol (VAP).

Legal
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1.

Introduction to Vi PR

[ VI PR-OVERVI EW introduces a new technol ogy, called Verification

I nvol ving PSTN Reachability (Vi PR), which enables Vol P federation

bet ween donains, over the Internet. ViPR is a hybrid technol ogy that
conbi nes together the PSTN, P2P networks, and SIP. 1|n doing so, it
addresses the phone nunber routing problemand anti-spam probl ens
that have been the nost significant barriers to w despread depl oynent
of SIP inter-domain federation.

It is assunmed that readers of this docunent have read and under st ood
[ VI PR- OVERVI EW .

One of the key protocols used in ViPRis the Vi PR Access Protocol
(VAP). VAP connects call agents, such as phones, SBCs and | P PBXs,
to a ViPR server. This docunent defines the VAP protocol in detail.

Overvi ew of VAP

A high level view on the ViPR architecture is shown in Figure 1.
This architecture is discussed in nore detail in [VIPR OVERVI EW .
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A key conponent of this architecture is the Vi PR server. The ViPR
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Once the connections are established, the call agent sends a Register
message to the ViPR server. This register message primarily provides
aut henti cation and connects the client to the ViPR server. VAP

provi des several nessages for different purposes:

0 Publish: The Publish nessage inforns the Vi PR server of service
informati on. There are two types of Publishes supported in ViPR
The first is the ViPR Service (VService). This inforns the Vi PR
server of the SIP URIs on the call agent and bl ack and white lists
used by the Vi PR server to block validations. The ViPR server
stores that information locally and uses it during the validation
process, as described above. The second Publish is the Vi PR
Nunber Service. The Vi PR server, upon receiving this nessage,
performs a Store operation into the DHT.

o UploadVCR This nmessage cones in two flavors - an originating and
term nati ng message. An originating Upl oadVCR cones froma cal
agent upon conpletion of a non-ViPR call to the PSTN. A
term nating Upl oadVCR cones from an agent upon conpletion of a
call received FROMthe PSTN. The Vi PR server behavior for both
nmessages is very different. For originating UploadVCR, the ViPR
server will store these, and at a randomtine later, query the DHT
for the called nunber and attenpt validation against the ViPR
servers that are found. For a termnating Upl oadVCR, the ViPR
server will store these, awaiting receipt of a validation against
t hem

0 Subscribe: Call agents can subscribe for information fromthe
Vi PR server. There is one service that call agent can subscribe
for: Nunber Service. Wen a new nunber is validated, the ViPR
server will send a Notify to the call agent, containing the
val i dat ed nunmber, the ticket, and a set of SIP trunk URIs.

o Notify: The ViPR server sends this nessage to the call agent when
it has an event to report for a particular subscription

The VAP protocol provides authentication by including an integrity
object in each message. This integrity nessage is the hash of the
contents of the nessage and a shared secret between the Vi PR server
and the client. VAP can also be run over TLS, which enhances
security further.

3. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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4. VAP Message Structure

VAP messages follow the syntax and structure of Session Traversa
Uilities for NAT (STUN) [RFC5389]. It also shares the sane
transacti on nodel as STUN. However, aside fromits comobn syntax and
transacti on nodel, STUN and VAP are unrel at ed.

VAP messages are encoded in binary using network-oriented format

(rmost significant byte or octet first, also comonly known as big-
endi an). The transm ssion order is described in detail in Appendix B
of RFC791 [RFC0791]. Unless otherw se noted, nuneric constants are
in decimal (base 10).

Al'l VAP nessages MJST start with a 20-byte header foll owed by zero or
more Attributes. The VAP header contains a VAP nessage type, nessage
| ength, magic cookie and transaction |D.

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| 0 O] VAP Message Type | Message Length |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Magi ¢ Cooki e |
B i i i e R S e S i s e e S T g e S I T i st S TR I S S

I I
| Transaction I D (96 bits) |
| |
+- +

B o T T S S S e ot ST S i el TR TR T S S S e o
Fi gure 2: Format of VAP Message Header
The nmost significant two bits of every VAP nessage MJST be zeroes.

The message type defines the nessage class (request, success
response, failure response) and the nessage nethod (the primary
function) of the VAP nessage. Although there are four nessage

cl asses, there is only one type of transaction in VAP: request/
response transactions (which consist of a request message and a
response nessage). Response classes are split into error and success
responses to aid in quickly processing the VAP nessage.
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The message type field is deconmposed further into the foll ow ng
structure:

0 1
2 3 456789012345

T S e e
IMI M| MMMCMMMQMMMM
| 11] 10| 9] 8] 7| 1| 6| 5| 4] 0] 3| 2| 1] O]
e S S A

Figure 3: Format of VAP Message Type Field

Here the bits in the nessage type field are shown as nost-significant
(ML1) through least-significant (M). M1 through M) represent a 12-
bit encoding of the nethod. Cl and CO represent a 2 bit encoding of
the class. A class of 0b00 is a Request, a class of 0bl0 is a
success response, and a class of Obll is an error response. The

met hod and cl ass are orthogonal, so that for each nmethod, a request,
success response, error response and indication are defined for that
nmet hod.

The magi ¢ cookie field MUST contain the fixed val ue 0x41666679 in
network byte order (note that this is a different value than STUN).

The transaction IDis a 96 bit identifier, used to uniquely identify
VAP transactions. For request/response transactions, the transaction
IDis chosen by the VAP client for the request and echoed by the
server in the response. The transaction ID MJST be uniformy and
random y chosen fromthe interval 0 .. 2**96-1, and SHOULD be
cryptographically random The client MJST choose a new transaction
ID for new transactions. Success and error responses MJIST carry the
same transaction ID as their correspondi ng request.

The nmessage | ength MJUST contain the size, in bytes, of the nessage
not including the 20 byte VAP header. Since all VAP attributes are
padded to a nultiple of four bytes, the last two bits of this field
are always zero

Fol I owi ng the VAP fixed portion of the header are zero or nore
attributes. Each attribute is TLV (type-Iength-value) encoded. The
details of the attributes thenmselves is given in Section 10. 3.

The met hods defined in VAP, and their correspondi ng method val ues,
are:

Rosenberg, et al. Expires April 28, 2011 [ Page 9]
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Met hod Val ue
Regi ster 0x001
Unr egi st er 0x002
Publ i sh 0x004
Unpubl i sh 0x005
Publ i shRevoke 0x006
Subscri be 0x007
Unsubscri be 0x008
Noti fy 0x00a
Upl oadVCR 0x00b

Fi gure 4: VAP Met hods

After the VAP header are zero or nore attributes. Each attribute is
TLV encoded, with a 16 bit type, 16 bit |l ength, and variabl e val ue.
Each attribute MJUST end on a 32 bit boundary:

0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Length [
B e i i e o e e S T S e e s i i TR S
| Val ue ce |
B e o i T o S e i T e e e S i s ot o S R TR S

Figure 5: VAP Attributes

The Length refers to the length of the actual useful content of the
Val ue portion of the attribute, neasured in bytes. Since VAP aligns
attributes on 32 bit boundaries, attributes whose content is not a
multiple of 4 bytes are padded with 1, 2 or 3 bytes of padding so
that they are a nultiple of 4 bytes. Such padding is only needed
with attributes that take freeformstrings, such as USERNAVE. For
attributes that contain nore structured data, the attributes are
constructed to align on 32 bit boundaries. The value in the Length
field refers to the length of the Value part of the attribute prior
to padding - i.e., the useful content. Consequently, when parsing
messages, inplenentations will need to round up the Length field to
the nearest nultiple of four in order to find the start of the next
attribute.

5. VAP Transactions

This section describes the general behavior of VAP transactions,
regardl ess of the nethod.

Rosenberg, et al. Expires April 28, 2011 [ Page 10]
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5.1. Transport and Connection Managenent

VAP runs only over TCP. UDP is not supported. As a consequence,
transactions are sinple. For each transaction, the client sends a
single request, and the server sends a response.

VAP can al so be run over TLS. The server MJST inplenent TLS, and the
client SHOULD utilize it. The TLS_RSA WTH AES 128 CBC SHA

ci phersuite MJST be inplenented. The client MJST verify that the
server certificate matches a configured val ue associated with the

Vi PR server that is to be used. The server MJST accept any
certificate fromthe client. dient authentication is perforned
usi ng a sinple digest technique.

Reliability of VAP over TCP and TLS-over-TCP is handl ed by TCP
itself, and there are no retransm ssions at the VAP protocol |evel
However, for a request/response transaction, if the client has not
received a response by Ti seconds after it sent the SYN to establish
the connection, it considers the transaction to have tinmed out. Ti
SHOULD be configurable and SHOULD have a default of 39.5s.

In addition, if the client is unable to establish the TCP connection
or the TCP connection is reset or fails before a response is

recei ved, any request/response transaction in progress is considered
to have fail ed.

The client MAY send nmultiple transactions over a single TCP (or TLS-
over-TCP) connection, and it MAY send anot her request before
receiving a response to the previous. The client SHOULD keep the
connection open until it

o has no further VAP requests to send over that connection, and;

o has no outstandi ng subscriptions

At the server end, the server SHOULD keep the connection open, and
let the client close it, unless the server has deternined that the
connection has tined out (for exanple, due to the client

di sconnecting fromthe network). The server SHOULD NOT cl ose a
connection if a request was received over that connection for which a
response was not sent. A server MJST NOT ever open a connection back
towards the client in order to send a response. Servers SHOULD

foll ow best practices regardi ng connecti on nmanagenent in cases of
over | oad.

5.2. Requestor Procedures
Though VAP is a client/server protocol, the Vi PR server can

asynchronously send requests towards the client call agent. As such,
this section defines transaction rules in terns of the requestor (the

Rosenberg, et al. Expires April 28, 2011 [ Page 11]
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entity sending the request) and the responder (the entity receiving
the request).

5.2.1. Cenerating Requests

The requestor MJST construct a request nessage based on the syntax in
Section 4. The nmessage class MJST be a request. The nethod depends
on the method of the request.

The requestor MJST add a MESSAGE-| NTEGRI TY, REALM and USERNANE
attribute to the request nessage. The USERNAME contains a string
which is the provisioned usernane identifying the client to the VAP
server. The REALM attribute MJST have the value of "ViPR'. The
MESSAGE- | NTECRI TY i s conputed as described in Section 10.3.3. That
computation relies on a 16-byte key. The 16-byte key for MESSACE-

I NTEGRITY HVAC is forned by taking the MD5 hash of the result of
concatenating the following five fields: (1) The usernane, with any
gquotes and trailing nulls renoved, (2) A single colon, (3) The realm
with any quotes and trailing nulls renoved, (4) A single colon, and
(5) The password, with any trailing nulls renoved. Note that the
password itself never appears in the nessage.

This format for the key was chosen so as to enable a common
aut henti cati on dat abase for SIP, which uses digest authentication as
defined in RFC 2617 [ RFC2617].

The request will contain other attributes depending on the method.
5.2.2. Receiving Responses

Al'l responses MJST first be authenticated by the requestor.

Aut hentication is perforned by first conparing the Transaction |ID of
the response to an outstanding request. |If there is no match, the
requestor MJST discard the response. Then the requestor SHOULD check
the response for a MESSAGE-I NTECRITY attribute. |f not present, it
MUST di scard the response, except for error responses with response
codes 431 and 436. |f MESSAGE-INTEGRITY is present, the requestor
comput es the HVAC over the response. The key that is used MJST be
same as used to conpute the MESSAGE-I NTEGRITY attribute in the
request.

If the conputed HVMAC mat ches the one fromthe response, processing
continues. |If the response was discarded, in cases where the failure
is due to an inplenentation error, this will cause tinmeout of the
transacti on.

If the response is an Error Response, the requestor checks the
response code fromthe ERROR-CCDE attribute of the response. For a
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400 (Bad Request) response code, the requestor SHOULD generate an
alarm (a notification here refers to sonme kind of indication, sent to
the adnministrator of the system indicating an error condition
Notification nechani sns include SNWP al arnms, |ogs, syslog, and so on
and are a matter of local inplenentation) containing the reason
phrase.

For a 431 (Integrity Check Failure) response code, this is typically
caused by a ms-provisioning of the password. The requestor SHOULD
generate an alarm and SHOULD NOT retry.

If the requestor receives a 436 (Unknown Usernane) response, it means
that the username it provided in the request is unknown. This is
typically due to a provisioning error, a consequence of a m snmatched
usernanme. The requestor SHOULD generate an al arm

The requestor MJST ignore any attributes fromthe response whose
attribute type were not understood by the requestor.

5.3. Responder Behaviors
5.3.1. Receiving Requests

A responder will receive requests on an existing TCP connection
either one initiated by the client, or the one accepted by the ViPR
server.

If a responder cannot process a request because the request does not
meet the syntactic requirenments necessary for the processing

descri bed bel ow, the responder SHOULD reject the request with an
error response and include an ERROR-CODE attribute with a response
code of 400 (Bad Request). |If the request is so malfornmed that a
response cannot be generated, the request is just dropped. Error
codes for specific failures are not provided, since these failures
woul d not be seen in a functionally correct system The protoco
only provides error codes for errors that can arise due to

nmi sconfiguration or network error. Note, however, that a responder
SHOULD NOT verify that a requestor has generated the request in ful
compliance to this specification; it should only validate what it
needs to performthe processing described for handling the request.

First, the responder authenticates the request. The request wll
contain a USERNAME, REALM and MESSAGE-|I NTEGRITY attribute. |[If the
USERNAME i s unknown, the responder generates an error response wth
an ERROR-CODE attribute with a response code of 436 (Unknown
Usernane). The response MJUST include the REALM but MJST onmit the
MESSAGE- | NTEGRI TY attri bute.
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The responder conputes the HVAC over the request. |f the conputed
HVAC differs fromthe one fromthe MESSAGE-|I NTEGRITY attribute in the
request, the responder MJST generate an error response with an ERROR-
CODE attribute with a response code of 431 (Integrity Check Failure).
This response MJST include a REALM but MJUST onmit the MESSAGE-

I NTECRITY attribute.

The responder MJST ignore any attributes fromthe request whose
attribute type were not understood by the responder.

5.3.2. Sending Responses

To construct the response the responder follows the nmessage structure
described in Section 4. The nmessage type MJST indicate either a
success response or error response class and MJST indicate the same
met hod as the request. The responder MJUST copy the transaction ID
fromthe request to the response.

The attributes that get added to the response depend on the type of
response.

When sending an error response, the server MJST add an ERROR- CODE
attribute containing the error code. The reason phrase is not fixed,
but SHOULD be sonething suitable for the error code.

Al'l responses except for an error response with ERROR- CODE of 431 and
436 will contain a MESSAGE-INTEGRITY attribute. Al responses wll
contain a REALM attribute. The conputation of the nmessage integrity
is based on the sane usernane val ue present in the request (along
with its correspondi ng password); however the response SHOULD NOT
contain the USERNAME attri bute.

Al'l responses MJST be sent on the sanme TCP connection on which the
request was received. |If this connection has closed, the responder
MUST NOT open a new connection in order to try to send the response.
The transaction is considered failed in this case.

6. State Mdel
The state nodel for VAP is shown in Figure Figure 6. This state is

built up as a consequence of the prinmary nessages which build state
on the ViPR server: Register, Publish, UploadVCR and Subscri be.
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Figure 6: VAP State Mdel

It is inmportant to understand that the Vi PR client publishes two
uni que sets of information to the Vi PR server:

1. The set of nunbers that are reachable by the client through a
particul ar Vi PR service,

2. The set of Vi PR services

Both of these are uploaded fromthe client to the ViPR server using a
VAP Publish operation. The ViPR clients have the concept of a "Vi PR
Service" (not to be confused with Vi PR server). A ViPR service is a
uni que instance of Vi PR processing in a call agent - and is
associated with a specific DHT, specific routes, specific domain,
specific set of nunbers to use, and specific set of policies
governing operation. Wen a client publishes a nunber, it is always
associated with a specific ViPR service, or VService. Miltiple
clients can publish the sane VServices, and they will differ only in
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the routes associated with that VService, as each client will have
its own route to reach the sane VService

The Vi PR server actively tracks the association of clients,
VServices, routes, DHTs, BlackWite lists, and VServicel Ds. Nunber
publications and VService publications are differentiated from each
other by different servicelD values in attributes in the Publish
request. To be thoroughly confusing, this servicelDis not the sane
as a VServicelD. ServicelDrefers to whether sonething is a VService
publication or nunber publication, and is an enunerated val ue,
whereas a VServicelDis an instance ID for a particular VService.
The Vi PR server only actually stores the VService publications; when
receiving a Publish for a nunber service, the corresponding data is
witten directly to the DHT and then forgotten by the Vi PR server.
The Vi PR server doesn’t take any responsibility for renoving the
state or for keeping it fresh. Al of this is the responsibility of
the ViPR client. Consequently, VAP itself is not responsible for

mai ntai ning this information.

Firstly, when a client connects, it will Register to the ViPR server.
That creates an instance of the client object, which is assigned a
uni que handle that identifies it. The client object is one of the
key pieces of state (ViPR service being the other). Al subsequent
messaging fromthe client includes that dient-Handle, allow ng the
Vi PR server to imrediately deternmine the client associated with the
nmessagi ng.

The client can issue subscriptions for services over its connection
to the ViPR server. The Vi PR server renmenbers the set of
subscriptions fromthat client.

The VService publication builds the next |large block of state. Wen
a VService publication is received froma client, the ViPR server
creates the VService object if it didn't have one yet for that
VServicel D. Each distinct instance of a VService publication gets
linked to it, and each distinct instance is, in turn, associated with
one or nore routes. Each route has a SIP URI, but the interna
structure of the route is opaque to the Vi PR server. It parses no
deeper than the route elenent itself; the contents are not parsed,
exam ned or checked by the ViPR server. This allows for future
extensibility on how call routing is done. The VService itself has a
number Count, donmain, BlackWite Iist and DHT, all of which are

| earned fromthe VService publication. The VServicelDis 1-1

associ ated with each VService

Finally, each Upl oadVCR, whether it is originating or termnating,

contains a VServicelD as well. This binds it to a particular
VService. It is inportant to note that, the linkage fromVCRs to
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VServices is indirect, through the VServicelD. This allows a
tenporary outage to break all client connections, which will delete
the VService objects, but keep the VCRs and the VServicelDs. Wen
the clients reconnect, the VServices are rebuilt, along with their

I Ds, and once again can be linked to the VCRs.

When the VAP connection terninates, the client object and
subscription state fromthe corresponding client is destroyed. Any
instances of a VService fromthat client are destroyed. |If there are
no | onger any instances of the VService left, the VService itself is
destroyed. The VCRs are not affected by the term nation of a
connection froma client.

When the client TCP connection breaks or keepalives cease to be sent,
the ViPR server will renove the registration, subscription and
VServicelD to SIP trunk/DHT mappings. Simlarly, on the client side,
if the TCP connection breaks, the client nust create a new TCP
connection, register without a handl e, subscribe and performs its
VServi ce publications.

The VAP state above is, in addition, utterly and completely
orthogonal to the state of the DHT itself. That state is driven

t hrough nunber service publications, which cause storage operations
into the DHT.

7. Protocol Versioning

Each version of VAP has a najor and m nor version nunber. This
speci fication describes major version 1, nmnor version 0. It is
anticipated that the protocol nay require updating in the future.

If an update can be done such that an older client will work with a
newer server, and an ol der server with a newer client, this MJST be
done using an increase in the mnor version nunber within the ngjor
version. This would typically include bug fixes and ni nor
extensions. |If a protocol change is such that it cannot be

under stood by previous servers and clients, this MJST be done using
an increase in the major version nunber of the protocol

This specification further requires that, in addition to the nost
recent version of the protocol they understand, a client MJST

under stand the previous major version nunber. For exanple, a client
supporting version 2.1 would also need to support version 1.0.

The protocol version nunber is included in client register nessages,
and negotiation as part of that exchange.
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8.

8.

8.

This allows for a graceful upgrade procedure. Wen a new version of
the protocol is to be rolled out, the clients are upgraded first,
each in turn. Wen they are upgraded, they’'ll come back, but during
registration, notices that the servers only support a previous nmjor
version. The clients thus switch to the previous version of the
protocol. Once all of the clients are updated, the servers can be
updated. When the clients connect to them they will utilize the
newest version of the protocol

Vi PR dient Procedures
1. Discovery

VAP provi des no di scovery mechanism The client nust be provisioned
with the domain nanmes and/or | P addresses and ports of its ViPR
servers. Typically, a client will be provisioned with two servers -
a primary and a backup.

2. Registration

Once a TCP connection is established, the client MIST performa
registration. This applies to all TCP connections held by the client
for purposes of high availability.

The client constructs a Register request based on the basic client
procedures in Section 5.2. In addition, the client MJST include the
Client-Nane attribute. This field is used strictly for debuggi ng
pur poses and indicates the nanme of the client to the server

If the client is registering for the first time towards this Vi PR
server, the registration MJST onmit the Cient-Handle attribute.

If the client is registering for the first tinme towards this Vi PR
server (and thus there was not Cient-Handle attribute), the client
MUST include a Protocol -Version attribute in the request. This

i ncludes the major and m nor version nunber of the npbst recent
versi on of the protocol supported by the client. For purposes of
extensibility, in addition to their current version of the client
protocol, a client MJST support the previous nmmjor version as well.

The client MUST include the Cient-Label attribute in the request.
However, it is not used and its contents are arbitrary.

Once constructed, the client sends the Register request to the Vi PR
server. The response is processed using the general techniques in
Section 5.2. Assunming a success response is ultinately received, it

i ndicates that the client has successfully registered. This response
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will contain a Cient-Handle attribute. The client MJST retain this
handl e and store it for the lifetinme of the clients connection to the
server. The response will also contain the Keepalive attribute,
which tells the client how often it needs to keepalive its
registration to the server

If the response to the initial Register request (one wthout a
Client-Handle) is an error response with an ERROR-CODE attribute with
a response code of 478, it neans that the server does not support the
maj or protocol version signaled by the client. The client MJST
extract the Protocol-Version attribute fromthe error response. This
attribute indicates the mgjor and m nor versions supported by the
server. Based on the principles in Section 7, the client will be
abl e to support a version of the protocol that has a nmmjor protocol
version matching the one in the Protocol -Version attribute of the
error response. The client MJUST switch to this version of the
protocol, and then MJUST generate a new Regi ster request (w thout a
Client-Handl e), indicating a Protocol-Version equal to the new, | ower
versi on of the protocol

If the response to the initial Register request (one wthout a
Client-Handle) is an error response with an ERROR-CODE attribute with
a response code of 477, it neans that the server believes that the
client has already registered on this connection. There has been a
state synchroni zation error. The client SHOULD generate an al arm
and then tear down the TCP connection. It MJST open a new TCP
connection, and then generate a fresh Register request (w thout a
Client-Handl e) over that connection

If the Register nessage was for an existing connection (and thus a
keepalive), and thus included the dient-Handl e attribute in the
request, but the response was a Register Error response with an
ERROR- RESPONSE with a response code of 471, the client MJST consider
this a failure of the connection. It SHOULD attenpt a new connection
and a new Register, but without a dient-Handl e.

During an initial Register (one that onmits Cient-Handle), the client
MUST NOT generate any subsequent requests until that Register
transacti on conpl et es.

If the TCP connection fails, the client needs to reconnect and create
a new registration without the handl e, and furthernore, resubscribe
and republish as needed. In other words, on the client side, the
lifetime of the handle is equal to the lifetime of the TCP
connection. The server also holds onto the handl e as I ong as the
connection is active. However, it will also watch for refreshes of
registrations, and if it doesn’t see one fast enough, renove the
client registration, the handle, and state received fromthat client,
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as wel | .
8.3. Unregistering

A dient that wishes to terninate its connection gracefully does so
using the Unregister request. This request is first constructed as
described in Section 5.2. Once constructed, the client MJST add the
Client-Handl e attribute to the request, and send it to the ViPR
server.

If the response was an error response and was of type 400, it neans
that the client did not construct the request properly. The client
MUST NOT retry unless it changes the content or set of attributes in
the request to match the requirenents defined here.

If the response was an error response with an ERROR- RESPONSE
attribute with a response code of 471, the client MJST consider this
a failure of the connection. It indicates a synchronization error
between client and server. The client SHOULD generate an al arm

If the response was an error response and was of type 474, it nmeans
that the client sent an Unregi ster request on a TCP connecti on but

had not yet registered. |If the client had registered, there has been
sone kind of synchronization error. The client SHOULD generate an
al arm

In all cases, success or error responses, the client MJST consider
all subscriptions to this server term nated, and consi der al
publ i shed VServices to this server as unpublished. The client MJST
term nate the TCP connection after the response has been received.

8.4. Publishing Services

Publ i sh requests informthe Vi PR server of information fromthe
client. There are two types, VService publications and nunber
publications. These differ in the value of the Serviceldentity
attribute.

Al'l publications contain a ServiceContent attribute which contains an
XM el ement that defines the service. The schema for the

Servi ceCont ent el enent depends on whether the publication is a
VServi ce or nunber publication

The Publish request MJST contain a ServiceVersion attribute. This
attribute is a version nunber that increnents by at |east one every
time a particular service (identified by a unique VService, instance,
service | D and sub-service ID value) changes in any way. |If the
service data different fromthe previous published val ue, the
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ServiceVersion attribute MUST increase. |f the service data is the
same as the previous published val ue, the ServiceVersion SHOULD st ay
the sanme, but MAY increase. Consequently, increasing version nunbers
are not a guarantee that there was a change; only that |ack of

i ncreasing version nunber is a guarantee that there was no change.

If aclient loses track of the previous version nunber of the service
(due, for example, to a restart), it MJST choose a new instance ID
and then it can reset the ServiceVersion.

Finally, the Publish Request MJST contain a ServiceContent attribute.
This attribute contains the actual service data. |Its actua
structure and syntax are a function of the service and sub-service.

If the response was an error response and was of type 472, it means
that the client didn't increnent the sequence nunber. Mre likely,

it indicates that the client has inadvertently forgotten the version
nunber of the service and gotten out of sync with the server. The
client SHOULD choose a new instance ID for this service, withdraw the
ol d one, and publish the new one.

If the response was an error response and was of type 474, it neans
that the client sent a Publish request on a TCP connection but had
not yet registered. |If the client hadn't registered, it MJST now do
so. |If it had registered, there has been some kind of

synchroni zation error. The client SHOULD generate an alarm Then

it MIUST generate a new register (without the dient-Handle), flushing
al | subscriptions.

If the response was an error response and was of type 400, it neans
that the client did not construct the request properly. The client
MUST NOT retry unless it changes the content or set of attributes in
the request to match the requirenents defined here.

If the response was a success, the publication has been accept ed.
8.4.1. VService

The VService indicates the critical information for the VService
identified by the VService ID. Typically, a call agent will run on
many servers, each of which is listening for SIP traffic on a
specific | P address and port. Each such |IP address and port forns a
particul ar instance of the VService, and represents an alternative
SI P destination for receiving incomng calls. The instance IDis a
uni que identifier, within the scope of the VServicel D, which
identifies that call agent server

The additional information placed into the VService publication wll
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not vary anongst different instances. That information is:

o The DHT that the client wishes its nunbers to be published into
for this VService. This nust always be the nane of the public
Vi PR DHT, which is "Quetzal coatl"

0 The donmain nane associated with this VService, e.g., exanple.com
This dormain nane is used by the Vi PR server at the end of the
val i dati on process.

0 The set of routes which can be used to reach a SIP server on the
call agent instance. Each route contains a SIP URI, in addition
to extensions to allow for future advanced routing. This
paraneter of the VService data is instance specific.

0 a black/white list of domains. These are used by the Vi PR server
during the validation protocol. The white list contains the set
of domains that this domain wishes to only federate with. The
black list contains the Iist of domains that this domain does not
wish to federate with.

0 A count of the nunber of phone nunbers being published for this
VService. This is used for quota managenent on the Vi PR server.

Note that the VService does not contain phone numbers. VService

information is not stored into the DHT by the ViPR server. It is
stored locally on the Vi PR server and used to support the validation
pr ot ocol

Section 10.1 defines the XML schema for the object included in the
Publ i sh request.

The SIP URI is constructed as foll ows:

1. The schenme MJIST be sip.

2. The user part MJST be an identifier which is unique to this agent
and is identical for all instances of that call agent. For
exanple, if a call agent consists of two servers for purposes
availability, and either can be used, the user part wll be
identical in the SIP URI published by each server

3. The dommin part MJST be the domain associated with this cal
agent, and MUST match certificates that the domain can obtain.

4. There MJIST be a port and it MJST be the port on which incom ng
SIP invites can be received.

5. There MJST be an nmaddr URI paraneter, and it MJST contain the IP
address or hostnanme of the instance of the call agent server.

6. The transport URI paraneter MJST be present and MJST be TCP

There will be one or nore URI per each instance of the call agent.
The I P address in the URI MJUST be a publicly reachable one. If the
call agent is to be reached through a border elenent, the |IP address
and port on the border elenent MJST be used here.
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The use of the I P address in the maddr paraneter allows the systemto
operate w thout DNS support.

An exanpl e docunent for a VService on the public DHT is:

<?xm version="1.0" encodi ng="UTF-8"?>
<servi ce-description
xm ns="http://ww. ci sco. com namespaces/ saf -uc" id="has7gqg"
xm ns:vt="http://ww. ci sco. conl nanespaces/ vi prtrunk"
schemaVer si on="1. 0" >
<tns:vservice xmns:tns="http://ww.ci sco.conl nanespaces/vi prtrunk">
<t ns: DHTnane>Quet zal coat | </ t ns: DHThane>
<t ns: DI DCount >3670</ t ns: DI DCount >
<t ns: domai n>exanpl e. conx/ t ns: domai n>
<tns:whitelist>
<t ns: donai n>exanpl e. conx/ t ns: donmai n>
<t ns: domai n>f 0o. edu</t ns: domai n>
</tns:whitelist>
<t ns: route>
<t ns: S| PURI >
si p: 17ahhs7zpaksux6z5==@xanpl e. com 2371; maddr =1. 2. 3. 4; transport=tcp
</tns: SI PURI >
</tns:route>
</tns:vservice>
</ servi ce-descripti on>

Figure 7: Exanpl e Servi ceContent

The Vi PR client SHOULD publish each Vi PR trunk service to both its
pri mary and backup Vi PR server, for purposes of HA

8.4.2. ViPR Nunber Service

The Vi PR nunber service is used to publish the nunbers that are
associated with the VService. It is published as a separate service
due to the differing state requirenents associated with the numnbers.
For the VService, the Vi PR server stores the information and does not
actually publish it into the DHT. For Vi PR nunber service, the ViPR
server imediately wites the data into the DHT and doesn't actually
store it locally. The ViPR server does not refresh the data in the
DHT on its own, nor does it withdraw the data fromthe DHT when the
client disconnects. The ViPR client is responsible for refreshing
the data in the DHT by periodically refreshing each of its nunmbers in
each DHT. The nunbers in the DHT have a configurable expiration
Consequently, the ViPR client has to refresh the data prior to the
expiration. There is no way in VAP to renmove a nunber fromthe DHT
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it is merely left to expire.

The Vi PR client SHOULD publish each service to both its primary and
backup Vi PR server, for purposes of HA. Next, the client constructs
a Vi PR nunber service advertisement. Unlike VService advertisements,
which utilize an XM. object in the ServiceContent attribute, nunber
services utilize only VAP attributes. The Publish nessage will
contain a Serviceldentity attribute and a CalledNum attribute. The
VServicel D of the Serviceldentity attribute indicates the VService
for this nunber, and is used by the Vi PR server to deternine which
DHT to publish into. The CalledNum attribute contains the nunber to
be published into the DHT. The ServiceVersion attribute is not
present.

8.5. Updating the VService

A client can change the VService information at any tine. Typically,
changes in the black or white list will require an updated VService
publication, as will changes in the set of servers listening for
incomng SIP traffic.

To update a VService, the client nodifies its service description
and creates a new Publish request. This request is first forned as
described in Section 4. This request MJST contain the
Serviceldentity attribute, identifying the service to be nodified.
The request MJST al so contain the ServiceContent attributes,
containing the relevant information for the service.

The request MJST contain a ServiceVersion attribute. That version
nunber MUST be at |east one higher than the version nunber in the
previous publication for the sane service (as identified by service
I D, subservice ID and instance).

If the response was an error response and was of type 472, it neans
that the client didn't increnent the sequence nunber. More likely,
it indicates that the client has inadvertently forgotten the version
nunber of the service and gotten out of sync with the server. The
client SHOULD choose a new instance ID for this service, unregister,
reconnect, re-register, and republish

If the response was an error response and was of type 474, it neans
that the client sent a Publish request on a TCP connection but had
not yet registered. |If the client hadn't registered, it MJST now do
so. If it had registered, there has been sone kind of

synchroni zation error. The client SHOULD generate an alarm Then
it MJUST generate a new register (without the dient-Handle).

If the response was an error response and was of type 400, it nmeans
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that the client did not construct the request properly. The client
MUST NOT retry unless it changes the content or set of attributes in
the request to match the requirenents defined here.

If aclient is no |onger capable of receiving SIP requests at the URI
it previously published, it should renove its VService by sending an
Unpubl i sh request.

8.6. Upl oadi ng VCRs

When the call agent initiates or receives a call that goes towards
the PSTN, whether it be through a PSTN gateway or through a SIP trunk
to a service provider, the call agent MJST send an Upl oadVCR request
toits primary server ViPR server. |t SHOULD send its term nating
Upl oadVCRs to its secondary Vi PR server, and SHOULD NOT send its
originating UploadVCRs to its secondary. The Upl oadVCR request is
first constructed like any other VAP request. This nmeans it will
contain the USERNAME, REALM and MESSAGE-| NTECRI TY attri butes.

In addition, it MJST contain a CallingNum CalledNum StartTime and
StopTinme attribute. The CallDirection attribute is set as described
in Section 10.3. 14.

The Upl oadVCR request MJST contain a Serviceldentity attribute. The
servicelDis 100, the subservice IDis 3 (Vi PR nunber service) and
the VService ID nust identify the VService for which this Upl oadVCR
is associated. The instance is arbitrary and are ignored by the Vi PR
server.

If the response was an error response and was of type 474, it nmeans
that the client sent a Upl oadVCR request on a TCP connection but had
not yet registered and had not yet sent a VService publication with a
VServi cel D matching that of the UploadVCR If the client hadn't

regi stered and published a matching VService, it MJST now do so. If
it had, there has been sone kind of synchronization error. The
client SHOULD generate an alarm Then, it MJST di sconnect, generate
a new register (without the Cient-Handle) and a new VService

publi cati on.

If the response was an error response and was of type 400, it neans
that the client did not construct the request properly. The client
MUST NOT retry unless it changes the content or set of attributes in
the request to match the requirenents defined here.

8.7. Subscribing to Nunmber Service

In order to | earn about validated nunbers, a ViPR client MJST
subscribe for the Vi PR Nunber Service. The client should subscribe
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to just its primary Vi PR server.

To create a subscription, the client creates a Subscribe request.

The request is fornmed as described in Section 4. It MJST NOT be sent
if the client has not previously generated a successful Register
request on this connection

Each initial Subscribe request MJST onmit the SubscriptionlD
attribute; that attribute is only used when wthdrawi ng a
subscription. The client MJST include a Serviceldentity attribute in
the request. The service |ID MUST be 101, the subservicel D MIJST be 3,
the VServicel D MUST be the VServicelD for the VService from which

| earned nunbers are desired, and the instance value MJUST be all ones.
This will cause the client to receive notifications upon validated
nunbers | earned as a consequence of an Upl oadVCR for that VService.

8.8. Unsubscribing to Services

A client MAY term nate a subscription at any time. To do that, it
sends an Unsubscribe request. This request MJST contain the
Subscriptionl D attribute identifying the subscription to be
termnated. Note that this unsubscription will affect only the
subscription identified by the subscription ID. Qher subscriptions
will continue to be in effect.

The client MAY generate additional Unsubscribe requests while the
transacti ons for previous Subscribe, Publish or Unpublish requests
are in progress. By definition a client can only Unsubscribe a
subscription for which it had already received a successful response
to a Subscribe request that created the subscription

If the response was an error response and was of type 474, it means
that the client sent a Subscribe request on a TCP connection but had
not yet registered. |If the client hadn't registered, it MJST now do
so. |If it had registered, there has been sone kind of

synchroni zation error. The client SHOULD generate an alarm Then
it MJUST generate a new register (without the dient-Handle).

If the response was an error response and was of type 476, it means
that the client sent an Unsubscribe request for a subscription which
does not exist. The client SHOULD generate an alarm since a
synchroni zation error has occurred. It should however proceed as if
the withdrawal was successful

If the response was an error response and was of type 400, it means
that the client did not construct the request properly. The client
MUST NOT retry unless it changes the content or set of attributes in
the request to match the requirenents defined here.
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8.9. Receiving Notify

8.

9.

The Vi PR server will generate a Notify request when a new nunber and
route are learned. It will send this Notify request to all clients
whi ch have subscribed to the correspondi ng VServi ce.

Once the client has received a successful response to its Subscribe
request, the client MJUST be prepared to receive Notify requests on
the TCP connection to its Vi PR server. \Wen the client receives a
Notify request, it searches for the SubscriptionlD attribute in the
request. This inforns the client of the subscription that this
notification is associated with. [If this subscriptionIDis known to
the client, it proceeds. Qherwise, it MJST generate a Notify error
response with a 476 response code in an ERROR- RESPONSE attri bute.
When this occurs, there has been a synchroni zation error between the
client and server in the set of valid subscriptions. This event
SHOULD be al arnmed, and the contents of the Notify not used.

The Notify request will contain a Serviceldentity attribute and a
ServiceContent attribute, in addition to the standard authentication
attributes and the SubscriptionlD attribute. The Vi PR client nust
verify that the Serviceldentity has service 100, subservice 3. It

| ooks at the instance value, and checks that the topnost 64 bits of
the instance contain a VServicel D that matches one for which the Vi PR
client is currently interested in |earning about. The ViPR client
then extracts the contents of the ServiceContent attribute. This

will be an XML object, formatted as descri bed bel ow

The client SHOULD store the phone nunber, SIP URI and Ticket. Wen
receiving a future call to that phone nunber, it SHOULD send a SIP
INVITE request to the SIP URI and include the ticket in an X-GCi sco-
Vi PR-Ti cket header field.

10. Receiving PublishRevoke

The Publi shRevoke nmethod is defined only for the VService, not for
the Nunber Service. The ViPR server will send a PublishRevoke for a
VService if the corresponding DHT is no | onger available. The
request will contain the Serviceldentity attribute, which indicates
the specific VService and instance that are being withdrawn. [f
these correspond to a known VService, the client should consider that
service deactivated, and periodically try to republish it

Vi PR Server Procedures
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9.1. Connection Establishnent

The Vi PR server MJST be prepared to receive incomng TCP or TLS
connections on a configure port. \Wether or not TCP or TLS i s used,
is a configured property of that port.

9.2. Registration

The purpose of registrations is to create VAP client objects, which
represent a VAP connection and contain the state described in
Section 6, and then link those with a TCP connection. Each VAP
connection can be considered a client object, linked to one and only
one TCP connection at a tine.

The first request that the server will receive over the TCP
connection will be a Register request. This request is first
processed as described in Section 5.3. Assuning those procedures
succeed, the server checks for the Cient-Handle attribute in the
Regi ster request. |If present, the server checks if it currently has
a client state object with that handle. If the client object was

al ready bound to anot her TCP connection, that other TCP connection
MUST be cl osed by the server, and then the new TCP connecti on MJST be
bound to the client object.

If the Register request had a Cient-Handle attribute, but there were
no client objects with that handl e, the server MJST generate an error
response and MJST include an ERROR-CODE attribute with a response
code of 471. This is due to a state synchronization error between
the client and server. The server SHOULD generate an al arm

If the Register did not have a Cient-Handl e attribute, it is a
request to create a client object. The server examni nes the Protocol -
Version attribute fromthe request. |[If the major version indicated
in the attribute is higher than the version supported by the server
the server MJUST reject the Register request with an error response
and include an ERROR-CODE attribute with a response code of 478.

That error response MJST include a Protocol-Version attribute that
contains the major and mnor protocol versions supported by the
server.

Next, the server MJST create a new client object, and allocate a new
Client-Handle for it. The dient-Handl e MJUST be uni que anongst all
other dient-Handl es known to this server, across all clients that
are connected to it.

If the registration succeeds, the server sends a success response.

This response MJIST include the Cient-Handle attribute containing the
handl e created by the server. The response MJST include a Keepalive
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attribute, indicating the time in mlliseconds that the server will
need to see traffic fromthe client in order to continue to maintain
the client object.

9.3. Unregistration
The client can gracefully disconnect by using an Unregister request.

If the server receives an Unregi ster request on a TCP connection, it
first looks for the client object bound to that connection. |If there
is no client object bound to it, it neans that the client has sent an
Unregi ster request prior to registering, or there has been sone kind
of synchroni zation error. The server MJST respond with an error
response, and MJST include an ERROR-CODE attribute with a response
code of 474.

O herwise, if the client object is known to the server, it MJST
generate a success response. Once it does, the server MJST destroy
the client, its associated subscriptions, and published VService
instances. It then sets a timer equal to thirty seconds. |If the
client has not closed the TCP connection bound to this client object,
the server MJST close the TCP connection

If, as a consequence of the deletion of those VService instances,
there are no longer any instances left for a VService, that VService
and its associated data (Bl ackwWite, DHT, numberCount) are renoved
Not e that unregistration does not ever renove VCRs.

9.4. Publication

Behavi or depends on whether the publication is for the VService or
the Vi PR nunber service

The Vi PR server extracts the Serviceldentity attribute. |f the value
is not one of the follow ng:

1. ServicelDis 101 and SubservicelD is 3.
2. ServicelDis 101 and SubservicelD is 4

the Vi PR server sends a 400 response.

9.4.1. VService
If the Publish request is for service 100, sub-service 4, it
indicates that this was for the VService. The ViPR server first

| ooks for the client object bound to that connection. |If there is no
client object bound to it, it neans that the client has sent a
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Publish request prior to registering, or there has been sone kind of
synchroni zation error. The server MJST respond with an error
response, and MJST include an ERROR-CODE attribute with a response
code of 474.

The Vi PR server extracts the contents of the Servi ceContent
attribute. This will be an XML object structured as defined in
Section 10.1. It also extracts the VServicel D and | nstance val ues
fromthe Serviceldentity attribute.

First, the ViPR server checks if it has any VService objects with the
VServicel D fromthe publish

o If it does, it replaces the Bl ackWite, nunberCount, donmain, and
DHTNane paraneters of that VService with the ones fromthe
publish. Next, it checks to see if the instance is currently an
i nstance associated with that VService:

* If it is, the route elenents for that instance are repl aced
with the route values fromthe publish.

* |If it is not, a new instance object is created, associated with
the client and the VService, and is linked with the route
val ues fromthe publish

o If it does not, it creates a new VService object, and associ ates

it with the values of the Bl ackWite, nunberCount, domain, and

DHTNane paraneters of the VService. Next, it creates a new

i nstance, associates it with the VService, The route val ues from

the publish are associated with that instance.

Vi PR server sends a Publish success response. The Vi PR server | ooks
for all other ViPR services in the sane DHT as the one fromthis
Publish, it sums up their nunberCounts, and includes that value in
the "current” field of the Quota attribute in the Publish response.
Since there is a linmt on the count of the nunbers that can be
published into the DHT, this nechanismallows the Vi PR server to
informthe clients about the total usage across all clients of this
Vi PR server. Note further, that since the ViPR server itself does
not have |l ocal nenory of the nunbers it stored into the DHI, the ViPR
server cannot determ ne how many nunbers have been placed into the
DHT for a particular VService. That information is known only to the
client. That is why the client inforns the Vi PR server of how nmany
nunbers it has published as part of the VService publication

The Vi PR server places its configured per-DHT linit for that DHT into
the "limt" field in the Quota attribute in the Publish response.
This tells the clients the naxi mum count of phone nunbers which can
be publi shed.
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The Vi PR server includes a DHTLifetinme attribute in the response.
This attribute indicates the amount of time that data will remain in
the DHT prior to be expunged. This is a configured property of the
DHT.

9.4.2. Vi PR Nunber Service

If the server receives a Publish request for service 100, sub-service
3, it indicates that this was for the Vi PR Nunber Service. The ViPR
server first looks for the client object bound to that connection

If there is no client object bound to it, it means that the client
has sent a Publish request prior to registering, or there has been
sone kind of synchronization error. The Vi PR server MJST respond
with an error response, and MJST include an ERROR-CODE attribute with
a response code of 474. The Vi PR server extracts the VServicelD from
the Serviceldentity attribute. It checks that, for that VServicel D
there is a VService object currently being stored. |[|f not, the ViPR
server MJUST respond with an error response, and MJST include an
ERROR- CODE attribute with a response code of 474.

Next, the Vi PR server extracts the nunber fromthe Call edNum
attribute. The ViPR server extracts the DHT fromthe VService object
associated with the VServicelD fromthe Publish. For the nunber, the
Vi PR server takes the nunber and treats it as an ASCI| string, called
the suffix seed.

Next, the Vi PR server generates two additional strings. The first is
formed by taking the suffix seed, and prepending the string "COPY1".
The second is fornmed by taking the suffix seed and prepending the
string "COPY2".

Each of the three values is passed through the SHA-1 hash functi on,
producing 160 bits. The least significant 128 bits of this are
taken. Those 128 bits, for each of the three values, formthe
Resource-1 D agai nst which a STORE is to be perforned. Three separate
stores are perforned in order to provide security in the DHT. Each
store operation wites an object into the DHT whose value is a
dictionary (or map) entry.

Conceptual | y:
St ore( Resource-1D, object)

Where Resource-ID is the 128 bit Resource-ID conputed above. The
stored object is a dictionary entry which has a key and a val ue:

bj ect = {key, val ue}

Rosenberg, et al. Expires April 28, 2011 [ Page 31]



Internet-Draft Vi PR Access Protocol Cct ober 2010

Here, the key is formed by taking the peerlD of the storing node in
hex format, wi thout the "Ox", appending a "+", followed by the
VServicel D in hex format, without the "Ox". For exanple, if a peer
wi th peerl D 0x8e60f 5f ab753037f 64ab6c53947f d532 recei ves a Publish
with a VServicel D of 0x7eeb6a7036478351, the resulting key is:

8e60f 5f ab753037f 64ab6c53947f d532+7eeb6a7036478351

Both parts of this key are inportant. Using the peerlD of the node
performng the store basically segnents the keyspace of the
dictionary so that no two peers ever store using the sanme key.

I ndeed, the responsible node will verify the signature over the
stored data and check the peerl D agai nst the value of the key, to
make sure that a conflict does not take place. The usage of the
VService allows for a single ViPR server to service multiple cal
agents, and to ensure that nunbers published by one call agent (using
one VServicelD) do not clobber or step on nunbers published by

anot her call agent (using a different VServicelD). The responsible
node does not verify or check the VServicel D

In this version of the protocol, only one of the three stored objects
is read. Three are stored to allow an enhancenent in the future,
which will read all three and use a sinple voting algorithmto handl e
i nconsistencies in the results. In this way, if a malicious node
returns no result or fakes the result, as long as the renmaining two
results are retrieved, the validation process can continue. This
means that the conprom se of a single node has, with only extrenely

| ow probability (order Log(N)/N where N is the nunber of nodes in the
ring) of being able to disrupt validation agai nst a nunber.

The value of the dictionary entry is a sequence of TLV attri butes,
with the sane format used by VAP. 1In this case, it is a single
attribute, the peerID attribute. This attribute is populated with
the peerI D of the ViPR server in the DHT into which the STORE is
bei ng perforned. The reason for using the TLV construct is to
provide extensibility in the contents of the DHT. |In the future, if
needed, new Vi PR nodes can add additional data, each with a specific
attribute type. dder nodes will ignore any unknown attributes and
go right for the peerID attribute, while newer ones can process the
new and ol d attri butes.

The Store operations are paced into the DHT at a fixed rate. The

Vi PR server maintains a queue. This queue is filled with store
requests. The Vi PR server services that queue at a fixed,
provisioned rate, the Store Rate Limt. Wen serviced, the next
Store operation in the queue is serviced. Because transactions from
clients are pipelined, there can only be as nmany Store operations in
the queue as there are sinultaneously connected clients, times three
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(three Stores per Publish, one Publish at a timer per client). The
Publish is then responded to with a success response. Note that, a
success response is not sent until all three Store operations have
been perforned. |If there is a failure due to inability to store into
the DHT, the server returns a 481 error response. Note that a ViPR
server cannot disanbiguate the first Publish for a service and an
updated Publish. It perforns identical processing for each

Note further that, the DHT itself will replicate each of the three
stored val ues, producing a total of nine copies of each nunber into
t he DHT.

9.5. Unpublish
The ViPR client can only Unpublish for the VService.

The Vi PR server extracts the VServicelD and i nstance fromthe

Serviceldentity in the Unpublish. It checks to see if there is an
instance with that I D associated with the VService with that
VServicelD. If there is, it renoves the instance object and its
associated SIPURI. If, as a consequence, there are no |onger any

i nstances associated with the VService, it deletes the VService
object and its associated attributes.

9.6. Subscribe

If the server receives a Subscribe request on a connection, it first

| ooks for the client object bound to that connection. |If there is no
client object bound to it, it neans that the client has sent a
Subscri be request prior to registering, or there has been sonme kind
of synchroni zation error. The server MJST respond with an error
response, and MJST include an ERROR-CODE attribute with a response
code of 474.

The Vi PR server checks that the Serviceldentity fromthe request. |f
verifies that the ServicelDis 101 and the SubServicelDis 3. Any

ot her conbi nation causes the server to return a 400 response. The
subscription is to the VServicelD identified in the Serviceldentity
attribute.

If the Serviceldentity is valid, the server MIST create a new
subscription object. It MJST allocate a SubscriptionlD for this
subscription. This |ID MJUST be unique across all SubscriptionlDs
associated with this client. The subscription MIST be linked wth
the client object. It is not permtted for there to be multiple
subscriptions froma client with identical VServices since each
subscription is for a unique servicel/ subservice/ VServicel i nst ance,
the Vi PR server can hash these to get a 32 bit SubscriptionlD, or
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assign them sequentially and store the associ ations.

The Vi PR server then checks the VServicelD fromthe Serviceldentity
attribute. The ViPR server adds a subscription object to the client
obj ect, and associates it with a SubscriptionlD and the VServicel D

whi ch is being wat ched.

The server then generates a success response to the Subscribe
request. It MJST include the SubscriptionlD attribute in the
response, identifying this subscription

9.7. Unsubscri be

If the server receives an Unsubscribe request on a connection, it
first looks for the client object bound to that connection. |If there
is no client object bound to it, it neans that the client has sent an
Unsubscri be request prior to registering, or there has been sone kind
of synchroni zation error. The server MJST respond with an error
response, and MJST include an ERROR-CODE attribute with a response
code of 474.

Next, the server extracts the SubscriptionlD attribute fromthe
request. If it contains a SubscriptionlD not known to the server
there has been a synchronization error. The server MJST reject the
Unsubscri be request with an error response and MJST include an ERROR-
CODE attribute with a value of 476

Assum ng the SubscriptionlDis known, the server MJST renove the
subscription object fromthe client object, and destroy it. The
server will therefore no | onger send notifications associated with
this subscription. The server MJST respond to the Unsubscribe
request with a success response.

9.8. Upl oadVCR

The Vi PR server first processes the request |ike any other VAP
request, specifically it will performthe nmessage integrity check and
foll ow associ at ed procedures.

If the Upl oadVCR was received on a TCP connection but the client had
not yet registered over that connection, it is an error and the Vi PR
server returns a 474. |If the client had registered, but the
VServicel D fromthe Serviceldentity doesn’t match a known VService
the UploadVCR is rejected with a 474.

O herwi se, the Vi PR server extracts the CallDirection, StartTine,

StopTinme, CallingNumand Call edNum attri butes, and stores them
Furt her processing depends on whether it was an originating or
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9.

8.

term nati ng Upl oadVCR
1. Oiginating

Once stored, the Vi PR server starts tiner Tv. Tv is selected as a
random nunber, in seconds, starting from30 and ending at the maxi mum
validation tine, which is a configured paranmeter of the Vi PR Server
for the DHT associated with the VService. The validation request -
whi ch includes the VCR - is stored until that tiner fires. The
val i dation request includes the details fromthe Upl oadVCR (calli ng,
call ed nunbers, start and stop tine), along with the VService

associ ated with the Upl oadVCR

When the tiner fires, the Vi PR server examnes the called party
nunber. This nunmber will be a plus followed by Ndigits. Using this
nunber, it forms a |l ookup key K Kis equal to the |east significant
128 bits of the SHAl hash of the called party nunber in string form
including the + sign. Next, the Vi PR server extracts VService
associated with the VCR It checks to see if this VService is
currently being published. |If so, it perfornms a | ookup into the DHT
usi ng key K Each DHT node has a queue on read transactions. These

| ookups are queued because the node has, per-DHT, a linmt on the rate
at which it will performread requests.

Once the | ookup request conmes to the top of the queue and it can be
serviced, the resulting fetch will be a result, a no-match, or a
timeout. If there is a no-match or timeout, ViPR server processing
is conplete.

If there is a result, the ViPR server will now have all of the
dictionary entries associated with the Resource-1D. Each dictionary
entry is a key and a value. The key is the concatenation of a peerlD
and VServicelD, and the value is a set of TLV attributes. The ViPR
server parses each dictionary entry as a sequence of TLV attri butes,
and extracts the first TLV val ue whose type is peerlD (type 0x2008).
Fromthis, the Vi PR server obtains a set of {peerlD, VServicelD}s.

The Vi PR server SHOULD perform validation, using the validation
protocol [VIPR-PVP]. A ViPR server MAY use any algorithmof its
choosing to deternine whether a nunber should be validated once, nany
times, or not at all. Wen the ViPR server is satisfied that a
number has been sufficiently validated, it SHOULD send a Notify.
Furthernmore, during validation, the Vi PR server SHOULD conpare the
domai n of the | earned nunber with the blacklist for the VService
associated with the matching VCR. If the domain is on the blacklist
or not on the whitelist, a Notify SHOULD NOT be sent.

If a Notify is to be sent as a consequence of a validation success,
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the Vi PR server |ooks to see if there is currently a subscription
froma client whose VServicel D natches the one fromthe VCR that
triggered the validation that is causing the notification. For each
mat ching one, it sends a Notify nessage. The ServiceContent in the
Notify contains a Vallnfo XML containing the SIPURI and ticket

| earned fromthe validation. It also contains the full E. 164 nunber
of the called number which validated.

9.8.2. Terminating

When the Vi PR server receives a terninating Upl oadVCR, it stores the
informati on, awaiting the receipt of a validation query. This

i nformati on MUST be stored for a m ni rum whose value is a configured
property of the DHI.

9.9. Sending Notify

The Vi PR server MUST NOT send a Notify until it had already sent a
response to the Subscribe nmessage that created the subscription, for
which the Notify is being sent.

When a Notify is to be sent, it nust contain the SubscriptionlD
attribute associated with the subscription on which the notification
is being sent. This will differ for each client that is subscribed.

The Notify MJST contain the Serviceldentity attribute, containing
servi ce 100, subservice 3, a VServicelD for the VService on which the
nunber was | earned, and an instance |ID whose instance is all ones.
The content of the ServiceContent attribute is an XM. docunent, which
is the scrubbed docunment fromthe Val Exchange response. An exanple
docunent is:
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<?xm version="1.0" encodi ng="utf-8""?>
<valinfo xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schema-i nst ance"
xsi : noNanespaceSchenmaLocat i on="val i nf 0. xsd" >
<nunber >+17325552496</ nunber >
<ti cket >7hasd88a7sd6a6d7989xkk8g7a6sdq78ekaz</ti cket >
<r out e>
<S| PURI >
si p: 17ahhs$7zpaksux6z5==@xanpl e. com 2371; maddr=1. 2. 3. 4
</ Sl PURI >
</route>
<rout e>
<Sl| PURI >
si p: 17ahhs$7zpaksux6z5==@xanpl e. com 2371; maddr=1. 2. 3.5
</ Sl PURI >
</ rout e>
</val i nf o>

Figure 8: Exanple Notify XM
10. Sendi ng PublishRevoke

The Vi PR server is only pernitted to PublishRevoke the VService; it

cannot wi t hdraw Nunber Service publications. |t should PublishRevoke
publ i shed VServices when the corresponding DHT is no | onger
available. If this should happen, the Vi PR server sends a

Publ i shRevoke for each VService that was published which utilized the
DHT which is no | onger avail able. That PublishRevoke MJST include a
Serviceldentity attribute indicating the VServicel D and instancel D of
t he PublishRevoke service. Furthernore, it SHOULD include a
ServiceContent attribute with the correspondi ng service description
this is used strictly for diagnostic purposes and i s not needed by
the client. Once sent, the Vi PR server renoves that instance of that
VServicelD fromits internal state.

Syntax Details

1. XM Schenmm for VService

This docunent is included in publications for the ViPR service. Note
its target nanespace

<?xm version="1.0" encodi ng="utf-8""?>

<xs:schema xm ns="http://ww. ci sco. conl nanespaces/ saf - uc”

attri but eFor nDef aul t ="unqual i fi ed" el enent For nDef aul t =" qual i fi ed"
t ar get Nanespace="htt p: // ww. ci sco. conf nanespaces/ saf - uc"

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena" >
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<XS:

el ement name="servi ce-description">

<xs: conpl exType>

<xs: choi ce>

<xs: el enent nane="vservice">
<xs: conpl exType>
<Xs: sequence>

<xs: el enent name="DHTnane" type="xs:string" />
<xs: el enent nanme="Dl DCount" type="xs:integer" />
<xs: el enment m nCccurs="1" maxQccurs="1" name="domai n"
type="xs:string" />
<xs: choi ce m nCccurs="0" maxCccurs="1">
<xs: el enent
xm ns: ql="http://ww. ci sco. conl nanmespaces/ vi prtrunk"
nane="bl ackl i st" type="ql: whiteO Bl ackList" />
<xs: el enent
xm ns: g2="http://ww. ci sco. conl nanespaces/ vi prtrunk"
nane="whi telist" type="q2: whiteO Bl ackList" />
</ xs: choi ce>
<xs:sequence mi nCccurs="1" nmaxCccur s="unbounded" >
<xs: el enent
xm ns: q1="http://ww. ci sco. conl namespaces/ vi prtrunk”
nane="route" type="ql:routeType" />
</ xs: sequence>
<xs:any minCccurs="0" maxCccur s="unbounded"
nanespace="##ot her"
processCont ent s="| ax" />

</ xs: sequence>
</ xs: conpl exType>

</ Xs:

el ement >

</ xs: choi ce>

<xs:attribute name="schenmaVersion" type="xs:string"
use="required" />

<xs:attribute name="id" type="xs:string" use="required" />

</ xs: conpl exType>

</ xs: el enent >

<xs: conpl exType name="whiteO Bl ackLi st">
<xs:sequence mi nCccurs="1" nmaxCccur s="unbounded" >

<xs: el enent name="donmi n" type="xs:string" />

</ xs: sequence>
</ xs: conpl exType>

<XS.:

conpl exType nane="r out eType" >

<Xs:sequence>
<xs: el ement m nCccurs="1" maxCccur s="unbounded" name="Sl| PURI "

type="xs:string" />
<xs:any m nCccurs="0" maxCccur s="unbounded"
nanespace="##ot her" />

</ xs: sequence>
</ xs: conpl exType>
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</ xs: schena>

Figure 9: VService XM. Schena

10.2. XM Schemm for Vallnfo

Thi s docunent is passed fromthe termnating Vi PR server to the
originating, containing the ticket, routes and nunber which was
validated. The originating Vi PR server verifies this and passes it
to the client in VService notifications.

<?xm version="1.0" encoding="utf-8" ?>
<xs: schema el ement For mDef aul t ="qual i fi ed"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma" >
<xs: el enent nanme="valinfo">
<xs: conpl exType>
<xs: sequence m nCccurs="0" maxCccur s="unbounded" >
<xs: el enment m nCccurs="1" maxQccurs="1" name="nunber"
type="xs:string" />
<xs:el enent m nQccurs="1" maxCccurs="1" nanme="ticket"
type="xs:string" />
<xs: el ement m nCccurs="1" maxCccur s="unbounded" nane="route"
type="rout eType" />
<xs:any ninCccurs="0" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: conpl exType nane="rout eType" >
<XS:sequence>
<xs: el enent m nCccurs="1" nmaxQccur s="unbounded" name="SI PURl "
type="xs:string" />
<xs:any m nCccurs="0" maxCccur s="unbounded"
nanespace="##ot her" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: schema>

Figure 10: Vallnfo XM. Schema

10.3. VAP Attributes

This section enunerates the attributes used by VAP. The attribute
names and correspondi ng types are:
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Attribute Nane Type

USERNAMVE 0x0006
MESSAGE- | NTEGRI TY 0x0008
REALM 0x0014
ERROR- CODE 0x0009
d i ent - Name 0x1001
dient-Handl e 0x1002
Pr ot ocol - Ver si on 0x1003
Cl i ent - Label 0x1005
Keepal i ve 0x1006
Serviceldentity 0x1007
Servi ceVer si on 0x100b
Ser vi ceCont ent 0x100c
Subscriptionl D 0x100e
Call Direction 0x2001
StartTi ne 0x2002
St opTi e 0x2003
Cal | i ngNum 0x2004
Cal | edNum 0x2005
peer| D 0x2008
Quot a 0x200a
DHTLi feti ne 0x200b

Figure 11: VAP Attributes
10.3.1. USERNAME

The USERNAME attribute is used for authentication. It identifies the
shared secret used in the nmessage integrity check. Consequently, the
USERNAME MUST be included in any request that contains the MESSAGE-

I NTECRITY attribute.

The val ue of USERNAME is a variable | ength opaque val ue of UTF-8
characters. Note that, as described above, if the USERNAME is not a
multiple of four bytes it is padded for encoding into the VAP
message, in which case the attribute length represents the |ength of
the USERNAME prior to padding.

10.3.2. REALM
The REALM attribute is present in requests and responses. It
contains text which neets the grammar for "realm' as described in RFC
3261 [RFC3261], and will thus contain a quoted string (including the
quot es) .

The value of this attribute MJST al ways be "Vi PR'.
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10.

10.

3.3. MESSAGE- I NTEGRI TY

The MESSAGE-|I NTEGRITY attribute contains an HVAC SHA1 [ RFC2104] of
the message. The MESSACE-I|I NTEGRITY attribute can be present in any
message type. Since it uses the SHAL hash, the HVAC will be 20
bytes. The text used as input to HVAC is the nessage, including the
header, up to and including the attribute precedi ng the MESSAGE-
INTEGRITY attribute. That text is then padded with zeroes so as to
be a multiple of 64 bytes. The MESSAGE-I NTEGRI TY attribute MJIST be
the last attribute in the nessage.

The 16-byte key for MESSAGE-|I NTEGRI TY HVAC is forned by taking the
MD5 hash of the result of concatenating the followi ng five fields:
(1) The usernanme, with any quotes and trailing nulls removed, (2) A
single colon, (3) The realm wth any quotes and trailing nulls
renoved, (4) A single colon, and (5) The password, with any trailing
nulls renmoved. Note that the password itself never appears in the
nessage

Since the hash is conputed over the entire nessage, it includes the
length field fromthe nmessage header. This length indicates the

| ength of the entire nmessage, including the MESSAGE-| NTECRI TY
attribute itself. Consequently, the MESSACE-|I NTEGRI TY attribute MJST
be inserted into the nmessage as the last attribute (wth dumry
content) prior to the conputation of the integrity check. Once the
computation is performed, the value of the attribute can be filled
in. This ensures the length has the correct val ue when the hash is
per f or ned.

3.4. ERROR- CODE

The ERROR-CODE attribute is present in error responses. It is a
nuneric value in the range of 100 to 699 plus a textual reason phrase
encoded in UTF-8, and is consistent in its code assignnents and
semantics with [ RFC3261] and [ RFC2616]. The reason phrase is neant
for user consunption (typically freeformfields in alarnms and |ogs),
and can be anything appropriate for the response code. Recomended
reason phrases for the defined response codes are presented bel ow

To facilitate processing, the class of the error code (the hundreds
digit) is encoded separately fromthe rest of the code.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ 0 | O ass| Nunber [
B i i S S i I e i S S R L e e e e
| Reason Phrase (vari abl e) ..

B e o I T et i i oI T R T S R S e S S e st R T e R S

Fi gure 12: ERROR- CODE Synt ax

The class represents the hundreds digit of the response code. The
val ue MUST be between 1 and 6. The nunber represents the response
code nodul o 100, and its value MJST be between 0 and 99.

If the reason phrase has a length that is not a multiple of four
bytes, it is padded for encoding into the nessage, in which case the
attribute length represents the length of the entire ERROR- CODE
attribute (including the reason phrase) prior to padding.

The follow ng response codes, along with their recomrended reason
phrases (in brackets) are defined at this timne:

400 (Bad Request): The request was nal forned. The requestor should
not retry the request without nodification fromthe previous
attenpt.

431 (Integrity Check Failure): The request contai ned a MESSAGE-

I NTECRI TY attribute, but the HVAC failed verification. This could
be a sign of a potential attack, or msconfiguration of the
password .

436 (Unknown Usernane): The username was not known. This was |ikely
due to a misconfiguration.

471 (Bad Cient Handle): The client handle provided in the Register
request is not known.

472 (Version Nunber Too Low): The client published a service whose
version was | ower than the currently held one by the server

474 (Unregistered): The client tried an operation, such as publish
or subscribe, but it has not yet registered.

476 (Unknown Subscription): The referenced subscription does not
exi st.

477 (Already Registered): The client tried an initial Register
request, but it is already registered.

478 (Unsupported Protocol Version): The server does not support the
protocol version requested by the client.

481 (Publication Failed): The publication was attenpted but could
not be performed due to an error reaching the DHT. The client
shoul d try again.
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10.3.5. dient-Nane

The Cient-Nane attribute is included the Register request. It
contains a textual description, in UTF-8, of the software being used
by the client, including manufacturer and version nunber. The
attribute has no inpact on operation of the protocol, and serves only
as a tool for diagnostic and debuggi ng purposes. The val ue of
Client-Nanme is variable length. |If the value of dient-Name is not a
multiple of four bytes, it is padded for encoding into the VAP
message, in which case the attribute length represents the |ength of
the attribute prior to padding. However, it MJST be | ess than 255
characters and MJUST be at |east one character |ong.

It is RECOMWENDED that it be constructed as:

<vendor >/ <pr oduct >/ <ver si on>/ <host nane or | P>

Where version includes major, mnor and buil d.
10.3.6. dient-Handle

This attribute has a 32 bit value, representing an unsigned integer
to be used as the client handle.

10. 3. 7. Pr ot ocol - Ver si on

This attribute is 32 bits, consisting of two 16-bit unsigned
i ntegers, representing the major and m nor version nunbers of the
pr ot ocol

0 1 2 3
01234567890123456789012345678901
B e i i e o e e S T S e e s i i TR S
[ Maj or Version | M nor Version |
B e o i T o S e i T e e e S i s ot o S R TR S

Fi gure 13: Protocol - Version Syntax
10.3.8. dient-Labe

This attribute is a UTF-8 string, which MJUST be between 1 and 255
characters. It is not used by this specification
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10.

10.
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3.9. Keepalive

This attribute is a 32 bit unsigned integer, representing the nunber
of mlliseconds that the server will retain client state after the
| ast nmessage fromthe client has been received.

3.10. Serviceldentity
The format of the Serviceldentity attribute is:

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| Service ID | Subservice ID |
B i S S T s i S T st i S S S S S S S S i
[ VServicel D (nost significant) [
T T e b i i i i i T S L e
[ VServicel D (2nd nost significant) |
T T e o e i e s s e Tk o T R
| I nstance (3rd significant) |
B i S S T s i S T st i S S S S S S S S i
[ I nstance (least significant) [
T T e b i i e e s o i S SR S S

Figure 14: Serviceldentity Attribute

The val ue of servicel D nust al ways be 101. A Subservice value of 4
i ndi cates VService publications. A subservice value of 3 indicates
nunber publications.

3.11. ServiceVersion

The ServiceVersion field is a 32 bit unsigned integer. It contains
the version nunber for the service advertised in the Publish request.
It always increnents by at | east one for each change in the service.

3.12. Servi ceCont ent

The ServiceContent is the actual content of the service definition
It is an arbitrary nunber of bytes. If the nunber of bytes of
content are not a nultiple of four, the content is padded with
arbitrary data so that it is a multiple of four. The value of the
length field of the attribute is the length prior to paddi ng.

The Servi ceContent MJST be | ess than 32k, despite the fact that the
length field of the attribute itself would allow content up to 64k.
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3.13. SubscriptionlD

The SubscriptionlD is present in successful responses to Subscribe
and in Unsubscribe nessages. It contains an identifier for the
subscription. It is a unique handle, unique within all subscriptions
between the client and this server. It is an unsigned 32 bit

integer. It is also present in Notify and Wthdraw requests.

3.14. CallD rection

This attribute is a 32 bit unsigned integer. A value of 0 indicates
a received call. A value of 1 indicates a sent call. Oher val ues
are reserved and not valid in this version of the protocol

3.15. StartTine

The start and is a 64 bit NTP tine value. The start tinme is neasured
in the follow ng way:

1. For calls sent to the PSTN (i.e., originated by this call agent),
the start time is measured fromthe instant of the receipt of the
call acceptance nessage indicating that the called party answered
the call. For SIP, this would correspond to receipt of the 200
K to the original SIP INVITE

2. For calls received fromthe PSTN, (i.e., received by this cal
agent), the start time is nmeasured fromthe instant of
transm ssion of the call acceptance nessage towards the PSTN,
indicating that the called party answered the call. For SIP
this would correspond to transm ssion of the 200 K to the
original SIP INVITE

3.16. StopTime Attribute

The stop tine is a 64 bit NTP value and is neasured in the follow ng
way':

1. For the call agent which termi nates the call, it corresponds to
the transm ssion of the call termination nessage towards the
PSTN. For SIP, this corresponds to the transm ssion of a SIP BYE
request.

2. For the call agent which receives the ternmination, it corresponds
to the receipt of the call ternination message fromthe PSTN
For SIP this corresponds to the receipt of a SIP BYE request.

3.17. CallingNum Attribute

The calling party nunber MJST be expressed in fully qualified E. 164
format, and the attribute is a string with variable |ength.

Rosenberg, et al. Expires April 28, 2011 [ Page 45]



Internet-Draft Vi PR Access Protocol Cct ober 2010

10.

10.

The calling party number is conplicated. This is because this val ue
is often munged and nodified by the PSTN as it traverses the network.
Fortunately, Vi PR does not depend on it being delivered or being
correct, but when it is delivered it inproves security. |Its presence
is also needed for validating nunbers which connect to nultiple
users, such that nultiple calls to that nunber are often in progress
at the sane tine. For exanple, 800 nunbers.

For the originating call agent, the value is the E 164 nunber of
calling party nunber delivered to the PSTN. For the term nating cal
agent, the value is E 164 normalized value of the caller ID received
fromthe PSTN. This will require that national nunbers delivered
over a PRI are normalized to include their country code.

3.18. CalledNum Attri bute

The called party nunber MUST be expressed in fully qualified E 164
format, and it is represented in the attribute as a string with
variable I ength. The following rules apply for conputation of the
call ed party numnber:

For the call agent which initiates the call, the called party nunber
is the E. 164 nunber, including the |eading plus, of the target of the
call. O course, this may not (and is probably not) the sane as the

digit sequence dialed by the calling party. The originating cal
agent MUST nornalize this nunmber to E. 164 format based on its | oca
di aling rules.

For the call agent which receives the call, the called party nunber
is the E. 164 nunber, including the |eading plus, of the target of the
call. O course, this may not (and is probably not), the same as the

called party nunmber as delivered by the PSTN. It is likely that
country codes, for exanple, are omtted fromthe message delivered by
the PSTN. It is the responsibility of the termnating call agent to
reconstruct the E. 164 nunber of the called party.

3.19. Quota Attribute

This attribute consists of two 32 bit values. The first is the quota
limt, which is the total nunber of nunbers that can be published by
this and other call agents attached to this ViPR server into this
DHT. The second is the current total number of nunbers being

publi shed by this and other call agents attached to this Vi PR server
into this DHT. |If the current value is less than the quota val ue,
everything is fine. Once it exceeds it, the DHT is likely to begin
dropping entries and the adm n needs to reduce the nunber of nunbers
bei ng publi shed.
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3.20. DHTLifetinme Attribute

This attribute is a 32 bit unsigned integer. It indicates the nunber
of seconds that data witten into the DHT will remain in the DHT
prior to being expunged.

Security Considerations
1. CQutsider Attacks

VAP prevents against traditional outsider attacks by neans of TLS
al ong wi th password-based di gest authentication. That nechani sm MJST
be inplemented by clients and servers and SHOULD be used.

2. Insider Attacks

O much nore concern are attacks whereby the client is authenticated,
but it msuses the VAP connection to attack the overall system

The principal attack to be considered is where an attacker injects
fal se nunbers by sending Publish requests for the nunber service
contai ning nunbers that the client doesn’t own. This attack is the
fundanental security problemthat Vi PR overall addresses with the
val i dati on nmechani sm and so that attack is handl ed outside of VAP.

Anot her potential attack is a flooding attack where a client sends a
| arge anpbunt of nunbers into the DHT. This attack is prevented by
the distributed quota mechanismw thin the Vi PR RELOAD usage, and
thus prevented outside of VAP. Simlarly, an attacker mght try to
DOS the Vi PR network by sending a |large volune of reads or wites
into the DHT. This is prevented by neans of the rate control
mechani sms enforced by the Vi PR server.

I ANA Consi derations

There are no | ANA consi derations associated with this specification.
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Appendi x A.  Rel ease notes
This section nust be renoved before publication as an RFC.

A.1. Mdifications between rosenberg-03 and rosenberg-02
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o Nits.

o Shorter |-Ds references.

0 Added tern nol ogy section.

0 Changed figures to fit in the page w dth.

0 Change reference from RFC 2401 to RFC 2104

0 Renoved cut & paste error from STUN.

o Fixed sone invalid |ists.

0 Section 9.1: Renpbved nutual authentication to be consistent with
5. 1.

0o Fixed the text for the creation of the resource nane in 9.4.2, to

be consistent with -rel oad-usage.
0 Fixed exanple to really contain hexadeci nal .
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