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1.

1.

I nt roducti on

The Domai n Name System (DNS) Security Extensions (DNSSEC) [ RFC4033],

[ RFC4034], [RFC4035], [RFC4509], [RFC5155], and [ RFC5702] uses

digital signatures over DNS data to provide source authentication and
integrity protection. DNSSEC uses an |ANA registry to |list codes for
digital signature algorithns (consisting of a cryptographic algorithm
and one-way hash function).

The original list of algorithmstatus is found in [ RFC4034]. Oher
DNSSEC RFC' s have added new al gorithnms or changed the status of
algorithnms in the registry. However, inplementers must read through
all the docunents in order to discover which algorithns are
considered wise to inplenent, which are not, and which algorithms my
becone widely used in the future. This docunent replaces the
original list with a new table that includes the current conpliance
status for certain algorithns.

This conpliance status indication is only to be considered for

i npl ement ati on, not deploynment or operations. Qperators are free to
depl oy any digital signature algorithmavailable in inplenmentations

or algorithnms chosen by local security policies. This status is to

measure conpliance to this RFC only.

Thi s docunment replaces the current 1 ANA registry for Donai n Name
System Security (DNSSEC) Al gorithm Numbers with a newy defined
registry table. This new table (Section 2.2 below) contains a colum
that will list the current conpliance status of each digita

signature algorithmin the registry at the tine of witing and
assigns status for sonme algorithns used with DNSSEC that did not have
an identified status in their specification. This docunment updates
the follow ng: [RFC2536], [RFC2539], [RFC3110], [RFC4034], [RFC4398],
[ RFC5155], [RFC5702], and [ RFC5933].

1. Requirenents Language

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The DNS Security Al gorithm Nunber Sub-registry

The DNS Security Al gorithm Nunber sub-registry (part of the Domain
Nanme System (DNS) Security Nunmber registry) will be replaced with the
table below. This table is based on the existing DNS Security

Al gorithm Nunber sub-registry and adds a colunn that contains the
current inplenentation status of the given al gorithm
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There are additional differences to entries that are described in
sub-section 2.1. The overall new registry table is in sub-section
2.2. The values for the conpliance status were obtained from

[ RFC4034] with updates for algorithns specified after the original
DNSSEC specification. |If no status was listed in the original
specification, this docunment assigns one.

2.1. Updates and Additions

Thi s docunent updates three entries in the Donmain Nane System
Security (DNSSEC) Al gorithm Registry. They are:

The description for assignnent nunber 4 is changed to "Reserved until
2020".

The description for assignnent nunber 9 is changed to "Reserved until
2020".

The description for assignnent nunber 11 is changed to "Reserved
until 2020".

Regi stry entries 13-251 renmai ns Unassi gned.

The status of RSASHA1l- NSEC3-SHA1l is set to RECOMVENDED TO | MPLEMENT.
This is due to the fact that RSA/SHA-1 is a MJST | MPLEMENT. The
status of RSA/ SHA-256 and RSA/ SHA-512 are al so set to RECOVWENDED TO
| MPLEMENT as it is believed that these algorithns will replace an

ol der algorithm(e.g. RSA/SHA-1) that have a perceived weakness in
its hash algorithm (SHA-1).
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Regi st
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ry Table

The Domai n Name System (DNS) Security Al gorithm Nunber registry is

hereby specified as foll ows bel ow.
"Conpliance to RFC TBD' (where TBD wil |l
| ANA Registry table is not normative.

The new colum is titled
change when publishe
The 1 ANA registry tab

only a reflection of the RFC, which is normative.

10

11

12

13- 251
252

253

254

255

Trans-
Zone action Conpliance to
Description Vhenoni ¢ Sign Sign RFC TBD1
Reserved
RSA/ MD5 RSANMDS N Y MUST NOT
| MPLEMENT
Diffie-Hell man DH N Y
DSA/ SHA- 1 DSASHA1 Y Y
Reserved unti
2020
RSA/ SHA- 1 RSASHA1 Y Y MUST
| MPLEMENT
DSA- NSEC3- SHA1 DSA- NSEC3 Y Y
- SHA1
RSASHAL- NSEC3 RSASHAL- Y Y RECOVMVENDED
- SHA1 NSEC3- TO | MPLEMENT
SHA1
RSA/ SHA- 256 RSASHA256 Y RECOMVENDED
TO | MPLEMENT
Reserved unti
2020
RSA/ SHA- 512 RSASHA512 Y * RECOMVENDED
TO | MPLEMENT
Reserved unti
2020
GOST R GOST-ECC Y *
34.10- 2001
Unassi gned
Reserved for | NDI RECT N N
I ndi rect keys
private PRI VATE Y Y
al gorithm
private PRI VATEQ D Y Y
algorithm QD
Reserved

d) as the
leis
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Tabl e rows where the conpliance colum is not filled in are left to

t he discretion of

i mpl enent ers.

Their inplenentation (or |ack

thereof) therefore cannot be included when judging conpliance to this
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docunent .
2.3. Specifying New Al gorithnms and Updating Status of Existing Entries

[ RFC6014] establishes a parallel procedure for adding a registry
entry for a new algorithmother than a standards track document.
Algorithns entered into the registry using that procedure do not have
a listed conpliance status. Specifications that follow this path do
not need to obsolete or update this docunent.

Adding a newly specified algorithmto the registry with a conpliance
status SHALL entail obsol escing this docunent and repl acing the
registry table (with the new algorithmentry). Altering the status
columm value of any existing algorithmin the registry SHALL entai
obsol eting this docunent and replacing the registry table.

Thi s docunment cannot be updated, only nmade obsol ete and replaced by a
successor docunent.

3. | ANA Consi der ati ons

Thi s docunent replaces the Domain Nane System (DNS) Security

Al gorithm Nunbers registry. The newregistry table is in Section
2.2. In the colum "Conpliance to RFC TBD', "RFC TBD' shoul d be
changed to the official RFC when published.

The original Dormain Name System (DNS) Security Al gorithm Nunber
registry is avail able at
http://ww. i ana. or g/ assi gnnment s/ dns- sec- al g- nunbers.

4. Security Considerations
Thi s docunent repl aces the Domain Nane System (DNS) Security
Al gorithm Nunbers registry. It is not nmeant to be a discussion on
al gorithm superiority. No new security considerations are raised in
t hi s docunent.
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