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Abst r act

Thi s docunent specifies the data nodel and the overall structure for
a protocol to provision session establishment data into Session Data
Regi stries and SIP Service Provider data stores. The protocol is
call ed the Session Peering Provisioning Protocol (SPPP). The
provisioned data is typically used by network el enents for session
peering.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft documents valid for a maxi num of six nonths
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1.

I nt roducti on

Servi ce providers and enterprises use registries to nmake session
routing decisions for Voice over IP, SM5 and MVB traffic exchanges.
This docunent is narrowy focused on the provisioning protocol for
these registries. This protocol prescribes a way for an entity to
provi sion session-related data into a registry. The data being

provi sioned can be optionally shared with other participating peering
entities. The requirenents and use cases driving this protocol have
been docunented in [I-D.ietf-drinks-usecases-requirenents]. The
reader is expected to be famliar with the term nology defined in the
previously nentioned docunent.

Three types of provisioning fl owns have been described in the use case
docunent: client to registry provisioning, registry to |local data
repository and registry to registry. This docunent addresses client
to registry aspect to fulfill the need to provision Session
Establ i shnent Data (SED). The protocol that supports flow of
messages to facilitate client to registry provisioning is referred to
as Session Peering Provisioning Protocol (SPPP).

Pl ease note that the role of the "client" and the "server" only
applies to the connection, and those roles are not related in any way
to the type of entity that participates in a protocol exchange. For
exanple, a registry nmight also include a "client" when such a
registry initiates a connection (for exanple, for data distribution
to SSP).
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The data provisioned for session establishnent is typically used by
various downstream SI P signaling systens to route a call to the next
hop associated with the called domain. These systens typically use a
| ocal data store ("Local Data Repository") as their source of session
routing information. Mre specifically, the SED data is the set of
paraneters that the outgoing signaling path border el enents (SBES)
need to initiate the session. See [RFC5486] for nore details.

A "term nating" SIP Service Provider (SSP) provisions SED into the
registry to be selectively shared with other peer SSPs.
Subsequently, a registry may distribute the provisioned data into

| ocal data repositories used for |ook-up queries (identifier -> URl)
or for | ookup and location resolution (identifier -> URl -> ingress
SBE of terminating SSP). |n some cases, the registry may

additionally offer a central query resolution service (not shown in
t he above figure).

A key requirenent for the SPPP protocol is to be able to acconmobdate
two basic depl oynent scenari os:

1. Aresolution systemreturns a Look-Up Function (LUF) that
conprises of the target donmain to assist in call routing (as
described in [RFC5486]). |In this case, the querying entity nay
use other means to performthe Location Routing Function (LRF)
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which in turn hel ps determi ne the actual |ocation of the
Signaling Function in that domain.

2. Aresolution systemreturns both a Look-Up function (LUF) and
Location Routing Function (LRF) to |locate the SED data fully.

In terms of protocol design, SPPP is agnostic to the transport. This
docunent includes the specification of the data nodel and identifies,
but does not specify, the means to enabl e protocol operations within
a request and response structure. That aspect of the specification
has been delegated to the "transport" specification for the protocol
To encourage interoperability, the protocol supports extensibility
aspects.

Transport requirements are provided in this docunent to help with the
sel ection of the optimumtransport nechani sm
([I-D.ietf-drinks-sppp-over-soap]) identifies a SOAP transport
mechani sm f or SPPP.

Thi s docunment is organi zed as foll ows:

0 Section 2 provides the term nol ogy;

0 Section 3 provides an overview of SPPP, including the functiona
entities and data nodel;

0 Section 4 specifies requirenents for SPPP transport protocols;

0 Section 5 describes the base protocol data structures, the
generic response types that MJST be supported by a conforning
"transport" specification, and the basic object type nost first
cl ass objects extend from

0 Section 6 detail ed descriptoins of the data nodel object
speci fications;

0 Section 8 defines XML considerations that XM parsers nust neet
to conformto this specification

0 Section 11 normatively defines the SPPP protocol using its XM
Schema Defini tion.

Mul e, et al. Expi res May 18, 2012 [ Page 6]
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2

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Thi s docunent reuses terns from|[RFC3261], [RFC5486], use cases and
requi renents docunented in [I-D.ietf-drinks-usecases-requirenents]
and the ENUM Val i dati on Architecture [ RFC4725].

In addition, this docunent specifies the follow ng additional terns:

SPPP: Session Peering Provisioning Protocol, the protocol used to
provision data into a Registry (see arrow |l abeled "1." in Figure 1
of [I-D.ietf-drinks-usecases-requirenents]). It is the primary

scope of this docunent.

SPDP: Session Peering Distribution Protocol, the protocol used to
distribute data to Local Data Repository (see arrow | abeled "2."
in Figure 1 of [I-D.ietf-drinks-usecases-requirenents]).

Cient: An application that supports an SPPP client; it is
sometines referred to as a "registry client"”.

Regi stry: The Registry operates a naster database of Session
Establ i shnent Data for one or nore Registrants.

A Registry acts as an SPPP server.

Regi strant: In this docunent we extend the definition of a
Regi strant based on [ RFC4725]. The Registrant is the end-user
the person or organization that is the "holder" of the Session
Est abl i shment Data being provisioned into the Registry by a
Regi strar. For example, in
[I-D.ietf-drinks-usecases-requirenents], a Registrant is pictured
as a SIP Service Provider in Figure 2

Wthin the confines of a Registry, a Registrant is uniquely
identified by a well-known | D.
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Regi strar: In this docunent we extend the definition of a Registrar

from[RFC4A725]. A Registrar is an entity that perforns

provi sioni ng operations on behalf of a Registrant by interacting
with the Registry via SPPP operations. 1In other words the
Registrar is the SPPP Cient. The Registrar and Registrant roles
are logically separate to allow, but not require, a single

Regi strar to perform provisioning operations on behalf of nore
than one Registrant.

Peering O ganization: A Peering Organization is an entity to which

Mul e,

a Registrant’s Route Groups are made visible using the operations
of SPPP.

et al. Expi res May 18, 2012 [ Page 8]
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3. Protocol High Level Design

This section introduces the structure of the data nodel and provides
the information franework for the SPPP. An overview of the protoco
operations is first provided with a typical deploynent scenario. The
data nodel is then defined along with all the objects mani pul ated by
the protocol and their rel ationships.

3. 1. Pr ot ocol Data Mbdel

The data nodel illustrated and described in Figure 2 defines the

| ogi cal objects and the rel ationshi ps between these objects that the
SPPP protocol supports. SPPP defines the protocol operations through
whi ch an SPPP client populates a registry with these | ogical objects.
Various clients belonging to different registrars may use the
protocol for populating the registry’s data.

The | ogical structure presented below is consistent with the

term nol ogy and requirenents defined in
[I-D.ietf-drinks-usecases-requirenents].

Mul e, et al. Expi res May 18, 2012 [ Page 9]
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The objects and attributes that conprise the data nodel can be
described as follows (objects listed fromthe bottom up):

(0]

Mul e,

Public Identifier:

From a broad perspective a public identifier is a well-known
attribute that is used as the key to performresolution | ookups.
Wthin the context of SPPP, a public identifier object can be a
t el ephone number, a range of tel ephone nunbers, a PSTN Routing
Number (RN), or a TN prefix.

An SPPP Public ldentifier is associated with a Destination G oup
to create a | ogical grouping of Public Identifiers that share a
common set of Routes.

A TN Public ldentifier may optionally be associated with zero or
nore individual Route Records. This ability for a Public
Identifier to be directly associated with a set of Route Records
(e.g. target URI), as opposed to being associated with a
Destinati on Group, supports the use cases where the target URI
contains data specifically tailored to an individual TN Public
Identifier.

Destinati on G oup:

A named col lection of zero or nmore Public ldentifiers that can be
associ ated with one or nore Route G oups for the purpose of
facilitating the managenent of their common routing information.

Rout e G oup:

A Route Group contains a set of Route Record references, a set of
Destination G oup references, and a set of peering organization
identifiers. This is used to establish a three part relationships
between a set of Public lIdentifiers, the routing information (SED)
shared across the Public ldentifiers, and the Iist of peering
organi zati ons whose query responses fromthe resol uti on system nmay
include the routing information froma given route group. In
addition, the sourceldent element within a Route Group, in concert
with the set of peering organization identifiers, enables fine-
grai ned source based routing. For further details about the Route
G oup and source based routing, refer to the definitions and
descriptions of the Route Group operations found later in this
docunent .

Rout e Record:

A Route Record contains the data that a resolution systemreturns
in response to a successful query for a Public Identifier. Route
Records are generally associated with a Route G oup when the SED
within is not specific to a Public Identifier.

To support the use cases defined in

et al. Expi res May 18, 2012 [ Page 11]
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3.

2

[I-D.ietf-drinks-usecases-requirenents], SPPP defines three type
of Route Records: URI Type, NAPTRType, and NSType. These Route
Records extend the abstract type RteRecType and inherit the common
attribute "priority’ that is neant for setting precedence across
the route records defined within a Route Group in a protoco
agnostic fashion.

o Organization
An An Organization is an entity that may fulfill any conbination
of three roles: Registrant, Registrar, and Peering O ganization
Al'l SPPP objects are associated with two organi zation identifiers
to identify each object’s registrant and registrar. A Route G oup
object is also associated with a set of zero or nore organization
identifiers that identify the peering organization(s) whose
resol uti on query responses may include the routing information
(SED) defined in the Route Records within that Route Group. A
peering organi zation is an entity that the registrant intends to
share the SED data with

Ti me Val ue

Sone SPPP request and response nessages include tine value(s) defined
as type xs:dateTine, a built-in WBC XML Schenma Dat atype. Use of
unqualified local time value is discouraged as it can lead to
interoperability issues. The value of tine attribute MJST BE
expressed in Coordinated Universal Time (UTC) format without the

ti mezone digits.

"2010- 05-30T09: 30: 10Z" is an exanple of an acceptable tine value for
use in SPPP nessages. "2010-05-30T06: 30:10+3:00" is a valid UTC ti ne,
but it is not approved for use in SPPP nessages.

Mul e, et al. Expi res May 18, 2012 [ Page 12]
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4. Transport Protocol Requirements

This section provides requirenents for transport protocols suitable
for SPPP. Mre specifically, this section specifies the services,
features, and assunptions that SPPP del egates to the chosen transport
and envel ope technol ogi es.

4.1. Connection Oiented

The SPPP follows a nodel where a client establishes a connection to a
server in order to further exchange SPPP nmessages over such point-to-
poi nt connection. A transport protocol for SPPP MJST therefore be
connection oriented.

4.2. Request and Response Mdde

Provi si oning operations in SPPP follow the request-response nodel,
where a client sends a request nessage to initiate a transaction and
the server responds with a response. Miltiple subsequent request-
response exchanges MAY be performed over a single persistent
connecti on.

Therefore, a transport protocol for SPPP MJUST follow the request-
response nodel by allowi ng a response to be sent to the request
initiator.

4.3. Connection Lifetine

Sone use cases involve provisioning a single request to a network

el ement. Connections supporting such provisioning requests mnight be
short-lived, and may be established only on demand. Qher use cases
i nvol ve either provisioning a | arge dataset, or a constant stream of
smal | updates, either of which would likely require long-1ived
connecti ons.

Therefore, a protocol suitable for SPPP SHOULD be able to support
both short-lived as well as long-lived connections.

4.4, Authentication

Al'l SPPP objects are associated with a registrant identifier. SPPP
Clients provisions SPPP objects on behalf of registrants. An
authenticated SPP Client is a registrar. Therefore, the SPPP
transport protocol MJST provide neans for an SPPP server to

aut henticate an SPPP dient.

Mul e, et al. Expi res May 18, 2012 [ Page 13]
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4.5. Authorization

After successful authentication of the SPPP client as a registrar the
registry perforns authorization checks to deternmine if the registrar
is authorized to act on behalf of the Registrant whose identifier is
included in the SPPP request. Refer to the Security Considerations
section for further guidance.

4.6. Confidentiality and Integrity

In sone depl oynents, the SPPP objects that an SPPP regi stry nanages
can be private in nature. As a result it MAY NOT be appropriate to
for transmission in plain text over a connection to the SPPP
registry. Therefore, the transport protocol SHOULD provi de nmeans for
end-to-end encryption between the SPPP client and server

For some SPPP inplenmentations, it nay be acceptable for the data to
be transnmitted in plain text, but the failure to detect a change in
data after it |eaves the SPPP client and before it is received at the
server, either by accident or with a malicious intent, will adversely
affect the stability and integrity of the registry. Therefore, the
transport protocol SHOULD provide neans for data integrity
protection.

4.7. Near Real Tine
Many use cases require near real-time responses fromthe server.
Therefore, a DRINKS transport protocol MJST support near real-tine
response to requests subnitted by the client.

4.8. Request and Response Sizes
Use of SPPP may invol ve sinple updates that nmay consist of snall
nunber of bytes, such as, update of a single public identifier.
O her provisioning operations nay constitute |arge nunber of datasets
as in adding nmillions records to a registry. As aresult, a suitable
transport protocol for SPPP SHOULD accommpdat e datasets of various
si zes.

4.9. Request and Response Correl ation

A transport protocol suitable for SPPP MJUST all ow responses to be
correlated with requests.

4.10. Request Acknow edgenent

Data transported in the SPPP is likely crucial for the operation of
t he communi cation network that is being provisioned. A SPPP client
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responsi ble for provisioning SED to the registry has a need to know
if the subnitted requests have been processed correctly.

Fail ed transactions can lead to situations where a subset of public
identifiers or even SSPs m ght not be reachable, or the provisioning
state of the network is inconsistent.

Therefore, a transport protocol for SPPP MJUST provide a response for
each request, so that a client can identify whether a request
succeeded or fail ed.

4.11. Mandatory Transport
At the time of this witing, a choice of transport protocol has been

provided in [I-D.ietf-drinks-sppp-over-soap]. To encourage
interoperability, the SPPP server MJST provide support for this

transport protocol. Wth tine, it is possible that other transport
| ayer choices may surface that agree with the requirenents di scussed
above.
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5. Base Protocol Data Structures and Response Codes

SPPP cont ai ns some common data structures for nost of the supported
obj ect types. This section describes these commpn data structures.

5.1. Basic hject Type and Organization Identifiers

This section introduces the basic object type that nost first class
obj ects derive from

Al first class objects extend the basic object type Basi cObj Type
that contains the identifier of the registrant organization that owns
this object, the identifier of the registrar organization that
created this object, the date and time that the object was created by
the server, and the date and tinme that the object was |ast nodified.

<conpl exType nane="Basi cCbj Type" abstract="true">
<sequence>
<el enent name="rant" type="spppb: O gl dType"/>
<el enent name="rar" type="spppb: O gl dType"/>
<el enent nane="cDate" type="dateTi ne"
m nCccurs="0"/>
<el enent nane="nDat e" type="dateTi nme"
nm nCccurs="0"/>
<el enent nanme="ext" type="spppb: Ext AnyType"
m nCccur s="0"/ >
</ sequence>
</ conpl exType>

The identifiers used for registrants (rant), registrars (rar), and
peering organi zations (peeringOrg) are instances of O gldType. The
OrgldType is defined as a string and all O gldType instances SHOULD
foll ow the textual convention: "nanespace:val ue" (for exanple "iana-
en: 32473"). See the | ANA Consi deration section for nore details.

5.2. Various Object Key Types
5.2.1. Ceneric Object Key Type

The SPPP data nodel contains sone object relationships. In sone
cases these object relationships are established by enbedding the

uni que identity of the related object inside the relating object. In
addition, an object’s unique identity is required to Delete or Get
the details of an object. The abstract type called ObjKeyType is
where this unique identity is housed. Because this object key type
is abstract, it MJST be specified in a concrete formin any
conform ng SPPP "transport" specification.
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Most objects in SPPP are uniquely identified by an object key that
has the object’s nanme, object’s type and its registrant’s

organi zation ID as its attributes. Consequently, any concrete
representation of the Obj KeyType MUST contain the foll ow ng:

hj ect Name: The name of the object.

Regi strant 1d: The unique organization ID that identifies the
Regi strant.

Type: The enuneration vaue that represents the type of SPPP object
that. This is required as different types of objects in SPPP
that belong to the sane registrant, can have the same nane.

The structure of abstract ObjKeyType is as follows:

<conpl exType nane="(Cbhj KeyType" abstract="true">
<annot ati on>
<docunent ati on>
---- Ceneric type that represents the
key for various objects in SPPP. ----
</ docunent at i on>
</ annot ati on>
</ conpl exType>

The object types in SPPP that MJST adhere to this definition of
generic object key are defined as an enuneration in the XM. data
structure. The structure of the the enuneration is as foll ows:

<si npl eType nane="0bj KeyTypeEnuni >
<restriction base="t oken">
<enuneration value="RteG p"/>
<enuneration val ue="Dest G p"/>
<enuneration val ue="RteRec"/>
<enuneration value="EgrRte"/>
</restriction>
</ si npl eType>

5.2.2. Derived Object Key Types

The SPPP data nodel contains certain objects that are uniquely
identified by attributes, different fromor in addition to, the
attributes in the generic object key described in previous section.
These kind of object keys are derived fromthe abstract Obj KeyType
and defined in there own abstract key types. Because these object
key types are abstract, these MJIST be specified in a concrete formin
any conform ng SPPP "transport" specification. These are used in
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Del ete and Get operations, and nmay al so be used in Accept and Reject
oper ati ons.

Fol | owi ng are the derived object keys in SPPP data nodel:

(0]

Rt eG pOf f er KeyType: This uniquely identifies a Route G oup
object offer. This key type extends from Cbj KeyType and MJST

al so have the organization ID of the Registrant to whomthe
object is being offered, as one of its attributes. |In addition
to the Delete and Get operations, these key types are used in
Accept and Reject operations on a Route Goup Ofer object. The
structure of abstract RieG pOferKeyType is as foll ows:

<conpl exType nane="RteG pO f er KeyType"
abstract="true">

<conpl exCont ent >
<ext ensi on base="sppph: Gbj KeyType" >
<annot ati on>
<docunent ati on>
---- Ceneric type that represents the
key for a object offer. ----
</ docunent ati on>
</ annot ati on>
</ ext ensi on>
</ conpl exCont ent >

</ conpl exType>

Mul e,

A Route Group O fer object MIST use RteG pOferKeyType. Refer
the "Protocol Data Mdel njects" section of this docunent for
description of Route Goup O fer object.

Publ dKeyType: This uniquely identifies a Public ldentity object.
This key type extends from abstract Cbj KeyType. Any concrete
defintion of PubldKeyType MJUST contain the el enents that
identify the value and type of Public Identity and also contain
the organi zation ID of the Registrant that is the owner of the
Public Identity object. A Public lIdentity object key in SPPP is
uniquely identified by the the registrant’s organization ID, the
value of the public identity, and, optionally, the Destination
G oup nane the public identiy belongs to. Consequently, any
concrete representation of the Obj KeyType MJUST contain the
followi ng attri butes:

* Regi strant 1d: The unique organization ID that identifies
the Registrant.

* Destinati on Group name: The nane of the Destination G oup
the Public Identity is associated with. This is an
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optional attribute.
* Type: The type of Public ldentity.
* Val ue: The value of the Public ldentity.

The . Publ dKeyType is used in Delete and Get operations on a
Public lIdentifier object.

0 The structure of abstract Publ dKeyType is as foll ows:

<conpl exType nane="Publ dKeyType" abstract="true">
<conpl exCont ent >
<ext ensi on base="spppb: Obj KeyType" >
<annot at i on>
<docunent ati on>
---- Ceneric type that represents
the key for a Pub Id. ----
</ document ati on>
</ annot ati on>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

A Public ldentity object MJUST use attributes of Publ dkeyType for its

uni que identification . Refer the "Protocol Data Mdel Objects”

section of this docunment for a description of Public Identity object.
5.3. Response Message Types

This section contains the listing of response types that MJST be

defined by the conforming "transport" specification and inpl enented
by a conform ng SPPP server
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Request Succeeded Any conform ng specification MIST define a
response to indicate that a given request

succeeded.

Request synt ax
invalid

Any conform ng specification MIST define a
response to indicate that a syntax of a

gi ven request was found invalid.

Request too |arge Any conform ng specification MIST define a
response to indicate that the count of
entities in the request is larger than the
server is willing or able to process.

Ver si on not
supported

I
I
I
I
I
I
I
I
I
I
I
|
| Any conform ng specification MIST define a
| response to indicate that the server does
| not support the version of the SPPP
| protocol specified in the request.
I
Command invalid | Any conform ng specification MIST define a
| response to indicate that the operation
| and/or command bei ng requested by the
| client is invalid and/or not supported by
| the server.
I
Systemtenporarily |
unavai | abl e |
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

Any conform ng specification MIUST define a
response to indicate that the SPPP server
is tenporarily not available to serve
client request.

Unexpected interna
system or server

Any conform ng specification MIST define a
response to indicate that the SPPP server

error. encount ered an unexpected error that
prevented the server fromfulfilling the
request.

Attri bute val ue
invalid

Any conform ng specification MIST define a
response to indicate that the SPPP server
encountered an attribute or property in the
request that had an invalid/ bad val ue.
Optionally, the specification MAY provide a
way to indicate the Attribute Nane and the
Attribute Value to identify the object that
was found to be invalid.
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bj ect does not
exi st

hj ect status or
owner shi p does not
al | ow for
operation.

Any conforning specification MIST define a
response to indicate that an object present
in the request does not exist on the SPPP
server. Optionally, the specification MAY
provide a way to indicate the Attribute
Name and the Attribute Val ue that

i dentifies the non-existent object.

I
I
|
I
I
I
I
Any conform ng specification MIST define a
response to indicate that the operation [
requested on an object present in the |
request cannot be perfornmed because the |
object is in a status that does not allow |
the said operation or the user requesting
the operation is not authorized to perform |
the said operation on the object. [
Optionally, the specification MAY provide a |
way to indicate the Attribute Nane and the
Attribute Value that identifies the object. |

Tabl e 1: Response Types

When the response nessages are "paraneterized" with the Attribute
Nanme and Attribute Value, then the use of these paraneters MJST
adhere to the follow ng rules:

(0]

Mul e,

Any val ue provided for the Attribute Nane paraneter MJST be an
exact XSD el enent nanme of the protocol data elenent that the
response nessage is referring to. For exanple, valid values for
"attribute nanme" are "dgNane", "rgName", "rteRec", etc

The value for Attribute Value MJST be the value of the data
el ement to which the preceding Attribute Nane refers.

Response type "Attribute value invalid"' SHOULD be used whenever
an el enent val ue does not adhere to data validation rules.

Response types "Attribute value invalid" and "Object does not
exi st" MJST NOT be used interchangeably. Response type "bject
does not exist" SHOULD be returned by an Add/ Del / Accept/ Rej ect
operation when the data elenent(s) used to uniquely identify a
pre-existing object do not exist. |If the data elenents used to
uni quely identify an object are mal forned, then response type
"Attribute value invalid®' SHOULD be returned.
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6

6

Prot ocol Data Mddel bjects

This section provides a description of the specification of each
supported data nodel object (the nouns) and identifies the commands
(the verbs) that MJUST be supported for each data nodel object.
However, the specification of the data structures necessary to
support each command is delegated to the "transport" specification

1. Destination G oup

As described in the introductory sections, a Destination G oup
represents a set of Public Identifiers with comon routing
informati on. The transport protocol MJST support the ability to
Create, Modify, Get, and Del ete Destination Goups (refer the
"Protocol Operations"” section of this docunment for a generic
description of various operations).

A Destination Goup object MIST be uniquely identified by attributes
as defined in the description of "CObjKeyType" in the section "Generic
bj ect Key Type" of this docunent.

The Dest G pType object structure is defined as foll ows:

<conpl exType nane="Dest G pType" >
<conpl exCont ent >
<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el enent nane="dgNane" type="spppb: Obj NaneType"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

The Dest G pType object is conposed of the follow ng el enents:

0 base: Al first class objects extend Basi cObj Type that contains
the 1D of the registrant organi zation that owns this object,
regi strar organization that provisioned this object on behal f of
the registrant, the date and tinme that the object was created by
the server, and the date and tinme that the object was |ast
modi fied. |If the client passed in either the created date or
the nodification date, the server will ignore them The server
sets these two date/tine val ues.

0 dgNane: The character string that contains the name of the
Destinati on G oup.
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0 ext: Point of extensibility described in a previous section of
thi s docunent.

6.2. Public Identifier

A Public lIdentifier is the search key used for locating the session
establishnent data (SED). In nany cases, a Public Identifier is
attributed to the end user who has a retail relationship with the
service provider or registrant organi zation. SPPP supports the
notion of the carrier-of-record as defined in [ RFC5067]. Therefore,
the registrant under whomthe Public Identity is being created can
optionally claimto be a carrier-of-record.

SPPP identifies two types of Public ldentifiers: tel ephone nunbers
(TN), and the routing nunbers (RN). SPPP provides structures to
manage a single TN, a contiguous range of TNs, and a TN prefix. The
transport protocol MJST support the ability to Create, Mdify, GCet,
and Delete Public ldentifiers (refer the "Protocol Operations”
section of this docunment for a generic description of various
operations).

A Public ldentity object MJUST be uniquely identified by attributes as
defined in the description of "PubldKeyType" in the section "Derived
bj ect Key Types" of this docunent.

The abstract XM. schema type definition Publ DType is a generalization
for the concrete the Public ldentifier schema types. Publ DType

el ement ' dgNane’ represents the nane of the destination group that a
given Public ldentifier MAY be a nenber of. The Publ DType obj ect
structure is defined as foll ows:

<compl exType nane="Publ dType" abstract="true">
<conpl exCont ent >
<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el enent nane="dgNane" type="spppb: Cbj NaneType"
m nCccur s="0"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

A Public ldentifier may be provisioned as a nenber of a Destination
G oup or provisioned outside of a Destination Goup. A Public
Identifier that is provisioned as a nenber of a Destination Goup is
i ntended to be associated with its SED through the Route G oup(s)
that are associated with its containing Destination Goup. A Public
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Identifier that is not provisioned as a nenber of a Destination G oup
is intended to be associated with its SED through the Route Records
that are directly associated with the Public Identifier

A tel ephone nunber is provisioned using the TNType, an extension of

Publ DType. Wien a Public Identifier is provisioned as a nenber of a
Destinati on Group, each TNType object is uniquely identified by the

combi nation of its value contained within <tn> el enent, and the

uni que key of its parent Destination Goup (dgName and rantld). In

other words a given tel ephone nunber string may exist within one or

nmore Destination G oups, but nust not exist nore than once within a

Destination Group. A Public Identifier that is not provisioned as a
menber of a Destination Goup is uniquely identified by the

conmbi nation of its value, and its registrant ID. TNType is defined

as foll ows:

<conpl exType nane="TNType" >
<conpl exCont ent >
<ext ensi on base="spppb: Publ dType" >
<sequence>
<el ement nane="tn"
type="spppb: Nunber Val Type"/ >
<el enent nane="cor | nfo"
type="spppb: CORI nf oType" mni nCccurs="0"/>
<el ement nane="rrRef"
type="spppb: Rt eRecRef Type"
m nCccur s="0" maxQccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<si npl eType nane="Nunber Val Type" >
<restriction base="token">
<maxLengt h val ue="20"/>
<pattern value="\+?2\d\d*"/>
</restriction>
</ si npl eType>

TNType consists of the following attributes:
0 tn: Tel ephone nunber to be added to the registry.
0 rrRef: Optional reference to route records that are directly

associated with the TN Public Identifier. Follow ng the SPPP
data nodel, the route record could be a protocol agnostic
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URI Type or another type.

0 corinfo: corlnfo is an optional parameter of type CORI nfoType
that allows the registrant organization to set forth a claimto
be the carrier-of-record (see [RFC5067]). This is done by
setting the value of <corC ai m> el enent of the CORInfoType
obj ect structure to "true". The other two paraneters of the
CORI nf oType, <cor> and <corDate> are set by the registry to
describe the outcome of the carrier-of-record claimby the
registrant. In general, inclusion of <corlnfo> parameter is
useful if the registry has the authority information, such as,
the nunber portability data, etc., in order to qualify whether
the registrant claimcan be satisfied. |If the carrier-of-record
claimdisagrees with the authority data in the registry, whether
the TN add operation fails or not is a matter of policy and it
i s beyond the scope of this docunent.

A routing nunber is provisioned using the RNType, an extension of

Publ DType. SSPs that possess the nunber portability data may be able
to |l everage the RN search key to di scover the ingress routes for
session establishnent. Therefore, the registrant organization can
add the RN and associate it with the appropriate destination group to
share the route information. Each RNType object is uniquely
identified by the conbination of its value inside the <rn> el enent,
and the uni que key of its parent Destination G oup (dgNane and
rantld). In other words a given routing number string may exist
within one or nore Destination Goups, but nmust not exist nore than
once within a Destination Group. RNType is defined as foll ows:

<conpl exType nane="RNType" >
<conpl exCont ent >
<ext ensi on base="spppb: Publ dType" >
<sequence>
<el ement nane="rn"
type="spppb: Nunber Val Type"/ >
<el ement nane="cor | nfo"
type="spppb: CORI nf oType" mi nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

RNType has the follow ng attributes:

0 rn: Routing Nunmber used as the search key.
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0 corlnfo: Optional <corlnfo> elenment of type CORInfoType.

TNRType structure is used to provision a contiguous range of

t el ephone nunbers. The object definition requires a starting TN and
an ending TN that together define the span of the TN range. Use of
TNRType is particularly useful when expressing a TN range that does
not include all the TNs within a TN bl ock or prefix. The TNRType
definition accommodat es the open nunber plan as well such that the
TNs that fall between the start and end TN range may include TNs with
different length variance. Wether the registry can accomnmpdate the
open nunber plan semantics is a matter of policy and is beyond the
scope of this docunent. Each TNRType object is uniquely identified
by the conbination of its value that in turn is a conbination of the
<start Tn> and <endTn> el enents, and the uni que key of its parent
Destination Goup (dgNane and rantld). |In other words a given TN
Range may exist within one or nore Destination G oups, but nust not
exi st nore than once within a Destination Goup. TNRType object
structure definition is as foll ows:

<conpl exType nane="TNRType" >
<conpl exCont ent >
<ext ensi on base="spppb: Publ dType" >
<sequence>
<el enent nane="range" type="spppb: Nunber RangeType"/ >
<el enent nanme="cor | nfo" type="spppb: CORI nf oType" ni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<conpl exType nane="Number RangeType" >
<sequence>
<el enent nane="startTn" type="spppb: Nunber Val Type"/ >
<el enent nane="endTn" type="spppb: Nunber Val Type"/ >
</ sequence>
</ conpl exType>
TNRType has the followi ng attributes
0 startTn: Starting TN in the TN range
o] endTn: The last TN in the TN range
0 corlnfo: Optional <corlnfo> element of type CORInfoType

In sone cases, it is useful to describe a set of TNs with the help of
the first fewdigits of the tel ephone nunber, also referred to as the
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t el ephone nunber prefix or a block. A given TN prefix may include
TNs with different | ength variance in support of open nunber plan.
Once again, whether the registry supports the open nunber plan
semantics is a matter of policy and it is beyond the scope of this
docunent. The TNPType data structure is used to provision a TN
prefix. Each TNPType object is uniquely identified by the

combi nation of its value in the <tnPrefix> el enent, and the uni que
key of its parent Destination Goup (dgNane and rantld). TNPType is
defined as foll ows:

<conpl exType nane="TNPType" >
<conpl exCont ent >
<ext ensi on base="spppb: Publ dType" >
<sequence>
<el ement nane="tnPrefix"
type="spppb: Nunber Val Type"/ >
<el enent nane="cor | nfo"
type="spppb: CORI nf oType" mni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

TNPType consists of the followi ng attri butes:
0 tnPrefix: The tel ephone nunber prefix

0 corlnfo: Optional <corlnfo> elenent of type CORInfoType.

6.3. Route G oup

As described in the introductory sections, a Route G oup represents a
conbi ned groupi ng of Route Records that define route information
Destination Groups that contain a set of Public lIdentifiers with
common routing information, and the list of peer organizations that
have access to these public identifiers using this route infornmation.
It is this indirect linking of public identifiers to their route
information that significantly inproves the scalability and
manageability of the peering data. Additions and changes to routing
informati on are reduced to a single operation on a Route G oup or
Route Record , rather than millions of data updates to individua
public identifier records that individually contain their peering
data. The transport protocol MJST support the ability to Create,

Modi fy, Get, and Delete Route Goups (refer the "Protocol Operations”
section of this docunment for a generic description of various
operations).
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A Route G oup object MIST be uniquely identified by attributes as
defined in the description of "ObjKeyType" in the section "Generic
hj ect Key Type" of this docunent.

The Rt eG pType object structure is defined as follows:

<conpl exType nane="RteG pType">
<conpl exCont ent >
<ext ensi on base="spppb: Basi cOhj Type" >
<sequence>

<el enent nane="rgNane" type="spppb: Obj NaneType"/ >

<el enent name="rrRef" type="spppb: Rt eRecRef Type"
m nCccurs="0" maxQccur s="unbounded"/ >

<el enent nane="dgNane" type="spppb: Cbj NaneType"
m nCccur s="0" maxQccur s="unbounded"/ >

<el enent nane="peeri ngOrg" type="spppb: O gl dType"
nm nCccur s="0" maxCQccur s="unbounded"/ >

<el ement nane="sourcel dent"
type="spppb: Sour cel dent Type"
m nCccur s="0" maxQccur s="unbounded"/ >

<el enent nane="islnSvc" type="bool ean"/>

<el enent nane="priority" type="unsi gnedShort"/>

<el enent nanme="ext" type="spppb: Ext AnyType"
nm nCccurs="0"/>

</ sequence>

</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<conpl exType nane="Rt eRecRef Type" >
<sequence>
<el enent nanme="rrKey" type="spppb: Obj KeyType"/ >
<el enent nane="priority" type="unsi gnedShort"/>
<el enent nane="ext" type="spppb: Ext AnyType"
nm nCccurs="0"/>
</ sequence>
</ conpl exType>

The RteG pType object is conposed of the follow ng el enents:
0 base: Al first class objects extend Basi cObj Type that contains

the 1D of the registrant organi zation that owns this object, the
date and tinme that the object was created by the server, and the

date and tinme that the object was last nodified. |If the client
passes in either the created date or the nodification date, the
server will ignore them The server sets these two date/tine
val ues.
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0 rgName: The character string that contains the name of the Route
Goup. It uniquely identifies this object within the context of
the registrant ID (a child element of the base el enent as
descri bed above).

0 rrRef: Set of zero or nore objects of type RteRecRef Type that
house the uni que keys of the Route Records that the R eG pType
object refers to and their relative priority within the context
of a given route group. The associated Route Records contain
the routing information, sonetines called SED, associated with
this Route G oup.

0 dgNane: Set of zero or nore nanes of DestG pType object
i nstances. Each dgName name, in association with this Route
Goup’s registrant I D, uniquely identifies a DestG pType object
i nstance whose public identifiers are reachable using the
routing information housed in this Route Group. An intended
side affect of this is that a Route Goup cannot provide routing
i nformati on for a Destination G oup bel onging to another
registrant.

0 peeringOrg: Set of zero or nore peering organization | Ds that
have accepted an offer to receive this Route Group’'s
information. The set of peering organizations in this list is
not directly settable or nodifiable using the addRt eG psRgst
operation. This set is instead controlled using the route offer
and accept operations.

0 sourceldent: Set of zero or nore Sourcel dent Type object
i nstances. These objects, described further bel ow, house the
source identification schemes and identifiers that are applied
at resolution time as part of source based routing algorithns
for the Route G oup.

0 i slnSvc: A bool ean el enent that defines whether this Route G oup
is in service. The routing information contained in a Route
Goup that is in service is a candidate for inclusion in
resol ution responses for public identities residing in the
Destination Group associated with this Route Goup. The routing
informati on contained in a Route Group that is not in service is
not a candidate for inclusion in resolution responses.

0 priority: Zero or one priority value that can be used to provide
a relative value weighting of one Route G oup over another. The
manner in which this value is used, perhaps in conjunction with
other factors, is a matter of policy.
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0 ext: Point of extensibility described in a previous section of
thi s docunent.

As described above, the Route Group contains a set of references to
route record objects. A route record object is based on an abstract
type: RteRecType. The concrete types that use RteRecType as an

ext ensi on base are NAPTRType, NSType, and URI Type. The definitions
of these types are included the Route Record section of this
docunent .

The RteG pType object provides support for source-based routing via
the peeringOrg data el emrent and nore granul ar source base routing via
the source identity element. The source identity el enent provides
the ability to specify zero or nore of the following in association
with a given Route Goup: a regular expression that is matched
against the resolution client |IP address, a regul ar expression that
is mat ched agai nst the root domain nane(s), and/or a regul ar
expression that is matched against the calling party URI(s). The
result will be that, after identifying the visible Route G oups whose
associ ated Destination G oup(s) contain the | ookup key being queried
and whose peeringOrg |list contains the querying organizations

organi zation I D, the resolution server will evaluate the
characteristics of the Source URI, and Source |P address, and root
domai n of the | ookup key being queried. The resolution server then
compares these criteria against the source identity criteria
associated with the Route Groups. The routing information contained
in Route Groups that have source based routing criteria will only be
included in the resolution response if one or nore of the criteria
mat ches the source criteria fromthe resolution request. The Source
Identity data elenment is of type SourceldentType, whose structure is
defined as foll ows:
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<conpl exType nane="Sour cel dent Type" >
<sequence>
<el enent nanme="sour cel dent Label " type="t oken"/>
<el ement nane="sour cel dent Schene"
t ype="spppb: Sour cel dent ScheneType"/ >
<el enent nanme="ext" type="spppb: Ext AnyType"
nm nCccurs="0"/>
</ sequence>
</ conpl exType>

<si npl eType nane="Sour cel dent ScheneType" >
<restriction base="token">
<enuneration value="uri"/>
<enuner ation val ue="ip"/>
<enuner ati on val ue="r oot Domai n"/ >
</restriction>
</ si npl eType>

The Sourcel dent Type object is conposed of the follow ng data
el enent s:

0 sour cel dent Scheme: The source identification schene that this
source identification criteria applies to and that the
associ at ed sourcel dent Regex shoul d be mat ched agai nst.

0 sour cel dent Regex: The regul ar expression that should be used to
test for a match against the portion of the resolution request
that is dictated by the associ ated sourcel dent Schene.

0 ext: Point of extensibility described in a previous section of
this docunent.

6. 4. Rout e Record

As described in the introductory sections, a Route Group represents a
combi ned grouping of Route Records that define route information.
However, Route Records need not be created to just serve a single
Route Group. Route Records can be created and nanaged to serve
multiple Route Groups. As a result, a change to the properties of a
networ k node used for nmultiple routes, would necessitate just a
singl e update operation to change the properties of that node. The
change woul d then be reflected in all the Route G oups whose route
record set contains a reference to that node. The transport protoco
MUST support the ability to Create, Mdify, Get, and Del ete Route
Records (refer the "Protocol Operations” section of this document for
a generic description of various operations).

A Route Record object MJIST be uniquely identified by attributes as
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defined in the description of "QhjKeyType" in the section "Generic
bj ect Key Type" of this docunent.

The RteRecType object structure is defined as follows:

<conpl exType nane="RteRecType" abstract="true">
<conpl exCont ent >
<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el enent nane="rrNane" type="spppb: Obj NaneType"/ >
<el ement nane="priority" type="unsi gnedShort"
nm nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

The Rt eRecType object is conposed of the follow ng el ements:
0 base: Al first class objects extend Basi cObj Type that contains

the ID of the registrant organi zation that owns this object, the
date and tine that the object was created by the server, and the

date and tine that the object was last nodified. |If the client
passes in either the created date or the nodification date, the
server will ignore them The server sets these two date/tine
val ues.

0 rrNane: The character string that contains the nane of the Route
Record. It uniquely identifies this object within the context

of the registrant ID (a child el ement of the base el enent as
descri bed above).

0 priority: Zero or one priority value that can be used to provide
a relative value wei ghting of one Route Record over another
The manner in which this value is used, perhaps in conjunction
with other factors, is a matter of policy.

As descri bed above, route records are based on an abstract type:

Rt eRecType. The concrete types that use RteRecType as an extension
base are NAPTRType, NSType, and URI Type. The definitions of these
types are included below. The NAPTRType object is conprised of the
data el ements necessary for a NAPTR that contains routing information
for a Route Group. The NSType object is conprised of the data

el ements necessary for a DNS name server that points to another DNS
server that contains the desired routing information. The NSType is
rel evant only when the resolution protocol is ENUM The URI Type
object is conprised of the data el enents necessary to house a URI
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The data provisioned in a registry can be | everaged for many purposes
and queried using various protocols including SIP, ENUM and ot hers.
It is for this reason that a route record type offers a choice of UR
and DNS resource record types. URIType fulfills the need for both
SI P and ENUM protocols. Wen a given URI Type is associated to a
destination group, the user part of the replacenent string <uri> that
may require the Public ldentifier cannot be preset. As a SIP
Redirect, the resolution server will apply <ere> pattern on the input
Public lIdentifier in the query and process the replacenent string by
substituting any back reference(s) in the <uri> to arrive at the
final URI that is returned in the SIP Contact header. For an ENUM
query, the resolution server will sinply return the value of the
<ere> and <uri> nmenbers of the URI Type in the NAPTR RECEX paraneter.

<conpl exType nane="NAPTRType" >
<conpl exCont ent >
<ext ensi on base="spppb: Rt eRecType" >
<sequence>

<el enent nanme="order" type="unsi gnedShort"/>

<el enent nanme="fl ags" type="spppb: Fl agsType"
m nCccurs="0"/>

<el enent nane="svcs" type="spppb: SvcType"/ >

<el enent nanme="regx" type="spppb: RegexPar aniype"
nm nCccurs="0"/>

<el enent name="repl" type="spppb: Repl Type"
m nCccur s="0"/ >

<el enent nane="ttl" type="positivel nteger"
m nCccurs="0"/>

<el enent nanme="ext" type="spppb: Ext AnyType"
nm nCccurs="0"/>

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<conpl exType nane="NSType" >
<conpl exCont ent >
<ext ensi on base="spppb: Rt eRecType" >
<sequence>
<el enent nane="host Name" type="token"/>
<el enent nane="i pAddr" type="spppb: | PAddr Type"
nm nCccur s="0" maxCOccur s="unbounded"/ >
<el enent name="ttl" type="positivel nteger"
m nCccur s="0"/ >
<el enent nane="ext" type="spppb: Ext AnyType"
m nCccurs="0"/>
</ sequence>
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</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<conpl exType nane="| PAddr Type" >
<sequence>
<el enent nanme="addr" type="spppb: Addr Stri ngType"/>
<el enent nanme="ext" type="spppb: Ext AnyType"
m nCccur s="0"/ >
</ sequence>
<attribute name="type" type="spppb: | PType"
def aul t ="v4"/ >
</ conpl exType>

<si mpl eType nane="1PType" >
<restriction base="token">
<enuner ati on val ue="1Pv4"/ >
<enuner ati on val ue="| Pv6"/ >
</restriction>
</ si npl eType>

<conpl exType nane="URI Type" >
<conpl exCont ent >
<ext ensi on base="spppb: Rt eRecType" >
<sequence>
<el enent nanme="ere" type="token"
defaul t=""(.*)$"/>
<el enent nanme="uri" type="anyURI"/>
<el enent nane="ext" type="spppb: Ext AnyType"
nm nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<si npl eType nanme="fl agsType" >
<restriction base="token">
<length val ue="1"/>
<pattern value="[A-Z]|[a-2]|[0-9]"/>
</restriction>
</ si npl eType>

The NAPTRType object is conposed of the follow ng el enents:

0 order: Order value in an ENUM NAPTR, relative to other NAPTRType
objects in the sane Route G oup.

Mul e, et al. Expi res May 18, 2012 [ Page 34]



Internet-Draft draft-drinks-spprov Novenber 2011

0 svcs: ENUM service(s) that are served by the SBE. This field' s
val ue nust be of the formspecified in [RFC6116] (e.g., E2U+
pstn:sip+sip). The allowable values are a matter of policy and
not limted by this protocol

0 regx: NAPTR s regul ar expression field. |If this is not included
then the Repl field nmust be included.

0 repl: NAPTR repl acenent field, should only be provided if the

Regex field is not provided, otherwi se the server will ignore it
0 ttl: Nunmber of seconds that an addressing server may cache this
NAPTR.
0 ext: Point of extensibility described in a previous section of

t hi s docunent.
The NSType object is conposed of the followi ng el enents:
0 host Nanme: Fully qualified host nane of the nanme server.

0 i pAddr: Zero or nore objects of type |pAddrType. Each object
holds an | P Address and the I P Address type, |Pv4 or |P v6.

0 ttl: Nunmber of seconds that an addressing server nmay cache this
DNS name server.

0 ext: Point of extensibility described in a previous section of
t hi s docunent.

The URI Type object is conposed of the follow ng el ements:

0 ere: The PCSI X Ext ended Regul ar Expression (ere) as defined in
[ RFC3986] .

0 uri: the URI as defined in [RFC3986]. 1In sone cases, this will
serve as the replacenent string and it will be left to the
resolution server to arrive at the final usable URI

6.5. Route Goup Ofer

The list of peer organizations whose resolution responses can include
the routing information contained in a given Route Goup is
controll ed by the organi zation to which a Route G oup object bel ongs
(its registrant), and the peer organization that submts resol ution
requests (a data recipient, also know as a peering organi zation).

The registrant offers access to a Route Group by submitting a Route
Goup Ofer. The data recipient can then accept or reject that
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offer. Not until access to a Route Goup has been offered and
accepted will the data recipient’s organization ID be included in the
peeringOrg list in a Route Goup object, and that Route Goup’s
peering informati on becone a candidate for inclusion in the responses
to the resolution requests submtted by that data recipient. The
transport protocol MJST support the ability to Create, Mdify, GCet,
Del ete, Accept and Reject Route Goup Ofers (refer the "Protocol
Operations" section of this document for a generic description of
vari ous operations).

A Route Group Ofer object MIST be uniquely identified by attributes
as defined in the description of "RteG pOferKeyType" in the section
"Derived (bject Key Types" of this docunent.

The RteG pOferType object structure is defined as foll ows:
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<conpl exType nane="RteG pCf f er Type" >
<conpl exCont ent >
<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el enent nane="rteG pO f er Key"
type="spppb: Rt eG pOf f er KeyType"/ >
<el ement nane="st at us"
type="spppb: Rt eG pOf f er St at usType"/ >
<el enent nane="of f er Dat eTi me" type="dateTi me"/>
<el enent nane="accept Dat eTi ne" type="dat eTi nme"
m nCccurs="0"/>
<el enent nanme="ext" type="spppb: Ext AnyType"
nm nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<conpl exType nane="RteG pOf f er KeyType" abstract="true">
<annot ati on>
<docunent at i on>
-- Ceneric type that represents the key for a route
route group offer. Must be defined in concrete form
in the transport specificaiton. --
</ document ati on>
</ annot ati on>
</ conpl exType>

<si npl eType nane="RteG pO fer St at usType" >
<restriction base="t oken">
<enuneration val ue="offered"/>
<enuner ation val ue="accepted"/>
</restriction>
</ si npl eType>

The R eG pOferType object is conposed of the follow ng el enents:

2011

0 base: Al first class objects extend Basi cObj Type that contains

the 1D of the registrant organi zation that owns this object,

t he

date and tine that the object was created by the server, and the

date and tine that the object was last nodified. |If the client
passed in either the created date or the nodification date, the
will ignore them The server sets these two date/tinme val ues.

0 rteG pOferKey: The object that identifies the route that is or

has been offered and the organization that it is or has been

offered to.
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0 status: The status of the offer, offered or accepted. The
server controls the status. It is automatically set to
"of fered" when ever a new Route G oup Ofer is added, and is
automatically set to "accepted" if and when that offer is
accepted. The value of the elenent is ignored when passed in by
the client.

0 of ferDateTime: Date and time in UTC when the Route G oup Ofer
was added.

0 acceptDateTinme: Date and tine in UTC when the Route Group Ofer
was accept ed.

6.6. Egress Route

In a high-availability environnent, the originating SSP likely has
nore than one egress paths to the ingress SBE of the target SSP. |If
the originating SSP wants to exercise greater control and choose a
specific egress SBE to be associated to the target ingress SBE, it
can do so using the EgrRt eType object.

A Egress Route object MIST be uniquely identified by attributes as
defined in the description of "QbjKeyType" in the section "Generic
bj ect Key Type" of this docunent.

Lets assunme that the target SSP has offered to share one or nore
ingress route information and that the originating SSP has accepted
the offer. |In order to add the egress route to the registry, the
originating SSP uses a valid regular expression to rewite ingress
route in order to include the egress SBE information. Also, nore
than one egress route can be associated with a given ingress route in
support of fault-tolerant configurations. The supporting SPPP
structure provides a way to include route precedence information to
hel p manage traffic to nore than one out bound egress SBE.

The transport protocol MJST support the ability to Add, Mdify, Get,
and Del ete Egress Routes (refer the "Protocol Operations" section of
this docunment for a generic description of various operations). The
Egr Rt eType object structure is defined as foll ows:
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<conpl exType nane="EgrRt eType" >

<conpl exCont ent >

<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el enent nane="egr Rt eNane" type="sppph: Cbj NaneType"/ >
<el enent nanme="pref" type="unsi gnedShort"/>
<el ement nane="regxRewiteRul e"
type="spppb: RegexPar anType"/ >
<el enent nanme="ingr Rt eRec" type="spppb: Obj KeyType"
m nCccur s="0" maxQccur s="unbounded"/ >
<el enent nane="ext" type="spppb: Ext AnyType"
nm nCccurs="0"/>
</ sequence>
</ ext ensi on>

</ conpl exCont ent >

</ conpl exType>

The Egr Rt eType object is conposed of the follow ng el ements:

0

Mul e,

base: Al first class objects extend Basi cObj Type that contains
the 1D of the registrant organi zation that owns this object, the
date and tine that the object was created by the server, and the

date and tine that the object was last nodified. |If the client
passes in either the created date or the nodification date, the
server will ignore them The server sets these two date/tine
val ues.

egr Rt eNane: The nane of the egress route.

pref: The preference of this egress route relative to other
egress routes that may get sel ected when responding to a
resol ution request.

regxRewiteRul e The regul ar expression re-wite rule that
shoul d be applied to the regul ar expression of the ingress
NAPTR(s) that belong to the ingress route.

i ngrRteRec: The ingress route records that the egress route
shoul d be used for.

ext: Point of extensibility described in a previous section of
this docunent.
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7. Protocol Operations
7.1. Add Operation

Any conforming "transport" specification MJST provide a definition
for the operation that adds one or nore SPPP objects into the
registry. |If the object, as identified by the request attributes
that formpart of the object’s key, does not exist, then the registry
MUST create the object. |If the object does exist, then the registry
MUST replace the current properties of the object with the properties
passed in as part of the Add operation

If the entity that issued the conmand is not authorized to perform
this operation an appropriate error nmessage MJST be returned from
anongst the response nessages defined in "Response Message Types”
section of the docunent.

7.2. Delete Qperation

Any conformng "transport" specification MJST provide a definition
for the operation that deletes one or nore SPPP objects fromthe
registry using the object’s key.

If the entity that issued the command is not authorized to perform
this operation an appropriate error nmessage MJST be returned from
anongst the response nessages defined in "Response Message Types"
section of the document.

When an object is deleted, any references to that object nust of
course also be renoved as the SPPP server inplenentation fulfills the
del etion request. Furthernore, the deletion of a conposite object
must also result in the deletion of the objects it contains. As a
result, the following rules apply to the deletion of SPPP object
types:

0 Destination Groups: Wien a destination group is deleted al
public identifiers within that destination group nust also be
automatically deleted by the SPPP inplementation as part of
fulfilling the deletion request. And any references between
that destination group and any route group nmust be automatically
renoved by the SPPP i npl enentation as part of fulfilling the
del etion request.

0 Rout e Groups: Wien a route group is deleted any references
bet ween that route group and any destination group nust be
automatically renoved by the SPPP inplenentation as part of
fulfilling the deletion request. Sinmilarly any references
bet ween that route group and any route records must be renoved
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by the SPPP inplenentation as part of fulfilling the deletion
request. Furthernore, route group offers relating that route
group nust also be deleted as part of fulfilling the deletion
request.

0 Rout e Records: When a route record is del eted any references
between that route record and any route group nust be renoved by
the SPPP inplenentation as part of fulfilling the deletion
request.

0 Public Identifiers: When a public identifier is deleted any

references between that public identifier and its containing
destination group nmust be renmoved by the SPPP inpl enentation as

part of fulfilling the deletion request. And any route records
contained directly within that Public Identifier nmust be del eted
by the SPPP i npl enentation as part of fulfilling the deletion
request.

7.3. Cet Operations

At times, on behalf of the registrant, the registrar may need to have
access to SPPP objects that were previously provisioned in the
registry. A few exanples include |ogging, auditing, and pre-

provi sioni ng dependency checking. This query mechanismis limted to
ai d provisioning scenarios and shoul d not be confused with query
protocol s provided as part of the resolution system (e.g. ENUM and
SIP). Any conforming "transport"” specification MIST provide a
definition for the operation that queries the details of one or nore
SPPP objects fromthe registry using the object’s key. |If the entity
that issued the command is not authorized to performthis operation
an appropriate error message MJST be returned from anongst the
response nessages defined in "Response Message Types" section of the
docunent .

7.4. Accept Operations

In SPPP, a Route Group Ofer can be accepted or rejected by, or on
behal f of, the registrant to whomthe Route G oup has been offered
(refer "Protocol Data Mddel Objects" section of this docunent for a
description of the Route Goup Ofer object). The Accept operation
is used to accept the Route Group Ofers. Any conforming "transport"”
specification MIUST provide a definition for the operation to accept
Route Group Offers by, or on behalf of the Registrant, using the
Route Group O fer object key.

Not until access to a Route Group has been offered and accepted wll

the registrant’s organi zation ID be included in the peeringOg |ist
in that Route Group object, and that Route Group’ s peering
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i nformati on beconme a candidate for inclusion in the responses to the
resol ution requests subnitted by that registrant. A Route G oup

O fer that is in the "offered" status is accepted by, or on behalf
of, the registrant to which it has been offered. When the Route
Goup Ofer is accepted the the Route Goup Ofer is noved to the
"accepted" status and adds that data recipient’s organization IDinto
the list of peerOrglds for that Route G oup.

If the entity that issued the command is not authorized to perform
this operation an appropriate error nessage MJST be returned from
anongst the response nessages defined in "Response Message Types"
section of the document.

7.5. Reject Operations

In SPPP, a Route Group Ofer object can be accepted or rejected by,
or on behalf of, the registrant to whomthe Route G oup has been
offered (refer "Protocol Data Mdel bjects" section of this docunent
for a description of the Route Group Offer object). Furthernore,
that offer may be rejected, regardl ess of whether or not it has been
previously accepted. The Reject operation is used to reject the
Route Group Offers. Wen the Route Goup Ofer is rejected that
Route Group Offer is deleted, and, if appropriate, the data
recipient’s organization IDis renpoved fromthe list of peeringOg
IDs for that Route Group. Any conforming "transport" specification
MUST provide a definition for the operation to reject Route G oup

O fers by, or on behalf of the Registrant, using the Route G oup

O fer object key.

If the entity that issued the conmand is not authorized to perform
this operation an appropriate error nmessage MJST be returned from
anongst the response nessages defined in "Response Message Types"

section of the document.

7.6. Cet Server Details Operation

In SPPP, Get Server Details operation can be used to request certain

details about the SPPP server that include the SPPP server’s current

status, the major/mnor version of the SPPP protocol supported by the
SPPP server..

Any conforning "transport" specification MIST provide a definition
for the operation to request such details fromthe SPPP server. |f
the entity that issued the command is not authorized to performthis
operation an appropriate error nmessage MJST be returned from anongst
the response nessages defined in "Response Message Types" section of
t he docunent.
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8.

8.

8.

XML Consi der ati ons

XML serves as the encoding format for SPPP, allow ng conpl ex

hi erarchical data to be expressed in a text format that can be read,
saved, and mani pulated with both traditional text tools and tools
specific to XM.

XM. is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this document MJST be interpreted in the
character case presented to develop a conforning inplenmentation

This section discusses a snmall nunber of XM.-rel ated considerations
pertaining to SPPP.

1. Namespaces

Al'l SPPP el enents are defined in the nanmespaces in the | ANA
Consi derations section and in the Formal Protocol Specification
section of this docunent.

2. Versioning and Character Encoding

Al'l XM instances SHOULD begin with an <?xm ?> declaration to
identify the version of XML that is being used, optionally identify
use of the character encoding used, and optionally provide a hint to
an XML parser that an external schema file is needed to validate the
XM i nst ance.

Conf ormant XM. parsers recogni ze both UTF-8 (defined in [ RFC3629])
and UTF-16 (defined in [RFC2781]); per [RFC2277] UTF-8 is the
RECOMMENDED char act er encodi ng for use with SPPP

Character encodings other than UTF-8 and UTF-16 are all owed by XM.
UTF-8 is the default encoding assuned by XM. in the absence of an
"encodi ng" attribute or a byte order mark (BOW; thus, the "encodi ng"
attribute in the XML declaration is OPTIONAL if UTF-8 encoding is
used. SPPP clients and servers MJST accept a UTF-8 BOMif present,
though emtting a UTF-8 BOM i s NOT RECOVVENDED.

Exanpl e XML decl arati ons:

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
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9.

Security Considerations

Many SPPP i npl enent ati ons nanage data that is considered confidential
and critical. Furthernore, SPPP inplenentations can support
provisioning activities for nultiple registrars and registrants. As
a result any SPPP inplenmentation nust address the requirenments for
confidentiality, authentication, and authorization

Wth respect to confidentiality and authentication, the transport
protocol requirenents section of this docunment contains security
properties that the transport protocol nust provide so that

aut henti cated endpoi nts can exchange data confidentially and with
integrity protection. Refer to that section and the resulting
transport protocol specification docunent for the specific solutions
to authentication and confidentiality.

Wth respect to authorization, the SPPP server inplenentation nust
define and inplenment a set of authorization rules that precisely
address (1) which registrars will be authorized to create/nodify/
del ete each SPPP object type for given registrant(s) and (2) which
registrars will be authorized to view get each SPPP object type for
given registrant(s). These authorization rules are a matter of
policy and are not specified within the context of SPPP. However,
any SPPP inpl enentation nust specify these authorization rules in
order to function in a reliable and safe manner.

In sone situations, it may be required to protect against denial of

i nvol venent (see [ RFC4949]) and tackle non-repudi ati on concerns in
regards to SPPP nessages. This type of protection is useful to
satisfy authenticity concerns related to SPPP nessages beyond the
end-to-end connection integrity, confidentiality, and authentication
protection that the transport |ayer provides. This is an optiona
feature and sonme SPPP inpl enentati ons MAY provi de support for it.

It is not uncommon for the | ogging systens to docunment on-the-wire
messages for various purposes, such as, debug, audit, and tracking.
At the mininmum the various support and admi nistration staff wll
have access to these logs. Also, if an unprivileged user gains
access to the SPPP depl oynents and/or support systens, it will have
access to the information that is potentially deemed confidenti al

To manage information di sclosure concerns beyond the transport |evel
SPPP i npl enent ati ons MAY provi de support for encryption at the SPPP
obj ect | evel

Anti-replay protection ensures that a given SPPP object replayed at a
later time doesn't affect the integrity of the system SPPP provides
at |l east one nechanismto fight against replay attacks. Use of the
optional client transaction identifier allows the SPPP client to
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correlate the request nessage with the response and to be sure that
it is not areplay of a server response fromearlier exchanges. Use
of unique values for the client transaction identifier is highly
encouraged to avoid chance matches to a potential replay nmessage.

The SPPP client or registrar can be a separate entity acting on
behal f of the registrant in facilitating provisioning transactions to
the registry. Further, the transport |ayer provides end-to-end
connection protection between SPPP client and the SPPP server
Therefore, nman-in-the-mddle attack is a possibility that nmay affect
the integrity of the data that belongs to the registrant and/ or
expose peer data to unintended actors in case well-established
peering rel ationshi ps already exist.
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10. | ANA Consi derations

Thi s docunment uses URNs to describe XM. nanespaces and XM. schenas
conformng to a registry nechani sm described in [ RFC3688].

Two URI assignnents are requested

Regi stration request for the SPPP XM. namespace:
urn:ietf:paramnms: xm : ns: sppp: base: 1

Regi strant Contact: |ESG

XM.: None. Nanespace URIs do not represent an XM. specification

Regi stration request for the XML schena:

URI: urn:ietf:parans: xm :schema: sppp: 1

Regi strant Contact: |ESG

XM.: See the "Fornmal Specification" section of this docunent
(Section 11).

I ANA is requested to create a new SPPP registry for O ganization
Identifiers that will indicate valid strings to be used for well -
known enterprise nanmespaces

Thi s docunent nakes the followi ng assignnents for the OgldType

namespaces
Nanespace O gl dType nanespace string
| ANA Enterprise Nunbers i ana- en
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Formal Specification

<?xm version="1.0" encodi ng="UTF-8"?>
<schema xm ns: spppb="urn:ietf: parans: xm : ns: sppp: base: 1"
xm ns="http://ww. w3. org/ 2001/ XM_Scherma"

t ar get Namespace="urn: i etf: parans: xnl : ns: sppp: base: 1"

el ement For nDef aul t ="qual i fi ed" xml :1ang="EN'>

<annot ati on>
<docunent ati on>

---- Generic bject key

draft-drinks-spprov

types to be defined by specific

Transport/ Architecture.

The types defined here can

be extended by the

specific architecture to

define the Cbject ldentifiers ----

</ docunent at i on>
</ annot ati on>
<conpl exType nane="Cbj KeyType"
abstract="true">
<annot at i on>
<docunent ati on>
---- Ceneric type that
represents the key for various
objects in SPPP. ----
</ docunent ati on>
</ annot ati on>
</ conpl exType>
<conpl exType nane="RteG pO f er KeyType"
<conpl exCont ent >
<ext ensi on base="spppb: Obj KeyType" >
<annot ati on>
<docunent at i on>
---- Ceneric type
that represents
the key for a route
group offer. ----
</ docunent ati on>
</ annot ati on>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

abstract="true">
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<conpl exType nane="Publ dKeyType" abstract="true">
<conpl exCont ent >
<ext ensi on base="spppb: Obj KeyType" >
<annot at i on>

<docunent ati on>

----Ceneric type that

represents the key

for a Pub Id. ----
</ docunent ati on>
</ annot ati on>

</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<annot ati on>
<docunentation> ---- (bject Type Definitions ---- </docunmentation>
</ annot ati on>
<conpl exType nane="RteG pType" >
<conpl exCont ent >
<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el enent name="r gNane"
type="spppb: Obj NaneType"/ >
<el ement nane="rr Ref"
type="spppb: Rt eRecRef Type"
nm nCccur s="0" maxCOccur s="unbounded"/ >
<el enent name="dgNane"
type="spppb: Obj NameType"
m nCccur s="0" maxQccur s="unbounded"/ >
<el enent nane="peeri ngOrg"
type="spppb: O gl dType"
nm nCccur s="0" maxCOccur s="unbounded"/ >
<el ement nane="sourcel dent"

t ype="spppb: Sour cel dent Type"

m nCccur s="0" maxQccur s="unbounded"/ >
<el enent nane="islnSvc" type="bool ean"/>
<el enent nanme="priority" type="unsi gnedShort"/>
<el ement nane="ext"
type="spppb: Ext AnyType" mi nCccurs="0"/>

</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="Dest G pType" >
<conpl exCont ent >
<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el enent nane="dgNane"
type="spppb: Obj NaneType"/ >
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</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="Publ dType" abstract="true">
<conpl exCont ent >
<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el enent name="dgNane"
type="spppb: Obj NanmeType" mni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="TNType" >
<conpl exCont ent >
<ext ensi on base="spppb: Publ dType" >
<sequence>
<el enent nanme="tn"
type="spppb: Nunber Val Type"/ >
<el enent name="corl nfo"
type="spppb: CORI nf oType" mi nCccurs="0"/>
<el ement nane="rr Ref"
type="spppb: Rt eRecRef Type"
nm nCccur s="0" maxCOccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="TNRType" >
<conpl exCont ent >
<ext ensi on base="spppb: Publ dType" >
<sequence>
<el enent nane="range"
type="spppb: Nunber RangeType"/ >
<el enent nane="cor | nfo"
type="spppb: CORI nf oType" mni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="TNPType" >
<conpl exCont ent >
<ext ensi on base="spppb: Publ dType" >
<sequence>
<el ement nane="tnPrefix"
type="spppb: Nunber Val Type"/ >
<el enent nane="cor | nfo"
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type="spppb: CORI nf oType" mni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="RNType">
<conpl exCont ent >
<ext ensi on base="spppb: Publ dType" >
<sequence>
<el ement nane="rn"
type="spppb: Nunber Val Type"/ >
<el ement nane="cor | nfo"
type="spppb: CORI nf oType" mni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="RteRecType" abstract="true">
<conpl exCont ent >
<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el ement nanme="rr Nane"
type="spppb: Obj NaneType"/ >
<el ement nane="priority"
t ype="unsi gnedShort" m nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="NAPTRType" >
<conpl exCont ent >
<ext ensi on base="spppb: Rt eRecType" >
<sequence>
<el enent nane="order" type="unsi gnedShort"/>
<el enent nane="fl ags" type="spppb: Fl agsType" ni nCccurs="0"/>
<el enent nane="svcs" type="spppb: SvcType"/ >
<el enent nanme="regx" type="spppb: RegexParaniType" ni nCccurs="0"/>
<el enent name="repl" type="spppb: Repl Type" m nCccurs="0"/>
<el enent nanme="ttl" type="positivelnteger” m nCccurs="0"/>
<el enent nane="ext" type="spppb: Ext AnyType" ni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="NSType" >
<conpl exCont ent >
<ext ensi on base="spppb: Rt eRecType" >
<sequence>
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<el ement nane="host Nane" type="token"/>
<el enent nane="i pAddr" type="spppb: | PAddr Type"
m nCccur s="0" maxQccur s="unbounded"/ >
<el enent nane="ttl" type="positivelnteger" m nCccurs="0"/>
<el enent nane="ext" type="spppb: Ext AnyType" ni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="URI Type" >
<conpl exCont ent >
<ext ensi on base="spppb: Rt eRecType" >
<sequence>
<el ement nanme="ere" type="token" defaul t=""(.*)$"/>
<el enent name="uri" type="anyURl "/>
<el enent nane="ext" type="spppb: Ext AnyType" ni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="RteG pCf f er Type" >
<conpl exCont ent >
<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el enent nanme="rteG pO ferKey" type="spppb: Rt eG pOferKeyType"/ >
<el enent nanme="status" type="spppb: RteG pCfferStatusType"/>
<el enent nane="of f er Dat eTi me" type="dateTi me"/>
<el enent nane="accept Dat eTi ne" type="dat eTi me" ni nCccurs="0"/>
<el enent nanme="ext" type="spppb: Ext AnyType" ni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="Egr Rt eType" >
<conpl exCont ent >
<ext ensi on base="spppb: Basi cObj Type" >
<sequence>
<el enent nanme="egr Rt eNane" type="spppb: Obj NaneType"/ >
<el enent nanme="pref" type="unsi gnedShort"/>
<el enent nane="regxRewiteRul e" type="spppb: RegexParaniype"/ >
<el enent nanme="ingr Rt eRec" type="spppb: Obj KeyType" m nCccurs="0"
maxQccur s="unbounded"/ >
<el enent name="ext" type="spppb: Ext AnyType" ni nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<annot at i on>
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<docunent ati on>
---- Abstract Object and
El ement Type
Definitions ----
</ document at i on>
</ annot ati on>
<conpl exType nane="Basi cCbj Type" abstract="true">
<sequence>
<el enent name="rant" type="spppb: O gl dType"/>
<el enent nane="rar" type="spppb: O gl dType"/>
<el enent nane="cDate" type="dateTi me" m nCccurs="0"/>
<el enent nane="nDat e" type="dateTi me" m nCccurs="0"/>
<el enent name="ext" type="spppb: Ext AnyType" ni nCccurs="0"/>
</ sequence>
</ conpl exType>
<conpl exType nane="RegexPar anilype" >
<sequence>
<el enent nanme="ere" type="spppb: RegexType" defaul t=""(.*)%$"/>
<el enent name="repl" type="spppb: Repl Type"/>
</ sequence>
</ conpl exType>
<conpl exType nane="| PAddr Type" >
<sequence>
<el enent nane="addr" type="spppb: Addr Stri ngType"/>
<el enent name="ext" type="spppb: Ext AnyType" ni nCccurs="0"/>
</ sequence>
<attribute name="type" type="spppb: | PType" defaul t="v4"/>
</ conpl exType>
<conpl exType nane="Rt eRecRef Type" >
<sequence>
<el enent nanme="rrKey" type="spppb: Obj KeyType"/ >
<el enent name="priority" type="unsi gnedShort"/>
<el enent name="ext" type="spppb: Ext AnyType" nmi nCccurs="0"/>
</ sequence>
</ conpl exType>
<conpl exType nane="Sour cel dent Type" >
<sequence>
<el enent name="sour cel dent Label " type="t oken"/>
<el enent name="sour cel dent Schene"
t ype="spppb: Sour cel dent ScheneType"/ >
<el enent nane="ext" type="spppb: Ext AnyType" ni nCccurs="0"/>
</ sequence>
</ conpl exType>
<conpl exType nane="CORI nf oType" >
<sequence>
<el enent nane="cord ai ' type="bool ean" defaul t="true"/>
<el enent nane="cor" type="bool ean" defaul t="fal se" m nCccurs="0"/>
<el enent nanme="corDate" type="dateTi ne" minCccurs="0"/>
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</ sequence>
</ conpl exType>
<compl exType nane="SvcMenuType" >
<sequence>
<el enent nane="server Status" type="spppb: Server St at usType"/ >
<el enent nanme="naj M nVersi on" type="token" maxCccurs="unbounded"/>
<el enent nanme="obj URI" type="anyURlI" maxCccurs="unbounded"/>
<el enent name="extURI " type="anyURlI" mi nCccurs="0"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
<conpl exType nane="Ext AnyType" >
<sequence>
<any nanespace="##ot her" maxCccur s="unbounded"/>
</ sequence>
</ conpl exType>
<si npl eType nanme="Fl agsType" >
<restriction base="token">
<l ength val ue="1"/>
<pattern value="[A-Z]|[a-z]|[0-9]"/>
</restriction>
</ si npl eType>
<si npl eType nane="SvcType">
<restriction base="token">
<m nLengt h val ue="1"/>
</restriction>
</ si npl eType>
<si npl eType nane="RegexType">
<restriction base="token">
<m nLengt h val ue="1"/>
</restriction>
</ si npl eType>
<si mpl eType nane="Repl Type" >
<restriction base="token">
<m nLength val ue="1"/>
<maxLengt h val ue="255"/>
</restriction>
</ si npl eType>
<si nmpl eType name="0Or gl dType" >
<restriction base="token"/>
</ si npl eType>
<si npl eType name="0bj NaneType" >
<restriction base="token">
<m nLengt h val ue="3"/>
<maxLengt h val ue="80"/>
</restriction>
</ si npl eType>
<si npl eType name="Transl dType" >
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<restriction base="token">
<m nLengt h val ue="3"/>
<maxLengt h val ue="120"/>
</restriction>

</ si npl eType>

<si npl eType nanme="M nor Ver Type" >
<restriction base="unsi gnedLong"/>

</ si npl eType>

<si mpl eType nane="Addr Stri ngType" >
<restriction base="token">
<m nLength val ue="3"/>
<maxLengt h val ue="45"/>
</restriction>

</ si npl eType>

<si mpl eType nane="1PType" >
<restriction base="token">
<enuner ati on val ue="v4"/>
<enuner ati on val ue="v6"/>
</restriction>

</ si npl eType>

<si mpl eType nane="Sour cel dent ScheneType" >
<restriction base="token">
<enuner ation val ue="uri"/>
<enuneration val ue="ip"/>
<enuner ati on val ue="root Domai n"/ >
</restriction>

</ si npl eType>

<si npl eType nanme="Server St at usType" >
<restriction base="token">
<enuner ati on val ue="inService"/>
<enuner ati on val ue="out O Servi ce"/ >
</restriction>

</ si npl eType>

<si npl eType nane="RteG pO fer St at usType" >
<restriction base="token">
<enuner ati on val ue="offered"/>
<enuner ation val ue="accepted"/>
</restriction>

</ si npl eType>

<si npl eType nane="Nunber Val Type" >
<restriction base="token">
<maxLengt h val ue="20"/>
<pattern value="\+?2\d\d*"/>
</restriction>

</ si npl eType>

<si npl eType nane="Nunber TypeEnuni >
<restriction base="token">
<enuner ation val ue="TN'/ >
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<enuneration val ue="TNPrefix"/>
<enuneration val ue="RN'/ >
</restriction>
</ si npl eType>
<conpl exType nane="Nunber Type" >
<sequence>
<el enent nane="val ue" type="spppb: Nunber Val Type"/ >
<el enent nanme="type" type="spppb: Number TypeEnuni/ >
</ sequence>
</ conpl exType>
<conpl exType nane="Nunber RangeType" >
<sequence>
<el enent nane="st art Range" type="spppb: Nunber Val Type"/ >
<el enent nanme="endRange" type="spppb: Nunber Val Type"/ >
</ sequence>
</ conpl exType>
<si npl eType nane=" Cbj KeyTypeEnuni >
<restriction base="token">
<enuneration value="RteG p"/>
<enuner ation val ue="Dest G p"/>
<enuneration val ue="RteRec"/>
<enuneration val ue="EgrRte"/>
</restriction>
</ si npl eType>
</ schema>
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