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1.

I nt roducti on

The so-called "lying NAS' problemis a well-docunented problemw th
the current Extensible Authentication Protocol (EAP) architecture

[ RFC3748] when used in pass-through authenticator node. Here, a

Net wor k Access Server (NAS), or pass-through authenticator, nmay
represent one set of information (e.g. network identity,
capabilities, configuration, etc) to the backend Authentication

Aut hori zation, and Accounting (AAA) infrastructure, while
representing contrary information to EAP peers. Another possibility
is that the sanme false infornmation could be provided to both the EAP
peer and EAP server by the NAS. A "lying" entity can also be |ocated
anywhere on the AAA path between the NAS and the EAP server.

This problemresults when the sane credentials are used to access
multiple services that differ in sone interesting property. The EAP
server learns which client credentials are in use. The client knows
whi ch EAP credentials are used, but cannot distinguish between
servers that use those credentials. For methods that distinguish
between client and server credentials, either using different server
credentials for access to the different services or having client
credentials with access to a disjoint set of services can potentially
def end agai nst the attack.

As a concrete exanple, consider an organization with two different

| EEE 802.11 wireless networks. One is a relatively lowsecurity
network for accessing the web while the other has access to val uable
confidential information. An access point on the web network could
act as a lying NAS, sending the SSID of the confidential network in
its beacons. This access point could gain an advantage by doing so
if it tricks clients intending to connect to the confidential network
to connect to it and disclose confidential information

A simlar problemcan be observed in the context of roam ng. Here,
the lying entity is located in a visited service provider network,
e.g. attenpting to lure peers to connect to the network based on
fal se advertized roaming rates. This is referred to as "the lying
provider" problemin the remai nder of this docunment. The |ying
entity’s notivation often is financial; the entity may be paid
whenever peers roamto its service. However a lying entity in a
provi der network can al so gain access to traffic that it mght not
ot herwi se see

Thi s docunent defines and inplements EAP channel bindings to solve
the Iying NAS and the Iying provider problens, using a process in

whi ch t he EAP peer provides infornmation about the characteristics of
the service provided by the authenticator to the AAA server protected
within the EAP nethod. This allows the server to verify the
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authenticator is providing information to the peer that is consistent
with the information received fromthis authenticator as well as the
informati on stored about this authenticator. "AAA Payl oads" defined
in [I-D. clancy-enu-aaapay] served as the starting point for the
mechani sm proposed in this specification to carry this information.

2. Term nol ogy

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD',
"SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

3. Probl em St at enent

In a [ RFC4017] conpliant EAP authentication, the EAP peer and EAP
server mutually authenticate each other, and derive keying materi al
However, when operating in pass-through node, the EAP server can be
far removed fromthe authenticator both in terms of network distance
and nunber of entities who need to be trusted in order to establish
trusted conmuni cation. A malicious or conproni sed authenticator may
represent incorrect information about the network to the peer in an
effort to affect its operation in some way. Additionally, while an
aut henti cator may not be conprom sed, other conprom sed elenments in
the network (such as proxies) could provide false information to the
authenticator that it could sinply be relaying to EAP peers. Hence,
the goal nust be to ensure that the authenticator is providing
correct information to the EAP peer during the initial network

di scovery, selection, and authentication

There are two different types of networks to consider: enterprise

net wor ks and service provider networks. In enterprise networks,
assunming a single adnministrative domain, it is feasible for an EAP
server to have information about all the authenticators in the
network. In service provider networks, global know edge is

i nfeasible due to indirection via roam ng. Wen a peer is outside
its hone adnministrative domain, the goal is to ensure that the |eve
of service received by the peer is consistent with the contractua
agreenment between the two service providers. The sane EAP server nay
need to support both types of networks. For exanple an enterprise
may have a roami ng agreenment permitting its users to use the networks
of third-party service providers. In these situations, the EAP
server may authenticate for an enterprise and provi der network.

The followi ng are exanpl e attacks possible by presenting fal se
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network information to peers.

(0]

Enterprise Network: A corporate network may have nultiple virtua
LANs (VLANs) avail able throughout their canpus network, and have

| EEE 802. 11 access points connected to each VLAN. Assune one VLAN
connects users to the firewall ed corporate network, while the
other connects users to a public guest network. The corporate
network is assuned to be free of adversarial elenments, while the
guest network is assunmed to possibly have malicious el enents.
Access Points on both VLANs are serviced by the sane EAP server
but broadcast different SSIDs to differentiate. A conpronised
access point connected to the guest network but not the corporate
network coul d advertise the SSID of the corporate network in an
effort to lure peers to connect to a network with a false sense of
security regarding their traffic. Conditions and further details
of this attack can be found in the Appendi x.

Enterprise network: The EAP GSS- APl nechani sm
[I-D.ietf-abfab-gss-eap] nechani sm provides a way to use EAP to
authenticate to mail servers, instant nessagi ng servers and ot her
non- network services. Wthout EAP channel binding, an attacker
could trick the user into connecting to a relatively untrusted
service instead of a relatively trusted service. For exanple the
i nstant messagi ng service could inpersonate the mail server

Service Provider Network: An EAP-enabl ed nobil e phone provider
coul d advertise very conpetitive flat rates but send per mnute
rates to the hone server, thus, luring peers to connect to their
networ k and overcharging them |In nore elaborate attacks, peers
can be tricked into roanming w thout their know edge. For exanple,
a nobi |l e phone provider operating along a geo-political boundary
could boost their cell towers’ transm ssion power and advertise
the network identity of the neighboring country’ s indi genous
provider. This would cause unknowi ng handsets to associate with
an uni ntended operator, and consequently be subject to high
roaming fees without realizing they had roaned off their hone
provider’s network. These types of scenarios can be considered as
"lying provider" problem because here the provider configures its
NAS to broadcast false information. For the purpose of channe

bi ndings as defined in this draft, it does not nmatter which |oca
entity (or entities) is "lying" in a service provider network
(local NAS, |ocal authentication server and/or |ocal proxies),
because the only information received fromthe visited network
that is verified by channel bindings is the information the hone
aut hentication server received fromthe last hop in the

communi cation chain. In other words, channel bindings enable the
detection of inconsistencies in the information froma visited

net work, but cannot determnine which entity is lying. Naturally,
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channel bindings for EAP nethods can only verify the endpoints
and, if desirable, internediate hops need to be protected by the
enpl oyed AAA prot ocol

0 Enterprise and provider networks: In a situation where an
enterprise has roanming agreenments with providers, a conprom sed
access point in a provider network could masquerade as the
enterprise network in an attenpt to gain confidential information
Today this could potentially be solved by using different
credentials for internal and external access. Depending on the
type of credential this may introduce usability or man-in-the-

m ddl e security issues.

To address these problens, a nechanismis required to validate
unaut henti cated i nformati on adverti sed by EAP aut henticators.

4. Channel Bindings

EAP channel bindings seek to authenticate previously unauthenticated
i nformati on provided by the authenticator to the EAP peer, by

all owi ng the peer and server to conpare their perception of network
properties in a secure channel

It should be noted that the definition of EAP channel bindings

di ffers somewhat from channel bindings docunented in [ RFC5056], which
seek to securely bind together the end points of a nulti-I|ayer
protocol, allowing |lower |ayers to protect data from higher |ayers
Unl i ke [ RFC5056], EAP channel bindings do not ensure the binding of
different |ayers of a session but rather the information advertised
to EAP peer by an authenticator acting as pass-through device during
an EAP execution. The term channel bindings was independently
adopted by these two rel ated concepts; by the tine the conflict was
di scovered, a wide body of literature existed for each usage. EAP
channel bindings could be used to provide RFC 5056 channel bindings.
In particular, an inner EAP nethod coul d be bound to an outer nethod
by including the RFC 5056 channel binding data for the outer channe
in the inner EAP nethod’s channel bindings. Doing so would provide a
facility simlar to EAP cryptographic binding, except that a man-in-

the-mddl e could not extract the inner nmethod fromthe tunnel. This
speci ficati on does not weigh the advantages of doing so nor specify
how to do so; the exanple is provided only to illustrate how EAP

channel bindi ng and RFC 5056 channel binding overl ap.
4.1. Types of EAP Channel Bi ndi ngs

There are two categories of approach to EAP channel bindings:
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o0 After keys have been derived during an EAP execution, the peer and
server can, in an integrity-protected channel, exchange pl ai nt ext
i nformati on about the network with each other, and verify
consi stency and correctness.

0 The peer and server can both uniquely encode their respective view
of the network information w thout exchanging it, resulting into
an opaque bl ob that can be included directly into the derivation
of EAP session keys.

Bot h approaches are only applicable to key deriving EAP net hods and
bot h have advant ages and di sadvantages. Various hybrid approaches

are al so possible. Advantages of exchangi ng plaintext information

i ncl ude:

o It allows for policy-based conparisons of network properties,
rather than requiring precise matches for every field, which
achi eves a policy-defined consistency, rather than bitw se
equality. This allows network operators to define which
properties are inmportant and even verifiable in their network.

0 EAP nethods that support extensible, integrity-protected channels
can easily include support for exchanging this network
information. |In contrast, direct inclusion into the key
derivation would require nore extensive revisions to existing EAP
met hods or a wrapper EAP net hod.

o0 Gven it doesn't affect the key derivation, this approach
facilitates debugging, increnental deploynent, backward
compatibility and a | ogging node in which verification results are
recorded but do not have an effect on the remainder of the EAP
execution. The exact use of the verification results can be
subject to the network policy. Additionally, consistent
i nformati on canonicalization and formatting for the key derivation
approach woul d |ikely cause significant depl oynment problens.

The followi ng are advantages of directly including channel binding
information in the key derivation

0 EAP net hods not supporting extensible, integrity-protected
channel s could still be supported, either by revising their key
derivation, revising EAP, or wapping themin a universal nethod
that supports channel binding.

o It can guarantee proper channel information, since subsequent
conmmuni cati on woul d be inpossible if differences in channe
i nformation yielded different session keys on the EAP peer and
server.
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4.2. Channel Bindings in the Secure Association Protoco

Thi s docunment describes channel bindings performed by transporting
channel binding information as part of an integrity-protected

exchange within an EAP nethod. Alternatively, sone future docunent
coul d specify a mechanismfor transporting channel bindings within

the I ower layer’s secure association protocol. Such a specification
woul d need to describe how channel bindings are exchanged over the
| ower |ayer protocol between the peer and authenticator. In

addition, since the EAP exchange concl udes before the secure

associ ation protocol begins, a nechanismfor transporting the channel
bi ndi ngs fromthe authenticator to the EAP server needs to be
specified. A nechanismfor transporting a protected result fromthe
EAP server, through the authenticator, back to the peer needs to be
speci fi ed.

The channel bindings MJST be transported with integrity protection
based on a key known only to the peer and EAP server. The channe

bi ndi ngs SHOULD be confidentiality protected using a key known only
to the peer and EAP server. For the systemto function, the EAP
server or AAA server needs access to the channel binding information
fromthe peer as well as the AAA attributes and a | ocal database
described later in this docunent.

The primary advantage of sending channel bindings as part of the
secure associ ation protocol is that EAP net hods need not be changed.
The di sadvantage is that a new AAA exchange is required, and secure
associ ation protocols need to be changed. As the result of the
secure associ ati on protocol change, every NAS needs to be upgraded to
support channel bindings within the secure association protocol

For many depl oynents, changing all the NASes is expensive and addi ng
channel binding support to enough EAP nethods to neet the goals of
the depl oynent will be cheaper. However for deploynent of new

equi pnent, or especially deploynent of a new | ower |ayer technol ogy,
changi ng the NASes may be cheaper than changi ng EAP net hods.
Especially if such a depl oyment needed to support a | arge nunber of
EAP met hods, sending channel bindings in the secure association

prot ocol m ght nake sense. Sending channel bindings in the secure
associ ation protocol can work even with ERP [ RFC5296] in which
previously established EAP key material is used for the secure
associ ation protocol w thout carrying out any EAP nethod during re-
aut henti cati on.

I f channel bindings using a secure association protocol is specified,

semantics as well as the set of information that peers exchange can
be shared with the nmechani sm described in this docunent.
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4.3. Channel Bindings Scope

The scope of EAP channel bindings differs somewhat dependi ng on the
type of deploynent in which they are being used. In enterprise
networ ks, they can be used to authenticate very specific properties
of the authenticator (e.g. MAC address, supported |ink types and
data rates, etc), while in service provider networks they can
generally only authenticate broader information about a roaning
partner’s network (e.g. network name, roam ng information, |ink
security requirenents, etc). The reason for the difference has to do
with the amount of information about the authenticator and/or network
to which the peer is connected the hone EAP server is expected to
have access to. |In roanm ng cases, the honme server is likely to only
have access to information contained in their roam ng agreenents.

Wth any nmulti-hop AAA infrastructure, many of the NAS-specific AAA
attributes are obscured by the AAA proxy that’s decrypting,

refram ng, and retransmitting the underlying AAA nessages.

Especially service provider networks are affected by this and the AAA
i nformati on received fromthe |ast hop may not contain ruch
verifiable information any longer. For exanple, information carried
in AAA attributes such as the NAS | P address may have been lost in
transition and are thus not known to the EAP server. Even worse,
information may still be available but be useless, for exanple
representing the identity of a device on a private network or a

m ddl ebox. This affects the ability of the EAP server to verify
specific NAS properties. However, often verification of the MAC or

| P address of the NAS is not useful for inproving the overal

security posture of a network. Mdre often the best approach is to
make policy decisions about services being offered to peers. For
exanple, in an | EEE 802.11 network, the EAP server may wish to ensure
that peers connecting to the corporate intranet are using secure
Iink-1ayer encryption, while link-layer security requirenments for
peers connecting to the guest network could be | ess stringent. These
types of policy decisions can be nade w t hout knowi ng or being able
to verify the I P address of the NAS through which the peer is
connecti ng.

The properties of the network that the peer wi shes to validate depend
on the specific deploynent. |In a nobile phone network, peers
generally don't care what the nane of the network is, as long as they
can nake their phone call and are charged the expected anount for the
call. However, in an enterprise network the adninistrators of a peer
may be nore concerned with specifics of where their network traffic
is being routed and what VLAN is in use. To establish policies
surroundi ng these requirenents admnistrators woul d capture sone
attribute such as SSID to describe the properties of the network they
care about. Channel bindings could validate the SSID. The

Hartman, et al. Expi res Novenber 25, 2012 [ Page 11]



Internet-Draft EAP- CHBI ND May 2012

adm ni strator would need to nmake sure that the network guarantees
that when an authenticator trusted by the AAA infrastructure to offer
a particular SSIDto clients does offer this SSID, that network has
the intended properties. GCenerally it is not possible for channe

bi ndings to detect |ying NAS behavi or when the NAS is authorized to
claima particular service. That is, if the same physica
authenticator is pernmitted to advertise two networks, the AAA
infrastructure is unlikely to be able to determ ne when this

aut henticator |ies.

As discussed in the next section, sone of the npbst inportant
information to verify cannot cone from AAA attributes but instead
cones fromlocal configuration. For exanple in the nobile phone
case, the expected roam ng rate cannot cone fromthe roam ng provider
wi t hout being verified against the contract between the two
providers. Simlarly, in an enterprise, the SSID a particul ar access
point is expected to advertise is a nmatter of configuration rather
than sonething that can be trusted because it is included in an AAA
exchange.

The peer and authenticator do not initially have a basis for trust.

The peer has a credential with the EAP server that forns a basis for
trust. The EAP server and authenticator have a potentially indirect
trust path using the AAA infrastructure. Channel binding |everages
the trust between the peer and EAP server to build trust in certain
attributes between the peer and authenti cator.

Channel bindings can be inportant for form ng areas of trust,

especi ally when provider networks are involved, and exact information
is not available to the EAP server. Wthout channel bindings, all
entities in the systemneed to be held to the standards of the nost
trusted entity that could be accessed using the EAP credenti al

O herwise, a less trusted entity can inpersonate a nore trusted
entity. However when channel bindings are used, the EAP server can
use information supplied by the peer, AAA protocols and | oca

dat abase to distinguish less trusted entities fromnore trusted
entities. One possible deploynent involves being able to verify a
nunber of characteristics about relatively trusted entities while for
other entities sinply verifying that they are | ess trusted.

Any depl oynment of channel bindings should take into consideration
both what information the EAP server is likely to know or have access
to, and al so what type of network information the peer would want and
need aut henti cat ed.
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5. Channel Binding Process

This section defines the process for verifying channel binding

i nformati on during an EAP authentication. The protocol uses the
approach where plaintext data is exchanged, since it allows channe

bi ndings to be used nore flexibly in varied depl oynent nodels (see
Section 4.1). In the first subsection, the general conmunication
infrastructure is outlined, the nmessages used for channel binding
verifications are specified, and the protocol flows are defined. The
second subsection explores the difficulties of checking the different
pi eces of information that are exchanged during the channel binding
protocol for consistency. The third subsection describes the
information carried in the EAP exchange

5.1. Protocol Operation

Channel bindings are always provi ded between two conmmuni cation
endpoi nts, here the EAP peer and the EAP server, who conmuni cate
through an authenticator typically in pass-through node.
Specifications treat the AAA server and EAP server as distinct
entities. However there is no standardi zed protocol for the AAA
server and EAP server to communicate with each other. For the
channel binding protocol presented in this draft to work, the EAP
server needs to be able to access information fromthe AAA server
that is utilized during the EAP session (i2 below) and a | oca

dat abase. For exanple, the EAP server and the |ocal database can be
co-located with the AAA server, as illustrated in Figure 1. An
alternate architecture would be to provide a nechanismfor the EAP
server to informthe AAA server what channel binding attributes were
supplied and the AAA server to informthe EAP server about what
channel binding attributes it considered when nmaking its decision

CB_success/failure(il, i2,info)

Figure 1: Overvi ew of Channel Binding Protoco
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During network adverti senent, selection, and authentication, the

aut henti cator presents unauthenticated information, |abeled il, about
the network to the peer. Message il could include an authenticator
identifier and the identity of the network it represents, in addition
to advertised network information such as offered services and

roami ng information. Information may be conmunicated inplicitly in
i1, such as the type of media in use. As there is no established
trust rel ationship between the peer and authenticator, there is no
way for the peer to validate this information

Additionally, during the transaction the authenticator presents a
number of information properties in formof AAA attributes about
itself and the current request to the AAA infrastructure which may or
may not be valid. This information is |abeled i2. Message i2 is the
i nformati on the AAA server receives fromthe last hop in the AAA
proxy chain which is not necessarily the authenticator

AAA hops between the authenticator and AAA server can validate sone
of 12. \Whether the AAA server will be able to depend on this depends
significantly on the business rel ationship executed with these
proxi es and on the structure of the AAA networKk.

The | ocal database is perhaps the nost inportant part of this system
In order for the EAP server or AAA server to know whether il and i2
are correct, they need access to trustworthy information, since an
aut henticator could include false information in both il and i2.

Addi tional reasons why such a database is necessary for channel

bi ndings to work are discussed in the next subsection. The

i nformati on contained within the database could involve wi | dcards.
For exanple, this could be used to check whether WFi access points
on a particular |IP subnet all use a specific SSID. The exact IP
address is immaterial, provided it is on the correct subnet.

Duri ng an EAP net hod execution with channel bindings, the peer sends
il to the EAP server using the mechani sm described in Section 5. 3.
the EAP server verifies the consistency of il provided by the peer

i 2 provided by the authenticator, and the information in the |oca

dat abase. Upon the check, the EAP server sends a nessage to the peer
i ndi cati ng whet her the channel binding validation check succeeded or
failed and includes the attributes that were used in the check. The
message flowis illustrated in Figure 1.

Above, the EAP server is described as performng the channel binding
validation. In nost deploynents, this will be a necessary

i npl ement ati on constraint. The EAP exchange needs to include an

i ndi cation of channel binding success or failure. Mst existing

i mpl ementations do not have a way to have an exchange between t he EAP
server and another AAA entity during the EAP server’s processing of a
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si ngl e EAP message. However another AAA entity can provide
information to the EAP server to nake its decision

If the conpliance of i1 or i2 information with the authoritative
policy source is mandatory and a consistency check failed, then after
sending a protected indication of failed consistency, the EAP server
MUST send an EAP-Failure nmessage to terninate the session. |If the
EAP server is otherw se configured, it MJST allow the EAP session to
complete normally, and | eave the deci sion about network access up to
the peer’s policy. |If il or i2 does not conply with policy, the EAP
server MJUST NOT list information that failed to conply in the set of
information used to performchannel binding. In this case the EAP
server SHOULD indicate channel binding failure; this requirenment may
be upgraded to a MIST in the future.

5.2. Channel Binding Consistency Check

The validation check that is the core of the channel binding protoco
described in the previous subsection, consists of two parts in which
the server checks whet her:

1. the authenticator is lying to the peer, i.e. il contains false
i nformation,

2. the authenticator or any entity on the AAA path to the AAA server
provides false information in form of AAA attributes, i.e. i2
contains false information

These checks enabl e the EAP server to detect |ying NAS/ authenticator
in enterprise networks and |ying providers in service provider
net wor ks.

Checking the consistency of il and i2 is nontrivial, as has been

poi nted out already in [HCO7]. First, il can contain any type of

i nformati on propagated by the authenticator, whereas i2 is restricted
to information that can be carried in AAA attributes. Second,
because the authenticator typically comruni cates over different |ink
|l ayers with the peer and the AAA infrastructure, different type of
identifiers and addresses may have been presented to both

conmmuni cati on endpoints. Wether these different identifiers and
addresses belong to the sane device cannot be directly checked by the
EAP server or AAA server without additional information. Finally, i2
may be different fromthe original information sent by the

aut henti cat or because of en route processing or malicious

nmodi fications. As a result, in the service provider nodel, typically
the il information available to the EAP server can only be verified
agai nst the last-hop portion of i2, or values propagated by proxy
servers. In addition, checking the consistency of il and i2 alone is
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i nsufficient because an authenticator could lie to both, the peer and
the EAP server, i.e. il and i2 may be consistent but both contain
fal se information.

A local database is required to | everage the above nentioned

short com ngs and support the consistency and validation checks. In
particular, information stored for each NAS/ authenticator (enterprise
scenari o) or each roam ng partner (service provider scenario) enables
a conparison of any information received in il with AAA attributes in
i2 as well as additionally stored AAA attributes that m ght have been
lost in transition. Furthernore, only such a database enabl es the
EAP server and AAA server to check the received information agai nst
trusted informati on about the network including roam ng agreenents.

Section 7 describes |ower-layer specific properties that can be
exchanged as a part of il. Section 8 describes specific AAA
attributes that can be included and evaluated in i2. The EAP server
reports back the results fromthe channel binding validation check
that conpares the consistency of all the values with those in the

| ocal database. The challenges of setting up such a | ocal database
are discussed in Section 10.

5.3. EAP Protoco

EAP met hods supporting channel binding consistent with this

speci fication provide a mechanismfor carrying channel binding data
fromthe peer to the EAP server and a channel binding response from
the EAP server to the peer. The specifics of this nechanismare
dependent on the nethod, although the content of the channel binding
data and channel binding response are defined by this section

Typically the lower layer will communicate a set of attributes to the
EAP inpl ementati on on the peer that should be part of channe

bi nding. The EAP inplenentation may need to indicate to the | ower

| ayer that channel binding infornmation cannot be sent. Reasons for
failing to send channel binding information include an EAP met hod
that does not support channel binding is selected, or channel binding
data is too big for the EAP nmethod sel ected. Peers SHOULD provi de
appropriate policy controls to select channel binding or mandate its
success.

The EAP server receives the channel binding data and perforns the
validation. The EAP nethod provides a way to return a response; the
channel binding response uses the same basic format as the channe

bi ndi ng dat a.
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Fi gure 2: Channel Binding Encodi ng

Bot h the channel binding data and response use the format illustrated
in Figure 2. The protocol starts with a one byte code; see

Section 5.3.1. Then for each type of attributes contained in the
channel binding data, the following information is encoded:

Length: Two octets of length in network byte order, indicating the
I ength of the NS-SPECIFIC data. The NSID and | ength octets are
not i ncl uded.

NSID: One octet describing the nanespace fromwhich the attributes
are drawn. See Section 5.3.3 for a description of how to encode
RADI US attributes in channel binding data and responses. RADI US
uses a nanespace identifier of 1

NS- SPECI FI C. The encoding of the attributes in a manner specific to
the type of attribute.

A given NSI D MIST NOT appear nore than once in a channel binding data
or channel binding response. Instead, all NS-SPECIFIC data for a
particul ar NSID nust occur inside one (NSID, Length, NS-Specific)
field. This set of fields nay be repeated if multiple nanespaces are
i ncl uded.

In channel binding data, the code is set to 1 (channel binding data)
and the full attributes and val ues that the peer w shes the EAP
server to validate are included

In a channel binding response, the server selects the code; see
Section 5.3.1. For successful channel binding, the server returns
code 2. The set of attributes that the EAP server returns depend on
the code. For success, the server returns the attributes that were
considered by the server in making the deternmination that channe

bi ndi ngs are successfully validated; attributes that the server is
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unable to check or that failed to validate against what is sent by
the peer MJUST NOT be returned in a success response. GCenerally,
servers will not return a success response if any attributes were
checked and failed to validate those specified by the peer. Special
circunstances such as a new attri bute being phased in at a server NAY
require servers to return success when such an attribute fails to
validate. The server returns the value supplied by the peer when
returning an attribute in channel binding responses.

For channel binding failure (code 3), the server SHOULD i ncl ude any
attributes that were successfully validated. This code neans that
server policy indicates that the attributes sent by the client do not
accurately describe the authenticator. Servers MAY include no
attributes in this response, for exanple if all the attributes
supplied by the peer that the server can check failed to be

consi stent.

Peers MJST treat unknown codes as Channel binding Failure. Peers
MUST i gnore differences between attribute values sent in the channe
bi ndi ng data and those sent in the response. Peers and servers MJST
ignore any attributes contained in a field with an unknown NSI D
Peers MJST ignore any attributes in a response not present in the
channel bindi ng dat a.

5.3.1. Channel Binding Codes

Homm - - o m e e e e e e e e e e e e e +
| Code | Meaning [
. S . +
| 1 | Channel Binding data fromclient |
| 2 | Channel binding response: success

| 3 | Channel binding response: failure

Homm - - o m e e e e e e e e e e e e e +

5.3.2. Nanespace ldentifiers

e . I +
| ID | Nanespace | Reference |
H-- - - - TSRS e e e o +
| 1 | RADI US | Section 5.3.3

| 255 | Private Use | |
N . . +

5.3.3. RADI US Nanespace
RADI US AVPs are encoded with a one-octet attribute type followed by a

one-octet length followed by the value of the RADI US attribute being
encoded. The length includes the type and | ength octets; the mininum
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legal length is 3. Attributes are concatenated to formthe namespace
specific portion of the packet.

0 1 2
012345678901234567890
T e et e T e e
| Type | Length | Val ue .
B T T o S S S S S S T S S T S S R N

Fi gure 3: RADI US AVP Encodi ng

The full value of an attribute is included in the channel binding
data and response.

6. System Requirenents

This section defines requirenments on conponents used to inplenent the
channel bi ndi ngs protocol

The channel binding protocol defined in this docunent nust be
transported after keying material has been derived between the EAP
peer and server, and before the peer would suffer adverse affects
fromjoining an adversarial network. This docunent describes a
protocol for perform ng channel binding within EAP nmethods. As

di scussed in Section 4.2, an alternative approach for meeting this
requirenent is to performchannel bindings during the secure
associ ation protocol of the | ower |ayer.

6.1. Ceneral Transport Protocol Requirements

The transport protocol for carrying channel binding information MJST
support end-to-end (i.e. between the EAP peer and server) nessage
integrity protection to prevent the adversarial NAS or AAA device
frommani pul ating the transported data. The transport protoco
SHOULD provide confidentiality. The notivation for this is that the
channel bindings could contain private information, including peer
identities, which SHOULD be protected. |If confidentiality cannot be
provi ded, private informati on MIJST NOT be sent as part of the channe
bi ndi ng i nformati on.

Any transport needs to be careful not to exceed the MIU for its

| ower-layer nedium In particular, if channel binding information is
exchanged within protected EAP met hod channel s, these nethods may or
may not support fragnentation. |In order to work with all nethods,

t he channel binding nessages nust fit within the avail abl e payl oad.
For exanple, if the EAP MIU is 1020 octets, and EAP-GPSK i s used as
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the aut hentication nethod, and maximal -length identities are used, a
maxi mum of 384 octets are avail able for conveyi ng channel binding
informati on. O her nethods, such as EAP-TTLS, support fragnentation
and could carry significantly | onger payl oads.

6.2. EAP Method Requirenents

If transporting data directly within an EAP nethod, it MJST be able
to carry integrity protected data fromthe EAP peer to server. EAP
met hods SHOULD provide a nechanismto carry protected data from
server to peer. EAP nethods MJUST exchange channel binding data with
t he AAA subsystem hosting the EAP server. EAP nmethods MJST be abl e
to import channel binding data fromthe | ower |ayer on the EAP peer

7. Channel Binding TLV

This section defines some channel binding TLVs. While nessage il is
not limted to AAA attributes, for the sake of tangible attributes
that are already in place, this section discusses AAA AVPs that are
appropriate for carrying channel bindings (i.e. data fromil in
Section 5).

For any | ower-1layer protocol, network information of interest to the
peer and server can be encapsul ated in AVPs or other defined payl oad
containers. The appropriate AVPs depend on the | ower |ayer protoco
as well as on the network type (i.e. enterprise network or service
provi der network) and its application.

7.1. Requirenments for Lower-Layer Bindings

Lower -1 ayer protocols MJIST support EAP in order to support EAP
channel bindings. These |ower |ayers MJST support EAP net hods that
derive keying material, as otherwise no integrity-protected channe
woul d be avail able to execute the channel bindings protocol. Lower-
| ayer protocols need not support traffic encryption, since this is

i ndependent of the authentication phase.

The data conveyed within the AVP type MJST NOT conflict with the
external | y-defined usage of the AVP. Additional TLV types MAY be
defined for values that are not communicated within AAA attributes.

In general, lower layers will need to specify what information should
be included in il. Existing |lower layers will probably require new
docunents to specify this information. Lower |ayer specifications
need to include sufficient information in il to uniquely identify
which ower layer is involved. The preferred way to do this is to

i nclude the eap-lower-layer attribute defined in the next section
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This MJST be included in il unless an attribute specific to a
particular lower layer is included in il.

7.2. EAP Lower Layer Attribute

A new RADIUS attribute is defined to carry informati on on which EAP
lower layer is used for this EAP authentication. This Attribute
provides information relating to the | ower |ayer over which EAP is
transported. This Attribute MAY be sent by the NAS to the RADI US
server in an Access-Request or an Accounting-Request packet. A
summary of the EAP-Lower-Layer Attribute format is shown below. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B o T T e e e i S L e s ol ST S S S S S S S S
| Type | Length | Val ue

B s o B e T i T e S S e T e S S e S e i s

+-+
Val ue (cont) |
B Tl T sl i S S S S S

The code is TBD, the length is 6 and the value is a 32-bit unsigned
integer in network byte order. The value specifies the EAP | ower
layer in use. Values are taken fromthe | ANA registry established in
Section 11.1.

8. AAA-Layer Bindings

This section discusses which AAA attributes in a AAA Access- Request
message can and shoul d be validated by a EAP server (i.e. data from
i2in Section 5). As noted before, this data can be mani pul ated by
AAA proxies either to enable functionality (e.g. renoving realm

i nformati on after messages have been proxied) or naliciously (e.g. in
the case of a lying provider). As such, this data cannot always be
easily validated. However as thorough of a validation as possible
shoul d be conducted in an effort to detect possible attacks.

NAS- | P- Address: This value is typically the I P address of the
aut henticator, but in a proxied connection it likely will not
mat ch the source | P address of an Access-Request. A consistency
check MAY verify the subnet of the I P address was correct based on
the | ast-hop proxy.
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9.

1.

NAS- | Pv6- Address: This value is typically the I Pv6 address of the
aut henticator, but in a proxied connection it likely will not
mat ch the source | Pv6 address of an Access-Request. A consistency
check MAY verify the subnet of the | Pv6 address was correct based
on the | ast-hop proxy.

NAS-ldentifier: This is an identifier populated by the NAS to
identify the NAS to the AAA server; it SHOULD be vali dated agai nst
the | ocal database.

NAS- Port - Type: This specifies the underlying link technology. It
SHOULD be val i dated agai nst the value received fromthe peer in
the informati on exchange, and agai nst a database of authorized
i nk-1ayer technol ogi es.

Security Considerations

This section discusses security considerations surrounding the use of
EAP channel bi ndi ngs.

Trust Mbdel

In the considered trust nodel, EAP peer and authentication server are
honest while the authenticator is maliciously sending fal se
informati on to peer and/or server. 1In the nodel, the peer and server
trust each other, which is not an unreasonabl e assunption

considering they already have a trust relationship. The follow ng
are the trust rel ationships:

0 The server trusts that the channel binding infornmation received
fromthe peer is the information that the peer received fromthe
aut henti cat or.

0 The peer trusts the channel binding result received fromthe
server.

0 The server trusts the information contained within its |oca
dat abase

In order to establish the first two trust relationships during an EAP
execution, an EAP net hod MUST provide the follow ng:

o rmutual authentication between peer and server

o derivation of keying material including a key for integrity
protection of channel binding nmessages known to the peer and EAP
server but not the authenticator

o sending channel binding request from peer to server over an
integrity-protected channe
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o sending the channel binding result fromserver to peer over an
integrity-protected channe

This trust nodel is a significant departure fromthe standard EAP
nmodel . I n many EAP depl oynments today attacks where one authenticator
can i npersonate another are not a significant concern because al

aut henticators provide the sanme service. A authenticator does not
gai n significant advantage by inpersonating another authenticator.
The use of EAP in situations where different authenticators provide
different services may give an attacker who can inpersonate a

aut henti cator greater advantage. The system as a whol e needs to be
anal yzed to eval uate cases where one authenticator nay inpersonate
another and to evaluate the inpact of this inpersonation.

One attractive inplementation strategy for channel binding is to add
channel binding support to a tunnel nmethod which can tunnel an inner
EAP aut hentication. This way, channel binding can be achieved with
any nethod that can act as an inner nethod even if that inner nethod
does not have native channel binding support. The requirenent for
mut ual aut hentication and key derivation is at the |ayer of EAP that
actually perfornms the channel binding. Tunnel mnethods sonetines use
crypt ographi ¢ binding, a process where a peer proves that the peer
for the outer nmethod is the same as the peer for an inner nethod to
tie authentication at one |ayer together with an inner |ayer
Crypt ogr aphi ¢ bi ndi ng does not always provide nutual authentication
its definition does not require the server to prove that the inner
server and outer server are the same. Even when cryptographic

bi ndi ng does attenpt to confirmthat the inner and outer server are
the sane, the Master Session Key (MSK) fromthe inner nethod is
typically used to protect the binding. An attacker such as an

aut henti cator that w shes to subvirt channel binding could establish
an outer tunnel termnating at the authenticator. |If the outer

met hod tunnel term nates on the authenticator, the MSK is disclosed
to the authenticator, which can typically attack cryptographic
binding. If the authenticator controls cryptographic binding then it
typically controls the channel binding paranmeters and results. |If
the channel binding process is used to differentiate one

aut henti cator from another then the authenticator can claimto
support services that it was not authorized to. This attack was not
in scope for existing threat nodels for cryptographic binding because
differentiated authenticators was not a consideration. Thus,

exi sting cryptographi c binding does not typically provide nutual

aut hentication of the inner nethod server required for channel

bi nding. O her nethods besides cryptographic binding are avail abl e
to provide nutual authentication required by channel binding. As an
exanple, if server certificates are validated and nanes checked,

mut ual aut hentication can be provided directly by the tunnel
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9.2. Consequences of Trust Violation

If any of the trust relationships listed in Section 9.1 are viol ated,
channel binding cannot be provided. |In other words, if nutua

aut hentication with key establishnment as part of the EAP nethod as
wel |l as protected database access are not provided, then achieving
channel binding is not feasible.

Di shonest peers can only mani pulate the first nmessage i1l of the
channel binding protocol. |In this scenario, a peer sends il to the
server. |If i1 is invalid, the channel binding validation will fail.
On the other hand if i1 passes the validation, either the origina
il was wong and i1’ corrected the problemor both il and il
constitute valid information. A peer could potentially gain an
advantage in auditing or charging if both are valid and information
fromil is used for auditing or charging. Such peers can be
detected by including the information in i2 and checking i1l agai nst

i 2.

If information fromil does not validate, an EAP server cannot
general |y determ ne whether the authenticator advertized incorrect
i nformati on or whether the peer is dishonest. This should be
consi dered before using channel binding validation failures to
determine the reputation either of the peer or authenticator

D shonest servers can send EAP-Failure nessages and abort the EAP
aut hentication even if the received il is valid. However, servers
can always abort any EAP session independent of whether channe
binding is offered or not. On the other hand, dishonest servers can
claima successful validation even if il contains invalid
information. This can be seen as collaboration of authenticator and
server. Channel binding can neither prevent nor detect such attacks.
In general such attacks cannot be prevented by cryptographi c means
and shoul d be addressed using policies naking servers liable for
their provided information and services.

Addi tional network entities (such as proxies) might be on the
communi cati on path between peer and server and may attenpt to
mani pul ate the channel binding protocol. |If these entities do not
possess the keying material used for integrity protection of the
channel bindi ng messages, the sane threat analysis applies as for the
di shonest authenticators. Hence, such entities can neither
mani pul at e single channel binding messages nor the outcome. On the
other hand, entities with access to the keying material nust be
treated like a server in a threat analysis. Hence such entities are
abl e to mani pul ate the channel binding protocol w thout being
detected. However, the required know edge of keying material is
unl i kely since channel binding is executed before the EAP nmethod is

Hartman, et al. Expi res Novenber 25, 2012 [ Page 24]



Internet-Draft EAP- CHBI ND May 2012

compl eted, and thus before keying material is typically transported
to other entities.

9.3. Bid-Down Attacks

EAP net hods that add channel binding will typically negotiate its
use. Even for entirely new EAP met hods designed with channel binding
fromthe first version, sone deploynents may not use it. It is
desirable to protect against attacks on the negotiation of channe

bi ndings. An attacker including the NAS SHOULD NOT be able to
prevent a peer and server who support channel bindings fromusing it.

Unfortunately existing EAP methods may meke it difficult or

i npossible to protect against attacks on negotiation. For exanple,
many EAP state machines will accept a success nessage at any point
after key derivation to term nate authentication. EAP success

met hods are not integrity protected; an attacker who could insert a
nmessage can generate one. The NAS is always in a position to
generate a success nmessage. Common EAP servers take advantage of
state machi nes accepting success nessages even in cases where an EAP
met hod m ght support a protected indication of success. It may be
chal l engi ng to define channel binding support for existing EAP

met hods in a manner that permits peers to distinguish an old EAP
server that sends a success indication and does not support channe
bi nding froman attacker injecting a success indication.

9.4. Privacy Violations

Whi | e the channel binding information exchanged bet ween EAP peer and
EAP server (i.e. il and the result nessage) nust always be integrity-
protected it may not be encrypted. In the case that these nessages
contain identifiers of peer and/or network entities, the privacy
property of the executed EAP nmethod may be violated. Hence, in order
to maintain the privacy of an EAP nethod, the exchanged channe

bi nding i nformati on nust be encrypted. |f encryption is not

avail able, private information is not sent as part of the channe

bi ndi ng i nformati on, as described in Section 6. 1.

Privacy inplications of attributes selected for channel binding need
to be considered. Consider channel binding the usernane attribute.

A peer sends a privacy protecting anonynous identifier in its EAP
identity nmessage, but sends the full username in the protected il
message. However the authenticator would Iike to |l earn the ful
usernanme. |t makes a guess and sends that in i2 rather than the
anonynous identifier. |If the EAP server validates this attribute and
fails when the usernane fromthe peer nmismatches i2, then the EAP
server confirns the authenticator’s guess. Sinilar privacy exposures
may result whenever one party is in a position to guess channe
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11.

bi ndi ng i nformati on provi ded by another party.

Operations and Managenent Consi derations

As with any extension to existing protocols, there will be an inpact
on existing systems. Typically the goal is to devel op an extension
that mnimzes the inpact on both devel opnment and depl oynent of the
new system subject to the systemrequirenents. This section

di scusses the inpact on existing devices that currently utilize EAP
assuni ng the channel binding information is transported within the
EAP net hod executi on.

The EAP peer will need an APl between the EAP | ower |ayer and the EAP
met hod that exposes the necessary information fromthe NAS to be
validated to the EAP peer, which can then feed that information into
the EAP nethods for transport. For exanple, an |EEE 802.11 system
woul d need to nmake avail able the various information el ements that
require validation to the EAP peer which would properly fornmat them
and pass themto the EAP nethod. Additionally, the EAP peer will
requi re updated EAP net hods that support transporting channel binding
informati on. While nost nethod docunents are witten nodularly to
all ow incorporating arbitrary protected information, inplenentations
of those nethods would need to be revised to support these
extensions. Driver updates are also required so nmethods can access
the required information

No changes to the pass-through authenticator woul d be required.

The EAP server woul d need an APl between the database storing NAS

i nformati on and the individual EAP server. The database nmay al ready
exi st on the AAA server in which case the EAP server passes the
paraneters to the AAA server for validation. The EAP nethods need to
be able to export received channel binding information to the EAP
server so it can be validated

| ANA Consi der ati ons

A new top level registry is created for "EAP Channel Binding
Paraneters." This registry consists of several sub registries.

The " Channel Bindi ng Codes" sub-registry defines values for the code
field in the channel binding data and channel binding response
packet. See the table in Section 5.3.1 for initial registrations.
This registry requires standards action [ RFC5226] for new
registrations. Early allocation [ RFC4020] is allowed. An additiona
reference col um shoul d be added to the table for the registry,
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12.

pointing all codes in the initial registration to this specification.
Valid values in this sub-registry range from0-255; 0 is reserved.

The " Channel Bindi ng Nanmespaces" sub-registry contains registrations
for the NSID field in the channel binding data and channel binding
response. Initial registrations are found in the table in

Section 5.3.2. Registrations in this registry require | ETF review.
Valid val ues range fromO0-255; 0 is reserved. As with the Channel

Bi ndi ng Codes sub-registry a reference colum should be included and
shoul d point to this docunent for initial registrations.

1. EAP Lower Layers Registry

A new sub registry in the EAP Nunbers registry at

http://ww. i ana. or g/ assi gnment s/ eap- nunbers is created for EAP Lower

Layers. Registration requires expert review, the primary role of the
expert is to prevent nmultiple registrations for the same | ower |ayer.

The following table gives the initial registrations for this
registry.

Fom oo - o e m e e e e e e e e e e e e e e e e e ao oo +
| Value | Lower Layer |
N e +
| 1 | Wred | EEE 802. 1X [
| 2 | | EEE 802. 11 (no-pre-auth) |
| 3 | |EEE 802.11 (pre-authentication) |
| 4 | | EEE 802. 16e [
| 5 | 1 KEV2 |
| 6 | PPP [
| 7 | PANA (no pre-authentication) [RFC5191] |
| 8 | GSS-API [I-D.ietf-abfab-gss-eap] |
| 9 | PANA (pre-authentication) [RFC5873] |

2. RADIUS Registration

A new RADIUS attribute is registered with the nane EAP-Lower-Layer;
TBD shoul d be replaced with the number corresponding to this
attribute. The RADIUS attributes are in the registry at
http://ww. i ana. or g/ assi gnnent s/ radi us-types/radi us-types. xm
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Appendi x A,  Attacks Prevented by Channel Bindings

In the following it is denonstrated how the presented channe

bi ndi ngs can prevent attacks by malicious authenticators
(representing the Iying NAS problenm) as well as malicious visited
networ ks (representing the lying provider problemy. This docunent
only provides part of the solution necessary to realize a defense
agai nst these attacks. |In addition, |ower-layer protocols need to
descri be what attributes should be included in channel binding
requests. EAP nethods need to be updated in order to describe how

t he channel binding request and response are carried. In addition
depl oynents may need to decide what information is populated in the
| ocal database. The follow ng sections describe types of attacks
that can be prevented by this framework with appropriate | ower-|ayer
attributes carried in channel bindings, EAP nmethods w th channel

bi ndi ng support and appropriate |ocal database information at the EAP
server.
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A.1. Enterprise Subnetwork Masqueradi ng

As outlined in Section 3, an enterprise network may have multiple
VLANs providing different levels of security. |In an attack, a
mal i ci ous NAS connecting to a guest network with | esser security
protection could broadcast the SSID of a subnetwork with higher
protection. This could | ead peers to believe that they are accessing
the network over secure connections, and, e.g., transnit confidenti al
information that they normally woul d not send over a weakly protected
connection. This attack works under the conditions that peers use
the same set of credentials to authenticate to the different Kkinds of
VLANs and that the VLANs support at |east one common EAP nethod. |If
these conditions are not net, the EAP server would not authorize the
peers to connect to the guest network, because the peers used
credentials and/or an EAP nethod that is associated with the

cor por ate networKk.

A. 2. Forced Roaning

Mobi | e phone providers boosting their cell tower’s transm ssion power
to get nore users to use their networks have occurred in the past.
The increased transnission range conbined with a NAS sending a fal se
network identity lures users to connect to the network w t hout being
aware of that they are roam ng.

Channel bindi ngs woul d detect the bogus network identifier because
the network identifier send to the authentication server inil wll
nei ther match information i2 nor the stored data. The verification
fails because the info inil clains to cone fromthe peer’s hone
network while the hone authentication server knows that the
connection is through a visited network outside the home domain. In
the sane context, channel bindings can be utilized to provide a "home
zone" feature that notifies users every time they are about to
connect to a NAS outside their honme donain.

A. 3. Downgrading attacks

A malicious authenticator could nodify the set of offered EAP net hods
inits Beacon to force the peer to choose fromonly the weakest EAP
met hod(s) accepted by the authentication server. For instance,

i nstead of having a choice between EAP- ND5- CHAP, EAP-FAST and sone

ot her nethods, the authenticator reduces the choice for the peer to

t he weaker EAP-MD5- CHAP net hod. Assumi ng that weak EAP nethods are
supported by the authentication server, such a downgradi ng attack can
enable the authenticator to attack the integrity and confidentiality
of the renmai ni ng EAP execution and/or break the authentication and
key exchange. The presented channel bindings prevent such
downgr adi ng attacks, because peers subnit the offered EAP net hod
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sel ection that they have received in the beacon as part of il to the
aut hentication server. As a result, the authentication server
recogni zes the nodification when conparing the information to the
respective information in its policy database. This presunes that
al | acceptabl e EAP net hods support channel binding and that an
attacker cannot break the EAP nethod in real-tine.

A. 4. Bogus Beacons in | EEE 802. 11r

In | EEE 802. 11r, the SSID is bound to the TSK cal cul ati ons, so that

the TSK needs to be consistent with the SSID advertised in an

aut henticator’s Beacon. Wiile this prevents outsiders from spoofing
a Beacon it does not stop a "lying NAS' from sendi ng a bogus Beacon

and cal cul ating the TSK accordingly.

By i npl enenting channel bindings, as described in this draft, in | EEE
802. 11r, the verification by the authentication server woul d detect
the inconsistencies between the information the authenticator has
sent to the peer and the information the server received fromthe

aut henticator and stores in the policy database.

A.5. Forcing fal se authorization in | EEE 802. 11i

In | EEE 802.11i a nualicious NAS can nodify the beacon to make the
peer believe it is connected to a network different fromthe one the
peer is actually connected to.

In addition, a malicious NAS can force an authentication server into
aut hori zing access by sending an incorrect Called-Station-ID that

bel ongs to an authorized NAS in the network. This could cause the
aut hentication server to believe it had granted access to a different
networ k or even provider than the one the peer got access to.

Both attacks can be prevented by inplenenting channel bindings,
because the server can conpare the information that was sent to the
peer, with information it received fromthe authenticator during the
AAA conmuni cation as well as the information stored in the policy
dat abase

Appendi x B. Change History
RFC editor, renove this section prior to publication

B.1. Changes Since 09

Based on WG di scussion, all assigned nunbers start at 1, including
NSI Ds and codes.
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Based on WG di scussion we include the value of attributes in the
RADI US nanespace in channel binding responses.

B. 2. Changes since Version 06

The purpose of this revision is to provide a specific candidate
protocol for channel binding data and channel binding responses.

B. 3. Changes since version 04

0o Cdarify exanples in introduction.

0 In problem statement note that one EAP server may deal with both
enterprise and provi der networKks.

0 Update discussion of the architecture. Talk about channel
bi ndi ngs as a nmechanismto introduce |levels of trust.

0 Indicate that this docunent is focusing on EAP channel bindi ngs
within nethods while trying to do a better job of describing the
SAP approach in nore detail.

0o Claimthat we're using the encoding fromdraft-clancy-enu-aaapay.
The WG al nost certainly doesn’t have consensus on this, but in the
interest of actually describing what the protocol mght be |ike,
it is a good straw man proposal .

o0 Update protocol description.
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