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1. Introduction

The Session Initiation Protocol (SIP) is an application-layer contro
(signaling) protocol for creating, nodifying, and termnating
sessions with one or nore participants. One of SIP's prinmary
functions is providing rendezvous between users. By design, this
rendezvous has been provided through a conbinati on of the server

| ook-up procedures defined in RFC 3263 [4], and the registrar
procedures described in RFC 3261 [3].

The intention of the original protocol design was that any user’s AOR
(Address of Record) would be handl ed by the authority indicated by
the hostport portion of the AOR The users would register individua
reachability information with this authority, which would then route

i ncom ng requests accordingly.

In actual deploynents, sone SIP servers have been depl oyed in
architectures that, for various reasons, have requirenents to provide
dynanmic routing information for |arge bl ocks of AORs, where all of
the AORs in the bl ock were to be handled by the sane server. For

pur poses of efficiency, many of these deploynents do not wish to

mai ntain separate registrations for each of the AORs in the bl ock
This leads to the desire for an alternate nechani smfor providing
dynanmic routing information for bl ocks of AORs.

Al t hough the use of SIP REAQ STER request nessages to update
reachability information for multiple users sinultaneously is
somewhat beyond the original semantics defined for REA STER requests
by RFC 3261 [3], this approach has seen significant deploynent in
certain environments. In particular, deploynments in which small to
medi um Sl P- PBX servers are addressed using E. 164 nunbers have used
this mechanismto avoid the need to maintain DNS entries or static IP
addresses for the SIP-PBX servers.

In recognition of the nomentum that REQ STER-based approaches have
seen in deploynents, this docunent defines a REG STER-based approach
Since E. 164-addressed UAs are very common today in SIP-PBX
environnments, and since SIP URIs in which the user portion is an

E. 164 nunber are al ways gl obally unique regardl ess of the domain,
this docunent focuses on registration of SIP URI's in which the user
portion is an E. 164 nunber.

2. Constraints
Wthin the problem space that has been established for this work,

several constraints shape our solution. These are defined in the
MARTI NI requirements docunent [22], and anal yzed in Appendix A In
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terms of inpact to the solution at hand, the follow ng two
constraints have the nost profound effect: (1) The SIP-PBX cannot be
assuned to be assigned a static |IP address; and (2) No DNS entry can
be relied upon to consistently resolve to the |IP address of the SIP-
PBX.

3. Terminol ogy and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

Further, the term"SSP" is nmeant as an acronymfor a "SI P Service
Provider,"” while the term"SIP-PBX" is used to indicate a SIP Private
Branch Exchange

I ndented portions of the docunent, such as this one, form non-
normati ve, explanatory sections of the docunent.

Al though SIP is a text-based protocol, sone of the exanples in this
docunent cannot be unanbi guously rendered w thout additional markup
due to the constraints placed on the formatting of RFCs. This
docunent uses the <all OneLine/> markup convention established in RFC
4475 [17] to avoid anmbiguity and neet the RFC | ayout requirenments.
For the sake of conpleteness, the text defining this markup from
Section 2.1 of RFC 4475 [17] is reproduced in its entirety bel ow

Several of these exanples contain unfolded lines |onger than 72
characters. These are captured between <all OneLine/> tags. The
single unfolded line is reconstructed by directly concatenating
all lines appearing between the tags (discarding any |line feeds or
carriage returns). There will be no whitespace at the end of
lines. Any whitespace appearing at a fold-point will appear at
the beginning of a |ine.

The followi ng represent the same string of bits:
Header-nane: first value, reallyl ongsecondval ue, third val ue
<al | OnelLi ne>
Header - nanme: first val ue,
real | yl ongsecondval ue

, third val ue
</ al | OneLi ne>
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4.

5.

5.

<al | OnelLi ne>
Header - nane: first val ue,
real |l yl ong
second
val ue,
third val ue
</ al | OneLi ne>

Note that this is NOT SIP header-line folding, where different
strings of bits have equival ent neani ng.

Mechani sm Over vi ew

The overall mechanismis achieved using a REA STER request with a
specially-formatted Contact URI. This docunent al so defines an
option tag that can be used to ensure a registrar and any

i ntermedi ari es understand t he nmechani sm descri bed herein.

The Contact URI itself is tagged with a URI paranmeter to indicate
that it actually represents multiple phone-nunber-associ ated
contacts.

We al so define some |ightweight extensions to the d obally Routable
UA URIs (GRUU) nmechani sm defined by RFC 5627 [20] to allow the use of
public and tenporary GRUUs assigned by the SSP

Asi de fromthese extensions, the REG STER request itself is processed
by a registrar in the sanme way as nornal registrations: by updating
its location service with additional AOR-to-Contact bindings.

Note that the list of AORs associated with a SIP-PBX is a matter of

| ocal provisioning at the SSP and at the SIP-PBX. The mechani sm
defined in this docunent does not provide any neans to detect or
recover from provisioning msnmatches (although the registration event
package can be used as a standardi zed neans for auditing such AORs;
see Section 7.2.1).

Regi stering for Multiple Phone Numbers
1. SIP-PBX Behavi or

To register for nultiple AORs, the SIP-PBX sends a REG STER request
to the SSP. This REG STER request varies froma typical REG STER
request in two inportant ways. First, it MJST contain an option tag
of "gin" in both a "Require" header field and a "Proxy-Require"
header field. (The option tag "gin" is an acronymfor "generate
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inmplicit nunbers".) Second, in at |east one "Contact" header field,
it MIUST include a Contact URI that contains the URl paraneter "bnc"
(whi ch stands for "bul k nunber contact”), and no user portion (hence
no "@ synbol). A UR wth a "bnc" paranmeter MUST NOT contain a user
portion. Except for the SIP URI "user" paranmeter, this URl MAY
contain any other paraneters that the SIP-PBX desires. These
paraneters will be echoed back by the SSP in any requests bound for
the SI P-PBX.

Because of the constraints discussed in Section 2, the host portion
of the Contact URI will generally contain an | P address, although
nothing in this mechani smenforces or relies upon that fact. |If the
S| P- PBX operator chooses to maintain DNS entries that resolve to the
| P address of his SIP-PBX via RFC 3263 resol ution procedures, then
this mechani smworks just fine with domain nanes in the Contact
header field.

The "bnc" URI paraneter indicates that special interpretation of the
Contact URI is necessary: instead of indicating the insertion of a
single Contact URI into the location service, it indicates that
multiple URIs (one for each associated AOR) should be inserted.

Any SI P-PBX inplenmenting the registration nechanismdefined in this
docunent MUST al so support the Path mechani sm defined by RFC 3327
[10], and MUST include a 'path’ option-tag in the Supported header
field of the REA STER request (which is a stronger requirenent than
i nposed by the Path nechanismitself). This behavior is necessary
because proxi es between the SIP-PBX and the Registrar may need to
insert Path header field values in the REG STER request for this
docunent’s nmechanismto function properly, and per RFC 3327 [10],
they can only do so if the User Agent Client (UAC) inserted the
option-tag in the Supported header field. In accordance with the
procedures defined in RFC 3327 [10], the SIP-PBX is allowed to ignore
the Path header fields returned in the REG STER response

5.2. Registrar Behavi or

The registrar, upon receipt of a REG STER request containing at |east
one Contact header field with a "bnc" paranmeter will use the value in
the "To" header field to identify the SIP-PBX for which registration
is being requested. It then authenticates the SIP-PBX (using, e.qg.
SI P Di gest authentication, nmutual TLS [18], or sone ot her

aut henti cation nmechanism. After the SIP-PBX is authenticated, the
registrar updates its location service with a uni que AOR-t 0- Cont act
mappi ng for each of the AORs associated with the SIP-PBX
Senmantically, each of these mappings will be treated as a uni que row
in the location service. The actual inplenentation may, of course,
performinternal optimzations to reduce the anmount of nenory used to
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store such information.

For each of these unique rows, the AORw Il be in the format that the
SSP expects to receive fromexternal parties (e.g.

"si p: +12145550102@sp. exanpl e. cont'), and t he correspondi ng Cont act
will be forned by adding to the REA STER request’s Contact URI a user
portion containing the fully-qualified, E 164-formatted nunmber
(including the preceding "+" synbol) and renoving the "bnc"
paraneter. Aside fromthe initial "+" synbol, this E 164-formatted
nunber MUST consist exclusively of digits fromO through 9, and
explicitly MJUST NOT contain any visual separator synbols (e.g., "-",
ot,"(", or ")"). For exanple, if the "Contact" header field
contains the URI <sip:198.51.100. 3: 5060; bnc>, then the Contact val ue
associated with the aforenenti oned AOR will be

<si p: +12145550102@98. 51. 100. 3: 5060>

Al though the SSP treats this registration as a nunber of discrete
rows for the purpose of re-targeting i ncom ng requests, the renewal
expiration, and renoval of these rows is bound to the registered
contact. In particular, this neans that REG STER requests that
attenpt to de-register a single AOR that has been inplicitly

regi stered MUST NOT renove that AOR fromthe bulk registration. In
this circunstance, the registrar sinply acts as if the UA attenpted
to unregister a contact that wasn't actually registered (e.g., return
the list of presently registered contacts in a success response). A
further inplication of this property is that an individual extension
that is inmplicitly registered may al so be explicitly registered using
a nornmal, non-bulk registration (subject to SSP policy). |If such a
registration exists, it is refreshed i ndependently of the bul k
registration, and is not renoved when the bulk registration is
removed

A registrar that receives a REG STER request containing a Contact UR
with both a "bnc" parameter and a user portion MJST NOT send a 200-

class (success) response. |If no other error is applicable, the
registrar can use a 400 (Bad Request) response to indicate this error
condi tion.

Note that the precedi ng paragraph is tal king about the user
portion of a URl:

si p: +12145550100@xanpl e. com

ANNNNNNNNNNN

A Registrar conpliant with this document MJUST support the Path
mechani sm defined in RFC 3327 [10]. The rationale for support of
this mechanismis given in section Section 5.1
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Aside fromthe "bnc" paranmeter, all URl paranmeters present on the
"Contact"” URI in the REG STER request MJST be copied to the Contact
val ue stored in the | ocation service.

If the SSP servers perform processi ng based on User Agent
Capabilities (as defined in RFC 3840 [13]), they will treat any
feature tags present on a Contact header field with a "bnc" paraneter
inits URI as applicable to all of the resulting AOR-to- Contact
mappings. Simlarly, any option tags present on the REG STER request
that indicate special handling for any subsequent requests are al so
applicable to all of the AOR-to-Contact nappi ngs.

5.3. SIP URl "user" Paraneter Handling

Thi s docunment does not nodify the behavior specified in RFC 3261 [ 3]
for inclusion of the "user" paraneter on request URIs. However, to
avoid any anbiguity in handling at the SIP-PBX, the follow ng
normative behavior is inposed on its interactions with the SSP

When a SIP-PBX registers with an SSP using a contact containing a
"bnc" parameter, that contact MJUST NOT include a "user" paraneter. A
registrar that receives a REGQ STER request containing a Contact UR
with both a "bnc" paranmeter and a "user" paraneter MJST NOT send a

200-cl ass (success) response. |If no other error is applicable, the
registrar can use a 400 (Bad Request) response to indicate this error
condi tion.

Note that the precedi ng paragraph is tal ki ng about the "user"
paraneter of a URl:

si p: +12145550100@xanpl e. com user =phone

NNNNNNNNNN

When a SI P-PBX receives a request froman SSP, and the Request-UR
contains a user portion corresponding to an AOR regi stered using a
contact containing a "bnc" paraneter, then the SIP-PBX MJST NOT
reject the request (or otherw se cause the request to fail) due to
the absence, presence, or value of a "user" paraneter on the Request-
URI .

6. SSP Processing of Inbound Requests

In general, after processing the AOR-to-Contact mapping described in
the precedi ng section, the SSP Proxy/Registrar (or equivalent entity)
perforns traditional Proxy/Registrar behavior, based on the mapping.
For any inbound SIP requests whose AOR indicates an E. 164 nunber
assigned to one of the SSP's custoners, this will generally involve
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setting the target set to the registered contacts associated with
that AOR, and perform ng request forwarding as described in section
16.6 of RFC 3261 [3]. An SSP using the mechanismdefined in this
docunent MUST perform such processing for inbound I NVITE requests and
SUBSCRI BE requests to the "reg" event package (see Section 7.2.2),
and SHOULD perform such processing for all other nethod types,

i ncl udi ng unrecogni zed SIP net hods.

7. Interaction with & her Mechani sns

The foll owi ng sections describe the means by which this mechani sm
interacts with relevant REG STER-rel ated extensions currently defined
by the | ETF.

7.1. dobally Routable User-Agent URIs ( GRUU)

To enabl e advanced services to work with UAs behind a SIP-PBX, it is
i mportant that the GRUU nmechani sm defined by RFC 5627 [20] work
correctly with the nechani smdefined by this docunent -- that is,
that User Agents served by the SIP-PBX can acquire and use GRUUs for
their own use.

7.1.1. Public GRUUs
Support of public GRUUs is OPTIONAL in SSPs and Sl P- PBXes.

When a SIP-PBX registers a Bul k Nunber Contact (a Contact with a
"bnc" paraneter), and al so i nvokes GRUU procedures for that Contact
during registration, then the SSP will assign a public GRUU to the
SIP-PBX in the normal fashion. Because the URI being registered
contains a "bnc" paraneter, the GRUUwill also contain a "bnc"
paraneter. In particular, this nmeans that the GRUU will not contain
a user portion.

When a UA registers a contact with the SIP-PBX using GRUU procedures,
the SIP-PBX provides to the UA a public GRUU forned by adding an "sg"
paraneter to the GRUU parameter it received fromthe SSP. This "sg"

paraneter contains a di sanbi guation token that the SIP-PBX can use to
route inbound requests to the proper UA

So, for exanple, when the SIP-PBX registers with the follow ng
contact header field:

Contact: <sip:198.51.100. 3; bnc>;
+si p. i nstance="<ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>"

Then the SSP may choose to respond with a Contact header field that
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| ooks li ke this:

<al | OnelLi ne>

Contact: <sip:198.51.100. 3; bnc>;

pub- gruu="si p: ssp. exanpl e. cony bnc; gr=urn

uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6"

+si p. i nst ance="<ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>"
; expires=7200

</ al | OneLi ne>

When its own UAs register using GRUU procedures, the SIP-PBX can then
add whatever device identifier it feels appropriate in an "sg"
paraneter, and present this value to its own UAs. For exanple,
assune the UA associated with the AOR "+12145550102" sent the

foll owi ng Contact header field in its REG STER request:

Contact: <sip:line-1@0.20.1.17>
+si p. i nst ance="<ur n: uui d: dOe2f 290- 104b- 11df - 8a39- 0800200c9a66>"

The SIP-PBX will add an "sg" parameter to the pub-gruu it received
fromthe SSP with a token that uniquely identifies the device
(possibly the URN itsel f; possibly sone other identifier); insert a
user portion containing the fully-qualified E 164 nunber associ ated
with the UA; and return the result to the UA as its public GRUU. The
resulting Contact header field sent fromthe SIP-PBX to the

regi stering UA woul d | ook sonething Iike this:

<al | OneLi ne>

Contact: <sip:line-1@0.20.1.17>

pub- gruu="si p: +12145550102@sp. exanpl e. conm gr =ur n

uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6; sg=00: 05: 03: 5e: 70: a6"
+si p. i nst ance="<ur n: uui d: dOe2f 290- 104b- 11df - 8a39- 0800200c9a66>"
; expi res=3600

</ al | OneLi ne>

When an incoming request arrives at the SSP for a GRUU correspondi ng
to a bul k number contact ("bnc"), the SSP perfornms slightly different
processing for the GRUU than it would for a URI without a "bnc"
paraneter. Wien the GRUU is re-targeted to the registered bul k
nunber contact, the SSP MJST copy the "sg" paranmeter fromthe GRUU to
the new target. The SIP-PBX can then use this "sg" paraneter to

det ermi ne which user agent the request should be routed to. For
exanple, the first Iine of an INVITE request that has been re-
targeted to the SIP-PBX for the UA shown above would | ook |ike this:

I NVI TE si p: +12145550102@198. 51. 100. 3; sg=00: 05: 03: 5e: 70: a6 SI P/ 2.0
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7.1.2. Tenporary GRUUs

In order to provide support for privacy, the SSP SHOULD i npl ement the
tenporary CGRUU nechani sm described in this section. Reasons for not
doi ng so would include systens with an alternative privacy nmechani sm
whi ch maintains the integrity of public GRUUs (i.e., if public CGRUUs
are anonym zed then the anonym zer function would need to be capable
of providing as the anonynized URI a globally routable URI that
routes back only to the target identified by the original public
GRUU) .

Tenporary CRUUs are used to provide anonynity for the party creating
and sharing the GRUU. Being able to correlate two tenporary GRUUs as
havi ng originated from behind the sane SIP-PBX violates this
principle of anonymty. Consequently, rather than relying upon a
single, invariant identifier for the SIP-PBX in its UA's tenporary
GRUUs, we define a nechani sm whereby the SSP provides the SIP-PBX
with sufficient information for the SIP-PBX to mint unique tenporary
GRUUs. These CRUUs have the property that the SSP can correl ate them
to the proper SIP-PBX, but no other party can do so. To achieve this
goal, we use a slight nodification of the procedure described in
appendi x A. 2 of RFC 5627 [20].

The SIP-PBX needs to be able to construct a tenp-gruu in a way that
the SSP can decode. In order to ensure that the SSP can decode
GRUUs, we need to standardize the algorithmfor creation of tenp-
gruus at the SIP-PBX. This allows the SSP to reverse the algorithm
to identify the registration entry that corresponds to the GRUU.

It is equally inmportant that no party other than the SSP is capabl e
of decoding a tenporary GRUU, including other SIP-PBXes serviced by
the SSP. To achieve this property, an SSP that supports temnporary
GRUUs MUIST create and store an asymetric key pair, {K el, K e2}.

K el is kept secret by the SSP, while K e2 is shared with the SIP-
PBXes vi a provi sioning.

Al'l base64 encoding discussed in the follow ng sections MIJST use the
character set and encoding defined in Section 4 of RFC 4648 [8],
except that any trailing "=" characters are di scarded on encodi ng,
and added as necessary to decode.

The foll owi ng sections make use of the term "HWVAC SHA256- 80" to
describe a particular HVAC al gorithm In this docunent,

HVAC- SHA256-80 is defined to nean the application of the SHA-256 [ 24]
secure hashing algorithm and truncating the results to 80 bits by
discarding the trailing (least significant) bits.
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7.1.2.1. Generation of tenp-gruu-cookie by the SSP

An SSP that supports tenporary GRUUs MUST include a "tenp-gruu-
cooki e" paraneter on all Contact header fields containing a "bnc"
paraneter in a 200-class REQ STER response. This "tenp-gruu-cookie"
MUST have the foll owing properties:

1. It can be used by the SSP to uniquely identify the registration
to which it corresponds.

2. It is encoded using base64. This allows the SIP-PBX to decode it
into as conpact a formas possible for use in its calcul ations.

3. It is of afixed length. This allows for extraction of it once
the Sl P-PBX has concatenated a distinguisher onto it.

4. The tenp-gruu-cookie MIJST NOT be forgeable by any party. In
other words, the SSP needs to be able to exam ne the cookie and
validate that it was generated by the SSP

5. The tenp-gruu-cookie MJIST be invariant during the course of a
registration, including any refreshes to that registration. This
property is inmportant, as it allows the SIP-PBX to exani ne the
t enp- gruu- cooki e to determ ne whether the tenp-gruus it has
issued to its UAs are still valid.

The above properties can be net using the follow ng algorithm which
is non-normative. |Inplementors may chose to inplenent any al gorithm
of their choosing for generation of the tenp-gruu-cookie, as |long as
it fulfills the five properties listed above.

The registrar maintains a counter, |. This counter is 48 bits
long, and initialized to zero. This counter is persistently
stored, using a back-end database or sinilar technique. Wen the
registrar creates the first tenporary GRUU for a particul ar Sl P-
PBX and instance I D (as defined by [20]), the registrar notes the
current value of the counter, | _i, and increnments the counter in
the database. The registrar then maps | i to the Contact and
instance | D using the database, a persistent hash-map or simlar
technology. |If the registration expires such that there are no

| onger any contacts with that particular instance |ID bound to the
GRUU, the registrar renmoves the mapping. Sinmilarly, if the
tenporary CRUUs are invalidated due to a change in Call-1D, the
regi strar renoves the current mapping froml _i to the AOR and
instance ID, notes the current value of the counter | _j, and
stores a mapping froml _j to the contact containing a "bnc"
paranmeter and instance ID. Based on these rules, the hash-nmap
will contain a single mapping for each contact containing a "bnc"
paraneter and instance ID for which there is a currently valid
regi stration.
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The registrar maintains a symmetric key SK a, which is regenerated
every time the counter rolls over or is is reset. \Wen the
counter rolls over or is reset, the registrar renenbers the old
value of SK a for a while. To generate a tenp-gruu-cookie, the
regi strar conputes:

SA = HVAC(SK a, | _i)
t enp- gr uu- cooki e = base64enc(l _i || SA
where || denotes concatenation. "HMAC' represents any suitably

strong HVAC al gorithm see RFC 2104 [1] for a discussion of HVAC
algorithms. One suitable HVAC al gorithmfor this purpose is HVAC
SHA256- 80.

7.1.2.2. Generation of tenp-gruu by the SIP-PBX

According to RFC5627 [20] section 3.2, every registration refresh
generates a new tenp-gruu that is valid for as long as the contact
remains registered. This property is both critical for the privacy
properties of tenp-gruu and is expected by UAs that inplenent the
tenp-gruu procedures. Nothing in this docunent should be construed
as changing this fundanental tenp-gruu property in any way. SIP-
PBXes that inplenent tenporary GRUUs MJST generate a new tenp-gruu
according to the procedures in this section for every registration or
registration refresh from GRUU-supporting UAs attached to the SIP-
PBX.

Simlarly, if the registration that a SIP-PBX has with its SSP
expires or is ternminated, then the tenp-gruu cookie it maintains with
the SSP will change. This change will invalidate all the tenp-gruus
the SIP-PBX has issued to its UAs. |If the SIP-PBX tracks this
information (e.g., to include <tenp-gruu> elenents in registration
event bodies, as described in RFC 5628 [9]), it can determ ne that
previously issued tenp-gruus are invalid by observing a change in the
t enp- gruu- cooki e provided to it by the SSP

A SIP-PBX that issues tenporary GRUUs to its UAs MJUST naintain an
HVAC key, PK a. This value is used to validate that incom ng GRUUs
were generated by the S| P-PBX

To generate a new tenporary CGRUU for use by its own UAs, the SIP-PBX
MUST generate a random di sti ngui sher value D. The Iength of this
value is up to inplenmentors, but MJST be | ong enough to prevent
collisions anong all the tenporary GRUUs issued by the SIP-PBX. A
size of 80 bits or longer is RECOMWENDED. See RFC 4086 [16] for
further considerations on the generation of random nunbers in a
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security context. After generating the distinguisher D, the SIP-PBX
then MJUST cal cul at e:

M = base64dec(SSP-cookie) || D

E = RSA-Encrypt (K e2, M

PA = HVAC(PK a, E)

Tenp- G uu-userpart = "tgruu." || base64(E) || "." || base64(PA)
where || denotes concatenation. "HMAC' represents any suitably

strong HVAC al gorithm see RFC 2104 [1] for a discussion of HVAC
algorithms. One suitable HVAC al gorithmfor this purpose is HVAC
SHA256- 80.

Finally, the SIP-PBX adds a "gr" paraneter to the tenporary GRUU t hat
can be used to uniquely identify the UA registration record to which
the GRUU corresponds. The neans of generation of the "gr" paraneter
are left to the inplenmentor, as long as they satisfy the properties
of a GRUU as described in RFC 5627 [20].

One valid approach for generation of the "gr" paraneter is
calculation of "E'" and "A" as described in Appendix A 2 of RFC
5627 [20], and forming the "gr" paraneter as:

gr = base64enc(E) || base64enc(A)

Using this procedure may result in a tenporary GRUU returned to the
registering UA by the SIP-PBX that | ooks simlar to this:

<al | OneLi ne>

Contact: <sip:line-1@0.20.1.17>
;tenp-gruu="sip:tgruu. MYyaRi LEd78Rt aVWkcP7N8Q 5qVbsasdo2pk Kw@
ssp. exanpl e. com gr =YZGSC KD42ccxQ08pA7HWAMAXNDI | MSLOH A"

; +Si p. i nstance="<ur n: uui d: dOe2f 290- 104b- 11df - 8a39- 0800200c9a66>"
; expi res=3600

</ al | OneLi ne>

7.1.2.3. Decoding of tenp-gruu by the SSP
When the SSP proxy receives a request in which the user part begins
with "tgruu.”, it extracts the remaining portion, and splits it at

the "." character into E and PA". It discards PA'. It then
computes E by perform ng a base64 decode of E'. Next, it computes
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M = RSA- Decrypt (K _el, E)

The SSP proxy extracts the fixed-1ength tenp-gruu-cookie information
fromthe beginning of this M and discards the remai nder (which wll
be the distinguisher added by the SIP-PBX). It then validates this

tenmp-gruu-cookie. If valid, it uses it to |locate the corresponding

SI P-PBX registration record, and routes the nmessage appropriately.

If the non-normative, exenplary algorithmdescribed in

Section 7.1.2.1 is used to generate the tenp-gruu-cookie, then
this identification is perforned by splitting the tenp-gruu-cookie
information into its 48-bit counter | and 80-bit HVAC. It
val i dates that the HVAC matches the counter |, and then uses
counter | to locate the SIP-PBX registration record in its map.

If the counter has rolled over or reset, this conputation is
performed with the current and previous SK a.

7.1.2.4. Decoding of temp-gruu by the SIP-PBX

When the Sl P-PBX receives a request in which the user part begins

with "tgruu.", it extracts the renmmining portion, and splits it at
the "." character into E and PA'". It then conputes E and PA by
perform ng a base64 decode of E and PA" respectively. Next, it
conput es:

PAc = HVAC(PK_a, E)

where HVAC is the HVAC al gorithm used for the steps in

Section 7.1.2.2. If this conputed value for PAc does not match the
val ue of PA extracted fromthe CRUU, then the GRUU is rejected as

i nvalid.

The SIP-PBX then uses the value of the "gr" paranmeter to |ocate the
UA registration to which the GRUU corresponds, and routes the nessage
accordi ngly.

7.2. Registration Event Package
Neither the SSP nor the SIP-PBX is required to support the
Regi stration event package defined by RFC 3680 [12]. However, if
they do support the Registration event package, they MJST conformto
t he behavi or described in this section and its subsections.

As this nechanisminherently deals with REA STER transaction
behavior, it is inperative to consider its inpact on the Registration

Roach Expires July 24, 2011 [ Page 15]



Internet-Draft G obally Identifiable Nunber Routing January 2011

Event Package defined by RFC 3680 [12]. |In practice, there will be
two main use cases for subscribing to registration data: |earning
about the overall registration state for the SIP-PBX, and | earning
about the registration state for a single SIP-PBX AOR

7.2.1. SIP-PBX Aggregate Registration State

If the SIP-PBX (or another interested and authorized party) w shes to
monitor or audit the registration state for all of the AORs currently
registered to that SIP-PBX, it can subscribe to the SIP registration
event package at the SIP-PBX's nmain URI -- that is, the URI used in
the "To" header field of the REG STER request.

The NOTI FY nessages for such a subscription will contain a body that
contains one record for each AOR associated with the SIP-PBX. The
AORs will be in the format expected to be received by the SSP (e.qg.
"sip: +12145550105@sp. exanpl e. cont'), and the Contacts will correspond
to the mapped Contact created by the registration (e.qg.

"sip: +12145550105@8. 51. 100. 3") .

In particular, the "bnc" paraneter is forbidden fromappearing in the
body of a reg-event NOTIFY request unless the subscriber has

i ndi cated know edge of the semantics of the "bnc" paraneter. The
means for indicating this support are out of scope of this docunent.

Because the SSP does not necessarily know which GRUUs have been

i ssued by the SIP-PBX to its associated UAs, these records will not
generally the contain <tenp-gruu> or <pub-gruu> elenents defined in
RFC 5628 [9]. This information can be |earned, if necessary, by
subscribing to the individual AOR registration state, as described in
Section 7.2.2.

7.2.2. Individual AOR Registration State

As described in Section 6, the SSP will generally retarget all
requests addressed to an AOR owned by a SIP-PBX to that SIP-PBX
according to the mapping established at registration time. Al though
policy at the SSP may override this generally expected behavior,
proper behavior of the registration event package requires that all
"reg" event SUBSCRIBE requests are processed by the SIP-PBX. As a
consequence, the requirenents on an SSP for processing registration
event package SUBSCRI BE requests are not left to policy.

If the SSP receives a SUBSCRI BE request for the registration event
package with a Request-URI that indicates an AOR registered via the
"Bul kK Number Contact” nechani smdefined in this document, then the
SSP MUST proxy that SUBSCRIBE to the SIP-PBX in the sane way that it
woul d proxy an | NVITE bound for that AOR unless the SSP has and can
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mai ntain a copy of complete, accurate, and up-to-date information
fromthe SIP-PBX (e.g., through an active back-end subscription).

If the Request-URI in a SUBSCRIBE request for the registration event
package indicates a contact that is registered by nore than one Sl P-
PBX, then the SSP proxy will fork the SUBSCRI BE request to all the
applicable SIP-PBXes. Sinilarly, if the Request-UR corresponds to a
contact that is both inplicitly registered by a SIP-PBX and
explicitly registered directly with the SSP proxy, then the SSP proxy
will semantically fork the SUBSCRI BE request to the applicable SIP-
PBX or SIP-PBXes and to the registrar function (which will respond
with registration data corresponding to the explicit registrations at
the SSP). The forking in both of these cases can be avoided if the
SSP has and can maintain a copy of up-to-date information fromthe
PBXes.

Section 4.9 of RFC 3680 [12] indicates that "a subscriber MJST NOT
create multiple dialogs as a result of a single [registration event]

subscription request." Consequently, subscribers who are not aware
of the extension described by this docunment will accept only one
dialog in response to such requests. In the case described in the

precedi ng paragraph, this behavior will result in such client

recei ving accurate but inconplete information about the registration
state of an ACR As an explicit change to the nornmative behavi or of
RFC 3680, this document stipulates that subscribers to the

regi stration event package MAY create nultiple dialogs as the result
of a single subscription request. This will allow subscribers to
create a conplete view of an AOR s registration state.

Defi ning the behavior as described above is inportant, since the reg-
event subscriber is interested in finding out about the conprehensive
list of devices associated with the AOR Only the SIP-PBX will have
authoritative access to this information. For exanple, if the user
has registered nultiple UAs with differing capabilities, the SSP will
not know about the devices or their capabilities. By contrast, the
SIP-PBX will.

If the SIP-PBX is not registered with the SSP when a registration
event subscription for a contact that would be inplicitly registered
if the SIP-PBX were registered, then the SSP SHOULD accept the
subscription and indicate that the user is not currently registered.
Once the associated SIP-PBX is registered, the SSP SHOULD use the
subscription migration mechani smdefined in RFC 3265 [5] to migrate
the subscription to the SIP-PBX

When a SIP-PBX receives a registration event subscription addressed

to an AOR that has been registered using the bulk registration
mechani sm described in this document, then each resulting
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registration informati on docunent SHOULD contain an 'aor’ attribute
inits <registration/> elenment that corresponds to the ACR at the
SSP.

For exanple, consider a SIP-PBX that has registered with an SSP
that has a domain of "ssp.exanple.com The S| P-PBX used a contact
of "sip:198.51.100. 3:5060; bnc". After such registration is
complete, a registration event subscription arriving at the SSP
with a Request-URI of "sip:+12145550102@sp. exanpl e. com’ will be
re-targeted to the SIP-PBX, with a Request-URl of

"sip: +12145550102@98. 51. 100. 3: 5060". The resulting registration
docunment created by the SIP-PBX would contain a <registration/>
element with an "aor" attribute of

"sip: +12145550102@sp. exanpl e. cont'.

Thi s behavi or ensures that subscribers external to the system (and
unaware of G N procedures) will be able to find the rel evant
information in the registration docunent (since they will be

| ooking for the publicly-visible ACR not the address used for
sending information fromthe SSP to the SIP-PBX)

A SI P-PBX that supports both GRUU procedures and the registration
event packages SHOULD i npl enent the extension defined in RFC 5628

[9].
7.3. dient-lnitiated (Qutbound) Connections

RFC 5626 [19] defines a nmechanismthat allows UAs to establish |ong-
Iived TCP connections or UDP associations with a proxy in a way that
allows bidirectional traffic between the proxy and the UA. This
behavior is particularly inmportant in the presence of NATs, and
whenever TLS [18] security is required. Neither the SSP nor the SIP-
PBX is required to support client-initiated connections.

The out bound nechani sm generally works with the solution defined in
this docunment without any nodifications. |Inplenentors should note
that the instance |ID used between the SIP-PBX and the SSP's registrar
identifies the SIP-PBX itself, and not any of the UAs registered with
the SIP-PBX. As a consequence, any attenpts to use caller
preferences (defined in RFC 3841[14]) to target a specific instance
are likely to fail. This shouldn't be an issue, as the preferred
mechani smfor targeting specific instances of a user agent is GRU
(see Section 7.1).

7.4. Non-Adj acent Contact Registration (Path) and Service Route
Di scovery

RFC 3327 [10] defines a neans by which a registrar and its associated

Roach Expires July 24, 2011 [ Page 18]



Internet-Draft G obally Identifiable Nunber Routing January 2011

proxy can be informed of a route that is to be used between the proxy
and the registered user agent. The scope of the route created by a
"Pat h" header field is contact-specific; if an AOR has multiple
contacts associated with it, the routes associated with each contact
may be different fromeach other. Support for non-adjacent contact
registration is required in all SSPs and S| P-PBXes inplenmenting the
mul ti pl e- ACR-regi stration protocol described in this docunent.

At registration time, any proxies between the user agent and the
registrar may add thenselves to the Path. By doing so, they request
that any requests destined to the user agent as a result of the
associ ated registration include themas part of the Route towards the
User Agent. Although the Path nechani sm does deliver the final Path
value to the registering UA, UAs typically ignore the value of the
Pat h.

To provide simlar functionality in the opposite direction -- that

is, to establish a route for requests sent by a registering UA -- RFC
3608 [11] defines a nmeans by which a UA can be informed of a route
that is to be used by the UA to route all outbound requests
associated with the ACR used in the registration. This information
is scoped to the AOR within the UA, and is not specific to the
Contact (or Contacts) in the REG STER request. Support of service
route discovery is OPTIONAL in SSPs and S| P- PBXes.

The registrar unilaterally generates the values of the service route
usi ng whatever local policy it wishes to apply. Although it is
common to use the Path and/or Route information in the request in
conposi ng the Service-Route, registrar behavior is not constrained in
any way that requires it to do so.

In considering the interaction between these nmechani snms and the
registration of multiple AORs in a single request, inplenentors of
proxies, registrars, and internediaries nust keep in mnd the

foll owi ng issues, which stemfromthe fact that G N effectively
registers multiple AORs and multiple Contacts.

First, all location service records that result from expanding a
singl e Contact containing a "bnc" paraneter will necessarily share a
single path. Proxies will be unable to nake policy decisions on a
cont act - by-contact basis regarding whether to include thenselves in
the path. Second, and sinmlarly, all AORs on the SIP-PBX that are
registered with a conmon REQ STER request will be forced to share a
comron Servi ce- Rout e

One interesting technique that Path and Service-Route enable is the

i nclusion of a token or cookie in the user portion of the Service-
Route or Path entries. This token or cookie may convey information
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to proxies about the identity, capabilities, and/or policies
associated with the user. Since this information will be shared
anong several AORs and several Contacts when nmultiple ACR
registration is enployed, care should be taken to ensure that doing
so is acceptable for all AORs and all Contacts registered in a single
REG STER request.

8. Examples

Note that the follow ng exanples elide any steps related to
authentication. This is done for the sake of clarity. Actua
depl oynents will need to provide a | evel of authentication
appropriate to their system

8.1. Usage Scenario: Basic Registration

Thi s exanpl e shows the nessage flows for a basic bul k REG STER
transaction, followed by an | NVI TE addressed to one of the registered
UAs. Exanpl e nmessages are shown after the sequence di agram

nt er net SSP S| P- PBX
I I
| (1) REQ STER |
| Cont act : <si p: 198. 51. 100. 3; bnc> |

|

I

I

I

I [ <-mmmmmmmmm e I
[ | (2) 200 K [
I [=-mmmmmm e >|
I I I
| (3) INVITE | |
| si p: +12145550105@sp. exanpl e. conj |
[---mmmmmm e >| I
I I I
| | (4) INVITE |
| | si p: +12145550105@98. 51. 100. 3 |
I R R R >|
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(1) The SIP-PBX registers with the SSP for a range of ACRs.

REAQ STER si p: ssp. exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP 198.51. 100. 3: 5060; br anch=z9hG4bKnashds7
Max- Forwards: 70

To: <sip: pbx@sp. exanpl e. cons

From <sip: ppx@sp. exanpl e. conp; t ag=a23589
Call -1 D: 843817637684230@98sdasdh09

CSeq: 1826 REQ STER

Proxy-Require: gin

Require: gin

Supported: path

Contact: <sip:198.51.100. 3: 5060; bnc>
Expires: 7200

Content-Length: O

(3) The SSP receives a request for an AOR assi gned
to the SIP-PBX

I NVI TE si p: +12145550105@sp. exanpl e. com SI P/ 2.0

Via: SIP/2.0/UDP foo.exanpl e; branch=z9hG4bKaObc7a0131f Oad
Max- Forwar ds: 69

To: <sip:2145550105@one- ot her - pl ace. exanpl e. net >

From <sip:gsmth@xanpl e. org>;tag=456248

Call -1 D f7aecbfc374d557baf 72d6352el1f bcd4

CSeq: 24762 INVITE

Contact: <sip:line-1@92.0.2.178:2081>

Cont ent - Type: application/sdp

Cont ent - Lengt h: .

<sdp body here>
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(4) The SSP retargets the incoming request according to the
i nformation received fromthe SIP-PBX at registration tine.

I NVI TE si p: +12145550105@98. 51. 100. 3 SI P/ 2.0

Via: SIP/2.0/UDP ssp. exanpl e. com branch=z9hG4bKa45cd5c52a6dd50
Via: SIP/2.0/UDP foo.exanpl e; branch=z9hG4ibKaObc7a0131f Oad
Max- Forwar ds: 68

To: <sip:2145550105@one- ot her - pl ace. exanpl e. net >

From <sip:gsm th@xanpl e. org>; t ag=456248

Cal | -1 D f7aecbfc374d557baf 72d6352elf bcd4

CSeq: 24762 INVITE

Contact: <sip:line-1@92.0.2.178:2081>

Cont ent - Type: application/sdp

Cont ent - Lengt h: .

<sdp body here>
8.2. Usage Scenario: Using Path to Control Request UR
Thi s exanpl e shows a bul k REGA STER transaction with the SSP maki ng
use of the "Path" header field extension [10]. This allows the SSP
to designate a domain on the inconm ng Request URI that does not
necessarily resolve to the SIP-PBX when the SSP applies RFC 3263
procedures to it.
nt er net SSP S| P- PBX
I I
| (1) REGQ STER

I
| Pat h: <si p: pbx@98. 51. 100. 3; I r> |
| Cont act : <si p: pbx. exanpl e; bnc> |

| Rout e: <si p: pbx@98. 51. 100. 3; 1 r>

| e |
[ (2) 200 CK |
[ |

(3) INVITE | |
si p: +12145550105@&sp. exanpl e. conj |
R g |
| (4) INVITE |

I

I

I

|
| | si p: +12145550105@bx. exanpl e
I
I
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(1) The SIP-PBX registers with the SSP for a range of ACRs.
It includes the formof the URl it expects to receive in the
Request-URI in its "Contact" header field, and includes
information that routes to the SIP-PBX in the "Path" header
field.

REG STER si p: ssp. exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP 198.51. 100. 3: 5060; br anch=z9hG4bKnashds7
Max- Forwards: 70

To: <si p: pbx@sp. exanpl e. conr

From <sip: pbx@sp. exanpl e. conp; t ag=a23589
Call -1 D 326983936836068@98sdasdh09

CSeq: 1826 REQ STER

Proxy- Require: gin

Require: gin

Supported: path

Pat h: <si p: pbx@98. 51. 100. 3: 5060; | r >

Cont act: <sip: pbx. exanpl e; bnc>

Expires: 7200

Content-Length: O

(3) The SSP receives a request for an AOR assi gned
to the SIP-PBX

I NVI TE si p: +12145550105@sp. exanpl e. com SI P/ 2.0

Via: SIP/2.0/UDP foo.exanpl e; branch=z9hG4bKaObc7a0131f Oad
Max- Forwar ds: 69

To: <sip:2145550105@one- ot her - pl ace. exanpl e. net >

From <sip:gsmth@xanpl e. org>;tag=456248

Call -1 D: 7ca24b9679f f e9af f 87036a105e30d9b

CSeq: 24762 INVITE

Contact: <sip:line-1@92.0.2.178:2081>

Cont ent - Type: application/sdp

Cont ent - Lengt h:

<sdp body here>
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(4) The SSP retargets the incoming request according to the
i nformation received fromthe SIP-PBX at registration tine.
Per the normal processing associated with "Path," it
will insert the "Path" value indicated by the SIP-PBX at
registration tine in a "Route" header field, and
set the request URI to the registered Contact.

I NVI TE si p: +12145550105@bx. exanpl e SI P/ 2.0

Via: SIP/2.0/UDP ssp. exanpl e. com branch=z9hG4bKa45cd5c52a6dd50
Via: SIP/2.0/UDP foo.exanpl e; branch=z9hG4bKaObc7a0131f Oad
Rout e: <si p: pbx@98. 51. 100. 3: 5060; | r >

Max- Forwar ds: 68

To: <sip:2145550105@one- ot her - pl ace. exanpl e. net >

From <sip:gsmth@xanpl e. org>; t ag=456248

Cal | -1 D 7ca24b9679f f e9af f 87036a105e30d9b

CSeq: 24762 INVITE

Contact: <sip:line-1@92.0.2.178:2081>

Cont ent - Type: application/sdp

Cont ent - Lengt h: .

<sdp body here>

9. | ANA Consi derations

This docunment registers a new SIP option tag to indicate support for
the mechanismit defines, two new SIP URI parameters, and a "Contact”
header field paraneter. The process governing registration of these
protocol elenents is outlined in RFC5727 [21].

9.1. New SIP Option Tag

This section defines a new SIP option tag per the guidelines in

Section 27.1 of RFC 3261 [3].

Nanme: gin

Description: This option tag is used to identify the extension that
provi des Registration for Multiple Phone Nunmbers in SIP. Wen
present in a Require or Proxy-Require header field of a REQ STER
request, it indicates that support for this extension is required
of registrars and proxies, respectively, that are a party to the
regi stration transaction

Ref erence: RFCXXXX (this docunent)

9. 2. New SI P URI Paraneters

This specification defines two new SIP URlI paraneters, as per the
registry created by RFC 3969 [7].
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9.

9.

9. 3.

10.

.1. "bnc’ SIP URl paraneter

Par amet er Nane: bnc
Predefined Values: No (no values are all owed)
Ref erence: RFCXXXX (this docunent)

.2. 'sg" SIP URlI paraneter

Par amet er Name: sg
Predefined Values: No
Ref erence: RFCXXXX (this docunent)

New SI P Header Field Paraneter

This section defines a new SIP header field paraneter per the
registry created by RFC3968 [6].

Header field: Contact

Par anet er nane: tenp-gruu-cookie
Predefi ned val ues: none

Ref erence: RFCXXXX (this documnent)

Security Considerations

The change proposed for the mechani sm described in this docunent
takes the unprecedented step of extending the previously-defined

REQ STER nethod to apply to nore than one AOR  In general, this kind
of change has the potential to cause problens at internediaries --
such as proxies -- that are party to the REA STER transaction. In
particular, such intermediaries nmay attenpt to apply policy to the
user indicated in the "To" header field (i.e. the SIP-PBX s
identity), wthout any know edge of the nmultiple AORs that are being
inmplicitly registered.

The mechani sm defined by this docunent solves this issue by adding an
option tag to a "Proxy-Require" header field in such REG STER
requests. Proxies that are unaware of this nmechanismw |l not
process the requests, preventing themfrom m s-applying policy.
Proxi es that process requests with this option tag are clearly aware
of the nature of the REG STER request, and can neke reasonabl e policy
deci si ons.

As noted in Section 7.4, internmediaries need to take care if they use
a policy token in the Path and Servi ce-Route mechani snms, as doing so
will cause themto apply the sane policy to all users serviced by the
same SIP-PBX. This may frequently be the correct behavior, but
circumstances can arise in which differentiation of user policy is

Roach Expires July 24, 2011 [ Page 25]



Internet-Draft G obally Identifiable Nunber Routing January 2011

required.

Section 7.4 also notes that techniques that use a token or cookie in
the Path and/or Service-Route values, and that this value will be
shared anong all AORs associated with a single registration. Because
this information will be visible to User Agents under certain
conditions, proxy designers using this mechanismin conjunction wth
the techni ques describe in this document need to take care that doing
so does not |eak sensitive information

One of the key properties of the outbound client connection nmechani sm
di scussed in Section 7.3 is assurances that a single connection is
associ ated with a single user, and cannot be hijacked by other users.
Wth the mechani smdefined in this docunent, such connections
necessarily become shared between users. However, the only entity in
a position to hijack calls as a consequence is the SIP-PBX itself.
Because the SIP-PBX acts as a registrar for all the potentially
affected users, it already has the ability to redirect any such
conmuni cations as it sees fit. |In other words, the SIP-PBX nust be
trusted to handle calls in an appropriate fashion, and the use of the
out bound connection nmechani smintroduces no additiona

vul nerabilities.

The ability to learn the identity and registration state of every
user on the PBX (as described in Section 7.2.1) is invaluable for

di agnostic and adninistrative purposes. For exanple, this allows the
SIP-PBX to determ ne whether all the its extensions are properly
registered with the SSP. However, this infornmation can also be

hi ghly sensitive, as many organi zations nmay not wi sh to make their
entire list of phone nunbers available to external entities.
Consequently, SSP servers are advised to use explicit (i.e. white-
list) and configurable policies regarding who can access this
information, with very conservative defaults (e.g., an enpty access
list or an access list consisting only of the PBX itself).

The procedure for generation of tenporary GRUUs requires the use of
an HVAC to detect any tanpering that external entities may attenpt to
performon the contents of a tenporary GRUU. The mention of HVAC
SHA256-80 in Section 7.1.2 is intended solely as an exanple of a
suitable HVAC al gorithm Since all HVACs used in this docunent are
generated and consuned by the sane entity, the choice of an actua
HVAC al gorithmis entirely up to an inplenentation, provided that the
cryptographic properties are sufficient to prevent third parties from
spoofing GRUU-rel ated information

The procedure for generation of tenporary GRUUs al so requires the use

of RSA keys. The selection of the proper key length for such keys
requi res careful analysis, taking into consideration the current and
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11.

foreseeabl e speed of processing for the period of time during which
GRUUs mnust remain anonynous, as well as energing cryptographic

anal ysis nethods. The npbst recent guidance from RSA Laboratories

[ 25] suggests a key length of 2048 bits for data that needs
protection through the year 2030, and a length of 3072 bits
thereafter.

Simlarly, inplementors are warned to take precautionary nmeasures to
prevent unauthorized di sclosure of the private key used in GRUU
generation. Any such disclosure would result in the ability to
correlate tenporary GRUUs to each other, and potentially to their
associ at ed PBXes.

Furt her, the use of RSA decryption when processing CRUUs received
fromarbitrary parties can be exploited by DoS attackers to anplify
the inpact of an attack: because of the presence of a cryptographic
operation in the processing of such nessages, the CPU | oad nay be
mar gi nal |y hi gher when the attacker uses (valid or invalid) tenporary
GRUUs in the messages enpl oyed by such an attack. Nornmal DoS
mtigation techniques, such as rate-limting processing of received
messages, should help to reduce the inmpact of this issue as well.

Finally, good security practices should be followed regarding the
duration an RSA key is used. For inplenentors, this means that
systens MJST include an easy way to update the public key provided to
the SIP-PBX. To avoid inmrediately invalidating all currently issued
tenporary CRUUs, the SSP servers SHOULD keep the retired RSA key
around for a grace period before discarding it. |If decryption fails
based on the new RSA key, then the SSP server can attenpt to use the
retired key instead. By contrast, the SIP-PBXes MJST discard the
retired public key inmrediately, and exclusively use the new public
key.
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Appendi x A.  Requirenments Anal ysis

The docunent "Requirenents for nmultiple address of record (AOR)
reachability information in the Session Initiation Protocol (SIP)"
[22] contains a list of requirenments and desired properties for a
mechanismto register multiple AORs with a single SIP transaction
This section evaluates those requirenments agai nst the mechani sm
described in this docunent.

REQL - The mechani sm MUST allow a SIP-PBX to enter into a trunking
arrangenent with an SSP whereby the two parties have agreed on a set
of tel ephone nunbers deenmed to have been assigned to the SIP-PBX

The requirenent is satisfied.

REQ2 - The mechani sm MUST all ow a set of assigned tel ephone nunbers
to conprise E. 164 nunbers, which can be in contiguous ranges,
di screte, or in any conbination of the two.

The requirenent is satisfied; the DIDs associated with a
registration is established by bilateral agreenent between the SSP
and the SIP-PBX, and is not part of the nechani sm described in

t hi s docunent.

REQ3 - The mechani sm MUST allow a SIP-PBX to register reachability
information with its SSP, in order to enable the SSP to route to the
SI P- PBX i nbound requests targeted at assigned tel ephone nunbers.

The requirenent is satisfied.

REQ4 - The mechani sm MUST all ow UAs attached to a SIP-PBX to register
with the SIP-PBX for AORs based on assigned tel ephone nunbers, in
order to receive requests targeted at those tel ephone nunbers,

wi t hout needing to involve the SSP in the registration process.

The requirenent is satisfied; in the presuned architecture, SIP-
PBX UAs register with the SIP-PBX, an require no interaction with
t he SSP.

REQG - The mechani sm MUST allow a SI P-PBX to handl e requests
originating at its own UAs and targeted at its assigned tel ephone
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nunbers, without routing those requests to the SSP

The requirenent is satisfied; SIP-PBXes may recognize their own
DID and their own GRUUs, and perform on-SI P-PBX routing w thout
sendi ng the requests to the SSP

REQ6 - The mechani sm MUST allow a SIP-PBX to receive requests to its
assi gned tel ephone nunbers originating outside the SIP-PBX and
arriving via the SSP, so that the SIP-PBX can route those requests
onwards to its UAs, as it would for internal requests to those

t el ephone nunbers.

The requirement is satisfied

REQ7 - The mechani sm MUST provi de a neans whereby a Sl P-PBX knows
whi ch of its assigned tel ephone nunbers an i nbound request fromits
SSP is targeted at.

The requirement is satisfied. For ordinary calls and calls using
Public GRUUs, the DIDis indicated in the user portion of the
Request-URI. For calls using Tenp GRUUs constructed with the
mechani sm described in Section 7.1.2, the "gr" paraneter provides
a correlation token the SIP-PBX can use to identify which UA the
call should be routed to.

REQB - The mechani sm MUST provi de a neans of avoi ding probl ens due to
one side using the nechanismand the other side not.

The requirenent is satisfied through the "gin' option tag and the
"bnc’ Contact paraneter.

REQ - The nmechani sm MUST observe SI P backwards conpatibility
princi pl es.

The requirenent is satisfied through the 'gin’ option tag.

REQLO - The mechani sm MUST work in the presence of a sequence of
intermediate SIP entities on the SIP-PBX-to-SSP interface (i.e.
between the SIP-PBX and the SSP's donmai n proxy), where those
intermediate SIP entities indicated during registration a need to be
on the path of inbound requests to the SIP-PBX

The requirenent is satisfied through the use of the Path mechani sm
defined in RFC 3327 [10]

REQL1 - The mechani sm MUST work when a Sl P-PBX obtains its | P address
dynami cal | y.
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The requirenent is satisfied by allowing the SIP-PBX to use an I P
address in the Bul k Nunmber Contact URI contained in a REG STER
Cont act header field.

REQL2 - The mechani sm MJUST work without requiring the SIP-PBX to have
a domain name or the ability to publish its domain name in the DNS

The requirenent is satisfied by allowing the SIP-PBX to use an I P
address in the Bul k Nunber Contact URI contained in a REG STER
Cont act header fi el d.

REQL3 - For a given SIP-PBX and its SSP, there MJUST be no inpact on
ot her dommi ns, which are expected to be able to use norrmal RFC 3263
procedures to route requests, including requests needing to be routed
via the SSP in order to reach the SIP-PBX

The requirenent is satisfied by allowing the domain nanme in the
Request URI used by external entities to resolve to the SSP' s
servers via normal RFC 3263 resol ution procedures.

REQL4 - The mechani sm MJUST be able to operate over a transport that
provides end-to-end integrity protection and confidentiality between
the SIP-PBX and the SSP, e.g., using TLS as specified in [3].

The requirenment is satisfied; nothing in the proposed nechani sm
prevent the use of TLS between the SSP and the S| P-PBX

REQL5 - The mechani sm MJUST support authentication of the SIP-PBX by
the SSP and vice versa, e.g., using SIP digest authentication plus
TLS server authentication as specified in [3].

The requirenent is satisfied; SlIP-PBXes may enpl oy either SIP
di gest authentication or nutually-authenticated TLS for
aut henti cati on purposes.

REQL6 - The mechani sm MJUST allow the SIP-PBX to provide its UAs with
public or tenporary dobally Routable UA URIs (GRUUs) [20].

The requirenent is satisfied via the nechanisns detailed in
Section 7.1.

REQL7 - The mechani sm MJUST work over any existing transport specified
for SIP, including UDP

The requirenent is satisfied to the extent that UDP can be used
for REGQ STER requests in general. The application of certain

ext ensi ons and/or network topol ogi es may exceed UDP MIU si zes, but
such issues arise both with and without the mechani sm described in
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this docunent. This docunent does not exacerbate such issues

REQL8 - Docunentation MJST gi ve gui dance or warni ngs about how
aut hori zation policies may be affected by the mechanism to address
the problens described in Section 3.3 (of RFC5947).

These issues are addressed at length in Section 10, as well as
summari zed in Section 7. 4.

REQL9 - The mechani sm MJUST be extensible to allow a set of assigned
t el ephone nunbers to conprise | ocal nunbers as specified in RFC3966
[15], which can be in contiguous ranges, discrete, or in any

conbi nation of the two.

Assi gnnent of tel ephone nunbers to a registration is performed by
the SSP's registrar, which is not precluded from assigning |oca
nunbers in any conbination it desires.

REQ20 - The mechani sm MUST be extensible to allow a set of
arbitrarily assigned SIP URI's as specified in RFC3261 [3], as
opposed to just tel ephone numbers, without requiring a conplete
change of nechani smas conpared to that used for tel ephone nunbers

The mechanismis extensible in such a fashion, as denonstrated by
the document "G N with Literal AoRs for SIP in SSPs (GLASS)" [23].

DES1 - The mechani sm SHOULD al l ow an SSP to exploit its mechani sns
for providing SIP service to ordinary subscribers in order to provide
a SIP trunking service to S| P-PBXes.

The desired property is satisfied; the routing nmechani sm described
in this docunent is identical to the routing performed for singly-
regi stered ACRs.

DES2 - The nmechani sm SHOULD scale to SIP-PBX s of several thousand
assi gned tel ephone nunbers.

The desired property is satisfied; nothing in this docunent
precludes DI D pools of arbitrary size.

DES3 - The mechani sm SHOULD scal e to support several thousand Sl P-
PBX s on a single SSP

The desired property is satisfied; nothing in this docunent

precludes an arbitrary nunber of SIP-PBXes fromattaching to a
singl e SSP.
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