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Abst ract

The Martini Working Group is defining a nechanismfor SIP I P-PBX
type devices to REQ STER and obtain SIP service for E. 164-based
Address of Records, using the G N nechanismdefined in [draft-gin].
Two other drafts, [draft-olive] and [draft-glass], propose the sane
for non-E. 164- based AoRs. This docunent defines a nmeans by which
the I P-PBX can verify the resolution entries in the SSP for open-
ended or full AoRs of any G N-based mechani sm using a new Event -
Package naned "vernout h".
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1. Introduction

In many depl oyed SIP Service Provider (SSP) architectures, it is
common to use REGQ STER requests to provide the reachability
informati on for |P-PBXs, instead of DNS-based resolution and
routing. An |ETF-defined nmechanismfor doing so is defined in
[draft-gin]. Another draft, [draft-olive], uses the [draft-gin] G N
mechani sm for Local - Nunber AoRs as well; and a new draft [draft-

gl ass] does the sanme for literal alpha-numeric/enmail-style AoRs.
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In all cases, the IP-PBX or another SIP entity may wish to |learn
about all of the AoRs which were inplicitly Registered by [draft-
gin] or [draft-olive], or to |l earn about changes in their
provi si oned AoRs through asynchronous notifications. Even in non-
Regi stration scenari os, where requests for specific AoRs in a SSP
may instead be statically routed to an IP-PBX, it may be useful for
the IP-PBX to | earn what those AoRs are in order to detect

m smat ches or changes.

In theory, the [draft-gin] nmechanismis sinply a short-hand single
REQ STER transaction for a bulk set of AoRs in lieu of nultiple
separate REG STER transactions for each AR In practice, however
the E. 164 user nunbers may be an "open" nunbering plan/range, such
that the SSP only really knows about a certain nunber of digits and
the rest are only known to the | P-PBX. Likew se, when [draft-olive]
is used, the Local -Nunber nmay be only partially known to the SSP

Therefore, it is not possible for the SSP to actually provide state
information for each possible unique AoR instance. Instead, it
needs to provide an indication for the registration state of the
prefix or digit portion it does know about.

Thi s docunent proposes to provide such infornmation using a new
Event - Package

2. Definitions

For brevity's sake, this docunent uses the word "request"” instead of
"out-of -dial og request”, but in all case neans out-of-dial og
request.

AoR: address-of-record, as defined by RFC 3261: a URI by which the
user is canonically known (e.g., on their business cards, in the
From header field of their requests, in the To header field of

REQ STER requests, etc.).

Bul k- AoR: a SIP or SIPS address-of-record with a "range" URI user
par anet er whi ch expands the user string based on a heuristic.

Local - Nunber: an AoR which follows the formof |ocal-nunber in

[ RFC3966], but nay be encoded in a SIP or TEL URI. The | ocal - nunber
contains a 'phone-context’ parameter identifying the scope of its
nunber .

Email -style URI: a SIP AoR which does not identify a global E. 164
nunmber or Local - Nunmber.
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Implicit Registration: inplicitly providing the reachability
information for something other than the AoR explicitly indicated in
the Regi ster transaction.

Reachability Information: a set of URI's identifying the host and
path of Proxies to reach that host; like any URI, these URI's nmay
identify the specific connection transport, |P Address, and port
information, or they may only identify FQDN s.

SSP: SI P Service Provider, as defined by [ RFC5486].
3. The Solution - an Overview

The general concept is a SIP device, such as an |P-PBX, Subscribes
to a new "vernouth" Event-Package by issuing a SUBSCRI BE request
targeted at the SIP URI AoR it explicitly registered using G N, or
sonme ot her nutual | y-agreed-upon SIP-URI if G N was not used

I f the Subscription is successful, the returned NOTIFY contains a
userinfo XML docunent that lists all of the usernanes of the AoR s
domain that the SSP will route to the IP-PBX. The XML docunent does
not contain the Contact/Path routing reachability information, since
that information is already in the reg-event package information for
the explicitly registered AoR of the I P-PBX, and rmay al so be nore
sensitive in nature.

To handl e the open-nunbering-plan problem an XM. "range" attribute
is used, which is simlar to a regular expression pattern but with a
very limted, specified syntax. The limted syntax is used to avoid
anbiguities and reduce confusion - rationale for this is provided in
Appendi x A

Furt hernmore, this document specifies that the To-URl used for the
[draft-gin] REGQ STER request, be usable as the target for the
SUBSCRI BE request, both for the new ’vernouth’ Event-Package, and
for Subscribing to the [RFC3680] registration event-package for that
explicitly registered AoR

4. Event Package Definition

This section fills in the details needed to specify an event package
as defined in Section 4.4 of [RFC3265].

4.1. Event Package Nanme

The SIP Events specification requires package definitions to specify
the nane of their package or tenpl ate-package.
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The name of this package is "vermouth". As specified in [RFC3265],
this value appears in the Event header present in SUBSCRI BE and
NOTI FY requests.

4. 2. Event Package Paraneters

The SIP Events specification requires package and tenpl at e- package
definitions to specify any package specific paraneters of the Event
header that are used by it.

No package specific Event header paraneters are defined for this
event package

4. 3. SUBSCRI BE Bodi es

The SIP Events specification requires package or tenpl ate-package
definitions to define the usage, if any, of bodies in SUBSCRI BE
requests.

A SUBSCRI BE for registration events MAY contain a body. This body
woul d serve the purpose of filtering the subscription. The
definition of such a body is outside the scope of this

speci fication.

A SUBSCRI BE for the registration package MAY be sent wi thout a body.
This inplies that the default registration filtering policy has been
requested. The default policy is:

o Notifications are generated every tine there is any change in
the state of any of the registered contacts for the resource being
subscribed to. Those notifications only contain information on the
contacts whose state has changed

o Notifications triggered froma SUBSCRI BE contain full state (the
list of all contacts bound to the address-of-record).

O course, the server can apply any policy it likes to the
subscri pti on.

4.4. Subscription Duration
The SIP Events specification requires package definitions to define
a default value for subscription durations, and to discuss
reasonabl e choi ces for durations when they are explicitly specified.
The Event Package defined herein is not tied to registration state,

nor to any value that has natural expiry tines. Therefore, the
suggest ed subscription duration is 86400 seconds (1 day).
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O course, clients MAY include an Expires header in the SUBSCRI BE
request asking for a different duration

4.5. NOTIFY Bodi es

The SIP Events specification requires package definitions to
describe the all owed set of body types in NOTIFY requests, and to
specify the default value to be used when there is no Accept header
in the SUBSCRI BE request.

The body of a notification of a change in provisioned usernanes
contains a user information docunment. This docunment describes sone
or all of the username expansions associated with the particul ar
address-of -record subscribed to. Al subscribers and notifiers MJST
support the "application/userinfo+xm" format described in Section
5. The subscribe request MAY contain an Accept header field. If no
such header field is present, it has a default val ue of
"application/userinfo+txm". If the header field is present, it MJST
i nclude "application/userinfo+xm ", and MAY include any other types
capabl e of representing registration information.

O course, the notifications generated by the server MIST be in one
of the formats specified in the Accept header field in the SUBSCRI BE
request.

4.6. Notifier Processing of SUBSCRI BE Requests

The SIP Events framework specifies that packages shoul d define any
package-specific processing of SUBSCRI BE requests at a notifier
specifically with regards to authentication and authori zation

Provi si oned usernanes can be sensitive information. Therefore, all
subscriptions to it SHOULD be authenticated and authorized before
approval . Authentication MAY be performed using any of the

techni ques avail able through SIP, including digest, SIMMg TLS or
other transport specific nechanisns [1]. Authorization policy is at
the discretion of the administrator, as always. However, a few
reconmendati ons can be nade.

It is RECOWENDED that an | P-PBX be allowed to subscribe to its own
provi si oned usernanmes. Such subscriptions are useful for detecting
errors and changes.

4.7. Notifier Generation of NOTIFY Requests
The SIP Event framework requests that packages specify the

conditions under which notifications are sent for that package, and
how such notifications are constructed.
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Instead of delivering the full list every tine a notification is
sent, it is RECOWENDED that notifications only |list the usernane
entries that have changed state (i.e., been added or renoved).

Notifications triggered as a result of a fetch operation (a
SUBSCRI BE wi th Expires of 0) or a new Subscription SHOULD result in
the full list of all usernanes to be present in the NOTIFY.

4.8. Subscriber Processing of NOTlI FY Requests

The SIP Events framework expects packages to specify how a

subscri ber processes NOTIFY requests in any package specific ways,
and in particular, how it uses the NOTIFY requests to construct a
coherent view of the state of the subscribed resource.

Typically, the NOTIFY will only contain information for usernanes
whose state has changed. To construct a coherent view of the total
state of all usernames, the subscriber will need to conbi ne NOTIFYs
received over time. The details of this process depend on the
docunent format used to convey registration state. Section 5
outlines the process for the application/userinfo+xm fornmat.

4.9. Handling of Forked Requests

The SIP Events framework mandat es that packages indi cate whether or
not forked SUBSCRI BE requests can install multiple subscriptions.

Provi si oned usernanes are nornally stored in sone repository
(whether it be co-located with a proxy/registrar or in a separate
dat abase). As such, there is usually a single place where the
usernane information for a particul ar address-of-record is resident.
This inplies that a subscription for this information is readily
handl ed by a single elenent with access to this repository. There
is, therefore, no conpelling need for a subscription to usernane
information to fork. As a result, a subscriber MJST NOT create
multiple dialogs as a result of a single subscription request. The
required processing to guarantee that only a Section 4.4.9 of the
SIP single dialog is established is described in Events franework
[ RFC3265] .

4. 10. Rate of Notifications

The SIP Events framework mandat es that packages define a maxi mum
rate of notifications for their package.

For reasons of congestion control, it is inportant that the rate of
notifications not becone excessive. As a result, it is RECOMVENDED
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4.

5.

that the server not generate notifications for a single subscriber
at a rate faster than once every 5 seconds.

11. State Agents

The SIP Events framework asks packages to consider the role of state
agents in their design.

State agents have no role in the handling of this package.

User name | nformation

5.1. Structure of Username |nfornation

Username information is an XM. document [4] that MJST be well -forned
and SHOULD be valid. Usernane infornation docunents MJST be based
on XM. 1.0 and MJST be encoded using UTF-8. This specification
makes use of XM nanespaces for identifying registration information
docunments and docunent fragments. The nanespace URI for elenents
defined by this specification is a URN [5], using the nanespace
identifier ietf defined by [6] and extended by [7]. This URN is:

urn:ietf:parans: xm:ns:userinfo

A usernane information docunent begins with the root element tag
"userinfo". It consists of any nunber of "userlist" sub-elements,
each of which contains the provisioning state for a particular |ist
of usernanes, associated with the address-of-record subscribed to.
The usernane information for a particul ar address-of-record MJST be
contained within a single "userlist" element; it cannot be spread
across nmultiple "userlist" elenents within a docunment. O her

el ements fromdifferent namespaces MAY be present for the purposes
of extensibility; elements or attributes from unknown nanespaces
MUST be i gnor ed.

There are two attri butes associated with the "userinfo" el enent,
both of which MJST be present:

version: This attribute allows the recipient of username

i nformati on docunents to properly order them Versions start at O,
and increnent by one for each new docunent sent to a subscri ber
Versions are scoped within a subscription. Versions MJST be
representable using a 32 bit integer

state: This attribute indicates whether the docunent contains the
full list of provisioned usernanes, or whether it contains only

i nformati on on those registrations which have changed since the
previous document (partial).
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Note that the docunment format explicitly allows for conveying

i nformation on nultiple addresses-of-record. This enables
subscriptions to groups of usernames, where such a group is
identified by sone kind of URI. For exanple, a donmain night define
si p: al |l user s@xanpl e. com as a subscri be-abl e resource that generates
notifications when the provisioning state of any address-of-record
in the domai n changes

The "userlist” elenment has a list of any nunber of "user" sub-

el ements, each of which contains information on a single usernane
entry, which nmay itself be a range-patterned nanme. Qher el enents
fromdifferent namespaces MAY be present for the purposes of
extensibility; elenents or attributes from unknown namespaces MJST
be i gnored.

There are three attributes associated with the "userlist"” el enent,
all of which MJST be present:

aor: The aor attribute contains a URI which is the address-of -
record this list is associated w th.

id: The id attribute identifies this list. It MJST be uni que
anongst all other id attributes present in other userlist elenents
conveyed to the subscriber within the scope of their subscription
Furthermore, the id attribute for a "userlist" element for a
particul ar address-of-record MJST be the same across al
notifications sent within the subscription

state: The state attribute indicates the state of the usernanme
list. The valid values are "active" and "renoved".

The "user" el ement contains the usernane. There are severa
attri butes associated with the "contact" el enent which MJST be
present:

id: The id attribute identifies this user nane. It MJST be uni que
amongst all other id attributes present in other user elenents
conveyed to the subscriber within the scope of their subscription

state: The state attribute indicates the state of the user nane.
The valid values are "active" and "renoved".

type: The type attribute identifies the user nane type. Valid
val ues are "e614", "private", and "al pha"

range: the range attribute is defined in the next section.
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5.

2

context: the context attribute is only neaningful when the type
attribute is "private", and in such a case the context identifies
the context of the private nane space.

The "range" Attribute
The range attribute’ s value defines the expansion of the usernane,
using a syntax simlar to regular expressions. The range pattern

applies after the last character of the user el enent’s val ue.

exp- char-set exp-char-count

range-val ue

exp- char - set digit-char-set / any-char-set

digit-char-set = "[" dsc-begin "-" dsc-end "]"
dsc- begin =DAT

dsc-end =DAdT

any- char - set ="."

exp-char-count = "{" exp-min "," exp-max "}"
exp-nin =DIAT

exp- max =DAarT

The "digit-char-set" defines a range of digit characters, for
exanple 0-9 or 3-5, inclusive. The "dsc-begin" digit value nust be
| ess than or equal to the "dsc-end" digit val ue.

The "any-char-set” defines any single character allowed in the
"user’ token field of [RFC3261].

The "exp-char-count"” defines a ninimumand maxi nrum nunber of tinmes a
character within the exp-char-set may be repeated, inclusive. The
"exp-mn" digit value nust be less than or equal to the "exp-nmax"
digit val ue.
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6. Exanpl es

Det ai |l ed scenario exanples will be provided once the WG deci des
which way to go with this mechani sm

The following is an exanpl e usernane information docunent:
<?xm version="1.0"?>
<userinfo xm ns="urn:ietf:parans: xm : ns: userinfo"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
version="23" state="full">

<userlist aor="sip:ip-pbx1@sp. exanpl e.cont’ state="active">

<user id="76" state="active"
type="el64" >+12345678901</ user >

<user id="77" state="renoved" type="al pha">bob</user>

<user id="78" state="active" type="e614"
range="[0-9] {4}">+1781555</ user >

<user id="79" state="active" type="private
range="[0-9]{4, 10}"
cont ext =" pbx. ssp. exanpl e. coni ></ user >
</userlist>

</ useri nfo>

7. | ANA Consi derations
Thi s docunent nakes no request of | ANA yet, but will if it goes
f orwar d.

8. Security Considerations

This section is still TBD
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Appendi x A - Rationale for Constraining the Expansion Pattern

This docunment’s nechanismdefines a limted set of patterns which
may be used in the "<expansion>" portion of the Bulk-AoR This is
in contrast to the "W|dcarded AoR' nmechani smused in sone

depl oynents, which use any regul ar expressions (regex) for the
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pattern. One of the reasons this docunent restricts the regex
syntax is to maintain [ RFC3261] conpliance, which does not all ow
comon regex characters such as "~ , '"[', '"]1','{’, and '}’ to appear
in SIP UR s.

The ot her reason this docunent does not use any arbitrary regex is
that one of the goals of this docunent is to be useful for an | P-PBX
to determine provisioning nmsmtches. An arbitrary regex is
typically useful for verifying a given input string matches the
pattern, and not for actually determ ning the conplete set of
strings the regex pattern inplies. |In other words, a regex is

useful for authenticating a given nunber natches the pattern, but

not for deternining what all of the provisioned nunbers are.

For exanple, a regex syntax nodel for "sip:1234![5-9][0-

9] *! @xanpl e.com' is useful for checking if "sip:123456@xanpl e. cont
is a matching nunber, but is extrenmely difficult for an IP-PBX to
verify that the SSP does not include nunbers the PBX does not have
provi sioned. The I P-PBX could check each of its locally provisioned
nunbers agai nst the regex pattern, but has no clean way to determ ne
if the set allowed by the regex is not *greater* than its locally
provi sioned set.

Furt hernore, nunerous regex patterns can be used to nean the exact
same set. For exanple "sip:1234!(5]6]| 7| 8]|9)[0-9]*! @xanpl e. cont',
"sip:1234![5-9][0-9]1{0,}! @xanpl e. cont', "sip:1234![5-
9][[:digits:]]*! @xanpl e.cont', and "sip: 123! 4[5-9]][O0-

9] *! @xanpl e.cont all represent the sane set of user strings as the
first regex exanple.

Therefore, to avoid such issues, this document uses a very narrow

set of possible "patterns", which can be used for both matchi ng and
provi sioning verification.
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