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Abstract

This meno presents requirenents in the area of accounting and access
control for IP multicasting. The scope of the requirenents is
limted to cases where Authentication, Accounting and Authorization
(AAA) functions are coordi nated between Content Provider(s) and

Net wor k Servi ce Provider(s).

In order to describe the new requirenents of a nulti-entity Content
Del i ver Systen{CDS) using nulticast, the neno presents three basic
busi ness nodel s: 1) the Content Provider and the Network Provider are
the same entity, 2) the Content Provider(s) and the Network
Provider(s) are separate entities and users are not directly billed,
and 3) the Content Provider(s) and the Network Provider(s) are
separate entities and users are billed based on content consunption
or subscriptions. The requirenents of these three nodels are listed
and eval uated as to which aspects are already supported by existing

t echnol ogi es and whi ch aspects are not.

General requirenents for accounting and admi ssion control
capabilities including quality-of-service (QS) related issues are
listed and the constituent |ogical functional conponents are

pr esent ed.

This meno assunes that the capabilities can be realized by
integrating AAA functionalities with a nulticast CDS system wth
| GW/ M.D at the edge of the network.

Status of this Meno
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This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunments as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmi .

This Internet-Draft will expire on February 25, 2011

1. Introduction

Br oadband access networks such as ADSL (Asymmetric Digital Subscriber
Line) or FTTH (Fiber to the Hone) have been depl oyed widely in recent
years. Content Delivery Service (CDS) is expected to be a mgjor
application provided through broadband access networks. Because nany
services such as tel evision broadcasting require huge bandwi dth
(e.g., 6Miit/s) and processing power at the content server(s), IP

mul ticast is used as an efficient delivery nechanismfor CDS

A single entity may design and be responsible for a systemthat
covers the various comon high-level requirenents of a nulticasting
CDS such as 1) content serving, 2) the infrastructure to nulticast
it, 3) network and content access control nechanisns. For cases in

whi ch t he busi ness nodel includes the direct billing of users, the
singl e provider of both content and network services has sufficient
data in its control to bill users based on their content consunption

Furthernore it is possible to tie access to the network and QS based
on a user’s contract status. Therefore current technol ogi es support
the single entity case.

O ten, however, the content provision and network provision roles are
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split between separate entities. Comonly, Content Providers (CP) do
not build and maintain their own rulticast network infrastructure as
this is not their primary business area. |Instead, CPs often purchase
transport and nanagenent services from network service providers.
This meno lists the requirenents of a business nodel in which the NSP
provi des CDS using multicast as one such contractible service.

The direct revenue source for the nultiple entity provider is a
defining aspect of the business nodel which often has inplications on
requirenents for the technol ogi es that support the system There are
cases such as the the adverti sing-based nodel where billing end-users
is not done and therefore accounting of content consunption can be
anonynous and/or in aggegrate. |In these cases the requirenents of

t he busi ness nodel for accounting for billing purposes are already
supported by existing technol ogies. However, the NSP can not
guarantee high quality transm ssion on a per-content basis with

exi sting technol ogi es.

There is al so the business nodel in which the individual user of

mul ti casted contents is the source of revenue for both consuned
content and network resources. In this nodel the NSP wants to
receive the appropriate fees for nulticast services and the NSP
undertakes collecting bills as a proxy for the CPs. The NSP nay
provide high quality service by admission control. Current standards
do not fully support this nodel and this nmeno will list the

requi renents which need to be support ed.

Definitions and Abbreviations
Definitions
Aut hentication: action for identifying a user as a genui ne one.

Aut hori zation: action for giving permssion for a user to access
content or the network

Eligible user: Users may be eligible (permtted) to access
resources because of the attributes they have (e.g., delivery may
require possession of the correct password or digita
certificate), their equi pnent has (e.g., content nmay only be
eligible to players that can decode H 264 or 3GPP streans), their
access network has (e.g., HDTV content rmay only be eligible to
users with 10 Mops or faster access line), or because of where
they are in network topology (e.g., HDTV content may not be
eligible for users across congested |inks) or in actual geography
(e.g., content nay only be licensed for distribution to certain
countries), and, of course, a mx of attributes nmay be required
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for eligibility or ineligibility.

User: In this docunent user refers to a requester and a recipient
of multicast data, terned a viewer in CDS.

User - based accounting: actions for grasping each user’s behavi or,
when she/he starts/stops to receive a channel, which channel
she/ he receives, etc.
2.2. Abbreviations
AAA: Aut henti cation, Accounting and Authorization
ASM Any- Source Milti cast
CDS: Content Delivery Service
CP: Content Provider
| GW: Internet G oup Managenment Protocol
MLD: Multicast Listener Discovery
NSP: Network Service Provider

SSM  Source Specific Milticast

QS: Quality of Service

3. Current Business Mdels
3.1. Single entity nodel where CP and NSP are the sane entity
One existing business nodel is that of a single entity responsible

for both content and network service provision which bills its users
based on content provision. (See figure below.)
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| Content |
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| User Edge |
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/ | \

\ <- user/network interface

Exanpl e of CDS network configuration
Figure 1

In this nodel the network can query a content-policy-enabl ed AAA
server within its own domain at the tine a user requests content.

The network can provide the AAA server with information such as user
identity, device identity, the requested content (channel),
geographic information, nethod of network connection, etc. that night
be required for the content provision authorization decision. It is
therefore possible to configure a network to deny network access
based on the content policy decision.

In this nodel there are no issues of mapping user identities between
different entity domains. The provider has access to the information
on whi ch user accessed from which point on what device. Furthernore
as network provider they can record not only when a user joined or
left a certain channel, but also if packets were actually delivered.
Moreover, there are no inter-entity security and privacy concerns

bet ween the CP and NSP.

The single entity network service and content provider also knows the
content schedules for various channels. This is inportant not only
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for tine and content-sensitive authorization decisions but also for
provi di ng neani ngful billing details to end users.

3.2. Miltiple entity nodel without direct content-based billing

An additional nodel for delivering contents over a CDS is the
adverti si ng- based nodel where billing end-users is not done. 1In this
nmodel the four different roles may be filled by separate entities:
Content Provider (CP), Network Service Provider (NSP), user clients,
and advertising sponsors. In the general case of this business
nodel , insofar as the advertiser does not require user-based netrics
the accounting of content consunption can be anonynous and/or in
aggregrate and can be off-line fromthe nulticast-wth-AAA CDS system
itself. Therefore this nodel does not require any new standards to
provi de user-based accounting for a nulti-entity CDS using nulticast
with AAA. (Providing this data in near real-tine and inline would
entail further requirenents which can be dealt with in a separate
menmo if necessary.)

A nore conpl ex version of this business nodel is conceivable in which
a CP may require a user to enter into a subscription contract, even
when the user does not get billed for content consunption. For
exanple, a CP nmay val ue individual data because it allows it to
supply the advertisers with rich, user-segnented data and charge a

hi gher premium |In that case the requirenments of the next section
"CDS with direct billing of the end user" are generally applicable
because of the need to link the user data which the CP has to the
actual viewi ng (or stream downl oading) data that the NSP has.

4. Proposed Mddel: Miltity-entity CDS

In this nodel the networks for CDS contain three different types of
entities: Content Provider (CP), Network Service Provider (NSP), and
user clients. An NSP owns the network resources (infrastructure).

It accomopdates content providers on one side and accommobdat es user
clients on the other side. NSP provides the network for CDS to two
entities (i.e., CPs and user clients). A CP provides content to each
user through the network of NSPs and charges users for content. NSPs
are responsi ble for delivering the content to user clients, and for
controlling the network resources. A NSP charges a user or a CP for
network usage. A NSP may charge users for content as a proxy of the
CP.
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The CP provi des det ai
each channel) to the

Fi gure 2

| ed channel information (e.g., Tinme table of
i nformati on server which is either managed by

the NSP or CP. An end-user client gets the information fromthe

i nformati on server.

In this nodel,

multicasting is used in the NSP's

CDS network, and there are two different contracts.

One is the

contract between the

access the basic network resources of the NSP

NSP and t he user which pernmits the user to

Anot her contract is

between the CP and user to permt the user to subscribe to nulticast

content.
generally does not a
resources of the NSP

and NSP i ndependently.

Hayashi, et al

Because the CP and NSP are different entities,

and t he NSP

low a CP to control (operate) the network

user authorization needs to be done by the CP
Since there is no direct connection to the
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user/network interface, the CP cannot control the user/network
interface. A user may want to nove to another place, or may want to
change her/his device (client) any time without interrupting her/his
reception of services.

4.1. Information Required by Entities to Support the Proposed Business
Model

User identification and Aut hentication

The network should be able to identify and aut henticate each user
when they attenpt to access the service requesting content. This
user identification is required for

aut hori zation for content consunption eligibility

user tracking for billing based on actual content consunption
and network resource usage

Wth current protocols (I GwW/ M.D), the sender cannot distinguish
whi ch receivers (end hosts) are actually receiving the
informati on. The sender nust rely on the information fromthe
mul ticasting routers. This can be conplicated if the sender and
routers are naintained by different entities. Furthernore, the
current user associated with receiver nust be identified.

User Authorization:

The network, at its option, should be able to authorize a user’s
access to content or a multicast group, so as to neet any demands
by a CP to prevent content access by ineligible users.

Sharing Programi ng dat a:

NSP needs a nmechanismto receive channel progranming data fromthe
CP in order to provide the information to the user at channe
selection tinme and also for sonehow | oggi ng or recordi ng what
progranmm ng content has been streamed to the user. |In sonme cases
the CP may contract the NSP to bill the user as a proxy for the
CP. In this case there needs to be a nechanismfor supplying the
user - based vi ewi ng history with human- neani ngful channel data to

t he end- user.

Content usage information by user:
For billing and auditing purposes the CP needs the NSP to provide

it with detail ed per-user usage behavi or indicating what content
was consuned from when to when. There needs to be a nechanismto
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5.

supply the user-based viewing history fromthe NSP to the CP. |If
the CP is selling on an on-denand nodel, or tiered subscription
basis or supplies sone sort of online account statenent this
history needs to be fed back to the CP in near real-tine. To
assenbl e such data on user behavior, it is necessary to precisely
|l og informati on such as who (host/user) is accessing what content
at what time (join action) until what tine (leave action). The
result of the access-control decision (e.g. results of

aut hori zation) would al so be valuable information. The desired
degree of | ogging precisions would depend on the application used.

Notification to Users of the Result of the Join Request:

It should be possible to provide information to the user about the
status of his/her join request(granted/denied/other). Such
i nformati on can be used to give neani ngful feedback to the user

Adni ssion Control for Milticasting

In order to guarantee certain QS it is inportant for network
providers (at their option) to be able to protect their network
resources from being wasted, (either naliciously or accidentally).
The NSP should be able to apply appropriate access controlling
actions based on user eligibility status:

The network should be able to apply necessary access controlling
actions when an eligible user requests an action (such as a join
or a |leave.)

The network should be able to reject any action requested from an
i neligible user.

In order to maintain a predefined QS |level, depending on the NSP' s
policy, a user edge should be able to control the nunber of streans
it serves to a user, and total bandwi dth consuned to that user. For
exanple if the number of streans being served to a certain user has
reached the limt defined by the NSP's policy, then the user edge
shoul d not accept a subsequent "join" until one of the existing
streans is termnated. Simlarly, if the NSP is controlling by per-
user bandwi dth consunption, then a subsequent "join" should not be
accepted if delivery of the requested stream woul d push the consuned
bandwi dth over the NSP policy-defined linit.

The network may need to control the combi ned bandwi dth for al
channel s at the physical port of the edge router or switch so that
these given physical entities are not overflowed with traffic. This
entails being able to control the nunber of channels delivered, the
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bandwi dt h for each channel and the conbi ned bandwi dth for al
channel s.

6. Reauthorization/ deauthorization requirenents

A mechani smfor periodic reauthorization of users who have al ready
joined a channel stream should be supported. The reauthorization
could be an authorization check based on the NSP's eligibility
requi renents and/or could involve the NSP querying the CP for
reaut hori zati on of a user.

A mechani sm for deaut hori zation should be supported for cases in
which a user is deened ineligible by the NSP and/or CP at the time of
a reauthorization check. |If a NSP revokes authorization for the
network for a user it should force a |leave, and record details of the
| eave (including the tine and reason for the forced leave.) |If a CP
revokes aut horization to content for a user the CP signals to the NSP
to cease streaning to that user. An exanpl e usage case for

deaut horizing a user is one where a user has a subscription or has
paid for a certain anount of content and has reached that limt. In
sone nodels, it is conceivable that a CP could comunicate the
paraneters for de-authorization to the NSP at the time of the
original join's authorization so as to make NSP->CP reauthorization
requests unnecessary.

7. Perfornmance requirenents
Channel Join Latency and Leave Latency

Conmercial inplementations of IP nulticasting are likely to have
strict requirenents in terns of user experience. Join latency is the
time between when a user sends a "join" request and when the
requested data streaming first reaches the user. Leave latency is
the time between when a user sends a "leave" signal and when the
network stops streaming to the user. Leave and Join |atencies inpact

the acceptabl e user experience for fast channel surfing. In an IP-TV
application, users are not going to be receptive to a sl ow response
ti me when changing channels. |If there are policies for controlling

t he nunber of sinultaneous streans a user nay access then channe
surfing will be deternmined by the join and | eave | atenci es.

Furt hernmore, |eave affects resource consunption: with a low "l eave

| at ency” network providers could mnimze strean ng content when
there are no audiences. It is inportant that any overhead for

aut henti cation, authorization, and access-control be minimzed at the
times of joining and | eaving nulticast channels so as to achieve join
and | eave | atencies acceptable in terms of user experience. For
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exanple this is inmportant in an | P-TV application, because users are
not going to be receptive to a slow response tinme when changi ng
channel s.

8. Conconitant requirenments
Scal ability

Solutions that are used for AAA and QoS enabled I P nulticasting
shoul d scal e enough to support the needs of content providers and
network operators. NSP' s multicast access and QoS policies should be
manageabl e for large scale users. (e.g. nillions of users, thousands
of edge-routers)

Service and Ternminal Portability:

Dependi ng on the service, networks should allow for a user to receive
a service fromdifferent places and/or with a different ternina
devi ce.

Depl oyabl e as Alternative to Unicast

IP Multicasting would ideally be available as an alternative to IP
uni casting when the "on-demand" nature of unicasting is not required.
Therefore interfaces to nulticasting should allow for easy
integration into CDS systens that support unicasting. Especially
equi val ent interfaces for authorization, access control and
accounting capabilities should be provided.

Support of ASM and SSM

Both ASM (G, and SSM (S, G should be supported as mnulticast nodel s.
Support for Tunnel ed Mul ticast

The AAA requirenments specified in this docunent should apply to both
end-to-end native multicast and to tunnel -enabled multicast, such as
AMI multicast: [I-D.ietf-nmboned-auto-nulticast]

Smal | | npact on the Existing Products

I mpact on the existing products (e.g., protocols, software, etc.)
shoul d be as mininal as possible. Ideally the NSP should be able to
use the sanme infrastructure (such as access control) to support
commercial nulticast services for the so called "triple play"

services: voice (VolP), video, and broadband Internet access
services. Wien a CP requires the NSP to provide a | evel of QS
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surpassi ng "best effort" delivery or to provide special services
(e.g., tolimted users with specific attributes), certain parameters
of the CDS may be defined by a contractual relation between the NSP
and the CP. However, just as for best-effort unicast, nulticast

all ows for content sourced by CPs without a contractual relation with
the NSP. Therefore, solutions addressing the requirenents defined in
this meno should not nmake obsolete nulticasting that does not include
AAA features. NSPs may offer tiered services, with higher QOS
accounting, authentication, etc., depending on contractual relation
with the CPs. It is therefore inportant that Multicast AAA and QS
functions be as nodul ar and fl exible as possible.

Mul ticast Replication
The above requirements should also apply if multicast replication is
bei ng done on an access-node (e.g. DSLAMs or QOLTS).

9. Constituent Logical Functional Conponents

Bel ow i s a di agram of a AAA enabl ed nulticasting network, including
the | ogical conponents within the various entities.
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Hayashi

et al.

Expi res February 25, 2011

[ Page 13]



Internet-Draft Requirenments for Milticast AAA August 2010

NAS rel ays AAA informati on between an AN and a mAAA. Descriptions of
AN and its interfaces are out of the scope for this nmeno. The
mul ti cast AAA function may be provided by a mAAA which may incl ude
the function that downl oads Join access control lists to the NAS
(this function is referred to as the conditional access policy
control function.)

I nterface between mAAA and NAS

The interface between mAAA and the NAS is labeled IFb in Figure 3.
Over | Fb the NAS sends an access request to the NSP-mAAA and the mAAA
replies. The mAAA nmay push conditional access policy to the NAS

CP- AAA

The content provider may have its own AAA server which has the
authority over access policy for its contents.

Interface between user and NSP

The interface between the user and the NSP is |abeled IFa in Figure
3. Over |IFa the user nakes a nulticasting request to the NSP. The
NSP may in return forward nulticast traffic depending on the NSP and
CP's policy decisions.

I nterface between NSP and CP

The interface between the NSP and CP is |labeled IFc. Over |Fc the
NSP requests to the CP-AAA for access to contents and the CP replies.
CP may al so send conditional access policy over this interface for
AAA- pr oxyi ng.

The NSP may al so include a conponent that provides network resource
managenent (e.g. QoS managenent), as described in section 5,

"Admi ssion Control for Multicasting". Resource nanagenent and

adm ssion control is provided by MACF (Mil ticast Adnission Contro
Function). This nmeans that, before replying to the user’s multicast
request, the mAAA queries the MACF for a network resource access
deci sion over the interface IFd. The MACF is responsible for

al | ocating network resources for forwarding nulticast traffic. MACF
al so receives Leave information from NAS so that MACF rel eases
correspondi ng reserved resources.
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| ANA Consi der ati ons

This meno does not raise any | ANA consideration issues.

Security Considerations

Accounting capabilities can be used to enhance the security of
mul ticast networks by excluding ineligible clients fromthe networks.

These requirenents are not neant to address encryption issues. Any
solution neeting these requirenents should allow for the
i mpl ement ati on of encryption such as MSEC on the nulticast data.

Privacy considerations

Any sol ution which neets these requirenents should weigh the benefits
of user-based accounting with the privacy considerations of the user
For exanpl e solutions are encouraged when applicable to consider
encryption of the content data between the content provider and the
user in such a way that the Network Provider does not know the
contents of the channel

Concl usi on

This meno describes general requirements for providing AAA and QOS
enabled IP nulticasting services in nulti-entity nodels. A few
nmodel s are evaluated with regard to their support by current
technologies. The "nmulti-entity CDS with direct billing of the end
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user" nodel is presented and requirenents for information sharing
between entities and requirenents for adm ssion control to enable
guar ant eei ng of QoS are derived. Perfornmance requirenents and
conconitant requirenents are also presented
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