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Abstract

The NETCONF protocol provides nmechanisns to nmani pul ate configuration
datastores. However, client applications often need to exam ne
systeminformation to deternine the appropriate configuration
requirenents. In addition, comopn system events such as a change in
system capabilities may inpact managenent applications. Standard
mechani sns are needed to support the nonitoring of the managed system
supported by a NETCONF server. This docunent defines a YANG nodul e
for the monitoring of systeminformation, which allows a NETCONF
client to identify system properties and receive notifications for
system events.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenmber 13, 2010.
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

The NETCONF protocol [RFC4741] provides nmechanisns to mani pul ate
configuration datastores. However, client applications often need to
exam ne systeminformation to determ ne the appropriate configuration
requirenents. In addition, combn system events such as a change in
system capabilities may inpact managerment applications. Standard
mechani sms are needed to support the nonitoring of the managed system
supported by a NETCONF server. This docunent defines a YANG nodul e
[I-D.ietf-netnod-yang] for the nonitoring of systeminfornmation

which allows a NETCONF client to identify system properties and
receive notifications [ RFC5277] for system events.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

The following ternms are defined in [ RFC4741]:

o client
o datastore
0 operation
o server

The following ternms are defined in [ RFC5277]:
0 event

0 stream

0 subscription

The following termis defined in [I-D.ietf-netnod-yang]:
0 data node

2.  YANG Modul e for System Monitoring

2.1. Overview
The followi ng YANG nodul e defines data node definitions suitable for
use with NETCONF operations such as <get>, <get-config> and <copy-
config> In addition, a snmall nunber of systemevents are defined
for use within the NETCONF stream and accessible to clients via the
subscri ption mechani smin [ RFC5277].

The YANG | anguage is defined in [I-D.ietf-netnod-yang]. The NETCONF
operations are defined in YANG i n [ RFC4741].
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2. 1.

<systen> Contai ner

The <systene el enent provides conmonly used vendor-specific
information to identify and control a managed system

(0]
(0]

0
0

(0]

2. 1.

sys-nane: The nane of the nmanaged system
sys-current-date-and-tinme: The current time as known to the
managed system

sys-boot-date-and-time: The tine when the systeml ast restarted.
sys-server-id: A vendor-specific string identifying the NETCONF
server inplenentation.

unanme: A container of commobn system naming infornmation, such as
the rel ease, version, machine, and nodenane of the system

Notifications

Thi s nodul e defines sonme systemevents to notify a client application
that the system state has changed

(0]

2. 2.

sys-startup: CGenerated during a systemrestart. Lists any errors
that were encountered while | oading the <running> datastore during
systeminitialization

sys-confi g- change: Generated when the <running> configuration
datastore is changed. Sunmarizes each edit being reported.
sys-capabi lity-change: Generated when the NETCONF server
capabilities are changed. |Indicates which capabilities have been
added, del eted, and/or nodified.

sys-session-start: Cenerated when the NETCONF session is started.
Indicates the identity of the user that started the session
sys-session-end: Generated when the NETCONF session is term nated.
I ndicates the identity of the user that owned the session, and why
t he session was terninated.

sys-conformed-comit: Generated when the NETCONF confirmed-conmmnit
event occurs. Indicates the current state of the confirned-conmt
operation in progress.

Definitions

<CODE BEG NS> fil e="net conf-syst em@010- 06- 10. yang"

nmodul e net conf-system {

namespace "urn:ietf:parans: xn : ns: yang: net conf - systeni';
prefix ncsys;

import ietf-yang-types { prefix yang; }
inmport ietf-inet-types { prefix inet; }
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organi zati on
"I ETF NETCONF ( Networ k Configuration Protocol) Wrking G oup";

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

WG Chair: Bert Wjnen
<mai |l to: bertietf@w j nen. net>

WG Chair: Mehnet Ersue
<mai | t o: nehnet . er sue@sn. cone

Editor: Andy Bierman
<mai | t 0: andyb@w . con®";

description

"Thi s nodul e defines an YANG data nodel for use with the
NETCONF protocol that allows the NETCONF client to nonitor
comron systeminformati on and recei ve combpn system events.

Copyright (c) 2010 | ETF Trust and the persons identified as
the docunent authors. All rights reserved.

Redi stribution and use in source and binary fornms, with or

wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";
/1l RFC Ed.: replace XXXX with actual RFC nunber and renove this note

/'l RFC Ed.: renove this note
/'l Note: extracted from draft-bi erman-netconf-system 00. t xt

revision 2010-06-10 {
description
“Initial version.";
ref erence
"RFC XXXX: NETCONF System Monitoring";

}
/1 RFC Ed.: replace XXXX with actual
/'l RFC nunber and renpve this note

typedef error-type-type {
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description "NETCONF Error Type";
type enuneration {
enum transport {
description "Transport |ayer error";
}

enum rpc {
description "Qperation |layer error";
}

enum prot ocol {
description "Protocol |ayer error”;
}

enum application {
description "Application |ayer error";
}

}
}

typedef error-tag-type {
description "NETCONF Error Tag";
type enuneration {
/1 descriptions TBD; normative text in RFC 4741
enum i n- use;
enum i nval i d- val ue;
enum t oo- bi g;
enum mi ssi ng-attribute;
enum bad-attri bute;
enum unknown-attri but e;
enum mi ssi ng- el enent ;
enum bad- el enment ;
enum unknown- el enent ;
enum unknown- nanmespace;
enum access- deni ed;
enum | ock-deni ed;
enum r esour ce- deni ed;
enum rol | back-fail ed;
enum dat a- exi st s;
enum dat a- m ssi ng;
enum oper ati on-not - support ed;
enum oper ati on-fail ed;
enum parti al - operati on;
}
}

typedef error-severity-type {
description "NETCONF Error Severity";
type enuneration {
enum error {
description "Error severity";
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}

enum war ni ng {
description "Warning severity";
}
}
}

typedef edit-operation-type {
description
"NETCONF ' operation’ Attribute val ues”
type enuneration {
enum ner ge
enum r epl ace;
enum cr eat €;
enum del et e;

}

default "nerge";

}
groupi ng sys-common- sessi on-parns {

| eaf user-nane {
description
"Narme of the user for the session."
type string;

| eaf session-id {
description "ldentifier of the session.";
type uint32; /1 nc:session-id-or-zero-type;
mandat ory true

}

| eaf renote-host {
description
"Address of the renpte host for the session.";
type inet:ip-address;
}
}

cont ai ner system {
description
"Basic objects for NETCONF systemidentification.";
config fal se

| eaf sys-nane {
description "The system nane.";
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reference "RFC 3418, sysNane object";
type string;
mandat ory true

}

| eaf sys-current-date-time {
description
"The current systemdate and tinme.";
type yang: dat e-and-ti ne;
mandat ory true

}

| eaf sys-boot-date-time {
description
"The system date and time when the system
| ast restarted.";
type yang: date-and-ti ne;
mandat ory true

}

| eaf sys-server-id {
description
"The vendor-specific nanme and version ID string
for the NETCONF server running on this system?";
type string;
mandat ory true;

}

cont ai ner unane {
description
"Contains the broken out fields fromthe
out put of the ’'unanme’ command on this machine.";
| eaf sysnane {
type string;
description
"The name of the operating systemin use.";
}

| eaf rel ease {
type string;
description
"The current rel ease |evel of the operating
systemin use.";

}

| eaf version {
type string;
description
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"The current version |evel of the operating
systemin use.";

}

| eaf machine {
type string;
description "A description of the hardware in use.";

}

| eaf nodenane {
type string;
description
"The host nane of this system as reported by
t he unanme conmand. ";

} // contai ner unane
} // container system

notification sys-startup {
description
"CGenerated when the systemrestarts.
Used for | ogging purposes, since no
sessions are actually active when
the systemrestarts.";

| eaf startup-source {
description
"The systemspecific fil espec used to |oad the
runni ng configuration. This leaf will only be
present if there was a startup configuration file used.";
type string;

list boot-error {
description

"There will be one entry for each <rpc-error>
encountered during the | oad config operation
There is no particular order, so no key is defined.
This list will only be present if the server is configured
to continue on error during startup, and there were recoverabl e
errors encountered during the |ast restart of the server.";

| eaf error-type {
description
"Defines the conceptual |ayer that the error occurred."
type error-type-type
mandat ory true

Bi er man Expi res Decenber 13, 2010 [ Page 9]



Internet-Draft with-defaults June 2010

}

| eaf error-tag {
description
"Contains a string identifying the error condition."
type error-tag-type
mandat ory true

}

| eaf error-severity {
description
"Contains a string identifying the error severity, as
determined by the device.";
type error-severity-type
mandat ory true

}

| eaf error-app-tag {
description
"Contains a string identifying the data-nodel -specific
or inplenentation-specific error condition, if one exists."
type string;

| eaf error-path {
description
"Contains the absolute XPath expression identifying
the elenent path to the node that is associated with
the error being reported in a particular <rpc-error>
el enent . ";
type yang: xpat hl. 0;

| eaf error-nessage {
description
"Contains a string suitable for human display that
describes the error condition.";
type string; /1 LangString;

anyxm error-info {
description
"Cont ai ns protocol - or data-nodel -specific error content.";
}

} // list boot-error
} // notification sys-startup
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notification sys-config-change {
description
"CGener at ed when the <running> configuration is changed.”
uses sys-conmon-sessi on- par ns;

list edit {
description
"An edit record will be present for each distinct
edit operation on the running config."
| eaf target {
type instance-identifier;
description
"Topnost node associated with the configuration change.";
}

| eaf operation {
type edit-operation-type;
description "Type of edit operation perforned.";
}
Y} Il list edit
} // notification sys-config-change

notification sys-capability-change {
description
"Cenerated when a <capability> is added, deleted,
or nodified.";
cont ai ner changed-by {
description
"I ndi cates who caused this capability change.
If caused by internal action, then the
enpty leaf ’server’ will be present.
If caused by a managenent session, then
t he name, renote host address, and session |ID
of the session that nade the change will be reported.”;
choi ce server-or-user {
| eaf server {
type enpty;
description
"If present, the capability change was caused
by the server.";

}

case by-user {
uses Sys-Cconmobn- sessi on- par ns;
} /] case by-user
} /] choice server-or-user
} /] contai ner changed- by
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| eaf-1ist added-capability {
type inet:uri;
description
"List of capabilities that have just been added."

}

| eaf-1ist del eted-capability {
type inet:uri;
description
"List of capabilities that have just been deleted.";

}

leaf-1ist nodified-capability {
type inet:uri;
description
"List of capabilities that have just been nodified."

} // notification sys-capability-change

notification sys-session-start {
description
"Cenerated when a new NETCONF session is started.”
uses Ssys-conmbn-sessi on- par ns;
} // notification sys-session-start

notification sys-session-end {
description
"CGenerated when a NETCONF session is term nated.”
uses Sys-CcOonmDbn- Sessi on- par ns;

| eaf killed-by {

when "../termnation-reason = "killed "
type uint32; /1 nc:session-id-type;
description

"Session I D that issued the <kill-session>

if the session was termnated by this operation.";

}

| eaf term nation-reason {
type enuneration {
enum "cl osed" {
val ue O;
description
"The session was termnated with
t he <cl ose-sessi on> operation.";
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enum "kill ed" {
val ue 1;
description
"The session was ternm nated with

the <kill-session> operation.";
}
enum "dr opped" {
val ue 2;
description
"The session was tern nated because
the SSH session or TCP connecti on was
unexpectedly cl osed.";
}
enum "timeout" {

val ue 3;

description
"The session was terninated because
of inactivity, either waiting for
the <hell o> or <rpc> nessages.";

enum "bad-start" {
val ue 4;
description "The session startup sequence failed.";

enum "bad- hel | 0" {
val ue 5;
description
"The client’s <hell o> nessage was
bad or never arrived.";
}
enum "ot her" {
val ue 6;
description
"The session was termnm nated for
sone ot her reason.";

}
}

mandatory "true";
description "Reason the session was termnated.";

} // notification sys-session-end
notification sys-confirmed-commt {
description

"Gener ated when a confirned-commt event occurs."”
uses Sys-conmbn-Sessi on- par ns;

Bi er man Expi res Decenber 13, 2010 [ Page 13]



Internet-Draft with-defaults June 2010

| eaf confirmevent {
description
"Indicates the event that caused the notification.”
type enuneration {
enum "start" {
val ue 0;
description
"The confirmcomrit procedure has started.”

}
enum "cancel " {
val ue 1;
description
"The confirmcomrit procedure has been cancel ed,
due to the session being termninated.";
}
enum "timeout" {
val ue 2;
description
"The confirmcomrit procedure has been cancel ed,
due to the confirmtimeout interval expiring.
The conmon session paraneters will not be present
in this sub-node.";
}
enum "extend" {
val ue 3;
description
"The confirmcommt tineout has been extended.”
}
enum "conpl ete" {
val ue 4;
description
"The confirmcomrit procedure has been conpleted."”
}

}

mandatory "true";

} // notification sys-confirmed-conmnt

}
<CODE ENDS>

3. | ANA Consi der ations

TBD
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4. Security Considerations

Thi s docunment defines a YANG nodul e for reporting of particul ar
systeminformati on and systemevents. Although unlikely, it is
possi bl e that data obtained fromthis nodul e could be used in an
attack of sone kind, although no specific information in this nodule
i s considered sensitive.

TBD: follow Security Consideration guidelines fromnew tenplate text.
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