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Abstract

Thi s docunment continues the work undertaken by the | Pv6 CE Router
Phase | work in the | ETF v6ops Wrking Goup. Advanced requirenents
or Phase Il work is covered in this docunent.
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.
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1.

1.

I nt roducti on

Thi s docunment defines Advanced |Pv6 features for a residential or
smal |l office router referred to as an IPv6 CE router. Typically
these routers also support |1Pv4. The |IPv6 End-user Network
Architecture for such a router is described in
[I-D.ietf-v6ops-ipv6-cpe-router]. This version of the docunent

i ncludes the requirenents for Advanced features.

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Ter m nol ogy

End- user Network one or nore links attached to the I Pv6 CE
router that connect | Pv6 hosts.

| Pv6 Custoner Edge router a node intended for hone or small office
use which forwards | Pv6 packets not
explicitly addressed to itself. The |IPv6
CE router connects the end-user network to
a service provider network.

| Pv6 host any device inplenmenting an | Pv6 stack
receiving | Pv6 connectivity through the
| Pv6 CE router

LAN i nterface an |Pv6 CE router’s attachnment to a link in
the end-user network. Exanples are
Et hernets (sinple or bridged), 802.11
wi rel ess or other LAN technologies. An
I Pv6 CE router may have one or nore network
| ayer LAN Interfaces.

Servi ce Provider an entity that provides access to the
Internet. In this docunment, a Service
Provi der specifically offers Internet
access using | Pv6, and may also offer |Pv4
Internet access. The Service Provider can
provi de such access over a variety of
different transport methods such as DSL,
cable, wireless, and others.
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WAN i nterface an IPv6 CE router’s attachnent to a link
used to provide connectivity to the Service
Provi der network; exanple |ink technol ogies
i nclude Ethernets (sinple or bridged), PPP
links, Frane Relay, or ATM networks as well
as Internet-layer (or higher-1layer)
"tunnel s", such as tunnels over |Pv4 or
| Pv6 itself.

3. Conceptual Configuration Variables

The CE Router maintains such a list of conceptual optiona
configuration vari abl es.

1. Enable an I GP on the LAN.

4. Architecture

Thi s docunment extends the architecture described in
[I-D.ietf-vbops-ipv6-cpe-router] to cover a strictly larger set of
operational scenarios. |In particular, QS, mnulticast, DNS, routed
network in the hone, transition technol ogies, and conceptua
configuration variables. This docunment al so extends the nodel
described in [I-D.ietf-v6ops-ipv6-cpe-router] to a two router

topol ogy where the two routers are connected back-to-back (the LAN of
one router is connected to the WAN of the other router). This

topol ogy i s depicted bel ow
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For DNS, the operational expectation is that the end-user would be
abl e to access hone hosts fromthe hone using DNS nanmes instead of
nore cunbersone | Pv6 addresses. Note that this is distinct fromthe
requi renent to access hone hosts from outside the hone.

End-users are expected to be able to receive multicast video in the

honme without requiring the CE router to include the cost of
supporting full multicast routing protocols.
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5.

5.

5.

Advanced Features and Feature Requirenents

The 1Pv6 CE router will need to support connectivity to one or nore
access network architectures. This docunent describes an | Pv6 CE
router that is not specific to any particular architecture or Service
Provi der, and supports all commonly used architectures.

1. DNS

D-1: For local DNS queries for configuration, the CE Router nmay
include a DNS server to handl e | ocal queries. Non-loca
queries can be forwarded unchanged to a DNS server specified in
the DNS server DHCPv6 option. The CE Router nmay al so include
DNS64 functionality which is specified in
[I-D. bagnul o- behave- dns64] .

D-2: The local DNS server MAY al so handl e renunbering fromthe
Service Provider provided prefix for |ocal names used
exclusively inside the honme (the | ocal AAAA and PTR records are
updated). This capability provides connectivity using |oca
DNS names in the home after a Service Provider renunbering. A
CE Router MAY add local DNS entries based on dynanic requests
fromthe LAN segnent(s). The protocol to carry such requests
fromhosts to the CE Router is yet to be described.

2. Mul ti cast Behavi or

This section is only applicable to a CE Router with at | east one LAN
interface. A host in the hone is expected to receive nulticast
video. Note the CE Router resides at edge of the hone and the
Service Provider, and the CE Router has at |east one WAN connecti on
for multiple LAN connections. |In such a multiple LANto a WAN
toplogy at the CE Router edge, it is not necessary to run a nulticast
routing protocol and thus M.D Proxy as specified in [ RFC4605] can be
used. The CE Router discovers the hosts via a M.Dv2 Router

i mpl ementation on a LAN interface. A WAN interface of the CE Router
interacts with the Service Provider router by sending M.D Reports and
replying to MLD queries for nulticast G oup nenberships for hosts in
t he hone.

The CE router SHOULD i npl ement M.D Proxy as specified in [ RFC4605].
For the routed topol ogy shown in Figure 1, each router inplenents a
M.D Proxy. |If the CE router inplenments M.D Proxy, the requirenents
on the CE Router for M.D Proxy are |isted bel ow

WAN r equi renents, M.D Proxy:
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WWD-1: Consistent with [ RFC4605], the CE router MJST NOT inpl enment
the router portion of M.Dv2 for the WAN interface.

LAN requi renments, M.D Proxy:

LMM.D-1: The CPE Router MJST foll ow the nodel described for M.D
Proxy in [RFC4605] to inplenment nulticast.

LMWLD-2: Consistent with [ RFC4605], the LAN interfaces on the CPE
router MUST NOT inplement an M.Dv2 Milticast Listener

LAN requirenments:

LM1: If the CE Router has bridging configured between the LAN
interfaces, then the LAN interfaces MJST support snooping of
M.D [ RFC3810] nessages.

5.3. ND Proxy
LAN requi rement s

LNDP-1: If the CE Router has only one /64 prefix to be used across
multiple LAN interfaces and the CE Router supports any two
LAN i nterfaces that cannot bridge data between them because
the two interfaces have disparate MAC | ayers, then the CE
Rout er MJST support Proxyi ng Nei ghbor Advertisenents as
specified in Section 7.2.8 of [ RFC4861]. |If any two LAN
i nterfaces support bridging between the interfaces, then
Pr oxyi ng Nei ghbor Advertisenments is not necessary between
the two interfaces. Legacy 3GPP networks have the foll ow ng
requirenents:

1. No DHCPv6 prefix is delegated to the CE Router

2. Only one /64 is available on the WAN | i nk

3. The link types between the WAN i nterface and LAN
interface(s) are disparate and, therefore, can’t be
bri dged.

4. No NAT66 is to be used.

5. Each LAN interface needs global connectivity.

6. Uses SLAAC to configure LAN interface addresses.

For these | egacy 3GPP networks, the CPE Router MJST support
ND Proxy between the WAN and LAN interface(s). |If a CE
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Router will never be deployed in an environment with these
characteristics, then ND Proxy is not necessary.

5.4. Prefix Delegation on LAN interface(s) (Mre details are TBD)

This section is only applicable to a CE Router with at | east one LAN
interface. The LAN interface(s) are del egated prefixes subnetted
fromthe del egated prefix acquired by the WAN interface and the ULA
prefix. After the CE router has assigned prefixes for all of its
internally defined needs (its interfaces and any other purposes
defined inits internal logic), any |leftover prefixes are avail able
for delegation. Any automated prefix del egation nmechanismis TBD

5.5. Routed network behavi or(General Cases TBD)
CPE Rout er Behavior in a routed network:

R-1: One exanple of the CPE Router use in the hone is shown bel ow
The home has a broadband nodem conbined with a CPE Router, all
in one device. The LAN interface of the device is connected to
anot her standal one CPE Router that supports a w reless access
point. To support such a network, this docunment recomends
usi ng prefix delegation of the prefix obtained either via |A PD
fromWAN interface or a ULA fromthe LAN interface . The
network interface of the downstreamrouter nmay obtain an | A_PD
via stateful DHCPv6. |If the CPE router supports the routed
networ k through automatic prefix del egation, the CPE router
MUST support a DHCPv6 server or DHCPv6 relay agent. Further
if an A PDis used, the Service Provider or user MJST allocate
an | A PD or ULA prefix short enough to be del egated and
subsequently used for SLAAC. Therefore, a prefix length
shorter than /64 is needed. The CPE Router MAY support and | GP
in the hone network.

[------- S \ e +e- - \
SP <--+ Modem | CPE Router +--+ CPE Router | WAP + --> PC
\----- - - SEEEEE PR / [ e /

WAP = Wreless Access Point

Fi gure 2.
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5.6. Transition Technol ogi es Support
5.6.1. Dual-Stack(DS)-Lite

Even as users nmigrate fromIPv4d to | Pv6 addressing, a significant
percentage of Internet resources and content will remain accessible
only through IPv4. Al so, nmany end-user devices will only support

I Pv4. As a consequence, Service Providers require mechanisnms to

al | ow custonmers to continue to access content and resources using

I Pv4 even after the last | Pv4 allocations have been fully depl et ed.
One technol ogy that can be used for |Pv4 address extension is DS
Lite.

DS-Lite enables a Service Provider to share | Pv4 addresses anong
mul tiple customers by conbining two well-known technologies: IPin IP
(I Pv4-in-1Pv6) tunneling and Carrier Grade NAT. Morre specifically,
Dual - St ack-Lite encapsulates IPv4 traffic inside an | Pv6 tunnel at
the Pv6 CE Router and sends it to a Service Provider Address Family
Transl ation Router (AFTR). Configuration of the IPv6 CE Router to
support IPv4 LAN traffic is outside the scope of this docunent.

The 1 Pv6 CE Router SHOULD inplenent DS-Lite functionality as
specified in [I-D.ietf-softwi re-dual -stack-lite].

WAN requi rement s:

DLW1: To facilitate |IPv4 extension over an IPv6 network, if the CE
Rout er supports DS-Lite functionality, the CE Router WAN
interface MUST inplenent a B4 Interface as specified in
[I-Dietf-softwire-dual -stack-lite].

DLW2: |If the IPv6 CE Router inplenments DS-Lite functionality, the
CE Router MJUST support using a DS-Lite DHCPv6 option
[I-D.ietf-softwire-ds-lite-tunnel-option] to configure the
DS-Lite tunnel. The IPv6 CE Router MAY use ot her mechani sns
to configure DS-Lite paranmeters. Such nmechani sns are outside
the scope of this docunent.

DLW 3: 1Pv6 CE Router MJUST NOT perform | Pv4 Network Address
Transl ation (NAT) on IPv4 traffic encapsul ated using DS-Lite.

DLW4: |If the IPv6 CE Router is configured with an non-RFC1918 | Pv4

address on its WAN interface, the IPv6 CE Router MJST disabl e
the DS-Lite B4 el enent.
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DLW5: |If DS-Lite is operational on the IPv6 CE Router, mnulticast
data MJUST NOT be sent on any DS-Lite tunnel.

5.6.2. 6rd

The I Pv6 CE Router can be used to offer IPv6 service to a LAN, even
when the WAN access network only supports | Pv4. One technol ogy that
supports I Pv6 service over an |IPv4 network is I Pv6 Rapi d Depl oynent
(6rd). 6rd encapsulates IPv6 traffic fromthe end user LAN inside

I Pv4 at the I Pv6 CE Router and sends it to a Service Provider Border
Relay (BR). The |IPv6 CE Router calculates a 6rd del egated | Pv6
prefix during 6rd configuration, and sub-del egates the 6rd del egated
prefix to devices in the LAN.

The 1 Pv6 CE Router SHOULD i nplenment 6rd functionality as specified in
[ RFC5969] .

6rd requirenents:

6RD-1: If the IPv6 CE Router inplements 6rd functionality, the CE
Rout er WAN interface MJST support at |east one 6rd Virtual
Interface and 6rd CE functionality as specified in [ RFC5969].

6RD-2: If the IPv6 CE Router inplenents 6rd CE functionality, it
MUST support using the 6rd DHCPv4 Option (212) for 6rd
configuration. The IPv6 CE Router MAY use ot her mechani snms
to configure 6rd paraneters. Such nmechani sns are outside the
scope of this docunent.

6RD-3: If 6rd is operational on the IPv6 CE Router, multicast data
MUST NOT be sent on any 6rd tunnel.

5.6.3. Transition Technol ogi es Coexi st ence

Run the following four in parallel to provision CPE router
connectivity to the Service Provider:

1. Initiate | Pv4 address acquisition.

2. Initiate IPv6 address acquisition as specified by
[I-D.ietf-v6ops-ipv6-cpe-router].

3. If 6rd is provisioned, initiate 6rd.
4. If DS-Lite is provisioned, initiate DS-Lite.

The default route for I Pv6 through the native physical interface
shoul d have preference over the 6rd tunnel interface. The default

Si ngh, et al. Expires April 28, 2011 [ Page 10]



Internet-Draft I Pv6 CE router Advanced requirenents Cct ober 2010

route for I Pv4 through the native physical interface should have
preference over the DS-Lite tunnel interface.

5.7. Quality O Service
Q 1: The CPE router MAY support differentiated services [RFC2474].
5.8. Unicast Data Forwarding

The null route introduced by the WPD-6 requirenent in
[I-D.ietf-v6ops-ipv6-cpe-router] has | ower precedence than other
routes except for the default route.

5.9. ZeroConf

The CE Router MAY support manual configuration via the web using a
URL string like http://router.local as per multicast DNS (nDNS).
Zero-configuration is vendor-dependent.

6. Security Considerations

None.
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