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1. Introduction

Wth NAT devi ces becom ng increasingly nore preval ent, there have
recently been many tunneling protocols devel oped that go through NAT
devices or firewalls by tunneling over UDP or TCP. For exanpl e,
Teredo [ RFC4380], L2TPv2 [RFC2661], and L2TPv3 [ RFC3931] all tunne

| P packets over UDP. Simlarly, many SSL VPN sol utions that tunne

| P packets over HITP (and hence over TCP) are depl oyed today.

Thi s docunent di scusses security concerns with tunneling | P packets,
and i ncl udes reconmendati ons where rel evant.

The primary intent of this docunment is to help inprove security
depl oynents using tunnel protocols. |In addition, the docunent ains
to provide information that can be used in any new or updated tunne
protocol specification. The intended audi ence of this docunent
i ncl udes network administrators and future protocol devel opers.

2. Tunnels May Bypass Security
2.1. Network Security Bypass
2.1.1. Problem

Tunneled IP traffic may not receive the intended | evel of inspection
or policy application by network-based security devices unl ess such
devices are specifically tunnel-aware. This reduces defense in depth
and nay cause security gaps. This applies to all network-Iocated
devices and to any end-host based firewalls whose existing hooking
mechani sm(s) woul d not show themthe | P packet stream after the
tunnel client does decapsul ation or before it does encapsul ation

2.1.2. Discussion

Evasion by tunneling is often a problem for network-based security
devi ces such as network firewalls, intrusion detection and prevention
systens, and router controls. To provide such functionality in the
presence of tunnels, the devel oper of such devices nust add support
for parsing each new protocol. There is typically a significant |ag
bet ween when the security devel oper recognizes that a tunnel will be
used (or will be renotely usable) to a significant degree and when
the parsing can be inplenented in a product update, the update tested
and rel eased, and customers begin using the update. Late changes in
the protocol specification or in the way it is inplenmented can cause
addi tional delays. This becones a significant security concern when
a delay in applied coverage is occurring frequently. One way to cut
down on this lag is for security developers to follow the progress of
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new | ETF protocols but this will still not account for any new
proprietary protocols.

For exanple, for L2TP or Teredo, an unaware network security device
woul d i nspect or regulate the outer IP and the | P-based UDP | ayer as
normal, but it would not recognize that there is an additional IP

| ayer contained inside the UDP payload to which it needs to apply the
same controls as it would to a native packet. (O course, if the
devi ce discards the packet due to something in the IP or UDP header
such as referring to an unknown protocol, the enbedded packet is no

| onger a concern.) In addition, if the tunnel does encryption, the
net wor k- based security device may not be able to do much, just as if

| Psec end-to-end encryption were used w thout tunneling.

Net wor k security controls being not applied nust be a concern to
those that set themup, since those controls are supposed to provide
an additional |ayer of defense against external attackers. |If
network controls are being bypassed due to the use of tunneling, the
strength of the defense (i.e. the nunber of |layers of defense) is
reduced. Since security administrators may have a significantly
reduced | evel of confidence without this |ayer, this becones a
concern to them

One inplication of the security control bypass is that defense in
dept h has been reduced, perhaps down to zero unless a local firewall
is in use as recomended in [ RFC4380]. However, even if there are
host - based security controls that recognize tunnels, security

adm nistrators may not have configured themwth full security
control parity, even if all controls that were nmintained by the
network are available on the host. Thus there may be gaps in desired
cover age

Conpounding this is that, unlike what would be the case for native

I P, some network administrators will not even be aware that their
hosts are globally reachable, if the tunnel provides connectivity to/
fromthe Internet; for exanple, they nay not be expecting this for
hosts behind a stateful firewall. |In addition, Section 3.2 discusses
how it may not be efficient to find all tunneled traffic for network
devi ces to exam ne

2.1.3. Recommendati ons

Security adm nistrators who do not consider tunneling an acceptable
ri sk shoul d disable tunnel functionality either on the end-nodes
(hosts) or on the network nodes at the perineter of their network.
However, there may be an awareness gap. Thus, due to the possible
negative security consequences, tunneling functionality should be
easy to disable on the host and through a central managenent facility
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if one is provided.

To m nimze security exposure due to tunnels, we reconmend that a
tunnel be an interface of last resort, independent of |P version
Specifically, we suggest that when both native and tunnel ed access to
a renote host is available, that the native access be used in
preference to tunnel ed access except when the tunnel endpoint is
known to not bypass security (e.g., an IPsec tunnel to a gateway
provi ded by the security admnistrator of the network). This should
al so pronote greater efficiency and reliability.

Note that although Rule 7 of [RFC3484] section 6 will prefer native
connectivity over tunnels, this rule is only a tie-breaker when a
choice is not nade by earlier rules; hence tunneling nechanisns that
are tied to a particular range of |IP address space will be decided
based on the prefix precedence. For exanple, using the prefix policy
mechani sm of [ RFC3484] section 2.1, Teredo might have a precedence of
5 so that native IPv4 is preferred over Teredo

2.2. IP Ingress and Egress Filtering Bypass
2.2.1. Problem

| P addresses inside tunnels are not subject to ingress and egress
filtering in the network they tunnel over, unless extraordinary
measures are taken. Only the tunnel endpoints can do such filtering.

2.2.2. Discussion

Ingress filtering (sanity-checking incom ng destination addresses)
and egress filtering (sanity-checki ng outgoing source addresses) are
done to mitigate attacks and to nake it easier to identify the source
of a packet and are considered to be a good practice. e.g. ingress
filtering at the network perineter should not allow packets with a
source address that belongs to the network to enter the network from
the outside the network. This function is nost naturally (and in the
general case, by requirenent) done at network boundaries. Tunnel ed
IP traffic bypassing this network control is a specific case of
Section 2.1, but is illustrative.

2.2.3. Recommendati ons

Tunnel servers can apply ingress and egress controls to tunneled IP
addr esses passing through themto and fromtunnel clients.

Tunnel clients could make an effort to conduct ingress and egress
filtering.
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2. 3.

2

2. 3.

2

3.

I mpl ement ati ons of protocols that enbed an | Pv4 address in a tunnel ed
| Pv6 address directly between peers should performfiltering based on
checki ng the correspondence.

| npl enent ati ons of protocols that accept tunnel ed packets directly
froma server, relay or protocol peer do filtering the same way as it
woul d be done on a native link with traffic froma router

Sone protocols such as 6to4 [ RFC3056], Teredo, and | SATAP [ RFC5214]
al | ow both other hosts and a router over a common tunnel. To perform
host - based filtering with such protocols a host would need to know
the outer |IP address of each router fromwhich it could receive
traffic, so that packets from hosts beyond the router will be
accepted even though the source address would not enbed the router’s

| P address. Router addresses mght be | earned via Secure Nei ghbor

Di scovery (SEND) [RFC3971] or some other nechanism (e.g., [RFC5214]
section 8.3.2).

Source Routing After the Tunnel dient
.1. Problem

If the encapsul ated | P packet specifies source routing beyond the
reci pient tunnel client, the host may forward the | P packet to the
speci fied next hop. This nmay be unexpected and contrary to

adm ni strator wi shes and may have bypassed network-based source
routing controls.

2. Discussion

A detailed discussion of issues related to source routing can be
found in [ RFC5095] and [ SECA-IP].

. 3. Recommendati ons

Tunnel clients should by default discard tunneled |IP packets that
specify additional routing, as recomended in [ RFC5095] and

[ SECA-1P], though they may al so all ow the user to configure what
source routing types are allowed. Al pre-existing source routing
controls should be upgraded to apply these controls to tunneled IP
packets as well.

Chal l enges in Inspecting and Filtering Content of Tunnel ed Data
Packet s
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3.1. Inefficiency of Selective Network Filtering of Al Tunnel ed
Packet s

3.1.1. Problem

There is no mechanismto both efficiently and inmmediately filter al
tunnel ed packets (other than the obviously faulty method of filtering
all packets). This limts the ability to prevent tunnel use on a

net wor k.

3.1.2. Discussion

G ven concerns about tunnel security or a network’s |ack of
preparedness for tunnels, a network adm nistrator may wi sh to sinply
bl ock all use of tunnels that bypass security policies. He or she
may wi sh to do so using network controls; this could be either due to
not having the capability to disable tunneling on all hosts attached
to the network or due to wanting an extra | ayer of prevention

One sinple nmethod of doing this easily for many tunnel protocols is
to bl ock outbound packets to the UDP or TCP port used (e.g.
destination UDP port is 3544 for Teredo, UDP port 1701 for L2TP,
etc.). This prevents a tunnel client fromestablishing a new tunnel
However, existing tunnels will not necessarily be affected if the

bl ocked port is used only for initial setup. In addition, if the
bl ocking is applied on the outside of the client’s NAT device, the
NAT device will retain the port mapping for the client. In sone

cases, however, blocking all traffic to a given outbound port (e.g.
port 80) may interfere with non-tunneled traffic so this should be
used with caution.

Another sinple alternative, if the tunnel server addresses are well -
known, is to filter out all traffic to/fromsuch addresses.

The ot her approach is to find all packets to block in the sane way as
woul d be done for inspecting all packets (Section 3.2). However

this faces the difficulties in terns of efficiency of filtering, as

i s discussed there.

3.1.3. Recommendati ons
Devel opers of protocols that tunnel over UDP or TCP (including HTTP)
to reach the Internet should disable their protocols in networks that
wi sh to enforce security policies on the user traffic. (Wndows, for
exanpl e, disables Teredo by default if it detects that it is within
an enterprise network that contains a Wndows domain controller.)

Admi ni strators of such networks nay wish to filter all tunnel ed

Kri shnan, et al. Expires April 28, 2011 [ Page 7]



Internet-Draft Tunnel i ng Security Concerns Cct ober 2010

3.

3.

3.

traffic at the boundaries of their networks. It is sufficient to
filter out the tunneled connection requests (if they can be
identified) to stop further tunneled traffic. The easiest nechani sm
for this would be to filter out outgoing traffic sent to the
destination port defined by the tunneling protocol, and inconi ng
traffic with that source port. Simlarly, in certain cases, it is

al so possible to use the IP protocol field to identify and filter
tunnel ed packets. e.g. 6to4 [RFC3056] is a tunneling nechani smthat
uses the | Pv4 packets to carry encapsul ated |1 Pv6 packets, and can be
identified by the I Pv4 protocol type 41.

2. Problens with deep packet inspection of tunneled data packets
2.1. Problem

There is no efficient mechani smfor network-based devices, which are
not the tunnel endpoint, to inspect the contents of all tunneled data
packets, the way they can for native packets. This makes it

difficult to apply the sane controls as they do to native IP

2. 2. Di scussi on

Sone tunnel protocols are easy to identify, such as if all data
packets are encapsul ated using a well-known UDP or TCP port that is
uni que to the protocol

O her protocols, however, either use dynam c ports for data traffic,
or else share ports with other protocols (e.g., tunnels over HITP)

The inplication of this is that network-based devices that wish to
passi vely inspect (and perhaps selectively apply policy to) al
encapsul ated traffic nust inspect all TCP or UDP packets (or at |east
all packets not part of a session that is known not to be a tunnel).
This is inperfect since a heuristic nust then be applied to determ ne
if a packet is indeed part of a tunnel. This nay be too slow to nake
use of in practice, especially if it nmeans that all TCP or UDP
packets must be taken off of the device's "fast path".

One heuristic that can be used on packets to determine if they are
tunnel -related or not is as follows. For each known tunnel protocol
attenpt parsing the packet as if it were a packet of that protocol
destined to the local host (i.e., where the local host has the
destination address in the inner IP header, if any). |If all syntax
checks pass, up to and including the inner |IP header (if the tunne
doesn’t use encryption), then treat the packet as if it is a tunnel ed
packet of that protocol

It is possible that non-tunnel packets will match as tunnel ed using
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this heuristic, but tunnel ed packets (of the known types of tunnels)
shoul d not escape inspection, absent inplenentation bugs.

For some protocols, it may be possible to nonitor setup exchanges to
know to expect that data will be exchanged on certain ports |ater
(Note that this does not necessarily apply to Teredo, for exanple,
since comunicating with another Teredo client behind a cone NAT

[ RFC5389] devi ce does not require such signaling. In such cases this
control will not work. However, deprecation of the cone bit as

di scussed in [RFC5991] neans this technique nmay i ndeed work with
updat ed Teredo i npl enentations.)

3.2.3. Recommendati ons

As illustrated above, it should be clear that inspecting the contents
of tunnel ed data packets is highly conplex and often inpractical

For this reason, if a network wishes to nonitor IP traffic, tunneling
across, as opposed to tunneling to, the security boundary is not
recomended. For example, to provide an I Pv6 transition sol ution

the network shoul d provide native |Pv6 connectivity or a tunne
solution (e.g., |SATAP or 6over4) that encapsul ates data packets

bet ween hosts and a router within the network.

I ncreased Exposure Due to Tunneling
.1. NAT Holes Increase Attack Surface
.1.1. Problem

If the tunnel allows inbound access fromthe public Internet, the
opening created in a NAT device due to a tunnel client increases its
Internet attack surface area. |If vulnerabilities are present, this
i ncreased exposure can be used by attackers and their prograns.

If the tunnel allows inbound access only froma private network
(e.g., arenote network to which one has VPN ed), the opening created
in the NAT device still increases its attack surface area, although
not as nuch as in the public Internet case.

.1.2. Discussion

When a tunnel is active, a mapped port is naintained on the NAT

devi ce through which rempte hosts can send packets and perhaps
establish connections. The follow ng sequence is intended to sketch
out the processing on the tunnel client host that can be reached
through this mapped port; the actual processing for a given host may
be sonmewhat different.
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1. Link-layer protocol processing

2. (Quter) IP host firewall processing

3. (CQuter) IP processing by stack

4. UDP/ TCP processing by stack

5. Tunnel client processing

6. (lnner) IP host firewall processing

7. (lnner) IP processing by stack

8. Various upper |ayer processing may foll ow

The inner firewall (and other security) processing may or nay not be
present, but if it is, sone of the inner |IP processing nay be
filtered. (For exanple, [RFC4380] section 7.1 reconmmends that an

I Pv6 host firewall be used on all Teredo clients.)

(By the virtue of the tunnel being active, we can infer that the
inner host firewall is unlikely to do any filtering based on the
outer IP.) Any of this processing may expose vulnerabilities an
attacker can exploit; sinmlarly these may expose information to an
attacker. Thus, even if firewall filtering is in place (as is
prudent) and filters all incom ng packets, the exposed area is |arger
than if a native IP Internet connection were in place, due to the
processing that takes place before the inner IP is reached
(specifically, the UDP/ TCP processing, the tunnel client processing,
and additional |P processing, especially if one is IPv4 and the other
is | Pv6).

One possibility is that a layer 3 targeted worm nakes use of a
vulnerability in the exposed processing. The main benefit tunneling
provides to worns is enabling L3 reachability to the end host. Even
a thoroughly firewall ed host could be subject to a wormthat spreads
with a single UDP packet if the right renpte code vulnerability is
present.

4.1.3. Recommendations

This probl em seens inherent in tunneling being active on a host, so
the solution seens to be to mininize tunneling use.

For exanple, it can be active only when it is really needed and only

for as long as needed. So, the tunnel interface can be initially not
configured and only used when it is entirely the last resort. The
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interface should then be deactivated (ideally, automatically) again
as soon as possible. Note however that the hole will remain in the
NAT device for sonme anpbunt of time after this, so sone processing of
i ncom ng packets is inevitable unless the client’s native | P address
behi nd the NAT device is changed.

4.2. Exposure of a NAT Hol e
4.2.1. Problem

Attackers are nore likely to know about a tunnel client’s NAT hol e
than a typical hole in the NAT device. |If they know about the hole,
they could try to use it.

4.2. 2. Di scussi on

There are at |east three reasons why an attacker nmay be nore |ikely
to learn of the tunnel client’s exposed port than a typical NAT
exposed port:

1. The NAT mapping for a tunnel is typically held open for a
significant period of tine, and kept stable. This increases the
chance of it being discovered.

2. In sone protocols (e.g., Teredo), the external |IP address and
port are contained in the client’s address that is used end-to-
end and possibly even advertised in a nane resolution system
Whil e the tunnel protocol itself might only distribute this
address in | P headers, peers, routers, and other on-path nodes
still see the client’s I P address. Although this point does not
apply directly to protocols (e.g., L2TP) that do not construct
the inner | P address based on the outer |IP address, the inner IP

address is still known to peers, routers, etc. and can still be
reached by attackers w thout knowi ng the external |P address or
port.

3. The tunnel protocol often contains nore nessages that are
exchanged and with nore parties (e.g., due to a |longer path
I ength) than without using the tunnel, offering nore chance for
visibility into the port and address in use.

4.2.3. Recommendations

The recommrendations from Section 4.1 seemto apply here as well:
m nimze tunnel use.
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4.3. Public Tunnels Wden Holes in Restricted NATs
4. 3. 1. Pr obl em

Tunnel s that allow inbound connectivity fromthe Internet (e.qg.
Teredo, tunnel brokers, etc) essentially disable the filtering
behavi or of the NAT for all tunnel client ports. This elimnates NAT
devices filtering for such ports and may elimnate the need for an
attacker to spoof an address.

4.3.2. Discussion

NATs that inplenment Address-Dependent or Address and Port - Dependent
Filtering [RFC4787] linmt the source of incom ng packets to just
those that are a previous destination. This poses a problemfor
tunnels that intend to all ow i nbound connectivity fromthe Internet.

Various protocols (e.g., Teredo, STUN [ RFC5389], etc.) provide a
facility for peers, upon request, to beconme a previous destination
This works by sending a "bubbl e" packet via a server, which is passed
to the client, and then sent by the client (through the NAT) to the
ori gi nator.

This renoves any NAT-based barrier to attackers sendi ng packets in
through the client’s service port. |In particular, an attacker would
no longer need to either be an actual previous destination or to
forge its addresses as a previous destination. Wen forging, the
attacker would have had to | earn of a previous destination and then
woul d face nore challenges in seeing any returned traffic.

4.3.3. Recommendations
If the tunnel can provide connectivity to the Internet, the tunne
client should run a host firewall on the tunnel interface. Al so,
m nimzing public tunnel use (see Section 4.1.3) would | ower the
attack opportunity related to this exposure.

5. Tunnel Address Concerns

5.1. Feasibility of Guessing Tunnel Addresses

5.1.1. Problem
For some types of tunneling protocols, it may be feasible to guess IP
addresses assigned to tunnels, either when |ooking for a specific

client or when | ooking for an arbitrary client. This is in contrast
to native | Pv6 addresses in general, but is no worse than for native
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| Pv4 addresses today.

For exanple, sone protocols (e.g., 6to4 and Teredo) use well-defined
address ranges. As another exanple, using well-known public servers
for Teredo or tunnel brokers also inplies using a well known address
range.

5.2. Profiling Targets Based on Tunnel Address
5.2.1. Problem

An attacker encountering an address associated with a particul ar
tunneling protocol or well-known tunnel server has the opportunity to
infer certain relevant pieces of information that can be used to
profile the host before sending any packets. This can reduce the
attacker’s footprint and increase the attacker’s efficiency.

5.2.2. Discussion

The tunnel address reveals sone informati on about the nature of the
client.

o That a host has a tunnel address associated with a given protoco
means that the client is running on some platformfor which there
exists a tunnel client inplenentation of that protocol. In
addition, if some platforns have that protocol installed by
default and where the host’s default rules for using it nake it
susceptible to being in use, then it is nore likely to be running
on such a platformthan on one where it is not used by default.
For exanple, as of this witing, seeing a Teredo address suggests
that the host it is on is probably running W ndows.

o Simlarly, the use of an address associated with a particul ar
tunnel server al so suggests sone information. Tunnel client
software is often deployed, installed, and/or configured using
sone degree of automation. It seens likely that the majority of
the time the tunnel server that results fromthe initia
configuration will go unchanged fromthe initial setting.
Moreover, the server that is configured for use nmay be associ ated
with a particular neans of installation, which often suggests the
platform For exanple, if the server field in a Teredo address is
one of the | Pv4 addressees to which teredo.ipv6.nicrosoft.com
resol ves, it suggests that the host is runni ng Wndows.

0 The external |Pv4 address of a NAT device can of course be readily
associated with a particular organization or at |east an ISP, and
hence putting this address in an | Pv6 address reveals this
i nformati on. However, this is no different than using a native IP
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address, and hence is not new wi th tunneling.

o It is also possible that external client port nunbers may be nore
often associated with particular client software or the platform
on which it is running. The usefulness of this for platform
determination is, however, reduced by the different NAT port
number assi gnment behaviors. |In addition, the same observations
woul d apply to use of UDP or TCP over native IP as well, and hence
this is not new wi th tunneling.

The platform tunnel client software, or organization infornmation can
be used by an attacker to target attacks nore carefully. For

exanpl e, an attacker may decide to attack an address only if it is
likely to be associated with a particular platformor tunnel client
software with a known vul nerability. (This is simlar to the ability
to guess sone platforns based on the QU in the EU -64 portion of an
| Pv6 address generated froma MAC address, since sone platforns are
comonly used with interface cards from particul ar vendors.)

5.2.3. Recommendat i ons

If installation prograns randomnm zed the server setting, that would
reduce the extent to which they can be profiled. Simlarly,

adm ni strators can choose to change the default setting to reduce the
degree to which they can be profiled ahead of tine.

Random zing the tunnel client port in use would mtigate any
profiling that can be done based on the external port, especially if
multiple different tunnel clients did this. Further discussion on
random zi ng ports can be found at [TSV-PORT].

It is recomended that tunnel protocols mnimze the propagation of
know edge about whether the NAT is a cone NAT.

6. Additional Security Concerns

6.1. Attacks Facilitated By Changi ng Tunnel Server Setting

6.1.1. Problem
If an attacker could either change a tunnel client’s server setting
or change the I P addresses to which a configured host nane resol ves
(e.g., by intercepting DNS queries) AND the tunnel is not
aut henticated, it would let the attacker becone a man in the mddle.

This would allow themto at |east nonitor peer communication and at
worst to inpersonate the renote peer
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6.1.2. Discussion

A client’s server has good visibility into the client’s conmunication
with P peers. |If the server were switched to one that records this
informati on and nmakes it available to third parties (e.qg.

advertisers, conpetitors, spouses, etc.) then sensitive infornmation
woul d be disclosed, especially if the client’s host prefers the
tunnel over native IP. Assunming the server provides good service,
the user woul d not have reason to suspect the change.

Full interception of IP traffic could also be arranged (including
pharm ng) which would all ow any nunber of deception or nonitoring
attacks including phishing. W illustrate this with an exanple

phi shing attack scenari o.

It is often assuned that the tunnel server is a trusted entity. It
may be possible for nalware or a nalicious user to quietly change the
client’s tunnel server setting and have the user be unaware their
trust has been nisplaced for an indefinite period of time. However,
mal ware or a malicious user can do much worse than this, so this is
not a significant concern. Hence it is only inportant that an
attacker on the network cannot change the client’s server setting.

1. A phisher sets up a nalicious tunnel server (or tanpers with a
legitimate one). This server, for the nost part, provides
correct service

2. An attacker, by sone neans, switches the host’s tunnel server
setting, or spoofs a DNS reply, to point to the above server. |If
neither DNS nor the tunnel setup is secured (i.e., if the client
does not authenticate the information), then the attacker’s
tunnel server is seen as legitimte.

3. A user on the victimhost types their bank’s URL into his/her
br owser.

4. The bank’s hostnane resolves to one or nore | P addresses and the
tunnel is selected for socket connection for whatever reason
(e.g., the tunnel provides |IPv6 connectivity and the bank has an
| Pv6 address).

5. The tunnel client uses the server for help in connecting to the
bank’s | P address. Some tunneling protocols use a separate
channel for signaling vs data, but this still allows the server
to place itself in the data path by an appropriate signal to the
client. For exanple, in Teredo, the client sends a ping request
through a server which is expected to cone back through a data
relay, and a malicious server can sinply send it back itself to
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indicate that is a data relay for the comunication

6. The rest works pretty much |ike any normal phishing transaction
except that the attacker acts as a tunnel server (or data relay,
for protocols such as Teredo) and a host with the bank’s IP
address.

This pharming type attack is not unique to tunneling. Sw tching DNS
server settings to a nmalicious DNS server or DNS cache poisoning in a
recursive DNS resolver could have a sinilar effect.

6.1.3. Recommendati ons

In general, anti-phishing and anti-fraud provisions should help with
aspects of this, as well as software that specifically nonitors for
tunnel server changes.

Perhaps the best way to mitigate tunnel-specific attacks is to have
the client either authenticate the tunnel server, or at |east the
means by which the tunnel server’s IP address is determ ned. For
exanpl e, SSL VPNs use https URLs and hence authenticate the server as
bei ng the expected one. Another nechanism when | Pv6 Router
Advertisenments are sent over the tunnel is to use SEcure Nei ghbor

Di scovery (SEND) [RFC3971] to verify that the client trusts the
server.

On the host, it should require an appropriate level of privilege in
order to change the tunnel server setting (as well as other non-
tunnel -specific settings such as the DNS server setting, etc.).
Making it easy to see the current tunnel server setting (e.g., not
requiring privilege for this) should hel p detection of changes.

The scope of the attack can al so be reduced by linmting tunneling use
in general but especially in preferring native IPv4 to tunnel ed |Pv6;
this is because it is reasonable to expect that banks and similar web
sites will continue to be accessible over IPv4 for as long as a
significant fraction of their custoners are still IPv4-only. Please
refer to Section 3 of [TUNNEL-LOOPS] for a detailed description and
mtigation nmeasures for a class of attacks based on |IPv6 automatic

t unnel s.

7. Mechanisnms to secure the use of tunnels
Thi s docunment described several security issues with tunnels. This
does not nean that tunnels need to be avoided at any cost. On the

contrary, tunnels can be very useful if deployed, operated and used
properly. The threats against |IP tunnels are docunented here. |If
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10.

11.

the threats can be nitigated, network administrators can efficiently
and securely use tunnels in their network. Several measures can be
taken in order to secure the operation of IPv6 tunnels:

0 Operating on-prem se tunnel servers/relays so that the tunneled
traffic does not cross border routers.

0 Setting up internal routing to steer traffic to these servers/
rel ays

0 Setting up of firewalls [RFC2979] to allow known and controllable
tunnel i ng mechani sms and di sal | ow unknown tunnel s.
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