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Abst ract

On inter-router point-to-point links, it is useful for security and
other reasons, to use 127-bit I Pv6 prefixes. Such a practice
parallels the use of 31-bit prefixes in | Pv4 [RFC3021]. This
docunent specifies notivation and usages of 127-bit |1Pv6 prefix

| engths on inter-router point-to-point |inks.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 11, 2011

Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Conventions Used In This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. I nt roduction

[ RFC4291] specifies that interface IDs for all unicast address,

except those that start with the binary value 000, are required to be
64 bits long and to be constructed in Mdified EU-64 format. In
addition, it defines the Subnet-Router anycast address, which is

i ntended to be used for applications where a node needs to

communi cate with any one of the set of routers on a link

Sone operators have been using 127-bit prefixes, but this has been

di scouraged due to conflicts with Subnet-Router anycast [RFC3627].
However, using 64-bit prefixes creates security issues which are
particularly problematic on inter-router |links, and there are other
valid reasons to use prefixes longer than 64 bits, in particular /127
(see Section 5).

Thi s docunent provides rationale for using 127-bit prefix | engths,
reeval uates the reasons why doi ng so was consi dered harnful, and
specifies how /127 prefixes can be used on inter-router |inks
configured for use as point-to-point |inks.

3. Scope O This Meno

This docunment is applicable to cases where operators assign specific
addresses on inter-router point-to-point links and do not rely on
link-1ocal addresses. Many operators assign specific addresses for
pur poses of network nonitoring, reverse DNS resol ution for traceroute
and ot her managenent tools, EBGP peering sessions, and so on.

For the purposes of this docunent, an inter-router point-to-point
link is alink to which only two routers and no hosts are attached.
This may include Ethernet |inks which are configured to be point-to-
point. In such cases, there is no need to support Nei ghbor D scovery
for address resolution, and other general scenarios like the use of
statel ess address autoconfiguration are not rel evant.

Li nks between a router and a host, or links to which both routers and
hosts are attached, are out of scope of this docunent.
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4.

5.

5.

5.

Problems identified with 127-bit prefix lengths in the past

[ RFC3627] discourages the use of 127-bit prefix lengths due to
conflicts with the Subnet-Router anycast addresses, while stating
that the utility of Subnet-Router Anycast for point-to-point links is
quest i onabl e.

[ RFC5375] al so says the usage of 127-bit prefix lengths is not valid
and should be strongly discouraged, but the stated reason for doing
this is to be in conpliance with [ RFC3627].

Though the analyses in the RFCs are correct, operational experience
with | Pv6 has shown that /127 prefixes can be used successfully.

Reasons for using |onger prefixes

There are reasons network operators use |Pv6 prefix |lengths greater
than 64, particularly 127, for inter-router point-to-point |inks.

1. Ping-pong issue

A forwarding |l oop may occur on a point-to-point link with a prefix

I ength shorter than 127. This does not affect interfaces that

per form Nei ghbor Di scovery, but some point-to-point |inks, which uses
medi um such as SONET, do not use Nei ghbor Discovery. As a
consequence, configuring any prefix length shorter than 127 bits on
these links can create an attack vector in the network.

The pingpong i ssue happens in case of IPv4 as well. But due to the
scarcity of |1Pv4 address space, the current practice is to assign

Il ong prefix lengths such as /30 or /31 [RFC3021] on point-to-point
links, thus the problemdid not come to the fore.

The | atest | CMPv6 specification [ RFC4443] nitigates this problem by
specifying that a router receiving a packet on a point-to-point I|ink,
which is destined to an address within a subnet assigned to that same
link (other than one of the receiving router’s own addresses), MJST
NOT forward the packet back on that link. Instead, it SHOULD
generate an | CMPv6 Destination Unreachabl e nessage code 3 in
response. This check is on the forwarding processing path, so it may
have perfornmance inpact.

2.  Nei ghbor Cache Exhaustion issue
As described in Section 4.3.2 of [RFC3756], the use of a 64-bit

prefix length on an inter-router |ink that uses Nei ghbor D scovery
(e.g., Ethernet) potentially allows for denial-of-service attacks on
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the routers on the link

Consi der an Ethernet link between two routers A and B to which a /64
subnet has been assigned. A packet sent to any address on the /64
(except the addresses of A and B) will cause the router attenpting to
forward it to create an new cache entry in state | NCOWLETE, send a
Nei ghbor Solicitation message to be sent on the link, start a
retransmt timer, and so on [ RFC4861].

By sendi ng a continuous stream of packets to a |arge nunber of the
2764 - 3 unassigned addresses on the link (one for each router and
one for Subnet-Router Anycast), an attacker can create a | arge numnber
of nei ghbor cache entries and send a | arge number of Nei ghbor
Solicitation packets which will never receive replies, thereby
consum ng | arge anounts of nenory and processing resources. Sending
the packets to one of the 2724 addresses on the |ink which has the
sane Solicited-Node nulticast address as one of the routers also
causes the victimto spend | arge anobunts of processing tine

di scardi ng usel ess Nei ghbor Solicitation nmessages.

Careful inplementation and rate-limting can limt the inpact of such
an attack, but are unlikely to neutralize it conpletely. Rate-
limting neighbor solicitation messages will reduce CPU usage, and
foll owi ng the garbage-coll ection recomendations in [ RFC4861] will

mai ntain reachability, but if the link is down and nei ghbor cache
entries have expired while the attack is ongoing, legitimate traffic
(for example, BGP sessions) over the link mght never be re-
establ i shed because the routers cannot resolve each others’ |Pv6
addresses to MAC addresses.

This attack is not specific to point-to-point links, but is
particularly harnful in the case of point-to-point backbone |inks,
which may carry | arge anmounts of traffic to many destinations over
| ong di st ances.

Wil e there are a nunber of ways to mitigate this kind of issue,
assigning /127 subnets elimnates it conmpletely.

5.3. Oher reasons

Though address space conservation considerations are | ess inportant
for IPv6 than they are in | Pv4, some operators prefer not to assign
/64s to individual point-to-point Iinks. Instead, they may be able
to number all of their point-to-point links out of a single (or small
nunber of) /64s.
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10.

Recommendat i ons

Rout ers MUST support the assignnent of /127 prefixes on point-to-
point inter-router links.

When assigning and using any /127 prefixes, the follow ng
consi derati ons apply. Some addresses have special neanings, in
particul ar addresses corresponding to reserved anycast addresses.
When assigning prefixes (and addresses) to links, care should be
taken to ensure that addresses reserved for such purposes aren't
i nadvertently assigned and used as uni cast addresses. O herw se,
nodes nay receive packets that they are not intended to receive.
Specifically, assunming that a nunber of point-to-point links will be
nunbered out of a single /64 prefix:
a) Addresses with all zeros in the rightnost 64 bits SHOULD NOT be
assigned as uni cast addresses, to avoid colliding with the Subnet -
Rout er anycast address. [RFC4291]
b) Addresses in which the rightnost 64 bits are assigned the
hi ghest 128 val ues SHOULD NOT be used as uni cast addresses, to
avoid colliding with Reserved Subnet Anycast Addresses. [ RFC2526]
Security Considerations

Section 5.1 and 5.2 discuss about seurity related issues.

| ANA Consi der ati ons

None.

Contributors

Chris Morrow, norrowe@oogl e.com
Pekka Savol a, pekkas@etcore.fi
Rem Despres, remni.despres@ree.fr

Seii chi Kawanura, karamucho@resh. ad.jp

Acknowl edgnent s

We'd |ike to thank Ron Bonica, Pranod Srinivasan, AQivier Vautrin,

Kohno, et al. Expires April 11, 2011 [ Page 6]



Internet-Draft | Pv6 prefixlen p2p Cct ober 2010

Tonoya Yoshida, Warren Kumari and Tatsuya Jinnei for their hel pful
i nput s.

11. References

11.1. Normmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC4291] Hinden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 4291, February 2006.

[ RFC4861] Narten, T., Nordmark, E., Sinpson, W, and H Soliman,
"Nei ghbor Discovery for IP version 6 (I1Pv6)", RFC 4861,
Sept enber 2007.

11.2. Infornmtive References

[ RFC2526] Johnson, J. and S. Deering, "Reserved |Pv6 Subnet Anycast
Addresses”, RFC 2526, March 1999.

[ RFC3021] Retana, A, Wite, R, and V. Fuller, "Using 31-Bit
Prefi xes on | Pv4 Point-to-Point Links", Decenber 2000.

[ RFC3627] Savola, P., "Use of /127 Prefix Length Between Routers
Consi dered Harnful ", RFC 3627, Septenber 2003.

[ RFC3756] N kander, P., Kenpf, J., and E. Nordmark, "IPv6 Nei ghbor
Di scovery (ND) Trust Moddels and Threats", RFC 3756,
May 2004.

[ RFC4443] Conta, A, Deering, S., and M Gupta, "lInternet Control
Message Protocol (ICwvPv6) for the Internet Protocol
Version 6 (I Pv6) Specification", RFC 4443, March 2006.

[ RFC5375] Van de Vel de, G, Popoviciu, C., Chown, T., Bonness, O,

and C. Hahn, "IPv6 Unicast Address Assignnent
Consi derations", RFC 5375, Decenber 2008.

Kohno, et al. Expires April 11, 2011 [ Page 7]



Internet-Draft | Pv6 prefixlen p2p Cct ober 2010

Aut hors’ Addr esses

M ya Kohno

Juni per Networks, Keio University

Shi nj uku Park Tower, 3-7-1 Nishishinjuku
Shi nj uku- ku, Tokyo 163-1035

Japan

Emai | : nmkohno@ uni per. net

Becca Nitzan

Juni per Networks

1194 North Marhil da Avenue
Sunnyval e, CA 94089

USA
Emai | : nitzan@ uni per. net
Randy Bush

Internet Initiative Japan
5147 Crystal Springs

Bai nbri dge Island, WA 98110
USA

Emai | : randy@sg. com

Yoshi nobu Mat suzaki

Internet Initiative Japan

Ji nbocho M tsui Building,

1- 105 Kanda Ji nbo-cho, Tokyo 101-0051
Japan

Email: maz@ij.ad.jp
Lorenzo Colitti

Googl e

1600 Anphitheatre Parkway,
Mountain View, CA 94043
USA

Emai |l : | orenzo@oogl e. com

Kohno, et al. Expires April 11, 2011 [ Page 8]



Internet-Draft | Pv6 prefixlen p2p Cct ober 2010

Thomas Narten
| BM Cor por ati on
3039 Cornwal lis Ave.

PO Box 12195 - BRQA/502 Research Triangle Park, NC 27709-2195
USA

Email : narten@is.i bm com

Kohno, et al. Expires April 11, 2011 [ Page 9]






