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Abst ract

As interest on | Pv6 deploynment is increasing in cellular networks
several migration issues are being raised and | Pv6 prefix managenent
is the one addressed in this docunent. Based on the idea that DHCPv6
servers can nanage prefixes, we address prefix nmanagenent issues such
as the access router offloading del egation and rel ease tasks of the
prefixes to a DHCPv6 server using DHCPv6 Prefix Del egation. The
access router first requests a prefix for an incom ng nobil e node
fromthe DHCPv6 server. The access router may next do statel ess or
stateful address allocation to the nobile node, e.g. with a Router
Advertisenment or using DHCP. W al so describe prefix nmanagenent
usi ng Aut hentication Authorization and Accounting servers.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on August 13, 2012
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1. Introduction
Figure 1 illustrates the key elements of a typical cellular access
network. In a Long Term Evolution (LTE) network, access router is

the packet data network (PDN) gateway [ ThreeGPP23401].

oo +
|- +
| |DHCP | |
+o- - + +o- - + Fom - + - + | | Server| | +------ +
| MN |---|] BS |---+Access+--+Access+-+ Fo----- + +-+Border|
+----- + +----- + | GV | |Router| |IP Network(s)| | Router+-Internet
S R S SR | +------ +
| | B TS +
+----- + +----- + | | - - - - - +
| W |---] BS |------ + | 1A
to---- S + +--- | Server
oo +

Figure 1: Key elenments of a typical cellular network

Mobi |l e node (MN) attaches to a base station (BS) through LTE air
interface. A BS nanages connectivity of UEs and extends connections
to an Access Gateway (GWN, e.g. the serving gateway (S-GWN in an LTE
networ k. The access gateway and the Access Router (AR) are connected
with an I P network. The access router is the first hop router of M\s
and it is in charge of address/prefix management.

Access router is connected to an | P network which is owned by the
operator which is connected to the public Internet via a Border
Router. The network contains servers for subscriber managenent
including Quality of Service, billing and accounting as well as
Dynam ¢ Host Configuration Protocol (DHCP) server [RFC6342].

As to | Pv6 addressing, because nobile network |inks are point-to-
poi nt (p2p) Per-MN interface prefix nodel is used [RFC3314],
[RFC3316]. In Per-MN interface prefix nodel, prefix managenent is an
i ssue.

When an MN attaches an AR, the AR requests one or nore prefixes for
the MN\.  Wen the MN detaches the AR the prefixes should be

rel eased. When the MN becones idle, the AR should hold the prefixes
al | ocat ed.

Thi s docunent describes how to use DHCPv6 Prefix Del egation (PD) in
nmobi | e networks such as networks based on standards devel oped by the
3rd Generation Partnership Project (3GPP) and it could easily be
adopted to Wirldwide Interoperability for Mcrowave Access (W MAX)
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Forumas well. In viewof migration to | Pv6, the nunber of nobile
nodes connected to the network at a given tinme may beconme very high
Tradi tional techniques such as prefix pools are not scalable. In

such cases DHCPv6 PD becones the viable approach to take.
The techni ques described in this docunent have not been approved
either by the | ETF or by 3GPP, except what is described belowin
Section 3.3. This docunment is not a standard or best current
practice. This docunent is published only as a possibility for
consi derati on by operators.
This docunment is useful when address space needs to be nanaged by
DHCPv6- PD. There are obviously ot her means of nanagi ng address
space, including having the AR track internally what address space is
used by what nobil e.

2. Term nol ogy and Acronyns
3GPP 3rd Generation Partnership Project
AAA Aut hentication Authorization and Accounting
AR Access Router
BS Base Station
DHCP Dynani ¢ Host Control Protocol
E- UTRAN Evol ved Uni versal Terrestrial Radio Access Network
GPRS General Packet Radi o Service
LTE Long Term Evol ution
MN Mobil e node
PDN Packet data network
PD Prefix Del egation
p2p Poi nt -t o- poi nt
Serving Gateway S-GW

W MAX Worl dwi de Interoperability for Mcrowave Access
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3. Prefix Del egation Using DHCPv6

Prefix Del egation

February 2012

Access router refers to the cellular network entity that has DHCP

Client.
Gat enay.

3. 1.

According to [ ThreeGPP23401]
So ARis the PDN Gateway in LTE architecture.

DHCP d i ent

is located in PDN

Prefix Request Procedure for Statel ess Address Configuration

There are two function nodules in the AR, DHCP dient and DHCP Rel ay.
DHCP nessages shoul d be relayed if the AR and a DHCP server are not

connected directly,
necessary.

DHCP Server aren’'t connected directly:

Sari kaya, et al.

Solicitation

8 Rout er

otherwi se DHCP relay function in the AR is not
Figure 2 illustrates the scenario that the AR and the

Fom e - + e e e e e e e e + Fom e e e e - - +
| MN | [ AR [ | DHCP Server
R + | DHCP | Relay | R +
| | dient | Agent | |
| e + |
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<o >| |
| |2 Solicit |
| [--------- > Rel ay-f orward
| O >|
| | 3 Relay-reply |
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| | <-o--o-- |
| | 4 Request
| [--------- > Rel ay-f orward
| O >|
| | 5 Relay-reply |
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I
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Figure 2: Prefix

request
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1.

An MN (UE=User Equi pment in 3GPP) performs initial network entry
and aut hentication procedures, a.k.a. attach procedure.

On successful conpletion of Step 1, the ARinitiates DHCP Solicit
procedure to request prefixes for the MN. The DHCP Client in AR
creates and transnits a Solicit nessage as described in sections
17.1.1, "Creation of Solicit Messages" and 17.1.2, "Transm ssion
of Solicit Messages" of [RFC3315]. The DHCP dient in AR that
supports DHCPv6 Prefix Del egation [ RFC3633] creates an ldentity
Associ ation for Prefix Delegation (1A PD) and assigns it an
Identity Association IDentifier (IAID). The client nust include
the 1A PD option in the Solicit nessage. DHCP dient as
Requesting Router nust set prefix-length field to a value |ess
than, e.g. 48 or equal to 64 to request a /64 prefix. Next, the
Rel ay Agent in AR sends Rel ay-Forward nessage to the DHCP Server
encapsul ating Solicit nessage.

The DHCP server sends an Advertise nessage to the AR in the sane
way as described in section 17.2.2, "Creation and transm ssion of
Advertise nmessages" of [RFC3315]. Advertise nessage with | A PD
shows that the DHCP server is capable of del egating prefixes
This message is received encapsul ated in Rel ay- Reply nessage by
the Relay Agent in AR and sent as Advertise nessage to the DHCP
Client in AR

The AR (DHCP dient and Relay Agent) uses the sanme nessage
exchanges as described in section 18, "DHCP Cient-lnitiated
Configuration Exchange" of [RFC3315] and [ RFC3633] to obtain or
update prefixes fromthe DHCP server. The AR (DHCP Client and
Rel ay Agent) and the DHCP server use the A PD Prefix option to
exchange information about prefixes in nuch the same way as | A
Address options are used for assigned addresses. This is
acconpl i shed by the AR sending a DHCP Request nessage and the
DHCP server sending a DHCP Reply nessage.

AR stores the prefix information it received in the Reply
nmessage.

A connection between MN and AR is established and the |ink
becones active. This step conpletes the PDP Context Activation
Procedure in UMIS and PDN connection establishment in LTE

net wor ks.

The MN may send a Router Solicitation message to solicit the AR
to send a Router Advertisenent nessage.

The AR advertises the prefixes received in |A PD option to MN
with router advertisenent (RA) once the PDP Context/PDN
connection is established or in response to Router Solicitation
message sent fromthe M\

4-way exchange between AR as requesting router (RR) and DHCP server
as delegating router (DR) in Figure 2 may be reduced into a two
message exchange using the Rapid Commit option [ RFC3315]. DHCP
Client in AR acting as RRincludes a Rapid Cormit option in the
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Solicit message. DR then sends a Reply nessage containing one or
nmore prefixes.

3.2. Prefix Request Procedure for Stateful Address Configuration

Stateful address configuration requires a different architecture than
shown in Figure 2. There are two function nodules in the AR DHCP
Server and DHCP dient.

After the initial attach is conpleted, a connection to the ARis
established for the MN\. DHCP Cient function at the AR as requesting
router and DHCP server as delegating router follow Steps 2 through 5
of the procedure shown in Figure 2 to get the new prefix for this
interface of MN from Il A PD Option exchange defined in [ RFC3633].

DHCPv6 client at the WMN sends DHCP Request to AR DHCP Server
function at the AR nust use the | A PD option received in DHCP PD
exchange to assign an address to MN. | A PD option nust contain the
prefix. AR sends DHCP Reply nmessage to MN containing | A address
option (1 AADDR). Figure 3 shows the nessage sequence.

MN configures its interface with the address assigned by DHCP server
in DHCP Reply nessage

In Figure 3 AR may be the hone gateway of a fixed network to which M\
gets connected during MN' s handover.
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AR
[ | DHCP | | DHCP

Initial NWEntry
or attach procedure

I I I
I I I
| <o > |
| | DHCP PD exchange |
[ [ simlar to Steps 2-5

| Solicit | of Figure 2 (A PD) |
R R EEEEEEED >| |
|  Advertise | |
| <o | |
| Request | |
|- >| |
I I I
I I I
[ | use prefix in IAPD |
| Reply | to assign | AADDR |
| <---mmmmmmem e | |

Figure 3: Stateful Address Configuration Follow ng PD
3.3. M as Requesting Router in Prefix Del egation

AR may use DHCPv6 prefix del egati on exchange to get a del egated
prefix shorter than /64 by setting prefix-length field to a val ue

|l ess than 64, e.g. 56 to get a /56 prefix. Each newy attaching WN
first goes through the steps in Figure 2 in which AR requests a
shorter prefix to establish a default connection with the M\

MN may next request additional prefixes (/64 or shorter) fromthe AR
usi ng DHCPv6 prefix del egation where MN is the requesting router and
AR is the del egating router [RFC6459], Section 5.3.1.2.6 in

[ ThreeGPP23401]. In this case the call flowis simlar to Figure 3.
Solicit message nmust include the 1A PD option with prefix-length
field set to 64. M may request nore than one /64 prefixes. AR as
del egating router nust del egate these prefixes excluding the prefix
assigned to the default connection.

3.4. Prefix Rel ease Procedure
Prefixes can be released in two ways, prefix aging or DHCP rel ease
procedure. In the former way, a prefix should not be used by an WN

when the prefix ages, and the DHCP Server can delegate it to another
MN\. A prefix lifetine is delivered fromthe DHCPv6 server to the M\
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t hrough DHCP | A PD Prefix option [ RFC3633] and RA Prefix Information
option [RFC4861]. Figure 4 illustrates how the AR rel eases prefixes
to a DHCP Server which isn’t connected directly:

1. An M detachnent signaling, such as switch-off or handover,
triggers prefix rel ease procedure.

2. The AR initiates a Rel ease nessage to give back the prefixes to
the DHCP server.

3. The server responds with a Reply nessage, and then the prefixes
can be reused by other M\s.

|
1 De-registration [
Handover, or others |
I
I

Figure 4: Prefix Rel ease
3.5. M scell aneous Consi derations
3.5. 1. How to Generate | AID

IAIDis 4 bytes in Il ength and should be unique in an AR scope.

Prefix table should be maintained. Prefix table contains |AID, MAC
address and the prefix(es) assigned to M. |In LTE networks,
International Mobile station Equi pnent Identity (IMEl) uniquely
identifies MN's interface and thus corresponds to the MAC address.
MAC address of the interface should be stored in the prefix table and
this field is used as the key for searching the table.

| AID should be set to Start |AID, an integer of 4 octets. The
followi ng I AID generation algorithmis used:

1. Set this IAID value in | A PD Prefix Option. Request prefix for
this MN as in Section 3.1 or Section 3.2.

2. Store IAID, MAC address and the prefix(es) received in the next
entry of the prefix table.
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3. I ncrenment | AlD.

Prefix table entry for an MN that hands over to another AR nust be
removed. | AIDvalue is released to be reused

3.5.2. Policy to Delegate Prefixes

In point-to-point links, if /64 prefixes of all the M\s connected to
one or nore ARs are broadcast dynamically upstreamas the route
information this causes high routing protocol traffic (I1GP, OSPF,
etc.) due to Per-MN interface prefixes. There are two solutions this
problem ©One is to use static configuration, which would be
preferable in many cases. No routing protocols are needed, because
each AR has a known piece of address space. |f the DHCP servers know
this space, too, then they will assign fromthat space to a
particul ar AR

The other nmethod is to use route aggregation. For exanple, each AR
can be assigned a /48 or /32 prefix (aggregate prefix, aka service
provi der common prefix) while each interface of MN can be assigned a
/64 prefix. The /64 prefix is an extension of /48 one, for exanple,
an AR's /48 prefix is 2001:DB8:0::/48, an interface of MN is assigned
2001: DB8: 0: 2:: /64 prefix. The border router (BR) in Figure 1 nay be
manual | y configured to broadcast only individual AR s /48 or /32
prefix information to Internet.

4. Prefix Del egation Using RADIUS and Di anet er

In the initial network entry procedure Figure 2, AR as Renote

Aut hentication Dial In User Service (RAD US) client sends Access-
Request nessage with MN information to RADIUS server. |If the M
passes the authentication, the RAD US server may send Access- Accept
message with prefix information to the AR using Franed-1Pv6-Prefix
attribute. AAA server also provides routing information to be
configured for MN on the AR using Franmed-1Pv6-Route attribute. Using
such a process AR can handle initial prefix assignments to M\s but
managing lifetine of the prefixes is totally left to the AR  Franed-
| Pv6-Prefix is not designed to support del egation of |Pv6 prefixes.
For this Del egated-1Pv6-Prefix attribute can be used which is

di scussed next.

[ RFC4818] defines a RADIUS attribute Del egated-I|Pv6-Prefix that
carries an I Pv6 prefix to be delegated. This attribute is usable
within either RADIUS or Dianeter. [RFC4818] recomends the

del egating router to use AAA server to receive the prefixes to be
del egat ed usi ng Del egated-1Pv6-Prefix attribute/ AVP
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DHCP server as the delegating router in Figure 2 may send an Access-
Request packet containing Del egated-1Pv6-Prefix attribute to the
RADI US server to request prefixes. In the Access-Request message,
the delegating router may provide a hint that it would prefer a
prefix, for exanple, a /48 prefix. As the RADIUS server is not
required to honor the hint, the server nmay del egate | onger prefix,
e.g. /56 or /64 in an Access-Accept nmessage contai ni ng Del egat ed-

| Pv6-Prefix attribute [RFC4818]. The attribute can appear multiple
ti mes when RADI US server delegates nmultiple prefixes to the

del egating router. The delegating router sends the prefixes to the
requesting router using A PD Option and AR as RR uses themfor MN' s
as described in Section 3.

When Di aneter is used, DHCP server as the delegating router in

Figure 2 sends AA-Request nessage. AA-Request nessage may contain
Del egat ed- | Pv6-Prefi x AVP. Dianeter server replies with AA-Answer
message. AA-Answer nessage nay contain Del egated-1Pv6-Prefix AVP
The AVP can appear nultiple times when D aneter server assigns
multiple prefixes to M\. The Del egated-1Pv6-Prefix AVP may appear in
an AA- Request packet as a hint by the ARto the D aneter server that
it would prefer a prefix, for exanple, a /48 prefix. D anmeter server
may del egate in an AA- Answer nessage with a /64 prefix which is an
extension of the /48 prefix. As in the case of RADIUS, the

del egating router sends the prefixes to the requesting router using
IA PD Option and AR as RR uses themfor MN' s as described in

Section 3.

5. Security Considerations
This draft introduces no additional nmessages. Conparing to

[ RFC3633], [RFC2865] and [ RFC3588] there is no additional threats to
be introduced. DHCPv6, RADI US and Di aneter security procedures

apply.
6. | ANA Consi derations

None.

7. Acknow edgenent s

We are grateful to Suresh Krishnan, Hemant Singh, Q ang Zhao, de

Troan, Q n Wi, Jouni Korhonen, Caneron Byrne, Brian Carpenter, Jari
Arkko and Jason Lin who provided in depth reviews of this docunent
that have led to several inprovenents.

Sari kaya, et al. Expi res August 13, 2012 [ Page 11]



Internet-Draft Prefix Del egation February 2012

8. Informati ve References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC2865] Rigney, C., Wllens, S., Rubens, A, and W Sinpson,
"Renmpote Authentication Dial In User Service (RAD US)",
RFC 2865, June 2000.

[ RFC3314] Wasserman, M, "Recommendations for IPv6 in Third
Generation Partnership Project (3GPP) Standards”,
RFC 3314, Septenber 2002.

[ RFC3315] Droms, R, Bound, J., Volz, B., Lenon, T., Perkins, C.,
and M Carney, "Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6)", RFC 3315, July 2003.

[ RFC3316] Arkko, J., Kuijpers, G, Solimn, H, Loughney, J., and J.

W1 jakka, "Internet Protocol Version 6 (1Pv6) for Some
Second and Third Generation Cellul ar Hosts", RFC 3316,
April 20083.

[ RFC3588] Cal houn, P., Loughney, J., Quttman, E., Zorn, G, and J.
Arkko, "Di aneter Base Protocol", RFC 3588, Septenber 2003.

[ RFC3633] Troan, O and R Dronms, "IPv6 Prefix Options for Dynamc
Host Configuration Protocol (DHCP) version 6", RFC 3633,
Decenber 2003.

[ RFC4818] Salowey, J. and R Drons, "RADI US Del egat ed-1Pv6-Prefix
Attribute", RFC 4818, April 2007.

[ RFC4861] Narten, T., Nordmark, E., Sinpson, W, and H Soliman,
"Nei ghbor Discovery for IP version 6 (I1Pv6)", RFC 4861,
Sept enber 2007.

[ RFC6342] Koodli, R, "Mbile Networks Considerations for |Pv6
Depl oyment ", RFC 6342, August 2011.

[ RFC6459] Korhonen, J., Soininen, J., Patil, B., Savolainen, T.,
Baj ko, G, and K Ilisakkila, "IPv6 in 3rd Generation
Part nership Project (3GPP) Evol ved Packet System (EPS)",
RFC 6459, January 2012.

[ Thr eeGPP23401]
"3GPP TS 23.401 V11.0.0, Ceneral Packet Radi o Service
(GPRS) enhancenents for Evol ved Universal Terrestrial
Radi o Access Network (E-UTRAN) access (Rel ease 11).",

Sari kaya, et al. Expi res August 13, 2012 [ Page 12]



Sari kaya, et al.

Internet-Draft Prefix Del egation

2011.

Aut hors’ Addr esses

Behcet Sari kaya
Huawei USA

5340 Legacy Dr.
Pl ano, TX 75074

Enai | : sari kaya@ eee. org
Frank Xi a
Huawei USA

1700 Alma Dr. Suite 500
Pl ano, TX 75075

Phone: +1 972-509- 5599
Emai | : xi ayangsong@uawei . com

Ted Lenon

Nomi num

2000 Seaport Bl vd
Redwood City, CA 94063

Phone:
Emai |l : el |l on@om num com

Expi res August 13, 2012

February 2012

[ Page 13]






