FTP64:

making FTP work through
|IPv6 — |IPv4 translators
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IPv6—-1Pv4 translation
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IPv6—-1Pv4 translation

stateful or
stateless

IPv6 host
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FTP and IPvé

e RFC 959 (1985):
® passive mode (PASV): v4 address+port
® active mode (PORT): v4 address+port
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Non-problem!?

® |f all clients and servers use EPSV FTP
works without trouble through translators!

® Unfortunately:
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Possible solutions

|. Update servers to support EPSV

2. Update clients to fall back to PASV despite
|IPv4 address in 227 response




BEHAVE charter

® "ALGs may be considered only for the
most crucial of legacy applications.”

® Basically:
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Server
recommendations

® Support EPSV
- ® ability to switch off EPSV/EPRT _




Client
recommendations

® Support passive mode (EPSV)

® After EPSV failure (5xx or timeout) retry
with PASV




ALG

® EPSV—PASV is easy
® turn 227 into 229 ignoring IP address

- ® EPRT—PORT is harder with a stateful




ALG (2)

® Stateful port 20 handling?
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@ not too hard, but still in use?
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Both PORT and PASYV

® RFC 959 allows a client to issue both
PORT and PASY for the same transfer







