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Abst ract

Thi s docunent defines an RTP payload format for the Forward Error
Correction (FEC) that uses Reed-Sol onbn codes. The format defined by
this docunent enables the protection of source nmedia encapsulated in
RTP with one or nore repair flows and is based on the FEC franmework
and the SDP El ements for FEC Framework. The Reed- Sol onbn codes used
in this docunent belong to the class of Maxinmum Di stance Separ abl e
(MDS) codes which neans they offer optinmal protection against random
and bursty packet | osses.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on March 4, 2011.
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

Thi s docunment defines new RTP payl oad formats for the Forward Error
Correction (FEC) that is generated by the Reed-Sol onon code.

By nature, interactive Real-tinme applications are extrenely sensitive
to delay and require very low latency. As a result, retransm ssion
of | ost packets and using other closed-1oop schenes are not valid
options while the use of Forward Error Correction (FEC) is an

ef fective approach

A primary requirenent from FEC for real time applications is the
ability to correctly recover fromboth random and bursty packet

| osses. The Reed- Sol onon FEC codes used in this document belong to
the class of Maxi mum Di st ance Separable (MDS) codes that are optinmal
in ternms of erasure recovery capability for both situations.

The fornmat defined by this docunent enables the protection of nedia
source flow with one or nore repair flows w thout adding additiona
information to the source packets. Such behavior reduces the del ay
presented by any FEC schene and mai ntai ns backwards conpatibility
wi th non FEC-enabl ed receivers.

Nunmber of previous drafts were conposed to draw different FEC schenes
suitable for different applications. The schene defined in this
draft is designed to conpensate a burst of packet |oss over RTP
networ ks with mni rum delay, which is needed in interactive |P-based
appl i cations such as video conferencing.

The met hod described in this docunent is generic to all nedia types
and provides the sender with the flexibility of deciding if FEC
protection is required and if so, how many protecting packets and how
many source packets to use in a block according to network
conditions. Furthernore it allows applying unequal error protection
that provides different |evel of protection to different packets.

For exanple, it can be conbined with Scal abl e Video Coding to protect
only the base | ayer packets of the video flow. At the receiver, both
the FEC and original nedia are received. |If no nmedia packets are

| ost, the FEC packets can be ignored. 1In the event of a |oss, the
FEC packets can be conbined with other received nedia to recover al

or part of the m ssing nedia packets.

The Reed- Sol onon codes used in this docunent have been specified in
[ RFC5510] and are conpatible with Luigi R zzo codec (see [Ri zz097]).
This docunment is conpliant with the Forward Error Correction (FEC
Framework (described in [I-D.ietf-fecframe-framework]) and SDP

El ements for FEC Framework (described in
[I-D.ietf-fecframe-sdp-elenments] [ RFC4566]). This draft conpletes
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3.

1.

[I-D.roca-fecframe-rs] by defining Reed-Sol onon usage for RTP
transport ([ RFC3550]) and specifies the appropriate nmedia types (see
[ RFC4288] [ RFC3555]).

Requi rements Not ation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Definitions, Notations and Abbrevi ati ons

Thi s docunment uses the follow ng definitions and notations. For
further definitions that apply to FEC Franework in general, see
[I-D.ietf-fecframe-framework].

Definitions

Thi s docunment uses the following terns and definitions. Some of them
are FEC schene specific and are in line with [ RFC5052]:

Source synbol: unit of data used during the encodi ng process.

Encodi ng synmbol: unit of data generated by the encodi ng process.
Wth systematic codes, source synbols are part of the encoding
synbol s.

Repair synbol: encoding synbol that is not a source synbol.

Code rate: the k/n ratio, i.e., the ratio between the nunber of
source synbols and the nunber of encoding synmbols. By definition
the code rate is such that: 0 < code rate <= 1. A code rate
close to 1 indicates that a small nunber of repair synbols have
been produced during the encodi ng process.

Systematic code: FEC code in which the source synbols are part of
the encodi ng synbols. The Reed- Sol onon codes introduced in this
docunent are systenmtic.

Source bl ock: a block of k source synbols that are consi dered
toget her for the encoding.

Packet Erasure Channel: a conmunication path where packets are
ei ther dropped (e.g., by a congested router, or because the nunber
of transm ssion errors exceeds the correction capabilities of the
physi cal |ayer codes) or received. Wen a packet is received, it
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is assuned that this packet is not corrupted

Sone of them are FECFRAME framework specific and are in line with
[I-D.ietf-fecframe-framework]:

Application Data Unit (ADU): a unit of data comi ng from (sender) or
given to (receiver) the nedia delivery application. In this
docunent, an ADU MUST use an RTP encapsul ati on

(Source) ADU Flow. a flow of ADUs froma nedia delivery application
and to which FEC protection is applied. 1In this docunent, there
MUST be a single ADU fl ow per FECFRAME framework instance.

ADU Bl ock: a set of ADUs that are considered together by the
FECFRAME i nstance for the purpose of the FEC schene.

FEC Framewor k Configuration Information: the FEC schene specific
i nformati on that enabl es the synchroni zati on of the FECFRAME
sender and recei ver instances.

FEC Source Packet: an RTP data packet subnitted to (sender) or
received from (receiver) the transport protocol. 1In this
docunent, FEC Source Packets and ADU MJUST be the sane (e.g., for
backward conpability purposes).

FEC Repair Packet: an RTP repair packet submitted to (sender) or
received from (receiver) the transport protocol. It contains a
repair synmbol along with its Explicit Repair FEC Payl oad ID.

3.2. Notations

Thi s docunment uses the follow ng notations: Sone of themare FEC
schene specific:

k denot es the nunber of source synbols in a source bl ock

max_k denotes the maxi num nunber of source synbols for any source

bl ock.

n_r denot es the nunber of repair synbols generated for a source
bl ock.

n denot es the nunber of encoding synbols generated for a source

bl ock. Therefore: n =k + n_r.
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max_n denotes the maxi num nunber of encodi ng synbol s generated for
any source bl ock.

S denot es the encoding synbol length in units of mbit el enents.
Wen m= 8, then S and E are equal

GF(g) denotes a finite field (also known as Galois Field) with g
el ements. We assume that g = 2""min this docunent.

m defines the length of the elenents in the finite field, in
bits. In this docunent, mbelongs to {2..16}.
q defines the nunber of elenents in the finite field. W have

g =2"min this specification
CR denotes the "code rate", i.e., the k/in ratio.
a®b denotes a raised to the power b.
3.3. Abbreviations
Thi s docunent uses the foll ow ng abbreviations:
ADU stands for Application Data Unit.
ESI stands for Encodi ng Synbol ID
FEC stands for Forward Error Correction code.
FFCl stands for FEC Franework Configuration |Information.
RS stands for Reed- Sol onon.

MDS stands for ©Maxi mum Di st ance Separabl e code.

4. Reed Sol onon Codes

The detail ed operation and theory behind Reed Sol onobn codes is out of
the scope of this docunent. In general a Reed Sol onon code takes a
group of k source synbols and generates n - k repair synbols. A
receiver needs to receive any k of the n source or repair synmbols in
order to recover the remaining n-k synbols. As explained in RFC
5510, the Reed- Sol onon al gorithm operates over multiple el ements each
taken froma single source synbol. Synbols are conposed of S "mbit
el ements" where mis the Galois Field exponent GF(2"m). In the usua
case of GF(278), elenments are bytes, and the size Sin terns of
elements is of course equal to the synmbol size in bytes. The synbol
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size can be different in different inplenmentations. Any synbol size
can be used in the format offered by this docunent. However, it is
recommended in terns of inplementation sinplicity to use 8-bits

el ements. For nore information on Reed Sol onbon codes, the reader is
referred to [ Ri zzo97] .

5. Source Block Creation

This draft defines the protection of an RTP source fl ow using one or
nmore FEC repair flows.

A source block for the Reed-Sol onbn code contains k source synbols.
In the scheme presented by this docunent, each source synbol contains
a single Application Data Unit (ADU, as defined in
[I-D.ietf-fecframe-framework]), which is in our case an RTP packet.
Therefore a source bl ock contains exactly k RTP packets. The Reed-
Sol onon code generates n.r = n - k repair synbols that are
transmtted using n_r = n - k FEC repair packets. Each FEC repair
packet contains a single repair block.

To create a source block the steps outlined bel ow should be foll owed:

1. Deternine the |argest RTP packet size (in bytes) of the source
bl ock. During this conmputation, both the RTP header and payl oad
are consi dered

2. For each ADU of this source block, create a byte array (of size 2
+ this largest RTP packet size), as follows:

A. Inthe first two bytes, place the unsigned network-ordered
16-bit representation of the RTP packet size in bytes
(including RTP header size and payl oad size)

B. Append the entire RTP packet including its RTP header

C. Add zero padding so that the byte array is the size of the
| argest packet protected by this source block plus two (to
consider the initial tw bytes). Therefore, the |argest
packet does not contain padding.

3. Append all the byte arrays one after the other in the follow ng
way:

A.  The packets are in an increasing order of the sequence nunber

as it appears in the RTP packet header taking w aparound into
account
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Figure 1 denonstrates how a source block is created from4 packets

(P1, P2, P3, P4) with different sizes.

The | argest packet protected

in this source block has a size of 5 (L =5) and therefore P1 and P3

are both padded with zeros to this size.
the RTP packet size before each packet.
not a binary representation of the source bl ock

The source bl ock contains
(Note that this exanple is
The Packet size

spans over two bytes as stated above)

P1 P2 P3 P4
L=3 L=5 L=4 L=5
+-- -+ e + oot e +
| xxx| | XXXXX| | xxxx]| | XXXXX|
+-- -+ +--- - - + +----+ +--- - - +

Figure 1: Structure of a Source Bl ock

The FEC Reed- Sol omon Schene gets a source bl ock created fromk
packets and generates n-k FEC repair packets that protect the entire
source bl ock. These packets are then transmtted in the repair flow
Not e that source packets padding is done only for FEC packet
calculation and the original payloads are transmitted wthout extra
paddi ng.

6. Packet Formats
This section defines the formats of the source and repair packets
6.1. FEC Source Packets

Gal anos, et al.

The FEC Franework requires that FEC source packets contain
information identifying the source block and the position within the
source bl ock occupied by the packet. However, in order to maintain
backwards conpatibility, the schene defined by this docunment enables
the receiver to get this information w thout appendi ng additiona
information to the source packet. Specifically this information is
obt ai ned using the conbi nati on of sequence number found in the RTP
header and infornmation provided in the FEC header of each FEC repair
packet. Such behavi or enabl es both non- FEC- capabl e and FEC-capabl e
receivers to receive and interpret the sane source packets sent in a
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6

6

2

2

nmul ti cast session.
FEC Repair Packets

The FEC repair packets contain information that enables the receiver
to reconstruct the source block in the renote end. This is done by
usi ng the RTP header of the FEC repair packets as well as another
dedi cated header that is placed within the RTP payl oad. This header,
referred to as the FEC header, conplies with
[I-D.ietf-fecfranme-framework] (section 6.4.1), as shown in Figure 2

o +

| | P Header |

o mm e e e e e e e e e aa o n +

[ Transport Header [
T +

| RTP Header |
o + ---
| FEC Header | \
R + > RTP Payl oad
[ Repair Data [ /
T + ---

Figure 2: Format of repair packets
1. RTP header format

The RTP header is formatted according to [ RFC3550] with sone further
clarifications |listed bel ow

o Marker (M Bit: This bit is not used for this payl oad type, and
is set to O.

o Payload Type: The (dynam c) payload type for the repair packets
i s determ ned through out-of-band neans. Note that this docunent
regi sters new payload formats for the repair packets (Refer to
Section 5 for details). According to [RFC3550], an RTP receiver
that cannot recognize a payload type nust discard it. This
provi des for backward conpatibility. The FEC nechani sns can then
be used in a nulticast group with m xed FEC- capabl e and non- FEC-

capabl e receivers. |f a non-FEC capabl e receiver receives a
repair packet, it will not recognize the payl oad type, and hence,
will discard the repair packet. |In case nore than one repair flow

is used, different Payload Types will be used to distinguish
between the different flows.
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6

2

0 Sequence Nunber (SN): The sequence number maintains the standard
definition. It is one higher than the sequence nunber in the
previously transmtted repair packet. The initial value of the
sequence nunber is random (unpredictable) [RFC3550].

o Timestanp (TS): The tinmestanp is set to a tine corresponding to
the repair packet’s transmission tinme. Note that the timestanp
val ue has no use in the actual FEC protection process and is
usual Iy useful for jitter calculations. FEC packets that are the
result of the sanme FEC encoding operation will use the sane val ue
as their Tinmestanp.

0 Synchronization Source (SSRC): The SSRC value is randomy
assi gned as suggested by [ RFC3550].

2. FEC header formt

The FEC header includes information that enables the receiver to
reconstruct the source block and to identify the FEC repair packets
associ ated with each source block, in their correct order.

The format of the FEC header is shown in figure 3.

0 1 2 3

01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| n_r | i | SN _base |
B T i S S i S T h T i S S S S e
| reserved | BML | pkt _span |

T T e o e e T S ek o T e
bit-mask (optional, variable |ength)
:I-— B T i S i i T S S S S S i +-:+
Fi gure 3: FEC Header For mat
The FEC header consists of the follow ng general fields:

0o n_r (8-bit field): the nunber of FEC repair packets used to
protect this source bl ock.

O i (8-bit field): the O-based index in the sequence of n_r FEC
repair packets. This index is equal to ESI - k, where ESI is the
Encodi ng Synbol 1D of the associated repair synbol.

0 SN base (16-bit field): the |lowest RTP sequence nunber (taking
wr aparound into account) of the FEC source packets in the
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associ ated source block. This SN base also identifies the source
block. In order to avoid any risk of confusion, two consecutive

source bl ocks MUST use different SN base values, which is easily

verified by the sender (this situation m ght happen with Reed-

Sol onon over GF(2716)).

0 pkt_span (16-bit field): the nunber of consecutive FEC Source
Packets considered. A subset of these FEC Source Packets may be
m ssing, as indicated by the 0 entries of the optional bit-mask.

0 Reserved (12-bit field): reserved for future use. This field
MUST be set to zero in this specification

o Bit Mask Length, BML (4-bit field): when the pkt_span source
packets of the source block don’t have consecutive RTP sequence
nunbers, a bit-nask MUST be used to indicate which packets are
protected by this FEC packet. This field indicates the |ength of
the bit-mask in units of 32-bit words, as the followi ng table

shows. |In any case, only the first pkt_span bits of this bit-
field are meaningful, the remaining bits (if any) MJST be set to
0.

o0 bit-mask (Optional field, length multiple of 32 bits): Wen BW
is set to a value different than 0000, a bit-mask field is added,
whose length in termof nunmber of 32-bit words is indicated by the
BML field. The bit-mask indicates which source packets have been
considered in the source block ("1" bit valude entry in the bit-
field) and which source packets have been ignored ("0" bit val ude
entry in the bit-field) (usually this happens when a source packet
has been erased (lost) before reaching the FECFRAME encoder). The
first packet in the bit-nmask (corresponding to bit position 0 of
the first 32-bit word) corresponds to the source packet whose RTP
sequence nunber is specified in field SN _base.
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Fommemeeeas T T T T +
| BM. val ue | bit-mask length (in | bit-mask length (in words) |
| | bits) | |
[ S o e e e e e e e oo o e e e e e e e e e ao oo +
| 0 | 0 (no nask) | 0 |
[ 1] 32 bits | 1 x 32-bit word
[ 10 | 64 bits | 2 x 32-bit word |
| 11 | 96 bits | 3 x 32-bit word |
[ 100 | 128 bits | 4 x 32-bit word |
[ 101 | 160 bits | 5 x 32-bit word |
| 110 | 192 bits | 6 x 32-bit word |
| 111 | 224 bits | 7 x 32-bit word
[ 1000 | 256 bits | 8 x 32-bit word |
[ e | [ e |
[ 1111 | 480 bits | 15 x 32-bit word |
[ S o e e e e e e e oo o e e e e e e e e e ao oo +

6.2.3. Repair Data Fornmat
The repair data follows the FEC header in the FEC repair packet. It

i ncludes the result of the Reed-Sol onobn encodi ng over the source
block. Note that the first two bytes of the repair data contain the
result of the Reed-Sol onbn encodi ng over the packet sizes in the
source block and that the size of the repair data equals the size of
the | argest packet protected by this source block plus 2. Therefore,
the size of an FEC repair packet (FEC header and data) is larger than
the | ongest source packet. This should be taken under consideration
when deci ding on the Maxi mum Transm ssion Unit (MIU) size used for

t he source packets.

7. Payl oad Format Paraneters

According to the FEC franework, when RTP is used as a transport for
repair packet flows, the schene nust define an RTP Payl oad Fornat for
the repair data. This section provides the nedia subtype
registration for the Reed-Sol onon FEC. The parameters that are
required to configure the FEC encodi ng and decodi ng operations are

al so defined in this section

7.1. Media Type Registration

This registration is done using the tenplate defined in [ RFC4288] and
foll owi ng the gui dance provided in [ RFC3555].
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7.1.1. Registration of audio/reed-sol onon-fec

Type nane: audio

Subt ype nane: reed-sol onon-fec

Requi red paraneters

0o max_n: The upper limt for the sumof source and repair packets
that belong to the sane FEC block. max _n is a positive integer
The application can change both k and n-k. max_n is the upper
limt for n. The value of max_n nust be equal to or |ower than
the codec limitation (2"m

0 repair-window The tine that spans the source packets and the
correspondi ng repair packets. The size of the repair windowis
specified in nicroseconds.

0 The repair-w ndow i npacts the maxi mum nunber of source packets in
a FEC bl ock at the sender side, and defines the tine which the
recei ver should wait for the repair packets. The repair-w ndow
val ue nay be negoti ated between the sender and receiver. the
details of such negotiation are out-of-scope for this docunent.

0 elenent-size: a non-negative integer indicating the |ength of
each encoding elenents in bits. This value equals to the "nf
paraneter in the G- (represented by 2m

Optional paraneters: None.

Encodi ng considerations: This nedia type is framed and binary, see
section 4.8 in [ RFC4288]

Security considerations: Please see security consideration in
[I-D.ietf-fecfrane-franmework]

Interoperability considerations: None.

Publ i shed specification: TBD

Applications that use this nmedia type: Miltinedia applications that
want to inprove resiliency agai nst packet |oss by sendi ng redundant
data in addition to the source nedia.

Addi tional information: None.

Magi ¢ nunber(s): none defined
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File extension(s): none defined
Maci ntosh file type code(s): none defined

Person & email address to contact for further information: Sarit
Gal anos, sarit@ advi si on. com

I ntended usage: COMVON

Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [ RFC3550]. Transport
within other framng protocols is not defined at this tine.

7.1.2. Registration of video/reed-sol onon-fec
Type nane: video
Subt ype nane: reed-sol onon-fec
Requi red paraneters

0o max_n: The upper limt for the sumof source and repair packets
that belong to the sane FEC block. max_n is a positive integer
The application can change both k and n-k. max_n is the upper
limt for n. The value of max_n nust be equal to or |ower than
the codec limtation (2m

0 repair-window. The tine that spans the source packets and the
correspondi ng repair packets. The size of the repair windowis
specified in microseconds.

0 The repair-w ndow i npacts the maxi mum nunber of source packets in
a FEC bl ock at the sender side, and defines the tine which the
recei ver should wait for the repair packets. The repair-w ndow
val ue nay be negotiated between the sender and receiver. the
details of such negotiation are out-of-scope for this docunent.

0 elenent-size: a non-negative integer indicating the |ength of
each encoding elenents in bits. This value equals to the "nf
paraneter in the G- (represented by 2"m

Optional paraneters: None.

Encodi ng considerations: This nedia type is framed and binary, see
section 4.8 in [ RFC4288]

Security considerations: Please see security consideration in
[I-D.ietf-fecframe-frameworKk]
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Interoperability considerations: None.

Publ i shed specification: TBD

Applications that use this nmedia type: Miltinedia applications that
want to inprove resiliency agai nst packet |oss by sendi ng redundant
data in addition to the source nedia.

Addi tional information: None.

Magi ¢ nunber(s): none defined

File extension(s): none defined

Maci ntosh file type code(s): none defined

Person & email address to contact for further information: Sarit
Gal anos, sarit @ advi si on. com

I ntended usage: COMVON

Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [ RFC3550]. Transport
within other framng protocols is not defined at this tine.

7.1.3. Registration of text/reed-sol onon-fec
Type nane: text
Subt ype nane: reed-sol onon-fec
Requi red paraneters

0o max_n: The upper limt for the sumof source and repair packets
that belong to the sane FEC block. max _n is a positive integer
The application can change both k and n-k. max_n is the upper
limt for n. The value of max_n nust be equal to or |ower than
the codec limtation (2m

0 repair-window. The tine that spans the source packets and the
correspondi ng repair packets. The size of the repair windowis
specified in microseconds.

0 The repair-w ndow i npacts the maxi mum nunber of source packets in
a FEC bl ock at the sender side, and defines the tine which the
receiver should wait for the repair packets. The repair-w ndow
val ue nay be negotiated between the sender and receiver. the
details of such negotiation are out-of-scope for this docunent.
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0 elenent-size: a non-negative integer indicating the |ength of
each encoding elenents in bits. This value equals to the "nf
paraneter in the G- (represented by 2m

Optional paraneters: None.

Encodi ng considerations: This nedia type is framed and binary, see
section 4.8 in [ RFC4288]

Security considerations: Please see security consideration in
[I-D.ietf-fecfrane-franmeworKk]

Interoperability considerations: None.

Publ i shed specification: TBD

Applications that use this nmedia type: Miltinedia applications that
want to inprove resiliency against packet |oss by sendi ng redundant
data in addition to the source nedia.

Addi tional information: None.

Magi ¢ nunber(s): none defined

File extension(s): none defined

Maci ntosh file type code(s): none defined

Person & email address to contact for further information: Sarit
Gal anos, sarit@ advi si on. com

I ntended usage: COMVON
Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [ RFC3550]. Transport
within other framing protocols is not defined at this tine.
7.1.4. Registration of application/reed-sol onon-fec
Type nane: application
Subt ype nane: reed-sol onon-fec
Requi red paraneters
0o max_n: The upper limt for the sumof source and repair packets

that belong to the sane FEC block. max _n is a positive integer
The application can change both k and n-k. max_n is the upper
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limt for n. The value of max_n nust be equal to or |ower than
the codec limtation (2m

0 repair-window. The tine that spans the source packets and the
correspondi ng repair packets. The size of the repair windowis
specified in microseconds.

0 The repair-w ndow i npacts the maxi mum nunber of source packets in
a FEC bl ock at the sender side, and defines the tine which the
receiver should wait for the repair packets. The repair-w ndow
val ue nay be negoti ated between the sender and receiver. the
details of such negotiation are out-of-scope for this docunent.

0 elenent-size: a non-negative integer indicating the |ength of
each encoding elenents in bits. This value equals to the "nf
paraneter in the G- (represented by 2"m

Optional paraneters: None.

Encodi ng considerations: This nedia type is framed and binary, see
section 4.8 in [ RFC4288]

Security considerations: Please see security consideration in
[I-D.ietf-fecfranme-frameworKk]

Interoperability considerations: None.

Publ i shed specification: TBD

Applications that use this nmedia type: Miltinedia applications that
want to inprove resiliency against packet |oss by sendi ng redundant
data in addition to the source mnedia.

Addi tional information: None.

Magi ¢ nunber(s): none defined

File extension(s): none defined

Maci ntosh file type code(s): none defined

Person & email|l address to contact for further infornmation: Sarit
Gal anos, sarit@ advi si on. com

I nt ended usage: COMVON

Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [ RFC3550]. Transport
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within other framing protocols is not defined at this tine.
7.2. Mapping of SDP Paraneters

For a proper operation details of the FEC schene have to be
communi cat ed between the sender and the receiver. Specifically, the
receiver has to know the relationship between the source and the
repair flows, how the sender applied protection to the source flow
and how the repair flows can be used to recover the | ost data. One
way to provide this information is to use the Session Description

Pr ot ocol (SDP) [ RFC4566].

The mappi ng of the nedia type specification for "reed-sol onon-fec"
and their paraneters in SDP is as foll ows:

o0 The nedia type (e.g., "application") goes into the "n¥" |line as
t he nmedi a nane.

o The nedia subtype ("reed-sol onon-fec") goes into the "a=rtpmap"
line as the encodi ng nane.

0 The renunining required payl oad-format-specific paranmeters
("max_n", "repair-window') go into the "a=fmp" line by copying
themdirectly fromthe nedia type string as a seni col on-separat ed
list of parameter=val ue pairs.

See section 9 for SDP exanpl es.

8. Protection and Recovery Procedures

This section provides a conplete specification of the protection and
recovery procedures.

8.1. Overview

The FEC repair packets allow end-systens to recover froma | oss of
medi a packets. The follow ng sections specify the steps involved in
generating the FEC repair packets and reconstructing the m ssing
source packets fromthe FEC repair packets.

8.2. FEC Repair Packet Construction

The RTP header of a FEC repair packet is formed based on the

gui delines given in Section 6.2.1. The FEC header is formed based on
the guidelines given in Figure 3. Before Reed-Sol onon encodi ng, two

bytes are prepended to each ADU (RTP source packet in our case) that

contain this ADU |l ength in bytes, stored in network-order. FEC
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8. 3.

8. 3.

8. 3.

Gal

encodi ng can then take place and the n_.r = n - k repair synbols are
created. Each repair synbol is then appended to its FEC header.

Sour ce Packet Reconstruction

Recovery requires two distinct operations. The first operation

det ermi nes whi ch packets (source and repair) nmust be considered in
order to recover the mssing packets of a given block. Once this is
done, the second step is the reconstruction of the m ssing data.

1. Associating the Source and Repair Packets

Associ ation of the FEC source packets and FEC repair packets is done
usi ng a conbi nati on of the source packet sequence nunber and the
informati on found in the RTP header and the FEC header of the FEC
repair packets. The first step is to accunulate sone of the n.r = n
- k repair packets that were generated in the protection operation
For that the application has to follow the steps |isted bel ow

o For each received packet, retrieve the payl oad type paranmeter from
the RTP header to identify the packet as a repair packet of the
reed- sol onon schene. In case nultiple repair flows are used,
different payload types will be used to distinguish between the
different repair flows.

o If a FEC repair packet is received, retrieve the sequence nunber
(SN) fromthe RTP header and the n_r and i parameters fromthe FEC
header. Wth these paraneters, identify the collection of FEC
repair packets generated for the source block. For example, if
nr =4, i =2 and SN = 1003, the receiver deduces that 4 FEC
repair packets with sequence nunbers 1001, 1002, 1003 and 1004
have been generated for this source bl ock

o Still in case of a FEC repair packet, retrieve the BM., pkt_span
and optional bit-nmask fields. |f BM equals 0, then k = pkt_span
and t he source packets have sequence nunbers SN base up to SN base
+ k. If BML is greater than 0, the first pkt_span bits of the
bit-msk nmust be analyzed. k is then equal to the number of bits
equal to 1 in this bit-mask. The sequence nunbers of the source
packets that are acutally part of the source block are equal to
SN base plus the offset of the bits equal to 1 in this bit-nask.

2. Recovering the source packet
In order to recover the | ost source packets, the application has to
rebuild the source block according to the guidelines given in

Section 5 and append the repair data to it in the correct order
Zero padding will replace the |ost packets in the constructed source
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bl ock. The size of each source bl ock data packet in bytes will be
equal to the size of the repair data found in the repair packets
The repair data size is the size of the RTP payload in the repair
packet wi thout the FEC header information (see figure 2). The
application will then append the repair data taken from each repair
packet. This new block is provided to the Reed- Sol onon code.

Reconstruction of |ost packets (source or repair packets) is possible
only if at least any k packets were received (source or repair).

The Reed- Sol onon code will reconstruct the lost data into the
provi ded source bl ock overriding the zero padded bl ocks. The
application can then recover the | ost packets as follows:

o The first two bytes specify the RTP packet size.

0 According to the RTP packet size the application can retrieve the
RTP packet (RTP header and payl oad).

0 Any extra padding bytes if exist are ignored.

9. SDP Exanpl es

The foll owi ng exanpl e denonstrates source flowwith flow ID of 0 that
is protected by a single repair flow Rl

v=0

o=sarit 1122334455 1122334466 I N | P4 fec.exanple.com
s= Reed Sol onon FEC Exanpl e

t=0 0

a=group: FEC S1 R1

mevi deo 30000 RTP/ AVP 100

c=I N | P4 233.252.0. 1/ 127

a=rtprmap: 100 MP2T/ 90000

a=fec-source-flow id=0

a=m d: S1

meappl i cati on 30000 RTP/ AVP 110

c=I N | P4 233. 252. 0. 2/ 127

a=rt prmap: 110 reed-sol onon-fec /90000

a=fm p: 110 max_n: 16; repai r-w ndow. 200000; synbol -si ze: 8
a=m d: Rl

Figure 4
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10. I nplenentation Considerations

Usi ng Reed- Sol onon FEC protection over RTP rmay be useful for
efficiently overconmi ng newtork packet losses in interactive
communi cati ons where |atency constraints apply. Protection nmay be
applied for snmall encoding bl ocks, and therefore | atency caused by
wai ting for the FEC repair packets is mnimnzed.

This docunment allows the application to set the FEC strength
dynanmical |y according to the experienced and neasured | oss rate, for
optimzing bandwidth utilization while recovering from network
errors.

When FEC protection is used due to network congestion conditions, it
is inportant that the application will reduce the bandw dth used for
FEC protection fromthe bandwi dth used by the source flow, in order
not to overload the already congested network with the additional FEC
repair packets.

In order to mninize bandw dth overhead for repair packets, algorithm
for applying FEC on source packets shoul d be designed carefully.

Usi ng source packets with simlar |engths (when possible) can

m ni m ze the bandwi dth overhead of the FEC repair packets.

In order to maxinize the FEC strength, when a ratio of k/n is chosen
the larger the source blocks size (n) is, the stronger the FEC
protection is. O course, on the other hand the | arger the source
bl ock size is, the larger the latency is (caused by waiting for the
FEC repair packet). The application should choose carefuly the FEC
bl ock size in order to nmaxim ze the FEC strength whil e keeping an
acceptable latency at the receiver waiting for the FEC repair
packets.

11. O fer/Answer considerations

None.

12. Security Considerations
12.1. Probl em Statenent

A content delivery systemis potentially subject to many attacks.
Sone of themtarget the network (e.g., to conpromi se the routing
infrastructure, by conprom sing the congestion control conponent),
others target the Content Delivery Protocol (CDP) (e.g., to
conmpronmi se its normal behavior), and finally sone attacks target the
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12.

12.

12.

content itself. Since this docunent focuses on various FEC schenes,
this section only discusses the additional threats that their use
within the FECFRAME franmework can create to an arbitrary CDP

More specifically, these attacks nmay have several goals:

o those that are nmeant to give access to a confidential content
(e.g., in case of a non-free content),

o0 those that try to corrupt the ADU Flows being transnitted (e.qg.
to prevent a receiver fromusing it),

o and those that try to conpronise the receiver’s behavior (e.g., by
maki ng the decodi ng of an object conputationally expensive).

These attacks can be | aunched either against the data flow itself
(e.g., by sending forged FEC Source/ Repair Packets) or against the
FEC paraneters that are sent either in-band (e.g., in the Repair FEC
Payl oad 1 D) or out-of-band (e.g., in a session description).

2. Attacks Against the Data Fl ow
First of all, let us consider the attacks agai nst the data fl ow.
2.1. Access to Confidential Contents

Access control to the ADU Flow being transmitted is typically

provi ded by neans of encryption. This encryption can be done within
the content provider itself, by the application (for instance by
using the Secure Real -time Transport Protocol (SRTP) [RFC3711]), or
at the Network Layer, on a packet per packet basis when | PSec/ESP is
used [ RFC4303]. If confidentiality is a concern, it is RECOMVENDED
that one of these solutions be used. Even if we nention these
attacks here, they are not related nor facilitated by the use of FEC

2.2. Content Corruption

Protection agai nst corruptions (e.g., after sending forged FEC
Sour ce/ Repair Packets) is achieved by neans of a content integrity
verification/sender authentication scheme. This service is usually
provided at the packet level. 1In this case, after renoving all
forged packets, the ADU Fl ow nay be sonmetines recovered. Severa
techni ques can provide this source authentication/content integrity
servi ce:

o0 at the application |level, the Secure Real -tine Transport Protoco
(SRTP) [ RFC3711] provides several solutions to authenticate the
source and check the integrity of RTP and RTCP nessages, anong
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12.

ot her services. For instance, associated to the Timed Efficient
Stream Loss- Tol erant Aut hentication (TESLA) [RFC4383], SRTP is an
attractive solution that is robust to | osses, provides a true
authentication/integrity service, and does not create any

prohi bitive processing |oad or transnission overhead. Yet,
checking a packet requires a snall delay (a second or nore) after
its reception with TESLA. O her building blocks can be used
within SRTP to provide authentication/content integrity services.

o0 at the Network Layer, |PSec/ESP offers (anong other services) an
integrity verification nechanismthat can be used to provide
aut hentication/content integrity services.

Techni ques relying on public key cryptography (e.g., digita
signatures) require that public keys be securely associated to the
entities. This can be achieved by a Public Key Infrastructure (PKI),
or by a PGP Wb of Trust, or by pre-distributing the public keys of
each group nenber.

Techni ques relying on synmetric key cryptography require that a
secret key be shared by all group nmenmbers. This can be achi eved by
means of a group key managenent protocol, or sinply by pre-
distributing the secret key (but this nmanual solution has nany
linmtations).

It is up to the devel oper and depl oyer, who know the security
requirenents and features of the target application area, to define
whi ch solution is the nost appropriate. Nonetheless it is
RECOMVENDED t hat at | east one of these techniques be used.

3. Attacks Against the FEC Paraneters

Let us now consider attacks against the FEC paraneters included in
the FFCl that are usually sent out-of-band (e.g., in a session
description). Attacks on these FEC paraneters can prevent the
decodi ng of the associated object. For instance nodifying the m
field (when applicable) will lead a receiver to consider a different
code. Modifying the E paraneter will lead a receiver to consider bad
Repair Synbols for a received FEC Repair Packet.

It is therefore RECOWENDED that security neasures be taken to
guarantee the FFCl integrity. Wen the FFCl is sent out-of-band in a
session description, this latter SHOUD be protected, for instance by
digitally signing it.

Attacks are al so possi bl e against sone FEC paraneters included in the
Explicit Repair FEC Payload ID. For instance nodifying the SN base
of a FEC Repair Packet will lead a receiver to assign this packet to
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a wrong bl ock

It is therefore RECOWENDED that security neasures be taken to
guarantee the Explicit Repair FEC Payload IDintegrity. To that
pur pose, one of the packet-level source authentication/content
integrity techniques of Section 12.2.2 can be used.

13. | ANA Consi der ations

New nedi a subtypes are subject to | ANA registration. For the
registration of the payload formats and their parameters introduced
in this docunment, refer to Section 7.
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