| PFI X Wor ki ng Group B. Caise

I nternet-Draft G Dhandapani
I ntended Status: Standards Track P. Aitken
Expires: April 10, 2011 S. Yates

Ci sco Systens, Inc.
Cct ober 10, 2010

Export of Structured Data in |IPFIX
draft-ietf-ipfix-structured-data-03.txt

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance
with the provisions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet

Engi neering Task Force (I1ETF), its areas, and its working
groups. Note that other groups may al so distribute working
docunents as Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and rmay be updated, replaced, or obsol eted by other
docunents at any tinme. It is inappropriate to use Internet-
Drafts as reference material or to cite themother than as "work
in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmn

This Internet-Draft will expire on Septenber, 2010.



<Cl aise, et. A > Expires April 10 2011 [ Page 1]



I nternet-Draft <Export of Structured Data in | PFI X> Cct 2010
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as descri bed
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.

Abstract

Thi s docunent specifies an extension to the IP Flow Information
exXport (IPFIX) protocol specification in [RFC5101] and the |PFIX
i nformati on nodel specified in [ RFC5102] to support hierarchica
structured data and lists (sequences) of Information Elenents in
data records. This extension allows definition of conplex data
structures such as variable-length |ists and specification of

hi erarchi cal contai nnent relationshi ps between Tenpl at es.
Finally, the semantics are provided in order to express the
relationship among nultiple list elements in a structured data
record.

Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as descri bed
in RFC 2119 [ RFC2119].
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1. Overview

1.1. | PFI X Docunents Overvi ew

The 1 PFI X Protocol [RFC5101] provides network administrators with
access to I P Flow information.

The architecture for the export of measured |IP Flow information
out of an | PFI X Exporting Process to a Collecting Process is
defined in the I PFI X Architecture [RFC5470], per the requirements
defined in RFC 3917 [ RFC3917].

The I PFI X Architecture [RFC5470] specifies how | PFl X Data Records
and Tenplates are carried via a congestion-aware transport
protocol from | PFI X Exporting Processes to | PFI X Coll ecting
Processes.

| PFI X has a formal description of IPFIX Information El enents,
their nane, type and additional semantic information, as specified
in the I PFI X information nodel [RFC5102].

In order to gain a |l evel of confidence in the | PFI X

i mpl ement ati on, probe the conformity and robustness, and all ow
interoperability, the Guidelines for |IPFIX Testing [ RFC5471]
presents a list of tests for inplenmenters of conpliant Exporting
Processes and Col |l ecting Processes.

The Bidirectional Flow Export [RFC5103] specifies a method for
exporting bidirectional flow (biflow) information using the IP

Fl ow I nformation Export (IPFIX) protocol, representing each Biflow
usi ng a single Flow Record.

The "Reduci ng Redundancy in IP Flow Information Export (IPFIX) and
Packet Sanpling (PSAMP) Reports" [RFC5473] specifies a bandwi dth
saving nethod for exporting Flow or packet information, by
separating informati on conmon to several Flow Records from

i nformati on specific to an individual Flow Record: comobn Fl ow
information is exported only once.
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1.2. Relationship between |IPFI X and PSAMP

The specification in this docunment applies to the | PFI X protocol
specifications [ RFC5101]. All specifications from|[RFC5101] apply
unl ess specified otherwise in this docunent.

The Packet Sanpling (PSAMP) protocol [RFC5476] specifies the
export of packet information froma PSAMP Exporting Process to a
PSAMP Col | ecting Process. Like IPFI X, PSAMP has a fornal
description of its information elenents, their name, type and
additional semantic information. The PSAMP information nodel is
defined in [ RFC5477].

As the PSAMP protocol specifications [ RFC5476] are based on the
| PFI X protocol specifications, the specifications in this docunment
are also valid for the PSAMP protocol

I ndeed, the major difference between |IPFI X and PSAMP is that the
| PFI X protocol exports Fl ow Records while the PSAMP protoco
exports Packet Reports. Froma pure export point of view, |PFIX
wi Il not distinguish a Fl ow Record conposed of several packets
aggregated together, froma Flow Record conposed of a single
packet. So the PSAMP export can be seen as a special |PFIX Fl ow
Record containing information about a single packet.

2. Introduction

While collecting the interface counters every five mnutes has
proven to be useful in the past, nore and nore granul ar
information is required fromnetwork el enents for a series of
applications: perfornmance assurance, capacity planning, security,
billing, or sinply nonitoring. However, the amount of information
has beconme so inportant that, when dealing with highly granul ar

i nformati on such as Fl ow i nformation, a push nmechani sm (as opposed
to a pull mechanism such as SNW) is the only solution for
routers whose primary function is to route packets. |ndeed,
polling short-live Flows via SNWP is not an option: high end
routers can support hundreds of thousands of Fl ows simultaneously.
Furthernmore, in order to reduce the export bandw dth requirenents,
the network el ements have to integrate mediation functions to
aggregate the collected information, both in space and tine.

Typically, it would be beneficial if access routers could export
Fl ow Records, conposed of the counters before and after an
optimi zati on mechani smon the egress interface, instead of
exporting two Fl ow Records with identical tuple infornmation.
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In ternms of aggregation in tine, let us imagine that, for
performance assurance, the network managenent application nust
receive the performance netrics associated with a specific flow,
every mllisecond. Since the performance netrics will be
constantly changing, there is a new dinension to the Flow
definition: we are not dealing anynore with a single Flow | asting
a few seconds or a few mnutes, but with a multitude of one
mllisecond sub flows for which the performance netrics are
reported.

Whi ch current protocol is suitable for these requirenents: push
mechani sm highly granular information, and huge nunber of simlar
records? | PFI X, as specified in RFC5101 would give part of the

sol uti on.

2.1. The I PFI X Track

The | PFI X worki ng group has specified a protocol to export |IP Flow
informati on [ RFC5101]. This protocol is designed to export
information about IP traffic Flows and rel ated neasurenment data,
where a Flow is defined by a set of key attributes (e.g. source
and destination |IP address, source and destination port, etc.).

The | PFI X protocol specification [RFC5101] specifies that IP
traffic neasurenents for Flows are exported using a TLV (type

I ength, value) format. The information is exported using a

Tenpl ate Record that is sent once to export the {type, |ength}
pairs that define the data format for the Information El enents in
a Flow. The Data Records specify values for each Fl ow

Based on the Requirenents for |P Flow Information Export (IPFIX)

[ RFC3917], the I PFI X protocol has been optim zed to export Fl ow
related informati on. However, thanks to its Tenpl ate nechani sm
the 1 PFI X protocol can export any type of information, as |long as
the relevant Information Elenent is specified in the I PFIX

i nformati on nodel [RFC5102], registered with I ANA [I ANA-IPFI X], or
specified as an enterprise-specific Information El enent. For each
Information Elenent, the I PFI X information nodel [RFC5102] defines
a nuneric identifier, an abstract data type, an encodi ng mechani sm
for the data type, and any semantic constraints. Only basic,

singl e-val ued data types, e.g., nunbers, strings, and network
addresses are currently support ed.
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2.2. The IPFI X Limtations

The | PFI X protocol specification [ RFC5101] does not support the
encodi ng of hierarchical structured data and arbitrary-Iength
lists (sequences) of Information El enents as fields within a

Tenpl ate Record. As it is currently specified, a Data Record is a
"flat" list of single-valued attributes. However, it is a common
data nodel i ng requirenent to conpose conpl ex hierarchies of data
types, with nmultiple occurrences, e.g., 0..* cardinality all owed
for instances of each Information Elenent in the hierarchy.

A typical exanple is the MPLS | abel stack entries nodel. An early
Net Fl ow i npl enentati on used two Informati on El enents to represent
the MPLS | abel stack entry: a "label stack entry position”
followed by a "label stack value". However, several drawbacks
were discovered. Firstly, the Information Elenments in the

Tenpl ate Record had to be inposed so that the position would

al ways precede the value. However, sone encoding optimn zations
are based on the pernutation of Information El ement order
Secondly, a new senmantic intelligence, not described in the

i nformati on nodel, had to be hardcoded in the Collecting Process:
the | abel value at the position "X" in the stack is contained in
the "l abel stack value" Information Elenent follow ng by a "l abe
stack entry position” Information El enent containing the val ue
"X'. Therefore, this nodel was abandoned.

The sel ected solution in the IPFI X informati on nodel [RFC5102] is
a long series of Information El enents: npl sTopLabel St ackSecti on,
mpl sLabel St ackSecti on2, npl sLabel St ackSecti on3,

mpl sLabel St ackSecti on4, npl sLabel St ackSecti on5,

nmpl sLabel St ackSecti on6, npl sLabel St ackSecti on7

nmpl sLabel St ackSecti on8, npl sLabel St ackSecti on9,

mpl sLabel St ackSecti on10. Wile this nodel renoves any anbiguity,
it overloads the IPFI X information nmodel with repetitive
information. Furthermore, if nplslLabel StackSectionll is required,
IANA [IANA-TPFIX] will not be able to assign the new I nformation
El ement next to the other ones in the registry, which mght cause
sone confusi on.

2.3. Structured Data Use Cases

Clearly the MPLS | abel stack entries issue can best be solved by
using a real structured data type conposed of ("label stack entry
position", "label stack value") pairs, potentially repeated
multiple tines in Fl ow Records, since this would be the nobst
efficient froman information nodel point of view.
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Sone nore exanples enter the same category: how to encode the I|ist
of output interfaces in a nulticast Flow, how to encode the I|ist
of BGP Aut ononous Systens (AS) in a BGP Flow, how to encode the
BGP communities in a BGP Flow, etc?

The one-way del ay passive neasurenent, which is described in the
| PFI X Applicability [ RFC5472], is yet another exanple that would
benefit froma structured data encoding. Assum ng synchronized
cl ocks, the Collector can deduce the one-way del ay between two
bservation Points fromthe following two Information El enments
collected fromtwo different Cbservation Points:

- Packet arrival tine: observationTi meM croseconds [ RFC5477]

- Packet |D: digestHashVal ue [ RFC5477]
In practice, this inplies that nany pairs of
(observationTi mreM croseconds, di gestHashVal ue) nust be exported
for each Cbservation Point, even if Hash-Based Filtering [ RFC5475]
is used. On top of that information, if the requirenment is to
under stand the one-way del ay per application type, the 5-tuple
(source | P address, destination |P address, protocol, source port,
destination port) would need to be added to every Fl ow Record.
I nstead of exporting this repetitive 5-tuple, as part of every
single Flow Record a Fl ow Record conposed of a structured data
type such as the follow ng woul d save a | ot of bandw dth:

5-tuple
{ observationTi nreM croseconds 1, digestHashValue 1 }
{ observationTi mreM croseconds 2, digestHashVvalue 2 }
{ observationTi mreM croseconds 3, digestHashValue 3 }
{

o)

As a |l ast exanple, here is a nore conplex case of hierarchica
structured data encoding. Consider the exanple scenario of an | PS
(I'ntrusion Prevention System alert data structure containing

mul tiple participants, where each participant contains nultiple
attackers and nultiple targets, with each target potentially
composed of nultiple applications, as depicted bel ow

al ert

signatureld

protocol I dentifier

ri skRati ng

participant 1

attacker 1

sour cel Pv4Addr ess
applicationld
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éiiacker N
sour cel Pv4Addr ess
applicationld
target 1

desti nati onl Pv4Addr ess
applicationlid 1

ébblicationld n

ié}get N
desti nati onl Pv4Addr ess
applicationlid 1

ébblicationld n
partici pant 2

To export this information in IPFI X the data would need to be
flattened (thus |losing the hierarchical relationships) and a new
| PFI X Tenpl ate created for each alert, according to the nunber of
applicationld el enents in each target, the nunber of targets and
attackers in each participant, and the nunber of participants in
each alert. Cearly each Tenplate will be unique to each alert,
and a | arge anount of CPU, nenory and export bandwi dth will be
wast ed creating, exporting, nmintaining, and withdraw ng the
Tenpl ates. See Appendix C for a specific exanple related to this
case study.

2. 4. The Proposa

Thi s docunment specifies an | PFI X extension to support hierarchica
structured data and variable-length lists by defining three new
Information El enents and three correspondi ng new abstract data
types call ed basicList, subTenpl atelList, and subTenpl ateMul tiList.
These are defined in Section 4.1.

The three Structured Data Information Elenments carry sone semantic
i nformati on so that the Collecting Process can understand the

rel ati onship between the different list elenents. The semantic in
the Structured Data Information Elements is provided in order to
express the relationship anong the nultiple top-level Iist

el ements. As an exanple, if a list is conposed of the el enents

<Cl aise, et. A > Expires April 10 2011 [ Page 12]



I nternet-Draft <Export of Structured Data in | PFI X> Cct 2010
(A B, O, the senantic expresses the relationship anong A, B, and
C, regardl ess of whether A B, and C, are individual elenents or
list of elenents.

It is inportant to note that whereas the Information El ements and
abstract data types defined in the I PFI X information node

[ RFC5102] represent single values, these new abstract data types
are structural in nature and primarily contain references to other
Information El enents and to Tenplates. By referencing other
Informati on El ements and Tenplates froman Information El ement’s
data content, it is possible to define conplex data structures
such as variable-length lists and to specify hierarchica

contai nment rel ationshi ps between Tenplates. Therefore, this
docunent prefers the nore generic "Data Record" termto the "Fl ow
Record" term

Thi s docunment specifies three new abstract data types, which are
basic blocks to represent structured data. However, this docunent
does not comment on all possible conbinations of basicList,
subTenpl at eLi st, and subTenplateMultiList. Neither, does it limt
t he possi bl e conbi nati ons.

3. Term nol ogy

| PFI X-specific term nology used in this docunent is defined in
Section 2 of the | PFI X protocol specification [ RFC5101] and
Section 3 of PSAMP protocol specification [RFC5476]. As in

[ RFC5101], these IPFI X-specific terms have the first letter of a
word capitalized when used in this docunent.

3. 1. New Ter i nol ogy

Structured Data Information El enent
One of the Information El enents supporting structured data,
i.e., the basicList, subTenpl atelList, or subTenplateMultilList
Information El enents specified in section 4. 3.

4. Linkage with the I PFI X I nformation Model

As in the | PFI X Protocol specification [RFC5101], the new

Information El ements specified in Section 4.3. bel ow MUST be sent

in canonical format in network-byte order (also known as the big-
endi an byte ordering).
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4.1. New Abstract Data Types

Thi s docunment specifies three new abstract data types, as
descri bed bel ow.

4.1.1. basicList

The type "basicList" represents a list of zero or nore instances
of any Information Elenent, primarily used for single-valued data
types. For exanple, a list of port numbers, a list of interface
i ndexes, a list of ASin a BG® AS-PATH, etc.

4.1.2. subTenpl at eLi st

The type "subTenpl ateList" represents a list of zero or nore

i nstances of a structured data type, where the data type of each
list element is the sane and corresponds with a single Tenpl ate
Record. For exanple, a structured data type conposed of multiple
pairs of ("MPLS | abel stack entry position", "MPLS | abel stack

val ue"), a structured data type conposed of performance netrics, a
structured data type composed of nultiple pairs of |IP address,

et c.

4.1.3. subTenpl ateMul ti Li st

The type "subTenpl ateMul tiList" represents a list of zero or nore
i nstances of a structured data type, where the data type of each
list element can be different and corresponds with different

tenpl ate definitions. For exanple, a structured data type
conmposed of nultiple access-list entries, where entries can be
conposed of different criteria types.

4.2. New Data Type Senantic
Thi s docunment specifies a new data type senmantic, in addition to

the ones specified in the section 3.2 of the IPFIX information
nmodel [RFC5102], as described bel ow.
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4.2.1. List

A list represents an arbitrary-length sequence of zero or nore
structured data Information El enents, either conposed of regular
Information El ements or conposed of data conformng to a Tenpl ate
Recor d.

4.3. New Information El enents

Thi s docunent specifies three new Information El enents, as
descri bed bel ow.

4.3.1. basicList

A basiclList specifies a generic Information Element with a

basi cLi st abstract data type as defined in Section 4.1.1. and |ist
semantics as defined in Section 4.2.1. For exanple, a list of
port nunbers, a list of interface indexes, etc.

EDI TOR' S NOTE: while waiting for 1ANA [IANA-IPFIX] to assign this
new I nformation Elenent identifier, the value XXX is used in al
the exanples and in the XML in Appendix A

4. 3.2. subTenpl at eLi st

A subTenpl at eLi st specifies a generic Information Elenent with a
subTenpl at eLi st abstract data type as defined in Section 4.1.2.
and list semantics as defined in Section 4.2. 1.

EDI TOR S NOTE: while waiting for ANA [I ANA-IPFI X] to assign this
new I nformation El enent identifier, the value YYY is used in all
the exanples and in the XM. in Appendix A

4.3.3. subTempl ateMul ti Li st

A subTenpl ateMul ti Li st specifies a generic Information El enent
with a subTenpl ateMul tiList abstract data type as defined in
Section 4.1.3. and list semantics as defined in Section 4.2.1

EDI TOR S NOTE: while waiting for 1ANA [I ANA-IPFI X] to assign this

new I nformation El enent identifier, the value ZZZ is used in all
the exanples and in the XML in Appendix A
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4.4. New Structured Data Type Senmantics

Structured data type senantics are provided in order to express
the relationship anmong nultiple list elements in a Structured Data
Information El enent. These structured data type semantics require
a new | PFI X subregistry, as specified in the "I ANA Consi derations”
section. The semantics are specified in the next follow ng
subsecti ons.

4.4.1. undefined

The "undefined" structured data type semantic specifies that the
semantic of list elenents is not specified, and that, if a
semantic exists, then it is up to the Collecting Process to draw
its own conclusions. The "undefined" structured data type
semantic is the default structured data type semantic.

4.4.2. noneX

The "noneO" structured data type semantic specifies that none of
the elenents are actual properties of the Data Record.

For exanple, a nediator nmight want to report to a Collector that a
specific Flow is suspicious, but that it checked already that this
Fl ow does not belong to the attack type 1, attack type 2, and
attack type 3. So this Flow m ght need sonme further inspection

In such a case, the nediator would report the Flow Record with a
basi cLi st conposed of (attack type 1, attack type 2, attack type
3) and the respective structured data type senmantic of "noneCf"

Anot her exanple is a router that nonitors sone specific BGP AS-
PATHs and reports if a Flow belongs to any of them |If the router
wants to export that a Fl ow does not belong to any of the
nmoni t ored BGP AS- PATHs, the router reports a Data Record with a
basi cLi st conposed of (BGP AS-PATH 1, BGP AS-PATH 2, BGP AS- PATH
3) and the respective structured data type semantic of "noneON ™.

4.4.3. exactlyOneX

The "exactlyOneOF" structured data type senmantic specifies that
only a single elenent fromthe structured data is an actua
property of the Data Record. This is equivalent to a |ogical XOR
operation.

For exanple, if a Flow record contains a basicList of outgoing

interfaces with the "exactl yOneO" semantic, then it inplies that
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the reported Flow only egressed froma single interface, although
the Flow Record lists all of the possible outgoing interfaces.
This is a typical exanple of a per destination |oad-bal anci ng.

Anot her exanple is a nediator that mnust aggregate Data Records
fromdifferent Cbservation Points and report an aggregated
bservation Point. However, the different Observation Points can
be specified by different Infornmation El enent types dependi ng on
the Exporter. For exanple:

Exporterl Cbservation Point is characterized by the
exporterl Pv4Address, so a specific Exporter can be represented.

Exporter2 Cbservation Point is characterized by the
exporter| Pv4Address and a basicList of ingressinterface, so the
Exporting Process can express that the observations were made on a
series of input interfaces.

Exporter3 Cbservation Point is characterized by the
exporterl Pv4Address and a specific lineCardld, so the Exporting
Process can express that the observation was made on a specific
i ne card.

If the mediator nodels the three different types of Cbservation
Points with the three Tenpl ate Records bel ow

Tenpl ate Record 1: exporterl Pv4Address

Tenpl ate Record 2: exporterl Pv4Address, basiclList of
i ngressinterface

Tenpl ate Record 3: exporterl Pv4Address, |ineCardld

then it can represent the aggregated OCbservation Point with a
subTenpl ateMul ti Li st and the semantic "exactlyOneOf". The
aggregated Cbservation Point is nodeled with the Data Records
corresponding to either Tenplate Record 1, Tenplate Record 2, or
Tenpl ate Record 3 but not nore than one of these. This inplies
that the Flow was observed at exactly one of the Cbservation

Poi nts report ed.

4.4. 4. oneOr MoreO:X
The "oneOrMoreOF" structured data type semantic specifies that one
or nore elenents fromthe list in the structured data are actua

properties of the Data Record. This is equivalent to a |ogical OR
operati on.

<Claise, et. A > Expires April 10 2011 [ Page 17]



I nternet-Draft <Export of Structured Data in | PFI X> Cct 2010
Consi der an exanpl e where a nedi ator nust report an aggregated
Flow (e.g. by aggregating |IP addresses fromI|P prefixes), with an
aggregat ed Cbservation Point. However, the different Cbservation
Points can be specified by different Information El enent types as
described in Section 4.4.2.

If the nmediator nodels the three different types of Cbservation
Points with the three Tenpl ate Records bel ow

Tenpl ate Record 1: exporterl Pv4Address

Tenpl ate Record 2: exporterl Pv4Address, basiclList of
i ngressinterface

Tenpl ate Record 3: exporterl Pv4Address, |ineCardld

then it can represent the aggregated Chservation Point with a
subTenpl ateMul ti Li st and the semantic "oneOrMreO". The
aggregated Cbservation Point is nodeled with the Data Records
corresponding to either Tenplate Record 1, Tenplate Record 2, or
Tenpl ate Record 3. This inplies that the Fl ow was observed on at
| east one of the Cbservation Points reported, and potentially on
mul ti ple Cbservation Points.

4.4.5. all O

The "al | OF" structured data type semantic specifies that all of
the list elements fromthe structured data are actual properties
of the Data Record

For exanple, if a Record contains a basicList of outgoing
interfaces with the "allO" semantic, then the observed Flowis
typically a multicast Flow where each packet in the Flow has been
replicated to each outgoing interface in the basiclList.

4.4.6. ordered

The "ordered" structured data type senantic specifies that
elements fromthe list in the structured data are ordered

For exanple, an Exporter mght want to export the AS10 AS20 AS30
AS40 BGP AS-PATH. I n such a case, the Exporter would report a
basi cLi st conposed of (AS10, AS20, AS30, AS40) and the respective
structured data type semantic of "ordered"
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4.5. Encoding of |IPFIX Data Types

The foll owi ng subsections define the encodi ng of the abstract data
types defined in Section 4.1. above. These data types nmay be
encoded using either fixed or variable-length Information

El ements, as discussed in Section 5. 1.

4.5.1. basiclist

The basicList Informati on El enent defined in Section 4.3.1.
represents a list of zero or nore instances of an Information
El enrent and is encoded as fol |l ows:

0 1 2 3
01234567890123456789012345678901
B S i A S S S i s S S S S i stk s ST S S S
Semanti c | O] Field ID | Element... |
B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S
...Length | basi cLi st Content ... |
B S S e i i i i i T T T S S S S S S S S i S
I

T I S T 2 S S T e N T o i S S S S

T T S s i S T S S i o I S S

e i i i

Fi gure A basicLi st Encoding

Semanti c
The Senmantic field indicates the relationship anong the
different Information El enent values within this Structured
Data Information El enent.

Field ID
Field IDis the Information El enent identifier of the
Information El ement(s) contained in the |ist.

El ement Length
The Element Length field indicates the length of each Iist

el ement specified by Field ID, or contains the value OXFFFF if
the length is encoded as a variable-length Information El enent
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at the start of the basicList Content, per Section 7 of
[ RFC5101] .

The Elenment Length field is effectively part of the header, so
even in the case of a zero-elenment list, it MJST NOT be
omtted.

basi cLi st Cont ent

A Coll ecting Process decodes list elenents fromthe basiclLi st
Content until no further data remains. A field count is not
i ncl uded but can be derived when the Information El enent is

decoded.

Note that in the diagram above, Field IDis show with the
Enterprise bit (npbst significant bit) set to 0. |If instead the
Enterprise bit is set to 1, a four-byte Enterprise Nunber MJST be
encoded imedi ately after the El enment Length as shown bel ow. See
the "Field Specifier Format" section in the | PFI X Protocol

[ RFC5101] for additional information.

0 1 2 3
01234567890123456789012345678901
B S T S S e T A i i i S S

| Senmanti c | 1] Field ID | El ement... |
T T e o e e T S e e e TR
| ...Length [ Enterpri se Nunber ... [

B T T i I T T o S S S e b S S S
| C. | basi cList Content ... |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

B i i i e R S e S i s e e S T g e S I T i st S TR I S S
Fi gure B: basicList Encoding with Enterprise Nunber

Al'so note that, if a basiclList has zero elenments, the encoded data
contains the Semantic field, Field ID, the Elenent Length field
and the four-byte Enterprise Number (if present), while basiclList
Content is enpty.

If the basiclList is encoded as a variable-length Information

El ement in | ess than 255 octets, it is encoded with the Length
field per Section 7 of [RFC5101] as foll ows:
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0 1 2 3

01234567890123456789012345678901
B i i i e R S e S i s e e S T g e S I T i st S TR I S S
| Length (< 255)] basi cLi st Encoding ... [
B T T i I T T o S S S e b S S S
| ... continuing as needed |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

Figure C. Variabl e-Length basicLi st Encoding (Length < 255
octets)

If the basicList is encoded as a variable-length Information
El ement in 255 or nore octets, it is encoded with the Length field
per Section 7 of [RFC5101] as foll ows:

0 1 2 3

01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| 255 | Length (0 to 65535) | |
B E e r e s i s i o T T s S S S S 2
[ ... basiclList Encoding [
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure D Variabl e-Length basicList Encoding (Length O to 65535
octets)

4.5.2. subTenpl at eLi st

The subTenpl atelList Information El enment represents a list of zero
or nore Data Records corresponding to a specific Tenplate.

Because the Tenpl ate Record referenced by a subTenpl at eLi st
Information El enent can itself contain other subTenpl at eLi st
Information El enents, and because these Tenpl ate Record references
are part of the Information Elements content in the Data Record,
it is possible to represent conplex hierarchical data structures.
The followi ng di agram shows how a subTenpl at eLi st I nformation

El ement is encoded within a Data Record:

0 1 2 3

01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| Senmanti c | Tenpl ate 1D | |
B E e r e s i s i o T T s S S S S 2
[ subTenpl at eLi st Cont ent [
B i s T T S T et S S T S I T s sl s ol ST S S S
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I : I

R o T S T S T e T i T S S S S S S S e

Fi gure E: subTenpl at eLi st Encodi ng

Semanti c

The Semantic field indicates the relationship anong the
different Data Records within this Structured Data | nfornation
El enent.

Tenpl ate 1D

The Tenplate ID field contains the ID of the tenplate used to
encode and decode the subTenpl at eLi st Content.

subTenpl at eLi st Cont ent

subTenpl at eLi st Content consists of zero or nore instances of
Dat a Records corresponding to the Tenplate ID specified in the
Tenplate ID Field. A Collecting Process decodes the
subTenpl at eLi st Content until no further data remains. A
record count is not included but can be derived when the
subTenpl ateLi st is decoded. Encoding and decodi ng are
perfornmed recursively if the specified Tenplate itself
contains Structured Data Infornmation El enents as descri bed

her e.

Note that, if a subTenpl atelLi st has zero el enents, the encoded
data contains only the Senmantic field and the Tenplate ID field,
whi | e subTenpl atelLi st Content is enpty.

If the subTenpl atelList is encoded as a variable-length Information
Element in I ess than 255 octets, it is encoded with the Length
field per Section 7 of [RFC5101] as foll ows:

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Length (< 255)] subTenpl at eLi st Encoding ... |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| ... continuing as needed |
B E e r e s i s i o T T s S S S S 2
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Figure F. Variabl e-Length subTenpl ateLi st Encoding (Length < 255
octets)

If the subTenpl atelList is encoded as a variable-l1ength Information
El ement in 255 or nore octets, it is encoded with the Length field
per Section 7 of [RFC5101] as foll ows:

0 1 2 3
01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S
| 255 | Length (0 to 65535) | C. |
B T i S S i S T h T i S S S S e
| ... subTenpl at eLi st Encodi ng |
B E e r e s i s i o T T s S S S S 2

Figure G Variable-Length subTenpl ateLi st Encoding (Length 0 to
65535 octets)

4.5.3. subTenpl ateMul ti Li st

Whereas each elenent in a subTenpl ateLi st Information El enment
corresponds to a single Tenplate, it is sonetines useful for a
list to contain elenents corresponding to different Tenplates. To
support this case, each top-level elenent in a

subTenpl ateMul ti List Information Element carries a Tenplate |D,
Length and zero or nore Data Records corresponding to the Tenpl ate
ID. The follow ng di agram shows how a subTenpl ateMul tiLi st
Information Element is encoded within a Data Record. Note that
the encoding following the Semantic field is consistent with the
Set Header specified in [ RFC5101].

0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Semanti c [ Tenplate 1D X | Dat a Records. ..
i i S S it St NI SN S S S U i S U S it U N S e e
| ... Length X | Data Record X. 1 Content ... [

i Tl e i e s e e e e R e
B i S S T s i S T st i S S S S S S S S i
[ C. Data Record X. 2 Content ... [
B T e b i i e e s . i I SR R S
e e e e i e s S e R CE o o R
| C. | Data Record X. L Content ... |
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B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

Tenplate ID Y

S T e

| Dat a Records. ..

T S S T o S S e i < i S S St S ST S S S &

Data Record Y.1 Content
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

ii-.— B i T i e T S e e o e e
Data Record Y. 2 Content

+

+

T S S i o S e e i < i S S S S ST S S S S i

i o ik S N S SRR

B o o ol ok T S SR S S S R S
Data Record Y. M Cont ent

+

B o T e S it ST i T S S S e S e T o s

B i T S S S e s o S o

Length Z

Tenpl ate 1D Z

B S i S S S S S S S o

| Dat a Records. ..

B T i S S i S T h T i S S S S e
Data Record Z.1 Content

+

R o 2 e S i T i S S e e T e s

B i T S S S e s o S o

B S T

B R e i T T TR R SR SR S S
Data Record Z.2 Content
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

ii-.— B i T i e T S e e o e e
Data Record Z. N Content

+

+

T S S i o S e e i < i S S S S ST S S S S i

i o ik S N S SRR

B L T S S

Fi gure H

Semanti c

The Semantic field indicates the top-Ievel

i e ks SRR I S SRR

subTenpl at eMul ti Li st Encodi ng

the series of Data Records corresponding to the different
Tenpl ate Records within this Structured Data | nformation

El enent.

Tenpl ate 1D
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Unli ke the subTenpl atelLi st Informati on El enent, each el enent
of the subTenplateMultiList contains a Tenplate | D which
specifies the encoding of the followi ng Data Records.

Dat a Records Length

The total length of the Data Records encoding for the Tenpl ate
I D previously specified, including the 2 bytes for the
Tenplate 1D and the 2 bytes for the Data Records Length field
itself.

Data Record X. M

The Data Record X M consists of the Mh Data Record of the
Tenpl ate Record X. A Collecting Process decodes the Data
Records according to Tenplate Record X until no further data
remai ns, according to the Data Records Length X Further

Tenpl ate 1 Ds and Data Records may then be decoded according to
the overall subTenplateMultilist length. A record count is
not included but can be derived when the El enent Content is
decoded. Encodi ng and decoding are perforned recursively if
the specified Tenplate itself contains Structured Data

I nformation El enents as described here.

In the exceptional case of zero instances in the

subTenpl ateMul ti List, no data is encoded, only the Semantic field
and Tenplate ID field(s), and the Data Record Length field is set
to zero.

If the subTenplateMultiList is encoded as a variable-1ength
Information Element in |less than 255 octets, it is encoded with
the Length field per Section 7 of [RFC5101] as foll ows:

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| Length (< 255)]| subTenpl ateMul ti Li st Encoding ... |
B E e r e s i s i o T T s S S S S 2
| ... continuing as needed [
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure |: Variable-Length subTenplateMul tiList Encoding (Length <
255 octets)
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If the subTenplateMiltiList is encoded as a Variabl e-Length
Information El ement in 255 or nore octets, it is encoded with the
Length field per Section 7 of [RFC5101] as foll ows:

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| 255 | Length (0 to 65535) | - |
B E e r e s i s i o T T s S S S S 2
| ... SubTenpl ateMul ti Li st Encodi ng |
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure J: Variable-Length subTenplateMultiList Encoding (Length
0 to 65535 octets)

5. Structured Data Fornat

5.1. Length Encodi ng Consi derations

The new Structured Data Information El ements represent a list that
potentially carries conplex hierarchical and repeated data.

When the encoding of a Structured Data Information El enent has a
fixed I ength (because, for exanple, it contains the sane nunber of
fixed-length elements, or if the pernmutations of elements in the
list always produces the sanme total length), the elenent |ength
can be encoded in the correspondi ng Tenpl ate Record.

However, when representing variable-length data, hierarchica

data, and repeated data with variable el ement counts, where the
number and |l ength of elements can vary fromrecord to record, we
RECOMVEND t hat the Informati on El enents are encoded using the

vari abl e-1 ength encodi ng described in Section 7 of [RFC5101], with
the length carried before the Structured Data | nformation El enent
encodi ng.

Because of the conplex and repeated nature of the data, it is
potentially difficult for the Exporting Process to efficiently

know i n advance the exact encoding size. 1In this case, the
Exporting Process may encode the available data starting at a
fixed offset and fill in the final length afterwards. Therefore,

the three-byte length encoding is RECOMWENDED for variabl e-1ength
information el enents in all Tenplate Records containing a
Structured Data Information Elenent, even if the encoded | ength
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can be less than 255 bytes, because the starting offset of the
data is known in advance.

When encodi ng such data, an Exporting Process MJST take care to
not exceed the maxi mum al |l owed | PFI X nessage | ength of 65535 bytes
as specified in [ RFC5101].

5.2. Recursive Structured Data

It is possible to define recursive rel ationshi ps between | PFI X
structured data instances, for exanple when representing a tree
structure. The sinplest case of this night be a basiclList where
each elenent is itself a basicList, or a subTenpl atelLi st where one
of the fields of the referenced tenplate is itself a
subTenpl at eLi st referencing the sane Tenplate. Also, the
Exporting Process MJST take care when encodi ng recursivel y-defined
structured data, not to exceed the maxi num allowed | ength of an

| PFI X Message (as noted in Length Encodi ng Consi derations).

5.3. Structured Data Information El ements Applicability in Options
Tenpl ate Sets

Structured Data Information El ements MAY be used in Options
Tenpl at e Sets.

As an exanpl e, consider a nediation function that nust aggregate
Data Records fromnultiple Cbhservation Point types

Router 1, (interface 1)
Router 2, (line card A)
Router 3, (line card B)
Router 4, (line card C, interface 2)

In order to encode the PSAMP Sel ecti on Sequence Report
Interpretation [ RFC5476], the nediation function nust express this
conbi nati on of Observation Points as a single new Cbservation
Point. Recall from[RFC5476] that the PSAMP Sel ecti on Sequence
Report Interpretation consists of the follow ng fields:

Scope: sel ecti onSequencel d
Non- Scope: one Information El enment napping the Cbservation Point
selectorld (one or nore)

Wthout structured data, there is clearly no way to express the
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conpl ex aggregated Cbservation Point as "one Information El enent
mappi ng the Cbservation Point". However, the desired result may
be easily achieved using the structured data types. Refer to
Section 8.5. for an encoding exanple related to this case study.

Regardi ng the scope in the Options Tenpl ate Record, the |IPFI X
specification [ RFC5101] nentions that "The | PFI X protocol doesn't
prevent the use of any Information El enents for scope"

Therefore, a Structured Data Information El ement MAY be used as
scope in an Options Tenpl ate Set.

Ext endi ng the previ ous exanple, the nediation function could
export a given nane for this conpl ex aggregated Cbservati on Point:

Scope: Aggregated Observation Point (structured data)
Non- Scope: a new Information El enent containing the nane

5.4. Usage Cuidelines for Equival ent Data Representations

Because basi cList, subTenpl atelList, and subTenpl ateMul tiList are
all lists, in several cases there is nore than one way to
represent what is effectively the sane data structure. However,
in sonme cases, one approach has an advantage over the other e.qg.
nore conpact, uses fewer resources, etc., and is therefore
preferred over an alternate representation

A subTenpl at eLi st can represent the same sinple list of single-

val ue Information Elenents as a basicList, if the Tenplate

ref erenced by the subTenpl atelLi st contains only one single-val ued
Information Elenent. Although the encoding is nore conpact than a
basi cList by two bytes, using a subTenplateList in this case
requires a new Tenplate per Information Elenent. The basicLi st
requires no additional Tenplate and is therefore RECOMVENDED in
this case.

Al t hough a subTenplateMultiList with one El enent can represent the
contents of a subTenplateList, the subTenplateMultilList carries
two additional bytes (Elenent Length). It is also potentially
useful to a Collecting Process to know in advance that a

subTenpl ateLi st directly indicates that |list el enent types are
consi stent. The subTenpl atelList Information Elenent is therefore
RECOMVENDED i n this case.

The Senantic field in a subTenplateMultiList indicates the top-

I evel relationship among the series of Data Records correspondi ng
to the different Tenplate Records, within this Structured Data
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Information Elenent. |If a semantic is required to describe the
rel ati onship anmong the different Data Records corresponding to a
single Tenplate ID within the subTenpl ateMil tiList, then an
encodi ng based on a basicList of subTenpl atelists should be used,
refer to Section 5.6 for nore information. Alternatively, if a
semantic is required to describe the relationship anong all Data
Records within a subTenpl ateMultiList (regardless of the Tenpl ate
Record), an encodi ng based on a subTenplateMultiList with one Data
Record corresponding to a single Tenplate | D can be used.

Note that the referenced Information Element(s) in the Structured
Data Information El ements can be taken fromthe | PFI X information
nodel [RFC5102], the PSAMP infornation nodel [RFC5477], any of the
Information El enents defined in the ANA | PFI X registry [| ANA-

| PFI X] or enterprise-specific Information El ements.

5. 5. Paddi ng

The Exporting Process MAY insert sone padding octets in structured
data field values in a Data Record by including the

" paddi ngCctets’ Information El enent as described in [ RFC5101]
Section 3.3.1. The paddingCctets Information El enment can be
included in a Tenplate Record referenced by structured data
Information El enent for this purpose

5.6. Senantic

Semantic interpretations of received Data Records at or beyond the
Col l ecting Process remain explicitly undefined, unless that data
is transmitted using this extension with explicit Structured Data
type semantic infornation.

It is not the Exporter’s role to check the validity of the
semantic representation of Data Records. Therefore, the Exporter
SHOULD NOT check all senantically nmeani ngl ess conbi nati ons before
exporting the Data Record.

More conpl ex semantics can be expressed as a conbi nati on of the
Semantic Data Information El ements specified in this docunent.

For exanple, the export of the AS10 AS20 AS30 AS40 {AS50, AS60} BGP
AS- PATH woul d be reported as a basiclList of two el enents, each

el ement being a basicList of BGP AS, with the top |evel structured
data type semantic of "ordered". The first elenment would contain
a basiclist conposed of (AS10, AS20, AS30, AS40) and the respective
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structured data type semantic of "ordered", while the second

el ement woul d contain a basicList conposed of (AS50, AS60) and the
respective structured data type semantic of "exactlyOneOr". A
hi gh | evel Data Record di agram woul d be represented as:

BGP AS- PATH = (basicList, ordered
(basicLi st, ordered, AS10, AS20, AS30, AS40),

(basicLi st, exactlyOneCf, AS50, AS60)

)

If a semantic is required to describe the relationship anong the
different Data Records corresponding to a single Tenplate ID
within the subTenpl ateMul tiList, then an encodi ng based on a

basi cLi st of subTenpl atelLi sts shoul d be used, as shown in the next
case study.

Case study 1:
In this exanple, an Exporter nonitoring security attacks nust
export a list of security events consisting of attackers and
targets. For the sake of the example, assune that the Collector
can differentiate the attacker (which is expressed using source
fields) fromthe target (which is expressed using destination
fields). |Imagine that attackers Al or A2 may attack targets T1
and T2.
The first case uses a subTenpl ateMul tiLi st conposed of two
Tenpl at e Records, one representing the attacker and one
representing the target, each of themcontaining an |IP address and
a port.

Attacker Tenplate Record = (src | P address, src port)

Target Tenplate Record = (dst | P address, dst port)
A high level Data Record di agram woul d be represented as:

Alert = (subTenpl ateMul tiList, allCF,

(Attacker Tenplate Record, Al, A2),

(Target Tenplate Record, T1, T2)
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The Col l ecting Process can only conclude that the |ist of
attackers (Al, A2) and the list of targets (T1l, T2) are present,
wi t hout knowi ng the rel ati onshi p anongst attackers and targets.
The Exporting Process would have to explicitly call out the

rel ati onshi p anongst attackers and targets as the top | eve
semantic offered by the subTenplateMultiList isn't sufficient.

The only proper encoding for the previous semantic (i.e. attacker
Al or A2 may attack target T1 and T2) uses a basicList of
subTenpl ateLi sts and is represented as foll ows:

At tacker Tenplate Record = (src | P address, src port)

Target Tenplate Record = (dst | P address, dst port)

Alert = (basicList, allof,

(subTenpl at eLi st, exactlyOneCf, attacker Al, A2)

(subTenpl ateList, all O, target T1, T2)

Case study 2

In this exanple, an Exporter nonitoring security attacks nust
export a list of attackers and targets. For the sake of the
exanpl e, assune that the Collector can differentiate the attacker
(which is expressed using source fields) fromthe target (which is
expressed using destination fields). Inmgine that attackers Al or
A2 are attacking target T1l, while attacker A3 is attacking targets
T2 and T3. The first case uses a subTenplateMiltiList that
contains Data Records corresponding to two Tenpl ate Records, one
representing the attacker and one representing the target, each of
them containing an | P address and a port.

Attacker Tenplate Record = (src |P address, src port)
Target Tenplate Record = (dst | P address, dst port)

A high level Data Record di agram woul d be represented as:
Alert = (subTenplateMiltilList, allCr,

(Attacker Tenplate Record, Al, A2, A3),
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(Target Tenplate Record, T1, T2, T3)

)

The Coll ecting Process can only conclude that the |ist of
attackers (Al, A2, A3) and the list of targets (T1, T2, T3) are
present, wi thout knowi ng the relationship anongst attackers and
targets.

The second case could use a Data Record definition conposed of the
fol | owi ng:

Alert = (subTenplateMul tiList, allCF,
(Attacker Tenplate Record, Al, A2),
(Target Tenplate Record, T1),
(Attacker Tenplate Record, A3),

(Target Tenplate Record, T2, T3)

)

Wth the above representation, the Collecting Process can infer
that the alert consists of the list of attackers (Al, A2), target
(T1l), attacker (A3) and list of targets (T2, T3). From t he
sequence in which attackers and targets are encoded, the Collector
can possibly deduce that sone rel ationship exists anong (Al, A2,
T1) and (A2, T1, T2) but cannot understand what it is exactly.

So, there is a need for the Exporting Process to explicitly define
the rel ationship between the attackers and targets and the top-

| evel semantic of the subTenplateMiltilList is not sufficient.

The only proper encoding for the previous semantic (i.e. attacker
Al or A2 attack target T1, attacker A3 attacks targets T2 and T3)
uses a basicList of subTenplatelLists and is represented as
fol | ows:
Participant P1 =
(basicList, all O,
(subTenpl at eLi st, exactlyOneOr, attacker Al, A2)

(subTenpl at eLi st, undefined, target T1)
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)

Participant P2 =
(basicList, all O,
(subTenpl at eLi st, undefined, attacker A3,

(subTenpl ateList, all O, targets T2, T3)

)

The security alert is represented as a subTenpl at eLi st of
partici pants.

Alert =
(subTenpl ateLi st, all O, Participant Pl, Participant P2)

Note that, in the particular case of a single elenent in a
Structured Data Information Elenment, the semantic field is
actually not very useful since it specifies the relationship anong
multiple elenents. Any choice of allOf, exactlyOneOr, or

OneOr More woul d provide the sane result semantically.

Therefore, in case of a single elenent in a Structured Data
Information El ement, the default "undefined" semantic SHOULD be
used.

6. Tenpl ate Managenent

This section introduces sone nore specific Tenpl ate managenent and
Tenpl ate Wt hdrawal Message-rel ated specifications conpared to the
| PFI X protocol specification [ RFC5101].

First of all, the Tenplate |ID uniqueness is unchanged conpared to
[ RFC5101]; the uniqueness is local to the Transport Session and
bservation Donmain that generated the Tenplate ID. |n other

words, the Set ID used to export the Tenpl ate Record does not
i nfluence the Tenplate | D uni queness.

Wil e [ RFC5101] nentions that: "If an Information Elenent is
required nore than once in a Tenplate, the different occurrences
of this Information El enment SHOULD foll ow the | ogical order of
their treatments by the Metering Process.", this rule MAY be
ignored within Structured Data Information El ements.
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As specified in [ RFC5101], Tenplates that are not used anynore
SHOULD be deleted. Deleting a Tenplate inplies that it MJST NOT
be used within subTenpl ateLi st and subTenpl ateMul ti Li st any nore.
Before reusing a Tenplate ID, the Tenplate MJST be deleted. In
order to delete an allocated Tenplate, the Tenplate is w thdrawn
through the use of a Tenplate Wthdrawal Message.

7. The Collecting Process’s Side

This section introduces sone nore specific specifications to the
Col I ection Process conmpared to Section 9 in the | PFI X Protocol
[ RFC5101] .

As described in [ RFC5101], a Collecting Process MJST note the
Information Elenent identifier of any Information El enment that it
does not understand and MAY discard that Information El enent from
the Flow Record. Therefore a Collection Process that does not
support the extension specified in this docunent can ignore the
Structured Data Information Elenents in a Data Record, or it can

i gnore Data Records containing these new Structured Data
Information El enents while continuing to process other Data

Recor ds.

If the structured data contains the "undefined" structured data
type semantic, the Collecting Process MAY attenpt to draw its own
conclusion in terns of the semantic contained in the Data Record.
8. Structured Data Encodi ng Exanpl es

The followi ng exanples are created solely for the purpose of

illustrating how the extensions proposed in this docunent are
encoded.

8.1. Encoding a Miulticast Data Record with basiclLi st

Consi der encoding a nulticast Data Record containing the follow ng
dat a:
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Tenpl ate Record for the nulticast Flows, with the Tenplate I D 256:

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Set ID=2 | Length = 24 octets |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Tenplate I D = 256 | Field Count = 4 |
B E e r e s i s i o T T s S S S S 2
| O] i ngressinterface = 10 | Field Length = 4 |
B T T i I T T o S S S e b S S S
| O] sour cel Pv4Address = 8 | Field Length = 4 |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| 0| Destinationl PvdAddress = 12 | Field Length = 4 |
B E e r e s i s i o T T s S S S S 2
| O] basi cLi st = XXX | Field Length = OXFFFF |
B T T i I T T o S S S e b S S S

Fi gure K: Encodi ng basiclList, Tenplate Record

The list of outgoing interfaces is represented as a basiclList with
semantic all Of, and the Length of the list is chosen to be encoded
in three bytes even though it may be | ess than 255 octets.

The Data Set is represented as foll ows:

0 1 2 3

01234567890123456789012345678901
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Set ID = 256 | Length = 36 |
B E e r e s i s i o T T s S S S S 2
| ingressinterface = 9 |
B T T i I T T o S S S e b S S S
| sour cel Pv4Address = 192.0. 2. 201 |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Desti nati onl Pv4Address = 233.252.0.1
B i T i T e S e e S e e =
| 255 | Li st Length = 17 | semantic=al
B R e i i T I RIS S TR TR R T R S i I R R e e
| egressinterface Fieldld = 14 |egressinterface Field Length=
T R ik e e T S S e S S e R it it S SR R e S S e e
| egressinterface value 1 =1
B i e I T i sl S T e e e S e i T TR S R S e S
[ egressinterface value 2 = 4

+-
o
+-
4

+-

-+ +— +— +—
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B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| egressinterface value 3 = 8 |
B E e r e s i s i o T T s S S S S 2

Figure L: Encodi ng basiclist, Data Record, Semantic all O

In the exanpl e above, the basicList contains fixed-length
elements. To illustrate how variable-1ength el enents woul d be
encoded, the sanme exanple is shown below with variable-Iength
interface nanes in the basicList instead:

0 1 2 3

01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
[ Set | D = 256 [ Length = 44 |
B T T i I T T o S S S e b S S S
| ingressinterface = 9 |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| sour cel Pv4Address = 192.0. 2. 201 |
B E e r e s i s i o T T s S S S S 2
[ Desti nati onl Pv4Address = 233.252.0.1 |
B T T i I T T o S S S e b S S S
| 255 | Li st Length = 25 | semantic=all O |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| 0] InterfaceNane Fieldld = 82 | InterfaceNanme Field Len=0xFFFF|
B E e r e s i s i o T T s S S S S 2
| Length =5 [ "F [ 'E [ "o [
B T T i I T T o S S S e b S S S
| A | o | Length =7 | "F |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
[ = [ 1 [ o e [
B e T o T S S S i T T T T + +o e e e e e -+
I+- B I I T T N T T T T S +- - - - - - -+
| = | 12 | A 12 |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

I
R -
"1 | "0 | Length =5 | "F |
S -
|

Fi gure M Encodi ng basicList, Data Record with Variabl e-Length
El ements, Semantic all COf

8.2. Encoding a Load-bal anced Data Record with a basicLi st
Consi der encodi ng a | oad-bal anced Data Record containing the

fol |l owi ng dat a:
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So the Data Record egressed fromeither interface 1, 4, or 8. The
Data Set is represented as follows:

0 1 2 3
01234567890123456789012345678901
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Set ID = 256 | Length = 36 |
B E e r e s i s i o T T s S S S S 2
| ingressinterface = 9 |
B T T i I T T o S S S e b S S S
| sour cel Pv4Address = 192.0. 2. 201 |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Desti nati onl Pv4Address = 233.252.0.1

B i T i T e S e e S e e =
[ 255 [ Li st Length = 17 | semrexact | yOn
B R e i i T I RIS S TR TR R T R S i I R R e e
| egressinterface Fieldld = 14 |egressinterface Field Length=
T R ik e e T S S e S S e R it it S SR R e S S e e
| egressinterface value 1 =1

B E e r e s i s i o T T s S S S S 2
[ egressinterface value 2 = 4 [
B T T i I T T o S S S e b S S S
L.

+-
e
+-
4
+-

-+ +— +—

egressinterface value 3 = 8 |
T i e o e S S S i it S e S e it ot (I SRR R S SR S e

Fi gure N. Encodi ng basicList, Data Record, Semantic ExactlyOneO™f

8. 3. Encodi ng subTenpl at eLi st

As explained in Section 2.2. , nmultiple pairs of

(observationTi meM cr oseconds, di gestHashVal ue) nust be collected
fromtwo different Cbservation Points to passively conpute the
one-way del ay across the network. This data can be exported with
an optim zed Data Record that consists of the foll ow ng
attributes:

5-tuple

{ observationTi mreM croseconds 1, digestHashvalue 1 }
{ observationTi mreM croseconds 2, digestHashValue 2 }
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{ observationTi neM croseconds 3, digestHashValue 3 }

(... ...

A subTenpl ateLi st is best suited for exporting the list of
(observationTi mreM cr oseconds, digestHashValue). For illustration
pur poses, the nunber of elenments in the list is 5; in practice, it
coul d be nore.

srclP | dstIP | src | dst |proto|] one-way del ay
| | Port | Port | | metrics
192.0.2.1 192.0.2.105 1025 80 6 Ti mel, 0x0x91230613

Ti me2, 0x0x91230650
Ti me3, 0x0x91230725
Ti me4, 0x0x91230844
Ti me5, 0x0x91230978

The following Tenplate is defined for exporting the one-way del ay
metrics:

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
| Set ID=2 | Length = 16 octets |
R R e R e s s e o S S e R e o o
| Tenpl ate 1D = 257 | Field Count = 2 |
B i S S T s i S T st i S S S S S S S S i
| O] observationTi meM croSec=324 | Field Length = 8 [
B i i S S i I e i S S R L e e e e
| O] di gest HashVval ue = 326 [ Field Length = 4 [
R R e R e s s e o S S e R e o o

Figure O Encodi ng subTenpl atelLi st, Tenpl ate for One-Vay Del ay
Metrics

The Tenpl ate Record for the Optinized Data Record is as follows:

0 1 2 3
01234567890123456789012345678901
T I I S i T i T S S e It L i T S A s

| Set ID=2 | Length 32 octets |
T i i S T iy i SIS S S S
| Tenpl ate 1D = 258 | Field Count = 6 |
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B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| O] sourcel Pv4Address = 8 | Field Length = 4 |
B E e r e s i s i o T T s S S S S 2
| O] destinationl Pv4dAddress = 12 | Field Length = 4 [
B T T i I T T o S S S e b S S S
| 0| sourceTransportPort =7 | Field Length = 2 |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| 0| destinationTransportPort= 11| Field Length = 2 |
B E e r e s i s i o T T s S S S S 2
| O] protocolldentifier = 4 [ Field Length = 1 [
B T T i I T T o S S S e b S S S
| 0] subTenplateList = YYY | Field Length = OXFFFF |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

Fi gure P: Encodi ng subTenpl atelLi st, Tenplate Record

The list of (observationTi neM croseconds, digestHashValue) is
exported as a subTenplateList with semantic allOf. The Length of
the subTenpl atelist is chosen to be encoded in three bytes even
though it may be | ess than 255 octets.

The Data Record is represented as foll ows:

0 1 2 3
01234567890123456789012345678901
B T i it T s i S e i SR SR
| Set ID = 258 | Length = 83 octets |
e e e i e S S S e S  c e e
| sourcel Pv4Address = 192.0.2.1 |
B i S S T s i S T st i S S S S S S S S i
destinati onl PV4Address = 192. 0. 2. 105 [
B S S i s S e S e N I S N i i N S
sourceTransport Port = 1025 | destinationTransportPort = 80 |
Bl T T e e e e S o e R e TR o o
Protocol =6 | 255 | one-way netrics list len = 63 |
B T i S S I el s S P S S S S S S N e S
semantic=al | O | Tenpl atel D = 257 | TinmeVal uel [
B S S e e o i S e il i i S SN S
octets 2-5 of Ti meVal uel [
Bl o Tk e e e L s e i s s i R R S e S S
octets 6-8 of TinmeVal uel | di gest HashVal 1=|
B T i S S I el s S P S S S S S S N e S
0x0x91230613 | Ti meVal ue2 [
B S S i s S S S ik bt
octets 2-5 of Ti meVal ue2 [
Bl o Tk e e e L s e i s s i R R S e S S
octets 6-8 of TinmeVal ue2 | di gest HashVal 2=|

-+ +—+—+— +— +— +— +—
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B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| ... 0x0x91230650 | TinmeVval ue3 |
B E e r e s i s i o T T s S S S S 2
[ ... octets 2-5 of Ti meVal ue3 [
B T T i I T T o S S S e b S S S

| ... octets 6-8 of TinmeVal ue3 | di gest HashVal 3=
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| ... 0x0x91230725 | TinmeVval ued

B o i T e e S e S i T S R S e S e e sl S B T S
[ ... octets 2-5 of TinmeVal ued [
B T o S e i ik S S I i i S Tl i e e

| ... octets 6-8 of TineVal ued | di gest HashVal 4=
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| ... 0x0x91230844 | TinmeVval ueb

B o i T e e S e S i T S R S e S e e sl S B T S
[ ... octets 2-5 of TinmeVal ueb [
B T o S e i ik S S I i i S Tl i e e

| ... octets 6-8 of TinmeVal ueb | di gest HashVal 5=
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| ... 0x0x91230978 |

S et

Figure Q Encoding subTenpl atelLi st, Data Set

8. 4. Encoding subTenpl ateMul ti Li st

As explained in Section 4.5.3., a subTenplateMultilList is used to
export a list of mixed-type content where each top |evel elenent
corresponds to a different Tenplate Record

To illustrate this, consider the Data Record with the follow ng
attributes

5-tupl e (Fl ow Keys), octetCount, packet Count
attributes for filtering
sel ectorld,
sel ector Al gorithm
attributes for sanpling
sel ectorld,
sel ector Al gorithm
sanpl i ngPacket I nt er val
sanpl i ngPacket Space
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This exanpl e denonstrates that the Sel ector Report Interpretation

[ RFC5476] can be encoded with the subTenplateMultiList. More
specifically, the exanple describes Property Match Filtering

Sel ector Report Interpretation [RFC5476] used for filtering

pur poses, and the Systenic Count-Based Sanpling as described in
Section 6.5.2.1 of [RFC5476]. Sone traffic will be filtered
according to match properties configured, sone will be sanpl ed,
some will be filtered and sanpled, and sonme will not be filtered or
be sanpl ed.

A subTenpl ateMul tiList is best suited for exporting this variable
data. A Tenplate is defined for filtering attributes and anot her
Tenpl ate is defined for sanpling attributes. A Data Record can
contain data corresponding to either of the Tenpl ates, both of
them or neither of them

Consi der the exanpl e bel ow where the follow ng Data Record contains
both filtering and sanpling attributes.

Key attributes of the Data Record:

srclP | dstIP | src | dst | proto | octetCount | packet
[ | Port | Port | [ | Count
192.0.2.1 192.0.2.105 1025 80 6 108000 120

Sanpling attributes:

For Systemi c Count-Based Sanmpling as defined in Section 6.5.2.1 of
[ RFC5476] the required algorithmspecific Information El enents are:

sanpl i ngPacket I nterval : nunber of packets selected in a row
sanpl i ngPacket Space: nunber of packets between sel ections
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Exanpl e of a sinple 1 out-of 100 systenmatic count-based Sel ector
definition, where the sanplingPacketlnterval is 1 and the
sanpl i ngPacket Space is 99.

selectorld | selectorA gorithm | sanmpling | sanpling
[ | Packet | Packet
| | I'nterval | Space
15 1 (Count-Based Sanpling) 1 99

To represent the Data Record, the followi ng Tenpl ate Records are
defi ned:

Tenpl ate for filtering attributes: 259
Tenpl ate for sanpling attributes: 260
Tenpl ate for Flow Record: 261

Fl ow record (261)
| (sourcel Pv4Address)
| (destinationl Pv4Address)
| (sourceTransportPort)
| (destinationTransportPort)
| (protocolldentifier)
| (octetTotal Count)
| (packet Tot al Count)
I

R filtering attributes (259)
[ (sel ectorld)
| (sel ectorAl gorithm

N sampling attributes (260)

| (sel ectorld)

| (selectorAl gorithm

[ (sanpl i ngPacket I nterval)
| (sanpl i ngPacket Space)

The followi ng Tenplate Record is defined for filtering attributes:
0 1 2 3

01234567890123456789012345678901
T I T S S T i T S S M T s
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[ Set ID=2 [ Length = 16 [
T T e b i i e e s . S I SR S
| Tenplate I D = 259 | Field Count = 2 |
e T e i e e e i e e e e o o o
| O] selectorld = 302 | Field Length = 4 |
B i S S T s i S T st i S S S S S S S S i
| 0] selectorAl gorithm= 304 [ Field Length = 1 [
T T T i i e S e L ok o E S

Figure R Encodi ng subTenpl ateMul ti List, Tenplate for Filtering
Attributes

The Tenplate for sanpling attributes is defined as foll ows:
0 1 2 3

01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Set ID=2 [ Length = 24 [
T T e b i i e e s . S I SR S
| Tenplate 1D = 260 | Field Count = 4 |
e T e i e e e i e e e e o o o
| O] selectorld = 302 | Field Length = 4 |
B i S S T s i S T st i S S S S S S S S i
| 0] selectorAlgorithm= 304 [ Field Length = 1 [
T T T i i i e i i s i I
| 0| samplingPacketInteval = 305 | Field Length = 1 |
T S e o o i e e b o b ok T R S
| 0| sampl i ngPacket Space = 306 | Field Length =1 |
B i S S T s i S T st i S S S S S S S S i

Figure S: Encodi ng subTenpl ateMul ti List, Tenplate for Sanpling
Attributes

Note that while selectorAlgorithmis defined as unsignedl6, and
sanpl i ngPacket I nt erval and sanpl i ngPacket Space are defined as
unsi gned32, they are conpressed down to 1 octet here as all owed
by Reduced Size Encoding in Section 6.2 of the |IPFIX protocol
speci fications [ RFC5101].

Tenpl ate for the Flow Record is defined as shown bel ow
0 1 2 3

01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S
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[ Set ID=2 [ Length = 40 [
T T e b i i e e s . S I SR S
| Tenplate 1D = 261 | Field Count = 8 |
e T e i e e e i e e e e o o o
| O] sour cel Pv4Address = 8 | Field Length = 4 |
B i S S T s i S T st i S S S S S S S S i
| 0] destinationl Pv4Address = 12 | Field Length = 4 [
T T T i i e T i i i S
| 0] sourceTransportPort = 7 [ Field Length = 2 [
i T e o o e S e e e L o ok o S
| 0| destinationTransportPort=11 | Field Length = 2 |
B i S S T s i S T st i S S S S S S S S i
| 0] protocolldentifier = 4 [ Field Length = 1 [
T T i i i i e i i S S h
| O] oct et Tot al Count = 85 | Field Length = 4 |
T e o o e S e e e L o ok o S e
| O] packet Tot al Count = 86 | Field Length = 4 |
B i S S T s i S T st i S S S S S S S S i
| 0] subTenplateMultilList = z2zZZ | Field Length = OXFFFF [
T T i i i i e s i i i S S

Fi gure T: Encodi ng subTenpl ateMul tiList, Tenplate for Flow Record

A subTenpl ateMul tiList with semantic allOf is used to export the
filtering and sanpling attributes. The Length field of the
subTenpl ateMul tilist is chosen to be encoded in three bytes even
though it may be less than 255 octets.

The Data Record is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
B i i i e R S e S i s e e S T g e S I T i st S TR I S S
[ Set ID = 261 [ Length = 49 [
B R i ks i i T o ST B SR SR SR SR S R T S R e it R S e e e e 5
sour cel Pv4Address = 192.0.2.1 |

L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ R E o o T S S S S S
| desti nationl Pv4Address = 192.0. 2. 105 |
B o i T e e S e S i T S R S e S e e sl S B T S
| sourceTransportPort = 1025 | destinationTransportPort = 80

B T o S e i ik S S I i i S Tl i e e
| protocol =6 | oct et Tot al Count = 108000 |
B T i S S i S T h T i S S S S e
| - | packet Tot al Count = 120 |
B o i T e e S e S i T S R S e S e e sl S B T S
| | 255 | Attributes List Length = 21 |
B e e s i i o e S e e sl sl s TR S S S S S S S
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| semantic=al|OF | Filtering Tenplate I D = 259 |Filtering Attr
T T e s i i S s s o ik S I SR SR
| ...Length = 9 | selectorld = ... [
e T e o o i e T S R R ek o Sl S
| 100 | selectorAlg = 5| Sanpling Tenplate ID = 260

B i S S T s i S T st i S S S S S S S S i

| Sanpling Attributes Length=11 | selectorld = ... [

T T e i e S e i s sk it NI S SR SR

| ... 15 | selectorAlg = 1| Interval =1

+- R T e e e e o i e e e

[ 99

+- -+ +-

+

p

+0+
+ D +
+ 1+

+-
ce
- +-

I
+-+

Fi gure U. Encodi ng subTenpl ateMul ti List, Data Set

8.5. Encoding an Options Tenplate Set using Structured Data

As described in Section 5.3. , consider a nediation function that
must aggregate Data Records fromdifferent Cbservation Points.

Say (bservation Point 1 consists of one or nore interfaces,
Observation Points 2 and 3 consist of one or nore |line cards, and
Observation Point 4 consists of one or nore interfaces and one or
nmore line cards. Wthout structured data, a tenplate would have
to be defined for every possible conbination to interpret the data
correspondi ng to each of the Cbservation Points. However, wth
structured data, a basiclList can be used to encode the list of
interfaces and anot her basiclLi st can be used to encode the |ist of
l'i ne cards.

For the sake of sinplicity, each Cbservation Point shown bel ow has
the I P address corresponding to the Router and an <interface> or
<linecard> or <line card and interface>  This can very well be
extended to include a list of interfaces and a list of |inecards
usi ng basicLi sts as expl ai ned above.

Cbservati on Poi nt
Observati on Poi nt
Observati on Poi nt
Gbservati on Poi nt

Router 1, (interface 1)
Router 2, (line card A)
Router 3, (line card B)
Router 4, (line card C, interface 2)

RonNR

The nedi ation function wishes to express this as a single
bservation Point, in order to encode the PSAMP Sel ection
Sequence Report Interpretation (SSRI). Recall from [RFC5476]
that the PSAMP Sel ecti on Sequence Report Interpretation
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consists of the follow ng fields:

Scope: sel ecti onSequencel d

Non- Scope: one Information El ement mappi ng the
Observati on Poi nt
selectorld (one or nore)

For exanple, the Cbservation Point detail ed above nmay be
encoded in a PSAWP Sel ection Sequence Report Interpretation as
shown bel ow.

Sel ection Sequence 7 (Filter->Sanpling):

(bservation Point: subTenplateMul tilList.
Router 1 (IP address 192.0.2.11), (interface 1)
Router 2 (1P address 192.0.2.12), (line card A
Router 3 (1P address 192.0.2.13), (line card B)
Router 4 (I P address 192.0.2.14), (line card C, interface 2)
selectorld: 5 (Filter, match | PV4Sour ceAddress 192.0.2.1)
selectorld: 10 (Sanpler, Random 1 out-of ten)

The followi ng Tenplates are defined to represent the PSAMP SSRI
Tenpl ate for representi ng PSAMP SSRI: 262

Tenpl ate for representing interface: 263

Tenpl ate for representing linecard: 264

Tenpl ate for representing linecard and interface: 265

PSAMP SSRI (262)
| (Sel ectionSequencel d)
|
+--- Cbservation Point 1 (263)
[ (exporterl Pv4Address)
| (Interface 1d)
I
+--- (bservation Point 2 and 3 (264)
| (exporterl Pv4Address)
[ (l'ine card)
I
+--- (bservation Point 4 (265)
| (exporterl Pv4Address)
| (l'ine card)
| (I'nterface 1d)
I
| (selectorld 1)
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Note that the exanple could further be inproved with a basicLi st
of selectorld if many Sel ector

0

I Ds have to be reported.

Figure V. PSAMP SSRI to be encoded

1

2

3

01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

Set

ID=3

Length = 26

B o T S T i T S T i S S S S S S T

Tenplate I D = 262

Fi el d Count

=4

i e i e s e e e S  C R e e e
| 0] selectionSequence
B T i S S e I  Th s i S S S S S T S S S S
| 0] subTenpl ateMul ti Li
i e i S i e R S e e LR R
Field Length = OXFFFF
T T e o o s S e b e o o S R S
| O] selectorld =
B T o S S il i S S S S

Scope Field Count =

Scope 1 Length = 4

Field Length = 4

B g i S S e
Field Length 4

+-

e S

+

+

1

+

| O] selectorld =

- 4-+

Figure W Options Tenplate Record for PSAMP SSRI
subTenpl at eMul ti Li st

A subTenpl ateMul tiList with semantic allOf is used to e
list of Ghservation Points.

0

1

2

Id = 301
+
st = 277
+
302

302

usi ng

ncode the

3

I
-+

I
-+

I

01234567890123456789012345678901
B S T S S e T A i i i S S

Set

ID=2

Length = 16

S S S

Tenplate 1D = 263

Fi el d Count

B e i T e S e ot S R S e S S el oot ST S T o
exporterl Pv4Addr ess

1 0|

| 0|

<Cl ai se,

i ngressinterface = 10
B i T i T e e R e o i T S S e S S

et.

Al >

8

I
e i S i S S S
I

Field Length
i s o (I R R
Field Length

Expires April 10 2011

1
+
1
+
1
+

+ 0+ 0+ o+
+ A+ DN+
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Figure X PSAMP SSRI, Tenplate Record for interface

0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Set ID=2 [ Length = 16 [

T T e b i i e e s . S I SR S

| Tenplate I D = 264 | Field Count = 2 |

i e i e s e e e S  C R e e e

| O] exporterl Pv4Address = 8 | Field Length = 4 |

B i S S T s i S T st i S S S S S S S S i
I

| O] lineCardld = 141 Field Length = 4 [
B i i S S i I e i S S R L e e e e

Fi gure Y: PSAMP SSRI, Tenplate Record for linecard
0 1 2 3

01234567890123456789012345678901
T I T S S T i T S S M T s

[ Set ID=2 [ Length = 20 [
B T T i I T T o S S S e b S S S
| Tenpl ate 1D = 265 | Field Count = 3 |

B i Sl S

Rl o ol ol T S S S S e e e i i
| O] exporterl Pv4Address = 8
+- +-

Field Length = 4

e e e o o S +- I+ B e e ot ok S S +-|+
| O] lineCardld = 141 [ Field Length = 4 [
B T T i I T T o S S S e b S S S
| O] i ngressinterface = 10 | Field Length = 4 |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

Fi gure Z: PSAMP SSRI, Tenplate Record for linecard and interface

The PSAMP SSRI Data Set is represented as foll ows:

0 1 2 3

01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S
| Set ID = 262 | Length = 68 [
B T i S S i S T h T i S S S S e
| sel ecti onSequenceld = 7 |
B E e r e s i s i o T T s S S S S 2
[ 255 | Observation Point List Len=49 |semantic=all O |
B i s T T S T et S S T S I T s sl s ol ST S S S

<Claise, et. A > Expires April 10 2011 [ Page 48]



I nternet-Draft <Export of Structured Data in | PFI X> Cct 2010
[ OP1 Tenplate ID = 263 [ OPl Length = 12 [
T T e e i i i I SR S
| Router 1 exporterl Pv4Address = 192.0.2.11 |
e e e i e S S e R h o o R
OP1 ingressinterface =1 |
B T i S S I el s S P S S S S S S N e S
OP2&0P3 Tenpl ate ID = 264 | OP2 & OP3 Length = 20 [
i i S S e e wh ik i S S
Router 2 exporterl Pv4Address = 192.0.2.12 |
Bl ok Tk e e e Lt e i s o i R R SR e S S
OP2 lineCardld = A |
B T i S S I el s S P S S S S S S N e S
Router 3 exporterl Pv4Address = 192.0.2.13 [
B S S i S S e e S o ik i I SRS S
OP3 lineCardld = B |
R T o e R i i R R e E R et e e R e
OP4 Tenplate I D = 265 | OP4 Length = 16 |
B i S S I i Tk s i i S e S S e =
Router 4 exporterl Pv4Address = 192.0.2. 14 [
B S S i S S e e S o ik i I SRS S
OP4 lineCardld = C |
Bl o Tk e e e L s e i s s i R R S e S S
OP4 ingressinterface = 2 |
B T i S S I el s S P S S S S S S N e S
selectorld = 5 [
B S S i s S e S e N I S N i i N S
selectorld = 10 [
Bl o Tk e e e L s e i s s i R R S e S S

1
+

1
+

-+

+—+——+—+—+—+—+—+— +— +— +— +—

Fi gure ZA: Exanple of a PSAMP SSRI Data Record, Encoded using a
subTenpl at eMul ti Li st

Note that the Data Record above contains multiple instances of
Tenpl ate 264 to represent Cbservation Point 2 (Router2, line card
A) and Qbservation Point 3 (Router3, line card B). |Instead, if a

singl e Observation Point had both line card A and line card B, a
basi cList would be used to represent the list of |ine cards.

9. Relationship with the O her |FPlI X Documents
9.1. Relationship with Reduci ng Redundancy

"Reduci ng Redundancy in |IP Flow Information Export (IPFIX) and
Packet Sanpling (PSAMP) Reports" [RFC5473] describes a bandwi dth
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savi ng net hod for exporting Flow or packet information using the
I P Flow I nformation eXport (IPFIX) protocol

It defines the commonPropertieslD Information El enment for
exporting Conmon Properties.

9.1.1. Encoding Structured Data El enent using Comon Properties.

When Structured Data Information El ements contain repeated

el ements, these elenents may be replaced with a
commonPropertiesID Information El ement as specified in

[ RFC5473]. The replaced el enents may include the basiclList,
subTenpl at eLi st and subTenpl ateMul ti Li st I nformati on El enents.

This techni que m ght hel p reduci ng the bandw dth requirements
for the export. However, a detailed analysis of the gain has
not been done; refer to Section 8.3 of [RFC5473] for further
consi derati ons.

9.1. 2. Encoding Common Properties elenments Wth Structured Data
I nformation El ement.

Structured Data Information El enent MAY be used to define a |ist
of commonPropertiesI D, as a replacenent for the specifications
in [ RFC5473].

I ndeed, the exanple in figures 1 and 2 of [RFC5473] can be
encoded with the specifications in this docunent.

B B TS S +
| sourceAddressA | sourcePortA | <Fl owl i nformation> |
S S e +
| sourceAddressA | sourcePortA | <Fl ow2 i nformation> |
o a oo S o e e e e e e ee oo +
| sourceAddressA | sourcePortA | <Fl ow3 i nf or mati on> |
B B TS S +
| sourceAddressA | sourcePortA | <Fl ow4 i nf ormati on> |
S S e +
S SO AU S SR .
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Fi gure ZB: Common and Specific Properties Exported Toget her

[ RFC5473]

B ) o m e e oo o - +
| index for properties A | sourceAddressA | sourcePortA |
o e e e e e e e o oo S e e e - +
I I I I
T - . +
e e e e e e e e oo o m e e e e e e e e e aa oo +

| index for properties A | <Fl owl i nformation>
S . +

| index for properties A | <Fl ow2 i nf ormati on>
e T +

| index for properties A | <Fl ow3 i nf or mati on>

e e e e e e e e oo o m e e e e e e e e e aa oo +

| index for properties A | <Fl om4 i nf or mati on>
S . +

Fi gure ZC. Conmon and Specific Properties Exported Separately
according to [ RFC5473]

e e e e e e e - o m e e e e e e e oo oo oo +
| sourceAddressA | sourcePortA | <Fl owl information> |
o a oo S o e e e e e e ee oo +
[ <Fl ow2 i nf ormati on>
B +
| <Fl ow3 i nf or mati on>
o m e e e e e e e oo oo oo +
| <Fl ow4 i nformati on> |
o e e e e e e ee oo +
| c. |
B +

Fi gure ZD: Common and Specific Properties Exported with
Structured Data I nformation El enent

The exanple in figure ZD could be encoded with a basicList if
the <Flow information> represents a single Information El enent,
with a subTenplateList if the <Flow information> represents a
Tenpl ate Record, or with a subTenplateMultilList if the <Fl ow
informati on> is conposed of different Tenpl ate Records
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Using Structured Data Information Elenents as a replacenent for
the techni ques specified in "Reduci ng Redundancy in | P Fl ow
I nformation Export (IPFIX) and Packet Sanmpling (PSAMP) Reports”
[ RFC5473] offers the advantage that a single Tenplate Record is
defined. Hence the Collectors job is sinplified in ternms of
Tenpl at e managenent and conbi ni ng Tenpl ate/ Opti ons Tenpl ate
Recor ds

However, it nust be noted that using Structured Data | nformation
El ements as a replacenment for the techniques specified in
"Reduci ng Redundancy in IP Flow Informati on Export (IPFIX) and
Packet Sanpling (PSAMP) Reports"” only applies to sinplified
cases. For exanmple, the "Multiple Data Reduction" (Section 7.1
[ RFC5473]) might be too conplex to encode with Structured Data

I nformation El ements.

9.2. Relationship with Guidelines for |IPFIX Testing

[ RFC5471] presents a list of tests for inplementers of | P Flow
I nformation eXport (IPFIX) conpliant Exporting Processes and
Col I ecting Processes.

Al t hough [ RFC5471] doesn’t define any structured data el enent
specific tests, the Structured Data Information El enents can be
used in many of the [RFC5471] tests.

The [ RFC5471] series of test could be useful because the
docunent specifies that every Information El enent type should be
tested. However, not all cases fromthis document are tested in
[ RFC5471] .

The followi ng sections are especially noteworthy:

3.2.1. Transnmission of Tenplate with fixed size
I nformation El ements

- each data type should be used in at | east one test.
The new data types specified in Section 4.1. should
be included in this test.

3.2.2. Transnission of Tenplate with variable | ength
I nformation El ements

- this test should be expanded to include Data Records
cont ai ni ng vari abl e | engt h basi cLi st,
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subTenpl at eLi st, and subTenpl ateMul tiList Information
El ement s.

3.3.1. Enterprise-specific Information El enents

- this test should include the export of basicList,
subTenpl at eLi st, and subTenpl ateMul tiList Information
El ements containing Enterprise-specific Information
El ements. e.g., see the exanple in figure B

3.3.3. Multiple instances of the sane |Infornmation El enent
in one Tenplate

- this test should verify that nmultiple instances of the
basi cLi st, subTenpl atelList and subTenpl ateMul tiLi st
Information El enents are accept ed.

3.5 Stress/Load tests

- since the structured data types defined here all ow
nmodel i ng of conplex data structures, they nmay be
useful for stress testing both Exporting Processes
and Col | ecting Processes.

9.3. Relationship with Bidirectional Flow Export

[ RFC5103] describes a method for exporting bidirectional flow
i nformati on, and defines the biflowDirection Information El enent
for this purpose.

[ RFC5103] Biflows may be encoded in a subTenpl at eLi st or
subTenpl ateMul ti Li st. The basicList requires recurrence of a
single element, so is not suitable for Biflows.

Encoding Biflows with subTenpl ateLi st or subTenpl ateMul ti Li st
provides a nore logical division of the information in both
directions, although this encoding incurs a snall additiona
bandwi dt h penal ty.

An exanpl e of Bifl ow encoding using Structure Data I nformation

El ements and conparison with the [ RFC5103] Biflow encoding is
shown in Appendi x B
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9.4. Relationship with | PFI X Medi ation Function

The Structured Data Information El ements woul d be beneficial for
the export of aggregated Data Records in nediation function, as
was denonstrated with the exanpl e of the aggregated Cbservation
Point in Section 5.3.

10. | ANA Consi der ati ons

Thi s docunment specifies several new | PFl X abstract data types, a
new | PFI X Data Type Semantic, and several new I nformation
El ement s.

These require the creation of two new | PFI X registries and
updating the existing IPFI X Information El enent registry as
detail ed bel ow.

10.1. New Abstract Data Types

Section 4.1. of this docunent specifies several new | PFl X abstract
data types. Per Section 6 of the |IPFI X information node

[ RFC5102], new abstract data types can be added to the |IPFIX
informati on nodel. This requires creation of a new | PFI X
"abstract data types" registry at
http://ww. i ana. org/assignments/ipfix. This registry should
include all the abstract data types from Section 3.1 of [RFC5102].

Abstract data types to be added to the IPFI X "abstract data types"
registry are listed bel ow

10.1.1. basiclist

The type "basicList" represents a list of any Information El enent
used for single-valued data types.

10. 1. 2. subTenpl at eLi st

The type "subTenpl ateList" represents a list of a structured data
type, where the data type of each list elenent is the sane and
corresponds with a single Tenpl ate Record.
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10. 1. 3. subTenpl ateMul tiLi st

The type "subTenplateMultilList" represents a list of structured
data types, where the data types of the list elenents can be
different and correspond with different tenplate definitions.

10.2. New Data Type Semantics

Section 4.2. of this docunent specifies a new | PFI X Data Type
Semantic. Per Section 3.2 of the |IPFI X information node

[ RFC5102], new data type semantics can be added to the |IPFI X
information nodel. Therefore, the | ANA | PRI X

i nformati onEl ement Semantics registry [I ANA-IPFI X], which contains
all the data type semantics from Section 3.2 of [RFC5102], mnust be
augrmented with the "list" val ue bel ow.

10.2.1. list

Alist is a structured data type, being conposed of a sequence of
elements e.g. Information El ement, Tenplate Record, etc.

10.3. New Information El enents

Section 4.3. of this docunent specifies several new I nfornmation
El ements which are to be created in the | PFI X Information El enent
registry [1ANA-1PFIX]

New | nfornmation Elenments to be added to the | PFI X I nformation
El ement registry are |listed bel ow

EDI TOR S NOTE: the XM specification in Appendi x A nust be updated
with the el enentl D val ues al |l ocat ed bel ow.

10. 3. 1. basicLi st

Nane: basi cLi st

Descri pti on:

Specifies a generic Information Elenent with a basicli st abstract
data type. For exanple, a list of port nunbers, a list of
interface indexes, etc.

Abstract Data Type: basiclLi st

Data Type Semantics: |ist

El ementld: XXX (to be specified by | ANA)

Status: current
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10. 3. 2. subTenpl at eLi st

Nane: subTenpl at eLi st

Descri pti on:

Specifies a generic Information El enent with a subTenpl at eLi st
abstract data type.

Abstract Data Type: subTenpl at eLi st

Data Type Semantics: |ist

El ementld: YYY (to be specified by | ANA)

Status: current

10. 3. 3. subTenpl ateMul tiLi st

Nane: subTenpl ateMul ti Li st

Descri pti on:

Specifies a generic Information El ement with asubTenpl ateMul tiLi st
abstract data type.

Abstract Data Type: subTenpl ateMil ti Li st

Data Type Semantics: |ist

El ementld: ZZZ (to be specified by | ANA)

Status: current

10.4. New Structured Data Semantics

Section 4.4. of this docunent specifies a series of new | PFI X
structured data type semantics, which is expressed as an 8-bit
value. This requires the creation of a new | PFI X "structured data
types semantics" | PFI X subregistry [I ANA-1PFI X] .

Entries may be added to this subregistry subject to a Standards
Action [RFC5226]. Initially, this registry should include all the
structured data type semantics |isted bel ow

10.4.1. undefined

Name: undefi ned

Description: The "undefined" structured data type senantic
specifies that the semantic of list elements is not specified, and
that, if a semantic exists, then it is up to the Collecting
Process to draw its own concl usions. The "undefined" structured
data type semantic is the default structured data type semantic.

Val ue: OxFF
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Ref erence: <this future RFC

10. 4. 2. noneCO™f

Nane: noneCf

Description: The "noneO'" structured data type senmantic specifies
that none of the elenments are actual properties of the Data
Record.

Val ue: 0x00

Reference: <this future RFC

10. 4. 3. exactl yOneOr

Nane: exactl| yOne!

Description: The "exactlyOneOF" structured data type senantic
specifies that only a single element fromthe structured data is
an actual property of the Data Record. This is equivalent to a
| ogi cal XOR operati on.

Val ue: 0x01

Ref erence: <this future RFC

10. 4. 4. oneOr More

Name: oneOr MoreCf

Description: The "oneOrMreO" structured data type semantic
specifies that one or nore elenents fromthe list in the
structured data are actual properties of the Data Record. This is
equivalent to a |l ogical OR operation.

Val ue: 0x02

Ref erence: <this future RFC

10.4.5. all o

Nane: all O
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Description: The "all O" structured data type senmantic specifies
that all of the list elements fromthe structured data are actual
properties of the Data Record.

Val ue: 0x03

Reference: <this future RFC

10.4. 6. ordered
Nane: ordered

Description: The "ordered" structured data type senmantic specifies
that elenents fromthe list in the structured data are ordered

Val ue: 0x04

Reference: <this future RFC

11. Security Considerations

The sane security considerations as for the | PFI X Protocol
[ RFC5101] apply.
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Appendi x A.  Additions to XM. Specification of IPFIX Infornmation
El ements and Abstract Data Types

Thi s appendi x contains additions to the machi ne-readabl e
description of the IPFI X information nodel coded in XM in
Appendi x A and Appendix B in [ RFC5102]. Note that this appendi x
is of informational nature, while the text in section 4.
(generated fromthis appendi x) is normative.

The following field definitions are appended to the |IPFI X
i nformati on nodel in Appendix A of [RFC5102].

<field name="basi cList"
dat aType="basi cLi st"
group="structured-data"
dat aTypeSemanti cs="Li st"
el ement | d="XXX" applicability="all" status="current">
<descri ption>
<par agr aph>
Represents a |ist of zero or nore instances of
any Information Elenent, primarily used for
singl e-val ued data types. For example, a list of port
nunbers, list of interface indexes, list of ASin a
BGP AS- PATH, etc.
</ par agr aph>
</ description>
</field>

<field name="subTenpl at eLi st "
dat aType="subTenpl at eLi st "
group="structured-data"
dat aTypeSenmanti cs="Li st"
el ement 1 d="YYY" applicability="all" status="current">
<descri pti on>
<par agr aph>
Represents a list of zero or nore instances of a
structured data type, where the data type of each |ist
el ement is the sane and corresponds with a single
Tenpl ate Record. For exanple, a structured data type
composed of nultiple pairs of ("MPLS | abel stack entry
position", "MPLS | abel stack value"), a structured data
type conposed of performance netrics, a structured data
type conposed of multiple pairs of |IP address, etc.
</ par agr aph>
</ descripti on>
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</field>

<field name="subTenpl ateMul ti Li st"
dat aType="subTenpl ateMul ti Li st"
group="struct ured-dat a"
dat aTypeSemanti cs="Li st"
el ement 1 d="2ZZ" applicability="all" status="current">
<descri ption>
<par agr aph>
Represents a list of zero or nore instances of
structured data types, where the data type of each I|ist
el ement can be different and corresponds wth
different tenplate definitions. For exanple, a
structured data type conposed of multiple access-1i st
entries, where entries can be conposed of different
criteria types.
</ par agr aph>
</ descri ption>
</field>

The followi ng structured data type senantic definitions are
appended to the the IPFI X information nodel in Appendix A of
[ RFC5102] .

<struct uredbDat aTypeSenmanti cs>
<struct uredDat aTypeSemanti ¢ nane="undefi ned" val ue="255">
<descri pti on>
<par agr aph>
The "undefined" structured data type semantic specifies
that the senantic of list elenents is not specified, and
that, if a semantic exists, then it is up to the
Col l ecting Process to draw its own conclusions. The
"undefined" structured data type semantic is the default
structured data type semanti c.
</ par agr aph>
</ description>
</ structuredDat aTypeSenmanti c>

<struct uredDat aTypeSemanti ¢ name="noneO" val ue="0">
<descri ption>
<par agr aph>
The "noneO" structured data type semantic specifies
that none of the elenents are actual properties of the
Dat a Record.
</ par agr aph>
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</ descri ption>
</ structuredDat aTypeSenmanti c>

<struct uredDat aTypeSemanti ¢ nane="exactl yOneO" val ue="1">
<descri pti on>
<par agr aph>
The "exactlyOneOF" structured data type senantic
specifies that only a single elenent fromthe structured
data is an actual property of the Data Record. This is
equi valent to a logical XOR operation
</ par agr aph>
</ descri ption>
</ structuredDat aTypeSemanti c>

<struct uredDat aTypeSenmanti ¢ nane="oneO MoreOf" val ue="2">
<descri pti on>
<par agr aph>
The "oneOrMoreOF" structured data type semantic
specifies that one or nore elenents fromthe list in the
structured data are actual properties of the Data
Record. This is equivalent to a | ogical OR operation.
</ par agr aph>
</ descri ption>
</ structuredDat aTypeSemanti c>

<structuredDat aTypeSenanti ¢ nane="al | O " val ue="3">
<descri pti on>
<par agr aph>
The "al | OF" structured data type semantic specifies that
all of the list elenents fromthe structured data are
actual properties of the Data Record.
</ par agr aph>
</ descripti on>
</ structuredDat aTypeSemanti c>

<structuredDat aTypeSemanti ¢ name="or dered" val ue="4">
<descri ption>
<par agr aph>
The "ordered" structured data type senmantic specifies
that elenents fromthe list in the structured data are
ordered.
</ par agr aph>
</ description>
</ structuredDat aTypeSenmanti c>
</ structuredDat aTypeSenmanti cs>
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The followi ng schema definitions are appended to the abstract data
types defined in Appendix B of [RFC5102].

<si npl eType nanme="dat aType">
<restriction base="string">
<enuneration val ue="basi cLi st">
<annot at i on>
<docunent ati on>
Represents a list of zero or nore instances of
any Information Elenent, primarily used for
singl e-val ued data types. For example, a list of port
nunmbers, list of interface indexes, list of ASin a
BGP AS- PATH, etc.
</ document ati on>
</ annot at i on>
</ enuner ati on>
<enuner ati on val ue="subTenpl at eLi st">
<annot at i on>
<docunent ati on>
Represents a list of zero or nore instances of a
structured data type, where the data type of each list
el ement is the sane and corresponds with a single
Tenpl ate Record. For exanple, a structured data type
conposed of nultiple pairs of ("MPLS |abel stack entry
position", "MPLS | abel stack value"), a structured
data type conposed of performance netrics, a
structured data type composed of nultiple pairs of IP
address, etc.
</ docunent ati on>
</ annot ati on>
</ enuner ati on>
<enuneration val ue="subTenpl ateMul ti List">
<annot at i on>
<docunent at i on>
Represents a list of zero or nore instances of
structured data types, where the data type of each
list element can be different and corresponds with
different tenplate definitions. For exanple, a
structured data type conposed of nultiple
access-list entries, where entries can be
composed of different criteria types.
</ docunent ati on>
</ annot ati on>
</ enuner ati on>
</restriction>
</ si npl eType>
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<si npl eType nane="dat aTypeSenanti cs">
<restriction base="string">
<enuneration val ue="List">
<annot ati on>
<docunent ati on>
Represents an arbitrary-I1ength sequence of structured
data el enents, either conposed of regular Infornmation
El ements or conposed of data confornming to a Tenplate
Record.
</ document ati on>
</ annot ati on>
</ enuner ati on>
</restriction>
</ si npl eType>

<conpl exType nane="struct uredDat aTypeSenanti cs">
<sequence>
<el enent name="structuredDat aTypeSemanti c"
m nCccurs="1" maxQccur s="unbounded" >
<conpl exType>
<sequence>
<el enent nanme="description" type="text"/>
</ sequence>
<attribute name="nane" type="string" use="required"/>
<attribute name="val ue" type="unsi gnedByte"
use="required"/>
</ conpl exType>
</ el emrent >
</ sequence>
</ conpl exType>

<el enent nane="structuredDat aTypeSemanti cs"
type="structuredDat aTypeSemanti cs" >
<annot ati on>
<docunent ati on>
structured data type semantics express the relationship
anong nultiple list elements in a structured data
I nformati on El ement.
</ docunent ati on>
</ annot at i on>
</ el enent >
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Appendi x B. Exanple of Biflow Encoding using Structured Data
I nformation El ements

Referring to [ RFC5103] figure 1, a Biflow consists of two parts:
some "key" fields such as src/dst information (IP addresses,
ports), followed by a set of forward/reverse pairs.

Then | ooki ng at [ RFC5103] figure 7, we see that the Reverse PEN
is repeated many tines to indicate fields which were observed in
the reverse direction.

Looki ng back at [RFC5103] figure 1, it’s clear that the encoding
can use a Tenpl ate Record consisting of the Fl ow Keys foll owed
by a subTenpl atelLi st consisting of two el enments: one for the
forward direction, the other for the reverse direction.

The subTenpl ateLi st uses a single Tenplate Record to describe
the fields in both lists since they are a set of forward/reverse
pairs.

Uni f | ow Uni f | ow
------- T e
src A| dst B | counters/values | | src B| dst A | counters/val ues |
------- T T e e [T ppepup e ————
I I I I
\% \% \% \%
S subTenpl ateList -------------- >
------- T o
src A| dst B | fwd counters/values | rev counters/val ues |
------- T
I I I
\% \% \%
key fields fwd el emrent rev el enent

Figure BO: Using a subTempl atelList to represent a Biflow

The followi ng exanpl e shows the exanpl e from Appendi x A of
[ RFC5103] encoded using a subTenpl at eLi st:

0
0

1 2 3
1234567890123456789012345678901

T I I S i T i T S S e It L i T S A s

Set ID=2 [ Length = 24 |

T i T S T i T S S S S s

Tenpl ate 1D = 266 | Field Count = 4 |
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B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

| 0] flowDirection 61 | Field Length = 1 |
B E e r e s i s i o T T s S S S S 2
| 0] flowStartSeconds 150 | Field Length = 4 |
B i s T T S T et S S T S I T s sl s ol ST S S S
| 0] octetTot al Count 85 | Field Length = 4 |
B T i S S i S T h T i S S S S e
| 0| packet Tot al Count 86 | Field Length = 4 |

T i T i T S Tk i T S S S A S S S S S S

Figure Bl: Tenplate for the Biflow Fields

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| Set ID=2 | Length = 32 |
B i S S T s i S T st i S S S S S S S S i
[ Tenpl ate I D = 267 [ Field Count = 6 [
T T e e i i e S e s b ok S S S SN SR
| O] sourcel Pv4Address 8 | Field Length = 4 [
T e o o e S e e e L o ok o S e
| O] destinationl Pv4Address 12 | Field Length = 4 |
B i S S T s i S T st i S S S S S S S S i
| 0] sourceTransport Port 7| Field Length = 2 [
T T T i i i e T S e e L h C o S R S
| 0] destinationTransportPort 11 | Field Length = 2 [
T e o o i o e S  C e ok o o R
| 0| protocolldentifier 4 | Field Length =1 |
B i S S T s i S T st i S S S S S S S S i
| 0] subTenpl ateList = YYY [ Field Length = 29 [
T T S i s e o i i i

Figure B2: Tenplate for the Key Fields

A subTenpl ateList with semantic all O is used for encoding the

Bi Flow fields for the forward and reverse directions. Note that
the subTenpl atelLi st is encoded using fixed | ength, as shown in the
above Tenpl ate definition.

Al so, note that the overall tenmplate size is 24 + 32 = 56 octets,

compared with 64 octets in the [RFC5103] exanple - so a small
saving is achieved for the Tenpl ate Record.
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01234567890123456789012345678901
B T i it T s i S e i SR SR
[ Set 1D = 267 [ Length = 46 [
B e Lt o i ol e N R SR SR S S e e e e s
| sour cel Pv4Address = 19 |
B T o S S e i i St S S S B i (T S S S
destinationl Pv4Address = 3 [
+- e e e
i n
+- +-

.2
+
. 2.
i T R e i s s i S TR S R S - +-
TransportPort = 80 |
+
t
+
0

sourceTransport Port = 32770 | desti nat

i S i it I S i o s SN N

ate ID = 266 |

+

. 0.

+

[ 2.
+ - +-
| io
+- +- - +-
| protocol =6 |semantic=allO | Tenp
B i St S S S I e o B I S e R
| dir = forward | fl owSt art Seconds = 2006-02-01 17:00: 00 [
B T e b i i e e s . i I SR R S
[ [ oct et Tot al Count = 18000 |
i e e s i e S S e e e R E e e e e E
| | packet Tot al Count = 65 |
B o o ks s S S e i el T R e S S e o o o o o =
[ . | dir = reverse | flowStart Seconds = ... [
T T e b i i e e . S S SR S
| 2006-02-01 17:00:01 | octetTotal Count = 128000 ... |
T T e e o i e S S e R Ch o o SR
| | packet Tot al Count = 110 |
B o o ks s S S e i el T R e S S e o o o o o =
|

B o T

Figure B3: Biflow Data Set Encoded using Structured Data

Note that the Data Set length is 46, conpared with 41 in RFC5103.
The five additional octets are due to the inclusion of the 8-bit
semantic, 16-bit Tenplate ID and two, 8-bit direction indicators.

Clearly structured data offers an alternative way to encode
Bi fl ows, without the private Reverse PEN specified in [ RFC5103].

Appendi x C. Encoding IPS Alert using Structured Data |Information
El enent s

In this section, an IPS alert exanple is used to denonstrate how
compl ex data and nultiple levels of hierarchy can be encoded using
Structured Data Information Elenents. Also, this exanple
denmonstrates how a basicLi st of subTenplateLists can be used to
represent semantics at nultiple levels in the hierarchy.
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An I PS alert consists of the followi ng mandatory attri butes:
signatureld, protocolldentifier and riskRating. It can also
contain zero or nore participants, each participant can contain
zero or nore attackers and zero or nore targets. An attacker
contains the attributes sourcel Pv4Address and applicationld, and
a target contains the attributes destinationl Pv4Address and
appl i cationl d.

Note that the signatureld and riskRating Information El enent
fields are created for these exanples only; the Field IDs are
shown as NVA. The signatureld helps to uniquely identify the IPS
signature that triggered the alert. The riskRating identifies the
potential risk, on a scale of 0-100 (100 bei ng nost serious), of
the traffic that triggered the alert.
Consi der the exanple described in case study 2 of Section 5.6. The
I PS alert contains participants encoded as a subTenpl atelList with
semantic all Of. Each participant uses a basiclList of
subTenpl ateLists to represent attackers and targets. For the sake
of sinplicity, the alert has two participants P1 and P2. In
participant Pl, attacker Al or A2 attack target Tl. |In
participant P2, attacker A3 attacks targets T2 and T3.
Partici pant P1:
(basicList, allof,
(subTenpl at eLi st, exactlyOneCf, attacker Al, A2)
(subTenpl at eLi st, undefined, target T1)
)
Partici pant P2:
(basicList, all O,
(subTenpl at eLi st, undefined, attacker A3,

(subTenpl ateList, all O, targets T2, T3)

Al ert

(subTenpl ateLi st, all O, Participant Pl, Participant P2)
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| | partici pant
sigld | protocol| risk [ att acker [ tar get
[ Id | Rating | IP | appld | I P | appld
1003 17 10 192.0.2.3 103 192. 0. 2. 103 3001
192.0.2.4 104
192.0.2.5 105 192.0. 2. 104 4001
192. 0. 2. 105 5001

Partici pant Pl contains:

Attacker Al:
Attacker A2:
Target T1: (

Parti ci pant

Attacker A3:
Target T2: (
Target T3: (

To represent
Tenpl ate for
Tenpl ate for
Tenpl ate for
Tenpl ate for

(1P, applD)=(192.0.2.3, 103)
(1P, applD)=(192.0.2.4, 104)
I P, appl D)= (192.0.2.103, 3001)

P2 cont ai ns:

(1P, applD = (192.0.2.5, 105)
I P, appl D)= (192.0.2.104, 4001)
I P, appl D)= (192.0.2.105, 5001)

an alert, the followi ng Tenpl ates are defi ned:
target (268)

attacker (269)

partici pant (270)

alert (271)

alert (271)

| (signatureld)

| (protocolldentifier)
| (riskRating)

P partici pant (270)
|
U attacker (269)
| (sour cel Pv4Addr ess)
| (applicationld)
I
Foemo - - - target (268)

| (destinationl Pv4Address)
| (applicationld)

Note that the attackers are always conposed of a single
applicationld, while the targets typically have nmultiple
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applicationld, for the sake of sinplicity this exanple shows only
one applicationld in the target.

Tenpl ate Record for target, with the Tenplate | D 268:

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
| Set ID=2 | Length = 16 octets |
B e o i T o S e i T e e e S i s ot o S R TR S
| Tenpl ate 1D = 268 | Field Count = 2 |
B i S S T s i S T st i S S S S S S S S i
| 0] destinationl Pv4Address = 12 | Field Length = 4 [
B e i i e o e e S T S e e s i i TR S
| O] applicationld = 95 | Field Length = 4 |
R e R e i i o i B S O e e e i i b NI R D S R S S o S e o

Figure C0: Encoding IPS Alert, Tenplate for Target

Tenpl ate Record for attacker, with the Tenplate ID 269:

0 1 2 3

01234567890123456789012345678901
B o T T e e e i S L e s ol ST S S S S S S S S
| Set ID=2 | Length = 16 octets |
B o i T e e S e S i T S R S e S e e sl S B T S
| Tenplate 1D = 269 | Field Count = 2 |
B T o S e i ik S S I i i S Tl i e e
| O] sour cel Pv4Address = 8 | Field Length = 4 |
B T i S S i S T h T i S S S S e
| O] applicationld = 95 | Field Length = 4 |
B E e r e s i s i o T T s S S S S 2

Figure Cl: Encoding IPS Alert, Tenplate for Attacker

Tenpl ate Record for participant, with the Tenplate I D 270:

0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Set ID=2 [ Length = 12 octets [
i i i i S S i ik Ui SN S S S S S
[ Tenpl ate ID = 270 [ Field Count = 1 [

T i T S T i T S S S S
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| O] basi cLi st = XXX [ Field Length = OXFFFF [
B R e i s T e S T S S N e i i i S S S e T S

Figure C2: Encoding IPS Alert, Tenplate for Participant

The Tenpl ate Record for the participant has one basicLi st
Information El enent, which is a list of subTenpl atelLists of
attackers and targets.

Tenpl ate Record for IPS alert, with the Tenplate ID 271:

0 1 2 3

01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Set ID=2 | Length = 24 octets |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Tenplate 1D = 271 | Field Count = 4 |
B T i S S i S T h T i S S S S e
| O] signatureld = N A | Field Length = 2 |
B E e r e s i s i o T T s S S S S 2
| O] protocol Identifier = 4 [ Field Length = 1 [
B i s T T S T et S S T S I T s sl s ol ST S S S
| O] riskRating = NV A | Field Length = 1 |
B T i S S i S T h T i S S S S e
| O] subTenpl at eLi st = YYY | Field Length = OXFFFF |
B E e r e s i s i o T T s S S S S 2

Figure C3: Encoding IPS Alert, Tenplate for IPS Alert

The subTenpl ateList in the alert Tenplate Record contains a |ist
of participants.

The Length of basicList and subTenpl atelLi st are encoded in three
byt es even though they may be | ess than 255 octets.

The Data Set is represented as foll ows:

0 1 2 3
01234567890123456789012345678901
B S T S S e T A i i i S S

| Set ID = 271 | Length = 102 |
B E e r e s i s i o T T s S S S S 2
| signatureld = 1003 | protocolld=17 | riskRating=10

T S o i o S S e i < i S S St S ST S S S &
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[ 255 | participant List Length = 91 |[semantic=allO |
T T e e i T e e e st k. S S SR N SR
| participant Tenplate ID = 270 | 255 | P1 List Len =
T e o o i S T et o ok o S
| 41 | semantic=all O | P1 List Field ID = YYY |
B i S S T s i S T st i S S S S S S S S i
| P1 List Field ID Len = OXxFFFF | 255 | P1 attacker -
o e e e e e e e e e e b e e e e e e e e e e e e e e e e e e e bt
| List Len = 19 |semrexactlyOne | P1 attacker Tenplate ID = 269
T e e e o i e T S R e ok o o R
| P1 attacker Al sourcel Pv4Address = 192.0.2.3 |
B i S S T s i S T st i S S S S S S S S i
[ P1 attacker Al applicationld = 103 [
T T e b i i e e . S I SR S
| P1 attacker A2 sourcel Pv4Address = 192.0.2.4 |
e e e e i e s S e R CE o o R
| P1 attacker A2 applicationld = 104 |
B i S S T s i S T st i S S S S S S S S i
[ 255 | P1 target List Len = 11 | senrundefined |
T T s i i T o s i S S S
| P1 target Tenplate ID = 268 | P1 target T1 destinationl Pv4d

e T e o i e s s e e e o R
| Address = 192.0.2.103 | PL target T1 applicationld =...
B o o ks s S S e i el T R e S S e o o o o o =
| .. 3001 [ 255 | P2 List Len =
e e e e e e e e e e e b e e e e e e e e e e e e e e e e e e e e
| 41 | semantic=all O | P2 List Field ID = YYY |
T e e e o i e S S R e T h o o R
| P2 List Field ID Len = OXFFFF | 255 | P2 attacker |
B i S S T s i S T st i S S S S S S S S i
| List Len = 11 | senrundefined | P2 attacker Tenplate ID = 269
T T e b i i e e s s . S S SR S
[ P2 attacker A3 sourcel Pv4Address = 192.0.2.5 [
e e e e i e s S e R CE o o R
| P2 attacker A3 applicationld = 105 |
B i S S T s i S T st i S S S S S S S S i
[ 255 [ P2 target List Len = 19 | semantic=al | OF |
T T e b i i e R e . S I SR N S
| P2 target Tenplate ID = 268 | P2 target T2 destinationl Pv4d

e T e o i e s s e e e o R
| Address = 192.0.2.104 | P2 target T2 applicationld =

B o o ks s S S e i el T R e S S e o o o o o =
| .. 4001 | P2 target T3 destinationl Pv4

T T e i i L s . S I SR S
| Address = 192.0. 2. 105 | P2 target T3 applicationld =.

i e e e i e S S e e e o o R
[ 5001 [
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Figure C4: Encoding IPS Alert, Data Set
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