| PFI X Wor ki ng Group B. Trammel |

Internet-Draft ETH Zuri ch
| nt ended status: BCP B. d aise
Expires: April 4, 2011 Ci sco Systens

Cct ober 1, 2010

Gui delines for Authors and Reviewers of |PFIX Information El enents
draft-trammel | -i pfix-ie-doctors-00.txt

Abst r act

Thi s docunment provides guidelines for the definition of |PFIX
Information El ements for addition to the 1 ANA | PFI X I nformation

El ement registry, in order to extend the applicability of the IPFI X
protocol to new operations and managenent areas.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 4, 2011
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tramrel | & C ai se Expires April 4, 2011 [ Page 1]



Internet-Draft | PFI X | E- DOCTORS Cct ober 2010

Tabl e of Contents

1.

Pwn

©o~N

P

(o2 )]

10.
11.
12.

13.
14.

e el
oahwNE

I ntroduction .

.1. Intended Audi ence and Usage .
.2. Overview of relevant |PFIX documents .

Termi nol ogy .

How to appIyIPFIX .

Defi ning new I nformation El emants

I nformation El ement namng .

Information El enent data types . .
Ancillary Information El enent propert| es .
Internal structure in Information El ements .
Enuner at ed Val ues and Subregistries
Reversibility as per RFC 5103

The Information El ement Lifecycle: Revision and Deprecati on

When not to define new Information El enents

.1 MaX|m2|ng reuse of existing Information El ements
.2. Applying enterprise-specific Information El ements

Applying | PFI X to non-Fl ow Applications

Def i ni ng Reconmended Tenpl ates . .
A Textual Format for SpeC| fying Inf ormatl on EI ements and
Tenpl at es .

.1 InforrTatlon EI ement SpeC|f|ers
.2. Specifying Tenpl ates .
9.

3. Specifying I PFI X Structured Data .
Security Considerations S

| ANA Consi derations

Acknowl edgenents .

Open | ssues

Ref erences .

14.1. Normative Ref erences
14.2. Informati ve References .
Aut hors’ Addresses .

COoO~N~NOOCOOOTAPMWW

Trammel | & C ai se Expires April 4, 2011 [ Page 2]



Internet-Draft | PFI X | E- DOCTORS Cct ober 2010

1. Introduction

Thi s docunment provides guidelines for the extension of the
applicability of the IP Flow Information Export (IPFIX) protocol to
net wor k operations and nanagenent purposes outside the initial scope
defined in "IPFI X Applicability Statenent" [RFC5472]. These new
applications are is largely defined through the definition of new

I nformation El enents beyond those defined in the I PFI X I nformation
Mbdel [RFC5102] or already added to the 1ANA | PFI X I nformation

El ement Registry [iana-ipfix-assignnents]. New applications nmay be
further specified through additional RFCs defining and descri bing
their usage.

We intend this docunent to enable the expansion of the applicability
of IPFIX to new areas by experts in the working group or area
directorate concerned with the technical details of the protocol or
application to be neasured or nanaged using |IPFIX. This expansion
woul d occur with the consultation of | PFIX experts informally called
"I E-Doctors’. It provides guidelines both for those defining new
Information El enents as well as the | E-Doctors review ng them

1.1. Intended Audi ence and Usage

This docunment is nmeant for two separate audi ences. For |ETF
contributors extending the applicability of IPFIX, it provides a set
of guidelines and best practices to be used in deciding which
Information El enents are necessary for a given application, defining
these Information El enents, and deci di ng whet her an RFC shoul d be
published to further describe the application. For the |IPFI X experts
appoi nted as | E-Doctors, and for | ANA personnel changing the
Information El enent registry, it defines a set of acceptance criteria
agai nst whi ch these proposed Information El ements shoul d be
eval uat ed.

This docunent is not intended to guide the extension of the | PFI X
protocol itself, e.g. through new export nechanisns, data types, or
the like; these activities should be pursued through the publication
of standards-track RFCs by the | PFI X Wrking G oup.

This docunent specifies additional practices beyond those appearing
in the | ANA Consi derations sections of existing | PFI X docunents,
especially the Informati on Mbdel [RFC5102]. The practices outlined
in this docunent are intended to gui de experts when maki ng changes to
the 1 ANA registry under Expert Review as defined in [ RFC5226].
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1.2. Overview of relevant |PFl X docunments

[ RFC5101] defines the IPFIX Protocol, the |PFIX-specific term nol ogy
used by this docunent, and the data type encodi ngs for each of the
data types supported by | PFI X

[ RFC5102] defines the initial IPFIX Information Mdel, as well as
procedures for extending the Information Mbdel. It states that new
Information El enents nmay be added to the Information Model on Expert
Revi ew basi s, and del egates the appoi ntnent of experts to an | ESG
Area Director. This docunent is intended to further codify the best
practices to be followed by these experts, in order to inprove the
efficiency of this process.

[ RFC5103] defines a nethod for exporting bidirectional flow
informati on using I PFIX; this docunment should be foll owed when
extending | PFI X to represent information about bidirectional network
interactions in general. Additionally, new Information El enents
shoul d be annotated for their reversibility or |ack thereof as per
this docunent.

[ RFC5610] defines a nethod for exporting infornmation about
Information Elenents inline within IPFIX. |In doing so, it explicitly
defines a set of inplicit restrictions on the use of data types and
semantics; these restrictions MJST be observed in the definition of
new I nformation Elenents, as in Section 4. 3.

2. Term nol ogy

Capitalized terns used in this document that are defined in the
Term nol ogy section of [RFC5101] are to be interpreted as defined
t here.

An "application", as used in this docunent, refers to a candi date
protocol, task, or domain to which |IPFIX export, collection, and/or
storage is applied, beyond those within the I PFI X Applicability
statement [RFC5472]. By this definition, PSAMP [ RFC5476] was the
first new | PFI X application after the publication of the |IPFI X
protocol [RFC5101].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. Howto apply IPFIX

Though originally specified for the export of IP flow information
the nmessage format, tenplate nechanism and data nodel specified by
IPFIX lead to it being applicable to a wide variety of network
management situations. In addition to flow information export, for
which it was designed, and packet information export as specified by
PSAMP [ RFC5476], any application with the follow ng characteristics
is a good candidate for an | PFlI X application

o0 The application's data flow is fundanentally unidirectional
IPFI X is a "push" protocol, supporting only the export of
i nformati on froma sender (an Exporting Process) to a receiver (a
Col l ecting Process). Request-response interactions are not
supported by | PFI X

o The application handles discrete event information, or information
to be periodically reported. IPFIX is particularly well suited to
representing events, which can be scoped in tine.

o The application handles information about network entities.
| PFI X' s information nodel is network-oriented, so network
managenent applications have many opportunities for infornmation
nodel reuse

o The application requires a small nunber of arrangenents of data
structures relative to the nunber of records it handles. The
tenpl ate-driven sel f-description nechani smused by | PFI X excel s at
handl i ng | arge vol unes of identically structured data, conpared to
representations which define structure inline with data (such as
XM) .

Most applications neeting these criteria can be supported over |PFIX
Once it’'s been deternmned that IPFIX is a good fit, the next step is
determ ning which Infornmation El enments are necessary to represent the
information required by the application. Especially for network-
centric applications, the IPFI X Information El ement registry may

al ready contain all the necessary Information El ements (see

Section 6.1 for guidelines on maxim zing Information El enent reuse).
In this case, no additional work within the | ETF is necessary: sinply
define Tenplates and start exporting.

It is expected, however, that nost applications will be able to reuse
some existing Information El ements, but nust define some additiona
Information El ements to support all their requirenents; in this case,
see Section 4 for best practices to be followed in defining

I nformation El ements.
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Optionally, a Wrking Goup or individual contributor may choose to
publish an RFC detailing the new I PFI X application. Such an RFC
shoul d contain di scussion of the new application, the Information

El ement definitions as in Section 4, as well as suggested Tenpl ates
and exanpl es of the use of those Tenplates within the new application
as in Section 8  Section 9 defines a conpact textual Infornmation

El ement notation to be used in describing these suggested Tenpl ates
and/ or the use of |IPFI X Structured Data
[I-D.ietf-ipfix-structured-data] within the new application

4. Defining new Information El ements

In many cases, a new application will require nothing nore than a new
Information El enent or set of Information Elements to be exportable
using IPFIX. An Information Elenent neeting the following criteria,
as eval uated by appointed | PFI X experts, is eligible for inclusion in
the Information El ement registry:

o The Information El enent MUST be sufficiently unique within the
registry. A proposed Information Elenments which is a substantia
duplicate of an exiting Information Elenent is to be represented
usi ng the existing El enent.

0 The Information El enent SHOULD contain mnimal internal structure;
compl ex information should be represented with rmultiple sinple
Information El enents to be exported in parallel, as in
Section 4. 4.

o The Information El enent SHOULD be generally applicable to the
application at hand, which SHOULD be of general interest to the
community. Information Elenents representing information about
proprietary or nonstandard applications SHOULD be represented
using enterprise-specific Information El enents as detailed in
section 6.2 of [RFC5101].

The definition of new Information El enents requires a descriptive
nane, a specification of the data type as one fromthe | PFI X Data
Type Registry, and a human-readabl e description witten in English
This section provides guidelines on each of these conponents of an
Information El enent definition, referring to existing docunentation
such as [RFC5102] as appropriate.

4.1. Information El enent nami ng
I nformati on El enent Nanmes shoul d be defined in accordance with

section 2.3 of [RFC5102]; the npbst inportant nanming conventions are
repeat ed here for conveni ence.
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o Nanmes of Information El enments should be descriptive.

o Nanmes of Information El enents MJST be unique within the IPFIX
i nformation nodel

o Names of Information Elenents start with non-capitalized letters

0 Conposed nanes use capital letters for the first letter of each
component (except for the first one). Al other letters are non-
capitalized, even for acronyns. Exceptions are made for acronyns
containing non-capitalized letter, such as 'IPv4’ and ' | Pv6’
Exanpl es are sourceMacAddress and desti nati onl Pv4Address

In addition, new Information El enments pertaining to a specific

prot ocol SHOULD name the protocol in the first word in order to ease
searching by name (e.g. "sipMethod" for a SIP nethod, as would be
used in a logging format for SIP based on IPFIX). Sinmilarly, new
Information El enents pertaining to a specific application SHOULD nane
the application in the first word.

4.2. Information Elenent data types

| PFI X provides a set of data types covering nost primtives used in
net wor k measur enent and nanagenent applications. The nost
appropriate data type should be chosen for the Information El enent

type.

Because | PFI X provi des reduced-1|ength encoding for Infornmation

El ements, unless an integral Infornmation Elenent is derived froma
fixed-width field in a nmeasured protocol (e.g., tcpSequenceNunber,
whi ch is an unsigned32), it should be defined with the maxi mum
possi bl e width, generally signed64 or unsigned64. Applications can
then choose to use reduced-size encoding as defined in Section 6.2 of
[ RFC5101] in cases where fewer than 2764 val ues are necessary.

Information El enents representing tine values should be exported with
appropriate precision. For exanple, a Information Element for a tinme
measured at second-|evel precision should be defined as having a

dat eTi neSeconds data type, instead of dateTimeMIIiseconds

4.3. Ancillary Information El enment properties

Information El ements with nunmeric types and special semantics SHOULD
define these semantics with one of the values in the Infornmation

El ement Semantics registry, as described in Section 3.2 of [RFC5102],
subject to the restrictions given in Section 3.10 of [ RFC5610];
essentially, the semantics and the type nust be consistent.
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When defining Information El enents representing a di mensi oned
quantity or entity count, the units of that quantity SHOULD be
defined in the units field. This field takes its values fromthe

I ANA Information Element Units registry. |If an Information El enent
expresses a quantity in units not yet in this registry, then the unit
must be added to the Units registry at the sane tinme the Infornmation
El ement is added to the Information El ement registry.

Addi tionally, when the range of values an Information El ement can
take is smaller than the range inplied by its data type, the range
SHOULD be defined within the Information El enent registry.

4.4. Internal structure in Infornation El enents

Unl ess defining an Information El enent which is a direct copy of a
bitfield or other structured entity (e.g., the tcpControlBits
Information El enent for the Flags byte fromthe TCP header) in a
measured protocol, the definition of Information El enments with
internal structure with the structure defined in the Description
field is discouraged. |In this case, the field SHOULD be deconposed
into multiple primtive Information Elenments to be used in parallel
For nore conplicated semantics, where the structure may not have use
the IPFI X Structured Data [I-D.ietf-ipfix-structured-data] extension
i nst ead.

As an exanpl e of information el enent deconposition, consider an
application-level identifier called an "endpoint”, which represents a
{host, port, protocol} tuple. Instead of allocating an opaque,
structured "source endpoint" Infornmation El enent, the source endpoint
shoul d be represented by three separate Information El enments: "source
address", "source port", "transport protocol". Indeed, in this
exanple, the required information el enents already exist in the
Information El ement registry: sourcel Pv4Address or sourcel Pv6Address,
sourceTransport Port, protocolldentifier. |Indeed, as well as being
good practice, this normalization down to non-structured Information
El ements al so i ncreases opportunities for reuse as in Section 6.1

The deconposition of data with internal structure SHOULD avoid the
definition of Information Elements with a nmeaning too specific to be
generally useful, or that would result in either the export of
meani ngl ess data or a nmultitude of tenplates to handle different
multiplicities. A specific exanple of this within the | ANA registry
is the following list of assigned |PFI X Information El enents:

mpl sTopLabel St ackSecti on, npl sLabel St ackSecti on2

mpl sLabel St ackSecti on3, npl sLabel St ackSecti on4,

nmpl sLabel St ackSecti on5, npl sLabel St ackSecti on6

nmpl sLabel St ackSecti on7, npl sLabel St ackSecti on8,

nmpl sLabel St ackSecti on9, and npl sLabel StackSecti on10. The only
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di stinction between those al nost-identical Information Elenents is
the position within the MPLS stack. This Information El ement design
pattern met an early requirenent of the definition of IPFI X which was
not carried forward into the final specification -- nanely, that no
semanti ¢ dependency was all owed between Information Elenents in the
sane Record -- and as such SHOULD NOT be followed in the definition
of new Information Elenents. In this case, since the size of the
MPLS stack will vary fromflowto flow, it should be exported using

I PFI X Structured Data [I-D.ietf-ipfix-structured-data] where
supported, as a basicList of MPLS | abel entries.

Note that a Tenplate nmay contain rmultiple instances of the sane
Information Element; in this case, the each of the Information

El ements in the Tenplate are senmantically indistinguishable, and
appear in their "natural” order, where natural order is defined
according to application; PSAMP uses this for exporting selectors.
Multiple IEs used in this way are preferable to IEs with interna
structure, but only when there is some natural order, and no semantic
i nt erdependence anong the el ements.

4.5. Enunerated Val ues and Subregistries

When defining an Informati on El enent that takes an enunerated val ue
froma set of values which may change in the future, this enuneration
MUST be defined by an I ANA registry or subregistry. For situations
where an existing registry defines the enuneration (e.g., the | ANA
Prot ocol Nunmbers registry for the protocol ldentifier Information

El ement), that registry MIST be used. Qherw se, a new | PFI X

subregi stry nust be defined for the enunerated value, to be nodified
subj ect to Expert Review [ RFC5226] .

4.6. Reversibility as per RFC 5103

[TODO fix this para] [ RFC5103] defines a nethod for exporting
bidirectional flows using a special Private Enterprise Nunber to
define reverse-direction variants of | ANA Inforrmation Elenments, and a
set of criteria for deternining whether an Infornation El enent may be
reversed using this nethod. Section 6.1 of [RFC5103] states that CPs
shoul d use the set of criteria therein to determne reversibility.
Since alnost all Information Elenments are reversible, these criteria
are expressed as to deternine the exceptions, i.e. which Information
El ements are NOT reversible

To ease the determination of reversibility, future Information

El ements which are NOT reversi ble SHOULD note this fact in the
description at the tine of definition
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5.

The Information El enent Lifecycle: Revision and Deprecation

The Information El enent status field in the Information El enent
Registry is defined in [ RFC5102] to allow Information Elenents to be
"deprecated’ or 'obsolete’. No Infornmation Elenments are as of this
witing deprecated, and but provides no further explanation of these
statuses, [RFC5102] does not define any policy for using them
Additionally, no policy is defined for revising Infornmation El enent
registry entries or addressing errors therein. To be certain,
changes and deprecations within the Informati on El enent registry are
not encouraged, and should be avoided to the extent possible.
However, in recognition that change is inevitable, this section is
intended to remedy this situation

The primary requirenent in the definition of a policy for nanagi ng
changes to existing Information El enents is avoi dance of
interoperability problens; |PFIX experts appointed to review changes
to the Information El enent Registry MJST work to maintain
interoperability above all else. Changes to Information El ements
already in use may only be done in an interoperabl e way; necessary
changes whi ch cannot be done in a way to allow interoperability with
unchanged i npl enentati ons MJST result in deprecation

A change to an Information Element is held to be interoperable only
when:

o it involves the correction of an error which is obviously only
editorial; or

0 it corrects an anbiguity in the Information Elenent’s definition
which itself leads to non-interoperability (e.g., a prior change
to i pv6Ext ensi onHeaders); or

0 it expands the Information Elenent’s data type w thout changing
how it is represented (e.g., changing unsigned32 to unsi gned64, as
with a prior change to selectorld); or

o it defines a previously undefined or reserved enumerated val ue, or
one or nore previously reserved bits in an Information El enent
with flag semantics; or

0 it expands the set of perm ssible values in the Infornation
El enent’ s range; or

0o it harnmonizes with an external reference which was itself
corrected.

A non-interoperable Information El ement change nay al so be nade if it
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can be reasonably assuned in the eyes of the appointed experts that
no unchanged i npl enmentation of the Information El ement exists; this
can be held to happen if a non-interoperable change to an Information
El ement defined shortly before is proposed to the IPFIX mailing |ist
by the original proposer of the Information El enment, and no objection
is raised within a reasonable anount of time, to be defined by the
expert reviewers.

If a change is permssible, it is sent to | ANA, which passes it to
the appointed experts for review, if there is no objection to the
change from any appoi nted expert, |ANA nakes the change in the
Information El enent Registry. Changes that are not pernissible MJST
be handl ed by deprecation

An Information El ement MAY be deprecated and repl aced when

o the Information Elenent definition has an error or shortcom ng
whi ch cannot be pernissibly changed as above; or

o the deprecation harnoni zes with an external reference which was
itself deprecated through that reference’ s accepted deprecation
net hod; or

o changes in the IPFI X Protocol or its extensions, or in comunity
under st andi ng thereof, allow the information represented by the
Information El enent to be represented in a nore efficient or
conveni ent way. Deprecation in this circunmstance additionally
requires the assent of the I PFI X Wrking Goup, and should be
specified in the Internet Draft(s) defining the protocol change.

A request for deprecation is sent to | ANA, which passes it to the
appoi nted experts and a responsible Operations Area Director for
review, if there is no objection to the change from any appoi nted
expert, | ANA nakes the change in the Information El enent Registry
according to its internal procedures. Wen deprecating an
Information El enent, the Information El ement description MIST be
updated to explain the deprecation, as well as to refer to any new
Information El enents created to replace the deprecated | nformation
El enent .

Deprecated I nformati on El enents SHOULD continue to be supported by
Col | ecting Processes, but SHOULD NOT be exported by Exporting
Processes. The use of deprecated Information El ements SHOULD result
in alog entry or hunman-readabl e warning at the Exporting and

Col l ecting Processes. After a period of time determined in the eyes
of the appointed experts to be reasonable in order to allow depl oyed
Exporting Processes to be updated to account for the deprecation, a
deprecated Information El enent nay be nade obsolete. bsolete
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I nformation El ements MUST NOT be supported by either Exporting or
Col l ecting Processes. The receipt of obsolete Information El enents
SHOULD be | ogged by the Collecting Process.

Nanes of deprecated Information El enments MJUST NOT be reused. Nanes
of obsolete Information El enents MAY be reused, but this is NOT
RECOMVENDED, as it may cause confusion anong users.

6. Wen not to define new Information El enents

Al'so inportant in defining new applications is avoiding redundancy
and clutter in the Information El ement registry. Here we provide
gui delines for reuse of existing Information El enents, as well as
gui delines on using enterprise-specific Information El ements instead
of adding Information Elenents in the registry.

6.1. Maximzing reuse of existing Information El ements

Whenever possible, new applications should prefer usage of existing

I PFI X I nformation El ements to the creation of new Infornation

El ements. | PFI X already provides Infornation Elenents for every
common Layer 4 and Layer 3 packet header field in the | ETF protoco
suite, basic Layer 2 information, basic counters, tinmestanps and tine
ranges, and so on. Wen defining a new Information El enent simlar
to an existing one, reviewers shall ensure that the existing one is
not appli cabl e.

Sinply changing the context in which an Information Elenent will be
used is insufficient reason for the definition of a new Information
El ement. For exanple, an extension of IPFIX to | og detail ed

i nformati on about HTTP transactions al ongsi de network-1| eve

i nformati on shoul d not define httpCientAddress and httpServer Address
Information El enents, preferring instead the use of

sour cel Pv[ 46] Address and desti nati onl Pv[ 46] Addr ess.

Applications dealing with bidirectional interactions should use
Bi di rectional Flow Support for |PFIX [RFC5103] to represent these
i nteractions.

Specifically, existing tinestanp and tinme range Infornmation El enents
shoul d be reused for any situation requiring sinple tinestanping of
an event: for single observations, the observationTi me* |nfornmation
El ements from PSAMP are provided, and for events with a duration, the
flowStart* and fl owend* Information El enments suffice. This
arrangenent allows mnimal generic tinme handling by existing

Col I ecting Processes and anal ysis workflows. New tinestanp

I nformation El ements should ONLY be defined for semantically distinct
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timng information (e.g., an | PFl X-exported record contai ni ng
i nformati on about an event to be scheduled in the future).

In all cases the use of absolute tinestanp Information El enents (e.g.
flowStart M| 1iseconds) is RECOMWENDED, as these Information El enents
allow for maxinum flexibility in processing with mnimal overhead.

Ti mest anps based on the export time header in the enclosing | PFl X
Message (e.g. flowStartTi meDeltaM croseconds) MAY be used if high-
precision timng is inmportant, export bandw dth or storage space is
limted, tinestanps conprise a relatively large fraction of record
size, and the application naturally groups records into Messages.

Ti mest anps based on informati on which nmust be exported in a separate
Options Tenplate (e.g. flowStartSysUpTi ne) MAY be used only in the
context of an existing practice of using runtine-defined epochs for
the given application

The best practice in Information Elenent creation is a conservative
one: don't create a new Information El enment unless you really need
it.

6.2. Applying enterprise-specific Information El ements

| PFI X provides a nechani smfor defining enterprise-specific
Information Elenments, as in Section 3.2 of [RFC5101]. These are
scoped to a vendor’'s or organization's Structure of Minagenent
Information (SM) Private Enterprise Nunber, and are under conplete
control of the organi zation assigning them

For situations in which interoperability is uninportant, new

i nformati on SHOULD be exported using enterprise-specific Infornmation
El ements instead of adding new Information El ements to the registry.
These situations include:

o export of inplenentation-specific information, or

o export of information derived in a comercially-sensitive or
proprietary nethod, or

o export of information or nmeta-information specific to a
commercially-sensitive or proprietary application

Wiile work within the | ETF generally does not fall into these
categories, enterprise-specific Information El ements are al so usefu
for pre-standardization testing of a new | PFI X application. Wile
performng initial developnment and interoperability testing of a new
application, the Information El enents used by the application SHOULD
NOT be submitted to ANA for inclusion in the registry. Instead,

t hese experimental |nformation El ements SHOULD be represented as
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enterprise-specific until their definitions are finalized, then
transitioned fromenterprise-specific to | ANA-defined upon
finalization.

7. Applying I PFI X to non-Fl ow Applications

At the core of IPFIX is its definition of a Flow, a set of packets
sharing some common properties crossing an observation point within a
certain tine window However, the reliance on this definition does
not preclude the application of |PFIX to domains which are not
obviously handling flow data according to it. Most network
managenment data col | ection tasks, those to which | PFI X is nost
appl i cabl e, have at their core the novenent of packets from one place
to another; by a liberal interpretation of the common properties
defining the flow, then, alnobst any event handl ed by these can be
hel d to concern data records conforming to the IPFI X definition of a
FI ow.

Non-fl ow i nformati on defining associations or key-value pairs, on the
other hand, are handled by IPFI X Options. Here, the Information

El ements within an OQptions Tenplate are split into Scope | Es which
define the key, and non-scope | Es which define the val ues associ ated
with that key. Unlike Flows, Options are not necessarily scoped in
time; an Option is generally held to be in effect until a new set of
values for a specific set of keys is exported. Wiile Options are
often used by IPFI X to export netadata about the collection
infrastructure, they are applicable to any association information.

An | PFI X application can m x Fl ow Records and Options in an |PFI X
Message or Message stream and exploit relationshi ps anong the Fl ow
Keys, values, and Scopes to create interrelated data structures. See
[ RFC5473] for an exanple application of this.

8. Defining Recormended Tenpl at es

New | PFI X applicati ons SHOULD NOT, in the general case, define fixed
tenpl ates for export, as this throws away nuch of the flexibility
af forded by IPFI X. However, fixed tenplate export is pernmissible in
the case that the export inplenmentation nust operate in a resource
constrai ned environment, and/or that the application is replacing an
existing fixed-format binary export format in a maximally conpatible

way. In any case, Collecting Processes for such applications SHOULD
support reordered Tenplates or Tenplates with additional Information
El ement s.

An Internet-Draft clarifying the use of new Information El ements
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SHOULD i ncl ude any reconmended Tenpl ates or Options Tenpl ates
necessary for supporting the application, as well as exanpl es of

records exported using these Tenplates. In defining these Tenpl at es,
such Internet-Drafts SHOULD nmention, subject to rare exceptions as
above:

o that the order of Information Elements within a Tenplate is not
significant;

o that Tenplates on the wire for the application may al so contain
additional Information El enents beyond those specified in the
recomended Tenpl at g;

o that a stream of |PFI X Messages supporting the application may
al so contain Data Records not described by the reconmended
Tenpl ates; and

o that any reader of |PFIX Messages supporting the application MJST
accept these conditions.

Definitions of recommended Tenpl ates for flowlike information, where
the Flow Key is well-defined, SHOULD indicate which of the
Information El enents in the recommended Tenpl ate are Fl ow Keys.

Reconmended Tenpl ates are defined, for exanple, in [RFC5476] for
PSAMP packet reports (section 6.4) and extended packet reports
(section 6.5). Reconmended Options Tenpl ates are defined extensively
t hroughout the | PFI X docunents, including in the protocol docunent
itself [ RFC5101] for exporting export statistics; in the file format
[ RFC5655] for exporting file netadata; and in Mediator intermediate
process definitions such as [I-D.ietf-ipfix-anon] for internediate
process metadata. The discussion in these exanples is a good node
for recomrended tenplate definitions.

However, the bitnmap diagrans of these Tenplates are illustrative but
not particularly readable for nore conplicated reconmended Tenpl at es,
provi de no support for rapid inplenentation of new Tenpl ates, and do
not adequately convey the optional nature of ordering and additiona
Information El enents as above. Therefore, we have defined
RECOMVENDED t extual format for specifying Information El enents and
Tenplates in Internet-Drafts in Section 9.

9. A Textual Format for Specifying Information El enents and Tenpl at es
The extension of IPFIX will generate a fair anpbunt of docunentation

and di scussion covering the definition of new Informati on El enents.
Here we define a sinple textual syntax for describing | PFI X
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Information El enents and | PFI X Tenpl ates, with human readability,
human witability, compactness, and ease of parser/generator

i mpl ementation without requiring external XM support as design
goals. It is intended both for use in human comunication (e.g., in
new Internet-Drafts containing higher-level descriptions of |PFIX
Tenpl ates, or describing sets of new | PFI X I nformati on El enents for
supporting new applications of the protocol) as well as at runtine by
| PFI X i npl enent ati ons.

9.1. Information Elenent Specifiers

The basis of this format is the textual Information El enent
Specifier, or |ESpec. An |ESpec contains each of the four inportant
aspects of an Information Elenment: its name, its nunber, its type
and its size, separated by sinple markup based on various types of
brackets. Fully-qualified | ESpecs may be used to specify existing or
new I nformation Elenents within an Information Mdel, while either
fully-qualified or partial |ESpecs may be used to define fields in a
Tenpl at e.

Bare words are used for Information El enent nanmes, and each aspect of

informati on associated with an Information El enent is associated with

a type of brackets:

o0 () parentheses for Information El ement nunbers,

0 <> angles for Information El enent data types, and

0 [] square brackets for Information El enent sizes.

o {} curly braces contain an optional space-separated |ist of
context identifiers to be associated with an Information El enent,
as described in nore detail in Section 9.2

The synbol + is reserved for Information El enment nesting within

structured data el enents; these are described in and Section 9.3,

respectively.

Whi t espace in I ESpecs is insignificant; spaces can be added after
each elenent in order, e.g., to align colums for better readability.

The basic formof a fully-qualified | ESpec for an | ANA-regi stered
Information Element is as foll ows:

nanme( nunber) <t ype>[ si ze]

where 'nanme’ is the name of the Information El ement in UTF-8,
"nunber’ is the Information El enent as a decinal integer, 'type is

Trammel | & C ai se Expires April 4, 2011 [ Page 16]



Internet-Draft | PFI X | E- DOCTORS Cct ober 2010

the name of the data type as in the I ANA informationEl ement Dat aTypes
registry, and 'size’ is the length of the Information El enent in
octets as a decimal integer, where 65535 or the string v’ signifies
a variable-length Information Elenent. [size] nmay be omtted; in this
case, the data type’'s native or default size is assuned.

The basic formof a fully-qualified | ESpec for an enterprise-specific
Information Elenent is as foll ows:

nane( pen/ nunber) <t ype>[ si ze]
where 'pen’ is the Private Enterprise Nunber as a decinmal integer
A fully-qualified IESpec is intended to express enough information
about an Information El ement to decode and di splay Data Records
defined by Tenpl ates containing that Information Elenent. Range,
unit, semantic, and description information, as in [ RFC5610], is not
supported by this syntax.
Exanpl e fully-qualified | ESpecs follow

oct et Del t aCount (1) <unsi gned64>[ 8]

oct et Del t aCount (1) <unsi gned64> (unsi gned64 is natively 8 octets
| ong)

sour cel Pv4Addr ess( 8) <i pv4Addr ess>
w anSSI D( 146) <stri ng>[ v]
si pRequest URI ( 35566/ 403) <stri ng>[ 65535]

A partial IESpec is any | ESpec that is not fully-qualified; these are
useful when defining tenplates. A partial |ESpec is assuned to take
m ssing values fromits canonical definition, for exanple, the | ANA
registry. At minimum a partial |ESpec nust contain a nanme, or a
nunber. Any nane, nunber, or type information given with a partial

| ESpec nmust match the values given in the Information Mdel; however,
size information in a partial |ESpec overrides size information in
the Information Mbdel; in this way, |ESpecs can be used to express
reduced-1 ength encoding for Information El enents.

Exanpl e partial |1ESpecs foll ow
0 octetDel taCount

0 octetDeltaCount[4] (reduced-Iength encoding)
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o (1)

0 (1)[4] (reduced |length encoding; note that this is exactly
equi valent to an Information El enent specifier in a Tenpl ate)

9.2. Specifying Tenpl at es

A Templ ate can then be defined sinply as an ordered, newine-
separ at ed sequence of | ESpecs. |ESpecs in exanple Tenpl ates
illustrating a new application of |PFIX SHOULD be fully-qualified.

Fl ow Keys may be optionally annotated by appending the {key} context
to the end of each Flow Key specifier. A tenplate counting packets
and octets per five-tuple with nmillisecond precision in | ESpec syntax
i s shown bel ow.

flowStart M| 1i seconds(152) <dateTi neM | | i seconds>[ 8]
fl owendM I | i seconds(153) <dat eTi reM | | i seconds>[ 8]
oct et Del t aCount (1) <unsi gned64>[ 8]

packet Del t aCount ( 2) <unsi gned64>[ 8]

sour cel Pv4Addr ess( 8) <i pv4Addr ess>[ 4] { key}

desti nati onl Pv4Addr ess(12) <i pv4Addr ess>[ 4] { key}
sourceTransport Port (7) <unsi gned16>[ 2] { key}
destinationTransportPort(11)<unsi gned16>[ 2] { key}
protocol I dentifier(4)<unsi gned8>[ 1] {key}

An Options Tenplate is specified simlarly. Scope is specified
appendi ng the {scope} context to the end of each |IESpec for a Scope
IE. Due to the way Information Elenents are represented in Options
Tenpl ates, all {scope} |ESpecs nust appear before any non-scope

| ESpec. The Flow Key Options Tenplate defined in section 4.4 of

[ RFC5101] in | ESpec syntax is shown bel ow

t enpl at el d( 145) <unsi gned16>[ 2] { scope}
f 1 owKeyl ndi cat or (173) <unsi gned64>[ 8]

9.3. Specifying I PFI X Structured Data

| ESpecs can also be used to illustrate the structure of the

i nformati on exported using the I PFI X Structured Data extension
[I-D.ietf-ipfix-structured-data]. Here, the semantics of the
structured data el enents are specified using contexts, and the
information elenents within each structured data el ement follow the
structured data el ement, prefixed with + to show they are contai ned
therein. Arbitrary nesting of structured data elenents is possible
by using multiple + signs in the prefix. For exanple, a basic list
of I P addresses with "one or nore" semantics woul d be expressed using
parially qualified | ESpecs as foll ows:
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basi cLi st{oneO MoreCf }
+sour cel Pv4Addr ess(8) [ 4]

And an exanpl e subTenpl ateLi st itself containing a basicList is shown
bel ow

subTenpl ateList{al | O}

+basi cLi st { oneOr Mor e }

++sour cel Pv4Addr ess(8) [ 4]
+desti nati onl Pv4Address(12)[ 4]

This describes a subTenmplateMultilist containing all of the expressed
set of source-destination pairs, where the source address itself
could be one of any nunber in a basiclList (e.g., in the case of SCITP
mul ti hom ng).

The contexts associable with structured data Information El enents are
the semantics, as defined in section 4.4 of
[I-Dietf-ipfix-structured-data]; a structured data |nformation

El ement without any context is taken to have undefined senantics.
More information on the application of structured data is avail able
in[l-Dietf-ipfix-structured-data].

10. Security Considerations

The security aspects of new Information El enments nust be consi dered
in order not to give a potential attacker too nuch information. For
exanple, the "A Franework for Packet Selection and Reporting"

[ RFC5474] concluded in section 12.3.2 that the hash functions private
paraneters should not exported within |PFI X

If sone security considerations are specific to an Information

El ement, they MJST be nentioned in the Information El enent
description. For exanple, the ipHeaderPacketSection in the | PFI X
registry nmentions: "This Information El ement, which may have a
variable length, carries a series of octets fromthe start of the IP
header of a sanpled packet. Wth sufficient length, this el enent

al so reports octets fromthe | P payl oad, subject to [ RFC2804]. See
the Security Considerations section."”

These security considerations MAY also be stressed in a separate
draft. For example, the "Packet Sanpling (PSAMP) Protocols

Speci fication" [RFC5476] specifies: "In the basic Packet Report, a
PSAMP Devi ce exports sone number of contiguous bytes fromthe start
of the packet, including the packet header (which includes Iink

| ayer, network | ayer and other encapsul ati on headers) and sone
subsequent bytes of the packet payload. The PSAMP Devi ce SHOULD NOT
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11.

12.

13.

14.

14.

export the full payload of conversations, as this would nmean
Wi retappi ng [ RFC2804]. The PSAMP Devi ce MJST respect |ocal privacy
| aws. "

| ANA Consi der ati ons

[ TODO - collect |1 ANA considerations fromthe docunent once we have
them ]

Acknow edgenent s
[ TOGDO
Open | ssues

0 add exanpl es everywhere (including sipclf)
o explain the range 0-127.

o0 explain that existing draft should use tenporary IE identifier
such as XXX, YYY, and ZZZ both in the text and in the exanples,
and a note to I ANA: "to be replaced by | ANA when the IE identifier
i s assigned"”

o TBD (in W5 : Do we want the IE-Doctors to be a formal directorate
under the OPS area? Wat can we take fromthe experience of PMIL?
Ref er ences
1. Normative References
[ RFC5101] daise, B., "Specification of the IP Flow |Infornmation
Export (I PFIX) Protocol for the Exchange of IP Traffic
Fl ow I nformation", RFC 5101, January 2008.
[ RFC5102] Quittek, J., Bryant, S., Claise, B., Aitken, P., and J.
Meyer, "Information Model for | P Flow Information Export",
RFC 5102, January 2008.
[ RFC5103] Trammell, B. and E. Boschi, "Bidirectional Flow Export
Using IP Flow I nformation Export (IPFIX)", RFC 5103,
January 2008.

[ RFC5610] Boschi, E., Tramell, B., Mark, L., and T. Zseby,

Trammel | & C ai se Expires April 4, 2011 [ Page 20]



Internet-Draft | PFI X | E- DOCTORS Cct ober 2010

"Exporting Type Information for I P Flow I nformati on Export
(IPFIX) Information El enents”, RFC 5610, July 2009.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Levels", BCP 14, RFC 2119, March 1997.

[ RFC5226] Narten, T. and H. Alvestrand, "Cuidelines for Witing an
| ANA Considerations Section in RFCs", BCP 26, RFC 5226,
May 2008.

14.2. Informative References

[ RFC2804] |1 AB and | ESG "IETF Policy on Wretapping", RFC 2804,
May 2000.

[RFC3917] Quittek, J., Zseby, T., Caise, B., and S. Zander,
"Requirenments for IP Flow Information Export (IPFIX)",
RFC 3917, Cctober 2004.

[ RFC4181] Heard, C., "Cuidelines for Authors and Reviewers of MB
Docunent s, BCP 111, RFC 4181, Septenber 2005.

[ RFC5153] Boschi, E., Mark, L., Quittek, J., Stienerling, M, and P.
Aitken, "IP Flow Information Export (IPFIX) |nplenentation
Qui del i nes", RFC 5153, April 2008.

[ RFC5470] Sadasivan, G, Brownlee, N, Caise, B., and J. Quittek,
"Architecture for IP Flow Informati on Export", RFC 5470,
Mar ch 2009.

[ RFC5471] Schroll, C., Aitken, P., and B. CUaise, "Q@iidelines for IP
Fl ow I nformation Export (IPFIX) Testing", RFC 5471,
Mar ch 2009.

[ RFC5472] Zseby, T., Boschi, E., Brownlee, N, and B. Caise, "IP
Fl ow I nformation Export (IPFIX) Applicability", RFC 5472,
March 2009.

[ RFC5473] Boschi, E., Mark, L., and B. d aise, "Reducing Redundancy
in P Flow Informati on Export (1PFIX) and Packet Sanpling
(PSAMP) Reports", RFC 5473, March 2009.

[ RFC5474] Duffield, N, Chiou, D., Caise, B., Geenberg, A,
G ossgl auser, M, and J. Rexford, "A Framework for Packet
Sel ection and Reporting", RFC 5474, Narch 2009.

[ RFC5476] daise, B., Johnson, A, and J. Qittek, "Packet Sanpling
(PSAMP) Protocol Specifications", RFC 5476, March 2009.

Trammel | & C ai se Expires April 4, 2011 [ Page 21]



Internet-Draft | PFI X | E- DOCTORS Cct ober 2010

[ RFC5655] Trammell, B., Boschi, E., Mark, L., Zseby, T., and A
Wagner, "Specification of the IP Flow I nformation Export
(IPFIX) File Format", RFC 5655, Cctober 2009.

[I-D.ietf-ipfix-structured-data]
Cl ai se, B., Dhandapani, G, Yates, S., and P. Aitken,
"Export of Structured Data in | PFI X",
draft-ietf-ipfix-structured-data-02 (work in progress),

July 2010.

[I-D.ietf-ipfix-anon]
Boschi, E. and B. Trammell, "IP Fl ow Anonyni sation
Support", draft-ietf-ipfix-anon-03 (work in progress),
April 2010.

[1ana-ipfix-assi gnnents]
I nternet Assigned Nunmbers Authority, "IP Flow Infornmation
Export Information El enments
(http://wmv i ana. org/ assi gnnents/ipfix/ipfix.xm)".

Aut hor s’ Addr esses

Brian Tramel |

Swi ss Federal Institute of Technol ogy Zurich
d oriastrasse 35

8092 Zurich

Switzerl and

Phone: +41 44 632 70 13
Emanil: trammel | @i k. ee. et hz. ch

Benoit d aise
Cisco Systens, Inc.
De Kl eetlaan 6a bl
1831 Di agem

Bel gi um

Phone: +32 2 704 5622
Emai | : bcl ai se@i sco. com

Trammel | & C ai se Expires April 4, 2011 [ Page 22]






