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carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.

Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MAY",

and "OPTIONAL" in this docunent are to be interpreted as
described in RFC 2119 [ RFC2119].
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TO DO

See the EDITOR S NOTE within the docunent

Check that all docunents: this one, [I|PFIX-MED-ANON], [ PFIX-

MED- FLOWSEL], [I PFI X- MED- AGGR] all fit together
I ntroduction

The | PFI X architectural conponents in [RFC5470] consist of
| PFI X Devices and | PFI X Col | ectors conmuni cating using the
| PFI X protocol [RFC5101], which specifies howto export IP
Flow i nformation. This protocol is designed to export
information about IP traffic Flows and rel ated neasurenent
data, where a Flow is defined by a set of key attributes
(e.g. source and destination |P address, source and
destination port, etc.).

However, thanks to its Tenpl ate mechanism the |IPFI X protoco
can export any type of information, as |long as the rel evant
Information Elenment is specified in the IPFIX Information
Model [RFC5102], registered with | ANA or specified as an
enterprise-specific Information El ement. The specifications
in the I PFI X protocol [RFC5101] have not been defined in the
context of an I PFI X Medi ator receiving, aggregating,
correlating, anonymizing, etc... Flow Records fromthe one or
mul tiple Exporters. |Indeed, the |IPFI X protocol nust be
adapted for Internediate Processes, as defined in the |IPFIX
Medi ati on Reference Mbdel as specified in the Figure A of

[ 1 PFI X- MED- FMAK], which is based on the | PFI X Mediation
Probl em St at enent [ RFC5982] .

This docunent specifies the IP Flow I nformati on Export
(I'PFIX) protocol in the context of the inplementation and
depl oynent of | PFI X Mediators. The use of the | PFI X
protocol within a Mediator -- a device which contains both
as an Exporting Process and a Collecting Process -- has an
i mpact on the technical details of the usage of the
protocol. An overview of the technical problemis covered
in section 6 of the [ RFC5982]: |oss of original exporter

i nformation, | oss of base tine information, transport

sessi ons nmanagenent, |oss of Options Tenplate Information
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Tenpl ate 1d managenent, considerations for network topol ogy,
and | PFI X Medi ation interpretation, and considerations for
aggr egati on.

The specifications in this docunent are based on the |IPFIX
prot ocol specifications but adapted according to the | PFI X
Medi ati on Franmework [ 1 PFI X- MED- FMAK] .

1.1. | PFI X Docunments Overvi ew

The 1 PFI X Protocol [RFC5101] provides network adm nistrators
with access to | P Flow information.

The architecture for the export of nmeasured |P Fl ow

i nformati on out of an | PFI X Exporting Process to a Collecting
Process is defined in the I PFI X Architecture [ RFC5470], per
the requirenents defined in RFC 3917 [ RFC3917].

The | PFI X Architecture [RFC5470] specifies how | PFI X Data
Records and Tenpl ates are carried via a congestion-aware
transport protocol from | PFI X Exporting Processes to | PFIX
Col I ecting Processes.

| PFI X has a formal description of IPFIX Information El enents,
their nane, type and additional semantic information, as
specified in the I PFI X I nformation Mdel [RFC5102].

The 1 PFI X Applicability Statenent [ RFC5472] describes what
type of applications can use the | PFI X protocol and how t hey
can use the information provided. It furthernore shows how
the IPFI X franework relates to other architectures and

f ramewor ks.

"I PFI X Medi ation: Problem Statenment"” [RFC5982], describing the

| PFI X Medi ation applicability exanples, along with some probl ens
that network admi nistrators have been facing, is the basis for
the "I PFI X Medi ati on: Framework" [IPFI X-MED-FMAK]. This
framework details the |IPFI X Mediation reference nodel and the
components of an | PFI X Medi at or.

1.2. I PFI X Medi ator Documents Overvi ew
The "I PFI X Medi ati on: Problem Statement” [RFC5982] provides an

overview of the applicability of Mediators, and defines
requirenents for Mediators in general terns. This docunment is
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of use largely to define the problens to be solved through the
depl oynent of | PFI X Mediators, and to provide scope to the role
of Mediators within an | PFI X collection infrastructure.

The "I PFI X Medi ation: Framework" [IPFIX- MED- FMAK] provi des nore
architectural details of the arrangement of Intermnediate
Processes within a Mediator.

The details of specific Internediate Processes, when these have
addi ti onal export specifications (e.g., netadata about the

i ntermedi at e processi ng conveyed through | PFI X Options

Tenpl ates), are each treated in their own document (e.g., the
"I P Fl ow Anonym sation Support" [I|PFIX-MED-ANON]). Docunents
speci fying the operations of specific Internediate Processes
cover the operation of these Processes within the Mdiator
framework, and conplying to the specifications given in this
docunent; they may additionally specify the operation of the
process independently, outside the context of a Mediator, when
this is appropriate. As of today, these docunents are:

1. "I P Flow Anonyni sation Support", [IPFIX-MED ANON], which
descri bes anonym sation techniques for IP flow data and the
export of anonym sed data using the |IPFI X protocol

2. "Flow Sel ection Techni ques" [I| PFI X- MED- FLOASEL], which
descri bed the process of selecting a subset of flows from al
fl ows observed at an observation point, along with the

nmoti vations, and sone specific flow sel ection techniques.

3. "Exporting Aggregated Flow Data using the IP Flow I nformation
Export" [ PFI X- MED- AGGR] whi ch descri bes Aggregated Fl ow export
within the framework of |PFI X Mediators and defines an

i nt eroperabl e, inplenentation-independent met hod for Aggregated
FI ow export.

1.3. Relationship with I PFI X and PSAMP

The specification in this docunent applies to the I PFI X
protocol specifications [RFC5101]. All specifications from
[ RFC5101] apply unless specified otherwise in this docunent.

As the Packet Sanpling (PSAMP) protocol specifications

[ RFC5476] are based on the | PFI X protocol specifications, the
specifications in this docunent are also valid for the PSAW
protocol. Therefore, the nmethod specified by this docunent

al so applies to PSAW
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2. Term nol ogy

The | PFI X-speci fic and PSAMP-specific terminology used in this
docunent is defined in [ RFC5101] and [ RFC5476], respectively.
The 1 PFI X Mediation ternms related to the aggregation, such as
the Interval, Aggregated Fl ow, and Aggregated Fonction are
defined in [|PFIX- MED- AGER] .

The | PFI X Medi ation-specific terninology used in this docunent
is defined in "I PFI X Medi ation: Problem Statenent” [RFC5982],
and reuse in "IPFI X Medi ation: Framework" [ PFI X- MED- FMAK] .
However, since those two docunents are an informational RFC, the
definitions have been reproduced here along with additional
definitions.

Simlarly, since the [IPFI X-MED-ANON] is an experinmental RFC
the Anonymi sation Record, Anonym sed Data Record, and

I nt ernedi ate Anonym sation Process terns, specified in [|PFIX-
MED- ANON], are al so reproduced here.

In this docunent, as in [RFC5101], [RFC5476], [IPFI X-MED- AGGR ,
and [| PFl X- MED- ANON], the first letter of each | PFI X-specific
and PSAMP-specific termis capitalized along with the |IPFIX
Medi ati on-specific termdefined here. In this docunment, we call
"record streant a stream of records carrying flow or packet-
based information. The records nmay be encoded as | PFl X Data
Records in any other fornat.

Transport Session Information

The Transport Session is specified in [RFC5101]. In SCTP, the
Transport Session Infornmation is the SCTP association. 1In TCP
and UDP, the Transport Session Information corresponds to a 5-
tupl e {Exporter |IP address, Collector |IP address, Exporter
transport port, Collector transport port, transport protocol}.
Origi nal Exporter

An Oiginal Exporter is an | PFI X Device that hosts the
bservation Points where the nmetered | P packets are observed.

Origi nal Observation Point
An Qbservation Point is a location in the network where IP

packets are observed, as received by the | PFI X Mediation.
Exanpl es include: a (set of) specific exporter(s), a (set of)
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specific interface(s) on an exporter, a (set of) line card(s)
on an exporter, or any conbinations of these.

| PFI X Medi ati on

| PFI X Mediation is the manipul ati on and conversion of a record
stream for subsequent export using the |PFI X protocol

The following terns are used in this docunent to describe the
architectural entities used by |IPFI X Mediation.

I nt ermedi ate Process

An Internediate Process takes a record streamas its input
from Col |l ecting Processes, Metering Processes, IPFIX File
Readers, other Internedi ate Processes, or other record
sources; perfornms sone transformations on this stream based
upon the content of each record, states nmintained across
mul tiple records, or other data sources; and passes the
transforned record streamas its output to Exporting
Processes, IPFIX File Witers, or other Intermediate
Processes, in order to perform | PFI X Mediation. Typically, an
Internedi ate Process is hosted by an | PFI X Medi at or.

Al ternatively, an Internedi ate Process may be hosted by an
Origi nal Exporter

Specific Internedi ate Processes are described bel ow. However
this is not an exhaustive list.

I nt er nedi ate Conversion Process

An I nternediate Conversion Process is an Intermedi ate Process
that transforns non-I1PFI X into | PFI X, or nanages the relation
among Tenpl ates and states of incom ng/outgoing transport
sessions in the case of transport protocol conversion (e.g.
fromUDP to SCTP).

I nt ernedi at e Aggregation Process
An I ntermedi ate Aggregation Process is an Internedi ate Process
that aggregates records based upon a set of Fl ow Keys or
functions applied to fields fromthe record (e.g., binning and
subnet aggregation).

Internedi ate Correl ati on Process
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An Intermediate Correlation Process is an Internedi ate Process
that adds information to records, noting correl ati ons anong
them or generates new records with correlated data from
multiple records (e.g., the production of bidirectional flow
records fromunidirectional flow records).

I nternedi ate Sel ecti on Process

An Intermedi ate Sel ection Process is an Internediate Process
that selects records froma sequence based upon criteria-

eval uated record val ues and passes only those records that
match the criteria (e.g., filtering only records froma given
network to a given Collector).

I nt ernedi ate Anonym zation Process

An Internedi ate Anonym zation Process is an Internediate
Process that transforns records in order to anonym ze them to
protect the identity of the entities described by the records
(e.g., by applying prefix-preserving pseudonyni zation of IP
addr esses) .

| PFI X Medi at or

An | PFI X Mediator is an | PFI X Device that provides |PFIX

Medi ati on by receiving a record stream from sone data sources
hosting one or nore Internmedi ate Processes to transformthat
stream and exporting the transformed record streaminto |IPFIX
Messages via an Exporting Process. In the common case, an

I PFI X Medi ator receives a record streamfroma Coll ecting
Process, but it could also receive a record streamfrom data

sources not encoded using IPFIX, e.g., in the case of
conversion fromthe NetFl ow V9 protocol [RFC3954] to |PFI X
pr ot ocol

Anonymi sati on Record

A record, defined by the Anonym sation Options Tenplate in
section Section 6.1, that defines the properties of the
anonymi sation applied to a single Information Element within a
single Tenplate or Options Tenpl ate.

Anonym sed Data Record
A Data Record within a Data Set containing at | east one

Information El ement with anonyni sed values. The Information
El ement (s) within the Tenplate or Options Tenpl ate descri bing
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this Data Record SHOULD have a correspondi ng Anonym sati on
Record.

I nt ernedi ate Anonym sation Process

An internediate process which takes Data Records and and
transforns theminto Anonym sed Data Records.

3. Specifications

This section describes the I PFI X specifications for Mediation:
nore specifically, specifications for generic Internediate
Processes. Possible specific Internedi ate Processes are:

I nternedi ate Conversion Process, |Internedi ate Aggregation
Process, Internediate Correlation Process, Internediate

Sel ection Process, Internediate Anonym zati on Process.

For a specific Internediate Process, the specifications in the
foll owi ng reference MJST be foll owed, on the top of the
specifications in this docunent:
- For the Intermedi ate Aggregati on Process, the specifications
in [IPFIX-MED AGGR] MUST be foll owed.
- For the Intermedi ate Sel ection Process, the specifications in
[ 1 PFI X- MED- FLOANSEL] MUST be fol | owed.
EDI TOR S NOTE: actually, there is no MJST/ SHOULD/ MAY i n
[ 1 PFI X- MED- FLOASEL] , which seens to be a list of required
I nformati on El ements.
- For the Intermedi ate Anonyni zation Process, the specifications
in [IPFlX-MED-ANON] shoul d be considered as guidelines as
[ PFI X- MED- ANON] is an experinental RFC
Note that no specific docunent deals with the Internediate
Conversion Process at the tinme of this publication.

These new specifications, which are nore specific conpared to
[ RFC5101], are described with the key words described in
[ RFC2119] .

3. 1. Encoding of |PFIX Message Header

The format of the | PFI X Message Header is shown in Figure A
Note that the format is simlar to the | PFl X Message in

[ RFC5101], but sone field definitions (for the exanple, the
Export Tine) have been updated in the context of the |IPFIX

Medi at or.
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0 1 2 3
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Figure A: | PFl X Message Header fornat

Message Header Field Descriptions

Ver si on
Versi on of Flow Record format exported in this nessage.
The value of this field is 0x000a for the current
version, increnmenting by one the version used in the
Net Fl ow servi ces export version 9 [ RFC3954].

Length
Total length of the | PFI X Message, neasured in octets,
i ncludi ng Message Header and Set (s).

Export Tine

Time in seconds since 0000 UTC Jan 1st 1970, at which
the | PFI X Message Header |eaves the |PFI X Mediator.

Sequence Nunber

I ncrenental sequence counter nodulo 2732 of all |PFIX
Data Records sent on this PR SCTP stream fromthe
current Cbservation Donmain by the Exporting Process.
Check the specific meaning of this field in the sub-
sections of section 10 when UDP or TCP is selected as
the transport protocol. This value SHOULD be used by
the Collecting Process to identify whether any | PFI X
Dat a Records have been missed. Tenplate and Options
Tenpl at e Records do not increase the Sequence Nunber.
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Cbservation Donain | D

A 32-bit identifier of the Qbservation Domain that is
locally unique to the Exporting Process. The Exporting
Process uses the (bservation Domain ID to uniquely
identify to the Collecting Process the Observation
Donmain that netered the Flows. It is RECOMVENDED t hat
this identifier is also unique per |PFIX

Device. Collecting Processes SHOULD use the Transport
Session and the hservation Domain ID field to separate
different export streans originating fromthe sane
Exporting Process. The Observation Dormain | D SHOULD be
0 when no specific Cbservation Domain IDis relevant for
the entire | PFI X Message. For exanple, when exporting
the Exporting Process Statistics, or in case of

hi erarchy of Collector when aggregated data records are
export ed.

Note: the Cbservati on Domai n Management is discussed in
section 3.4.1.

3.2. Tenpl ate Managenent
3.2.1. Tenpl ate Managenent Wthout Tenpl ate Record Change

The first case is a situation where the |IPFI X Medi ator,
typically an IPFI X Distributor, relays an (Options) Tenpl ate
wi t hout changing its content.

As in [RFC5101], the Tenplate IDs are unique per Exporter, per
Transport Session, and per OCbservation Donmain. As there is no
guarantee that, for simlar Tenplate Records, the Tenplate |IDs
received on the incom ng Transport Session and exported to the
out goi ng Transport Session would be sane, the |IPFI X Mediator
MUST mai ntai n a mappi ng dat abase between received and exported
(Options) Tenpl ate Records:

- for each Received (Options) Tenplate Record: Tenplate Record
Fl ow Keys and non Fl ow Keys, Tenplate ID, Oiginal Exporter,
bservation Domain, and Transport Session

- for each Exported (Options) Tenplate Record: Tenplate Record
Fl ow Keys and non Fl ow Keys, Tenplate ID, Collector,
(bservation Domain, and Transport Session

If an I PFI X Medi ator receives an | PFI X Wt hdrawal Message for a

(Options) Tenplate Record that is not used anynore in any
out goi ng Transport Sessions, the |IPFI X Mediator SHOULD export
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the appropriate | PFI X Wthdrawal Message(s) on the outgoing
Transport Session, and renpove the corresponding entry inits
mappi ng dat abase.

If a (Options) Tenplate Record is not used anynore in outgoing
Transport Session, it MJST be withdrawn with an | PFI X Tenpl ate
Wt hdrawal Message on that specific outgoing Transport Session,
and renove the corresponding entry in its napping database.

If an incom ng Transport Session is gracefully shutdown or
reset, the (Options) Tenpl ate Records corresponding to that
Transport Session MJST be renoved fromthe mappi ng dat abase.

3.2.2. Tenpl ate Managenent Wth Tenpl ate Record Change

The second case is a situation where the |PFI X Medi ator,
typically containing an Internediate Conversion Process,

I nt ernedi at e Aggregation Process [|PFI X- MED- AGGR], or

I nternedi ate Anonym zation Process in case of bl ack-marker
anonymi sati on [ | PFI X- MED- ANON], generates new (Options) Tenplate
Records based what it receives fromthe Oiginal Exporter(s),
and based on the Internedi ate Process function.

In such a situation, the |IPFI X Medi ator doesn’'t naintain a
mappi ng dat abase between recei ved and exported (Options)
Tenpl ate Records, as it generates its own series of (Options)
Tenpl at e Records.

3. 3. Time Managenent

The | PFI X Message Header "Export Time" field is the tinme in
seconds since 0000 UTC Jan 1, 1970, at which the | PFl X Message
Header | eaves the I PFI X Mediator. However, in the specific case
of an I PFI X Medi ator containing an Internedi ate Conversion
Process, the | PFI X Medi ator MAY keep the export tinme received
fromthe incom ng Transport Session.

It is RECOWENDED that Mediators handle tinme using absol ute
timestanps (e.g. flowStartSeconds, flowStartMI1|iseconds,

fl owSt art Nanoseconds), which are specified relative to the UNI X
epoch (00: 00 UTC 1 Jan 1970), where possible, rather than
relative tinestanps (e.g. flowStartSysUpTi ne,

flowStartDeltaM croseconds), which are specified relative to
protocol structures such as systeminitialization or nmessage
export tine.
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The latter are difficult to nmanage for two reasons. First, they
require constant translation, as the systeminitialization tine
of an internediate systemand the export tinme of an internediate
message wi Il change across nedi ati on operations. Further
relative tinmestanps introduce range problems. For exanple, when
using the flowStartDeltaM croseconds and
fl owendDel t aM croseconds | nformati on El enents [ RFC5102], the
Data Record nmust be exported within a maxi num of 71 m nutes
after its creation. QOherw se, the 32-bit counter would not be
sufficient to contain the flow start time offset. Those tine
constraints nmight be inconpatible with some of the Internediate
Processes: Internedi ate Aggregati on Process (tenporal) and
Internediate Correl ation Process, for exanple.

When an Internedi ate Aggregati on Process aggregates information
fromdifferent Fl ow Records, the typical reporting times SHOULD
BE the m ni mum of the start times and the maxi mum of the end
times. However, if the Fl ow Records do not overlap, i.e. if
there is a tine gap between the tines in the Flow Records, then
the report nay be inaccurate. The IPFIX Mediator is only
reporting what it knows, on the basis of the information made
available to it - and there may not have been any data to
observe during the gap. Then again, if there is an overlap in
ti mestanps, there’'s the potential of double-accounting:

different Qbservation Points may have observed the sane traffic
simul taneously. Therefore, as there is not a single rule that
fits all different situations, the precise rules of applying the
FIl ow Record tinmestanps in | PFI X Mediators is out of the scope of
this docunment. However, sonme nore specifications related to the
specific case of aggregation in space and time are specified in
[ 1 PFI X- MED- AGGR], and MJST be foll owed.

3.4. (bservation Point Managenent

Dependi ng on the use case, top Collectors may need to receive
the Original Cbservation Point(s), otherwise it may wongly
conclude that the | PFI X Device exporting the Flow Records to
him i.e. the IPFI X Mediator, directly observed the packets that
generated the Fl ow Records. Two new Information El enment are

i ntroduced to solve this use case: original Exporterl Pv4Address
and ori gi nal Exporterl Pv6Address.

In the | PFI X Mediator, the Chservation Point(s) nmay be
represent ed by:
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- Asingle Oiginal Exporter (represented by the
ori gi nal Exporterl Pv4Address or ori gi nal Exporterl Pv6Address
I nformation El enents)
- Alist of Original Exporter (represented by the
ori gi nal Exporterl Pv4Address or origi nal Exporterl Pv6Address
Information El ements_)
A list of Oiginal Exporter (represented by the
ori gi nal Exporterl Pv4Address or ori gi nal Exporterl Pv6Address
Information El ements), along with the associated interface
(represented by the ingressinterface and/or egressinterface)
- Alist of Oiginal Exporter (represented by the
ori gi nal Exporterl Pv4Address or origi nal Exporterl Pv6Address
Information El enents), along with the associated line card id
(represented by the |ineCardld)
- Any conbination or list of Information Elements representing
bservation Points.

Sone Information El enents characterizing the Cbservation Point
may be added. For exanple, the flowbDirection Information

El ement specifies the direction of the observation, and, as
such, characterizes the Observati on Point.

Any conbi nati on of the above exanples is possible. For exanple,
a Oiginal Observation Point conposed of:
exporterl Pv4Address 192.0.2.1
exporterl Pv4Address 192.0. 2. 2,
interface ethernet 0, direction ingress
interface ethernet 1, direction ingress
interface serial 1, direction egress
interface serial 2, direction egress
exporterl Pv4Address 192.0. 2. 3,
lineCardld 1, direction ingress

If the Original Observation Point conposed of a list exported
fromthe I PFI X Mediator, then the I PFI X Structured Data [ PFI X-
STRUCT] MJST be used to encode it.

The nost generic way to export the Original Cbservation Point is
to use a subTenplateMultiList, with the semantic "exactlyOneOf"

Taki ng back the previous exanple, the follow ng encoding can be

used:

Tenpl ate Record 1: exporterl Pv4Address

Tenpl ate Record 2: exporterl Pv4Address, basiclList of
i ngressinterface, flowDirecdtion
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Tenpl ate Record 3: exporterl Pv4Address, |ineCardld,
flowDirection

The Original Cbservation Point is nodeled with the Data Records
corresponding to either Tenplate Record 1, Tenplate Record 2, or
Tenpl ate Record 3 but not nore than one of these ("exactlyOneOr"
semantic). This inplies that the Fl ow was observed at exactly
one of the Cbservation Points reported.

When an | PFI X Medi ator exports the Oiginal Cbservation Donain,
it SHOULD export other information indicating that an | PFlI X

Medi ator certificates the original exporter |P address.
ExporterCertificate in [ RFC5655] can be used in that case. And
al so, another Information Elenment indicating that certifies that
an | PFI X Mediator is required, just like nediatorCertificate.

3.4.1. Qbservation Dormai n Managenent

In terms of Cbservation Donmai n nmanagenent, there are two types
of Internediate Process function. The first one naintains the
bservation Domain information, while the second one cannot
maintain it. Exanples of the second type include mxing Data
Records fromnultiple | PFl X Messages received frommultiple
bservation Domains, or generating new Data Records fromthe
result of some intermediate function on Data Records from

mul tiple | PFI X Messages received fromnmultiple OGbservation
Domai ns.

Fromthe two types of Intermediate Process function discussed in
this section, a single specification can be deduced, as already
specified in 3.1. : The Cbservation Donain | D SHOULD be 0 when
no specific Cbservation Domain IDis relevant for the entire

| PFI X Message.

3.5. Specific Reporting Requirenents

Sone specific Options Tenplates and Options Tenpl ate Records are
necessary to provide extra information about the Fl ow Records
and about the Metering Process.

The Options Tenpl ate Records defined in these subsections, which

i npose sone constraints on the Metering Process and Exporting
Process inplementations in Internediate Processes, MAY be

<Claise, et. A > Expires April 25, 2010 [ Page 15]



I nternet-Draft <Protocol for |PFI X Mediations> Cct ober 2010
inplemented. |f inplenented, the specific Option Tenpl ates
SHOULD be i npl enented as specified in these subsections.

The mini mum set of Information Elements is always specified in
these Specific I PFI X Options Tenplates. Neverthel ess, extra
Information El enents may be used in these specific Options
Tenpl at es.

3.5.1. The Fl ow Keys Options Tenpl ate

Exactly like the I PFI X protocol [RFC5101], the Fl ow Keys Option
Tenpl ate specifies the structure of a Data Record for reporting
the Fl ow Keys of reported Flows. A Flow Keys Data Record
extends a particular Tenplate Record that is referenced by its
tenplateld identifier. The Tenplate Record is extended by
speci fying which of the Information El ements contained in the
correspondi ng Data Records describe Flow properties that serve
as Fl ow Keys of the reported Flow.

The Fl ow Keys Option Tenpl ate SHOULD contain the follow ng
Information El ements that are defined in [ RFC5102]
tenpl ateld An identifier of a Tenplate. This
I nformation El ement MJST be defined
as a Scope Fiel d.

f | owKeyl ndi cat or Bitmap with the positions of the Flow
Keys in the Data Records.
When any I nternedi ate Process changes the Fl ow Keys, the Flow
Keys Option Tenplate MJST include the new set of Fl ow Keys.
Typically, an Internedi ate Aggregati on Process keeps or reduces
t he nunber of Flow Keys

3.5.2. IPFIX Protocol Options Tenplate

The "Metering Process Statistics Options Tenpl ate”, "The
Metering Process Reliability Statistics Options Tenplate", and
"The Exporting Process Reliability Statistics Options Tenpl ate",
as specified in [RFC5101], SHOULD be inplenented on the | FPI X
Medi at or.

Refer to the docunent specifying a particular Internediate
Process type for specific values for these Options Tenpl ate
Records. For exanple, in case of an Internedi ate Aggregation
Process, [I|PFI X- MED- AGGR] nust specify which values to insert
into the fields of "Metering Process Statistics Options

Tenpl ate”, "The Metering Process Reliability Statistics Options

<Claise, et. A > Expires April 25, 2010 [ Page 16]



I nternet-Draft <Protocol for |PFI X Mediations> Cct ober 2010
Tenpl ate", and "The Exporting Process Reliability Statistics
Options Tenpl ate”

3.5.3. IPFI X Mediator Options Tenpl ate

There is no need for a specific Options Tenplate for the | PFI X
Medi ator; instead, each Internediate Process type requires sone
particul ar nmetadata. For exanple, a specification of IPFIX flow
anonym sation including an Options Tenplate for the export of
met adat a about anonym sed flows is described in [IPFl X- MED
ANON] ; when anonyni sing Fl ows Records, |PFI X Mediators SHOULD
add the Options Tenplate specified therein to annotate the
exported dataTransport Session Managenent

SCTP [ RFC4960] using the PR SCTP extension specified in

[ RFC3758] MUST be inplenented by all conpliant |IPFIX Mediator

i mpl ement ations. UDP [UDP] MAY al so be inplemented by conpliant
| PFI X Medi ator inplenentations. TCP [TCP] MAY al so be

i mpl emented by | PFI X Medi ator conpliant inplenentations.

PR- SCTP SHOULD be used in depl oynments where | PFI X Medi ators and
Col I ectors are conmuni cating over links that are susceptible to
congestion. PR-SCTP is capable of providing any required degree
of reliability.

TCP MAY be used in depl oynents where | PFI X Medi ators and

Col I ectors communi cate over |inks that are susceptible to
congestion, but PR-SCTP is preferred due to its ability to limt
back pressure on Exporters and its nessage versus stream
orientation.

UDP MAY be used, although it is not a congestion-aware protocol.
However, the IPFI X traffic between | PFI X Medi ator and Col |l ector
MJUST run in an environment where IPFI X traffic has been

provi sioned for, or is contained through sone ot her neans.

3.6. The Collecting Process’s Side
An | PFI X Medi at or MUST produce | PFI X Messages under st andabl e by
a RFC5101-conpliant I PFIX Collector, with the additional
specification in the I PFI X Structured Data [ | PFI X- STRUCT] .
Therefore the Coll ecting Process on the top Coll ector MJST

support the I PFI X protocol [RFC5101] and the I PFI X Structured
Dat a [ | PFI X- STRUCT] .
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3.7. Sanpling Managenent

EDI TOR S NOTE: What about the accuracy of aggregated Fl ow
Records with the sanpling rates? Wth different sanpling rates?

In an | PFl X Medi ati on, aggregation for Flow Records with sane
sanpling rate and sanme sanpling algorithmis recommended. In
that case, an | PFI X Mediator can export this sanpling rate and
sanmpling al gorithm and other accuracy statistics data, part of
the PSAMP Report Interpretation [ RFC5476].

In the case where the Medi ati on aggregates Fl ow Records with
different sanpling functions and/or sanpling rates, sone nore
research is required to deternmine the right sanpling function
and/ or sanpling rate to export fromthe | PFI X Medi at or.
Therefore, this docunment doesn’'t describe any specifications, or
even gui del i nes.

4., New Infornation El enents

- original Exporterl Pv4Address and ori gi nal Exporter| Pv6Addr ess
EDI TOR S NOTE: to be discussed

- orgi nal Gbservati onDomai nl d?

- mediatorCertificate?

EDI TOR S NOTE: Maybe the foll owi ng ones should be defined in a
specific flow aggregation draft:

- Maxi mum counter or mninum counter for packets or bytes

- activeTime and inactiveTine for Fl ow aggregation

5. Security Considerations

The sane security considerations as for the | PFI X Protoco
[ RFC5101] apply.

As they act as both | PFI X Collecting Processes and Exporting
Processes, the Security Considerations for |PFI X [RFC5101] apply
as well to Mediators. The Security Considerations for |PFIX
Files [ RFC5655] apply as well to IPFI X Mediators that wite
IPFIX Files or use themfor internal storage. However, there
are a few specific considerations that |PFI X Medi ator

i mpl enment ati ons nust take into account in addition
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By design, |IPFIX Mediators are "nen-in-the-niddle": they
intercede in the comunication between an Oiginal Exporter (or
anot her upstream Medi ator) and a downstream Col | ecti ng Process.
This has two inportant inplications for the |evel of
confidentiality provided across an | PFl X Medi ator, and the
ability to protect data integrity and Oiginal Exporter
authenticity across a Mediator. W address these in the
fol |l owi ng subsecti ons.

5.1. Avoiding Security Downgrade

An | PFI X Medi ator that accepts |PFI X Messages over a Transport
Session protected by TLS or DTLS, and which then exports |PFIX
Messages derived there fromin cleartext, is a potentially
serious vulnerability in an IPFIX infrastructure. Wile this is
potentially acceptable in the specific case of an | PFl X Medi at or
at the border of an adm nistrative domain accepting | PFIX
Messages from outside the domain and re-exporting derived
information via an internal network protected by other neans, in
the general case this situation SHOULD be avoi ded.

Therefore, an |IPFI X Mediator that receives | PFlI X Messages from
an upstream Exporting Process protected using TLS or DTLS MJUST
provide for sending of |IPFIX Messages resulting fromthe

I nternedi ate Process to a downstream Col | ecting Process using
TLS or DTLS. It MAY allow for the configuration of unprotected
export of such | PFI X Messages, but in this case it MJST warn the
adm nistrator that the exported | PFI X Messages will not be
protected, and that this could result in the | eakage of

i nformati on deened by the Original Exporter to be worth
protecting.

5.2. End-to-End Assertions for Mediators

Because the Transport Session between an | PFI X Medi ator and an
Original Exporter is independent fromthe Transport Session
bet ween the Medi ator and the downstream Col | ecti ng Process,
there exists no method via TLS to assert the identity of the
ori gi nal Exporting Process downstream However, an |PFI X

Medi ator, which nodifies the stream of | PFI X Messages sent to
it, is by definition a trusted entity in the infrastructure.
Therefore, the | PFI X Mediator’s signature on an outgoi ng
Transport Session can be treated as an inplicit assertion that
the Original Exporter was positively identified by the Mediator
and that the source information it received was trustworthy.
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However, |PFI X Mediators nmust in this circunstance take care not
to provide an inappropriate upgrade of trust.

Therefore, an | PFI X Medi ator SHOULD NOT sign a Transport Session
to a downstream Col | ector unless ALL the Oiginal Exporters from
which the information to be exported is derived were positively
identified by the Mediator by its certificate. An exception to
this case is the reverse of the special case in the previous
subsection: an | PFI X Medi ator that accepts information from
within a trusted donmain via an internal network protected by

ot her neans MAY use TLS or DTLS to protect the Transport Session
to a downstream Col | ect or outside the domain.

[ EDI TOR OPEN | SSUE: W nmight want to use exporterCertificate and
(optionally) collectorCertificate from|[RFC5655] here, but |
think they need a new Medi ator-specific tenplate if so. If we
were to use the tenplates defined by 5655, it would | ook Iike
this:

If the X. 509 certificates used to protect a Transport Session
bet ween an Oiginal Exporter and an | PFI X Mediator are required
downstream an | PFI X Medi ator MAY use the exporterCertificate
and the collectorCertificate Information Elements with the
Export Session Details Options Tenplate defined in Section 8.1.3
of [ RFC5655] or the Message Details Options Tenplate defined in
Section 8.1.4. of [RFC5655] in order to export this infornmation
downstream However, in this case, the |IPFI X Mediator is making
an inplicit assertion that the upstream Session was properly
protected and therefore trustworthy, and as such MJST protect
the Transport Session to the downstream Col | ector using TLS or
DTLS, as well.

6. | ANA Consi derati ons

Thi s docunment specifies three new I PFl X I nformati on El enents: the
applicationDescription, applicationTag and the applicati onNane.

New | nfornmation Elements to be added to the | PFI X | nformation
El ement registry at [IANA-IPFI X] are |isted bel ow

EDI TOR S NOTE: the XM specification in Appendi x A nust be updated
with the element| D val ues all ocated bel ow.
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6. 1. original Exporterl Pv4Address

Name: ori gi nal Exporter| Pv4Address

Descri pti on:
The |1 Pv4 address used by the Exporting Process on the Oi ginal
bservation Point. This is used by the Exporting Process (on
the Mediation) to identify the Exporter in cases where the
identity of the Exporter may have been obscured by the use of a
proxy, or in cases where the | PFI X Mediation nust export the
Oiginal Cbservation Point to a top Collector.

Abstract Data Type: ipv4Address

Data Type Semantics: identifier

El ement I d: XXX

Status: current

6. 2. original Exporterl Pv6Address

Nane: ori gi nal Exporterl Pv6Address

Descri ption:
The |1 Pv6 address used by the Exporting Process on the Oi ginal
bservation Point. This is used by the Exporting Process (on
the Mediation) to identify the Exporter in cases where the
identity of the Exporter may have been obscured by the use of a
proxy, or in cases where the |IPFI X Mediati on nmust export the
Original Cbservation Point to a top Collector.

Abstract Data Type: ipv6Address

Data Type Semantics: identifier

El ement | d: YYY

Status: current

EDI TOR S NOTE: maybe sone nore | Es
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9. Appendix A Additions to XM. Specification of |PFIX
I nformation El enents

Thi s appendi x contains additions to the nachi ne-readabl e
description of the IPFI X information nodel coded in XM in
Appendi x A and Appendix B in [ RFC5102]. Note that this appendi x
is of informational nature, while the text in Section 6.
(generated fromthis appendi x) is normative.

The following field definitions are appended to the | PFI X
i nformati on nodel in Appendi x A of [RFC5102].

<field name=" origi nal Exporterl| Pv4Address "
dat aType="identifier "
group="config"
el ement | d="XXX" applicability="all" status="current">
<descri ption>
<par agr aph>
The | Pv4 address used by the Exporting Process on the
Oiginal Cbservation Point. This is used by the
Exporting Process (on the Mediation) to identify the
Exporter in cases where the identity of the Exporter
may have been obscured by the use of a proxy, or in
cases where the | PFI X Medi ati on nust export the
Original Observation Point to a top Collector
</ par agr aph>
</ descri pti on>
</field>

<field name=" origi nal Exporterl| Pv6Address "
dat aType="identifier "
group="config"
el ement | d="XXX" applicability="all" status="current">
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<descri ption>
<par agr aph>
The |1 Pv6 address used by the Exporting Process on the
Oiginal Cbservation Point. This is used by the
Exporting Process (on the Mediation) to identify the
Exporter in cases where the identity of the Exporter
may have been obscured by the use of a proxy, or in
cases where the | PFI X Medi ati on nust export the
Oiginal Cbservation Point to a top Coll ector.
</ par agr aph>
</ descri ption>
</field>
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