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Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as descri bed
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.

Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT*, "RECOMMENDED', "NMAY", and

"OPTIONAL" in this docunent are to be interpreted as descri bed
in RFC 2119 [ RFC2119].
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TO DO

ACTION: need a third exanple with an Options Tenplate Set to
show TBD2 in action. TBD2 is the Set ID of an Options Tenpl ate
Set that uses the extended Field Specifier.

1. Introduction

There is growing interest in using IPFIX to export managenent
i nformati on, especially since periodically exporting |arge
chunks of repetitive data froma device is often nore
appropriate than using a polling nmechani sm

Wiile initially targeted at different problems, there is a large
parall el between the information transported via | PFI X and SNV
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Furt hernore, certain Managenent |nformati on Base objects are
highly relevant to flows as they are understood today.

For exanple, in the IPFIX information nodel [RFC5102], severa

I nformation El enents comng fromthe SNVMP worl d have al ready
been specified. e.g. the interface’s SNWP index (iflndex,

[ RFC2863]), the interface’s nane (ifNane, [ RFC2863]) and the
systemuptine (sysUpTine, [RFC3418]). Rather than map existing
SNVP M B Object ldentifiers to IPFIX Information El enents on a
case by case basis, causing replication between the two nodel s,
it would be advant ageous to enable the export of any existing or
future SNMP objects as part of an I PFI X Data Record. However,
this is not possible using the existing IPFI X Tenplate Sets as
specified in [ RFC5101].

Anot her advant age of exporting MB objects via |PFI X is that

| PFI X woul d benefit from an extended series of types to be
exported. |Indeed, the sinple and application-w de data types
specified in SMv2 [ RFC2578], along with a new textua
conventions, can be exported within I PFI X and then decoded in
the Col |l ector.

Yet anot her advantage of exporting MB objects via IPFIX is the
synchroni zati on of the Data Record counters and the M B
counters. For exanple, if a Network Managenent Station (NVB)
needs the interface counters, conming fromifTable in "The
Interfaces Goup MB" [RFC2863]), at the tinme the Data Record
ends, the NVS nust poll the interface counters after receiving
the Data Records. Unless synchronized Data Records export and
SNWMP polling is in place (which is difficult/inpossible in
practice because the Flow duration can not be predicted), the
Fl ow counters and interface counters cannot be conpared. Wth
the export of the interface counters within the Data Record,
this problemis avoided

In this docunment, new Tenplate Sets for Data Records and Options
Records are specified to all ow Tenplates to contain any

conbi nation of fields defined by traditional |PFIX Infornation
El ements and/or M B bject Identifiers. The MB Object
Identifiers can reference either non-indexed or indexed MB

obj ects. When an indexed M B object is exported, a nethod to
identify how that M B object was indexed is specified so that
the full meaning of the information being exported can be
conveyed. A set of exanple use cases is used to illustrate how
t hese specifications can be used.
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Since IPFIX is a push nmechanism initiated fromthe Exporter
with no acknow edgnment nethod, this specification doesn't
provide the ability to execute configuration, unlike the SNWP
protocol. Instead, this specification allows adding the val ue
of MB objects into | PFI X Data Records.

2. Term nol ogy

| PFI X-specific term nol ogy used in this docunent is defined in
section 2 of [RFC5101]. For exanple: Information El enment,

Tenpl ate, Tenpl ate Record, Options Tenplate Record, Tenpl ate
Set, Collector, Exporter, Flow Record, etc... As in [RFC5101],
these | PFl X-specific terns have the first letter of a word
capitali zed.

This docunment prefers the nore generic term"Data Record" as
opposed to "Flow Record” as this specification allows the export
of M B objects.

M B Object Identifier (MB QD)

Al phaNuneric-format variabl e name, denoting a variabl e nane
expressed as a sequence of decimal nunbers or nanes
separated by periods, as specified by the OBJECT | DENTI FI ER
in [ RFC2578] .

MB bject ldentifier Information El enent
An | PFI X I nformati on El enent ("M BObjectldentifierMarker™)

that denotes that a MB Ohject Identifier is exported in
the (Options) Tenplate Record.

3. Exanpl e Use Cases

3.1 Detailing CPU Load Hi story

The CPU Usage of a renote network device could be nmonitored by
configuring it to periodically send CPU usage information to a
centralized Collector. 1In this exanple, the Exporter would
send an | PFI X Message every 30 minutes that contained Data
Records detailing the CPU 1 minute busy average at 1 minute

i nterval s.

The table of data that is to be exported would | ook |ike:
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TI MESTAMP CPU BUSY PERCENTAGE
StartTine + 0 seconds 10%

StartTine + 60 seconds 14%
StartTinme + 120 seconds 19%
StartTime + 180 seconds 16%
StartTime + 240 seconds 23%
StartTime + 300 seconds 29%

The Tenpl ate Record for such a Data Record will detail two
I nformation El ements:

fl owsSt art Seconds from [ RFC5102] :

Val ue: I E = 150
Description: The absolute tinestanp of the first packet of
this Fl ow.
cpnCPUTot al 1ni nRev fromthe proprietary Cl SCO PROCESS-M B
Val ue: MBOD="1.3.6.1.4.1.9.9.109.1.1. 1. 1. 7"

Description: The overall CPU busy percentage in the |ast
one-ni nute period

3.2 Qutput Interface Queue Size in PSAMP Packet Report
If a PSAMP Packet Report [RFC5476] was generated on any dropped
packets on an interface then it may be desirable to know if the
send queue on the output interface was full. This could be done

be sending the size of the send queue in the same Data Record as
the PSAMP Packet Report.

The exported data could | ook sonething |ike:

SRC ADDR  DST ADDR  PAK LEN QUTPUT I/F OUTPUT Q SIZE

192.0.2.1 192.0.2.3 150 Eth 1/0 45
192.0.2.4 192.0.2.9 350 Eth 1/0 45
192.0.2.3 192.0.2.9 650 Eth 1/0 23
192.0.2.4 192.0.2.6 350 Eth 1/1 0

The M B object for the Qutput Queue Length, ifQutQLen
("1.3.6.1.2.1.2.2.1.21"), is indexed by the iflndex interface
index as detailed in the IF-MB [RFC2863]. If, for exanple, the
interface index of "Eth 1/0" in our exanple is 15, the full MB
bject ldentifier for the Qutput Queue Length woul d be
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"1.3.6.1.2.1.2.2.1.21.15". Wth the specification in this
docunent, each tine a different MB ODis specified in the
Tenpl ate Record, a new M B object nust be identified, hence a
new Tenpl ate Record. Rather than send a separate Tenpl ate
Record for each Interface Index, it would be much nore
convenient to identify the index in the Data Record itself.

In fact, only how the i ndexed object was indexed is inportant.
In our exanple we identify the Egress Interface, although for

other uses it may be sufficient to know that the Qutput Queue

Size was taken fromthe interface that the packet was switched
out of without identifying the actual interface.

The Tenpl ate Record for our exanple Data Record would contain
the followi ng Information El enents:

sour cel Pv4Addr ess

desti nati onl Pv4Addr ess

t ot al Lengt hl Pv4

egressinterface

out boundQueuelLengt h i ndexed by: egressinterface

4. MB O D Extended Tenpl ate Formats
Ext ended Tenpl ate Record Formats are required to send data
defined by MB Object Identifiers. New Tenplate Sets are
required for these extended Tenpl ate Record Fornats.

4.1 MB OD Extended Tenpl ate Record For mat
The format of the MB Object Identifier Extended Tenpl ate Record

is shown in Figure A. It consists of a Tenplate Record Header
and one or nore Field Specifiers.

o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Tenpl ate Record Header |
S +
| Field Specifier [
oo e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Field Specifier |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
T I I''CrrEeeeeee— +
| Field Specifier

oo e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
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Figure A° MB hject Identifier Extended Tenpl ate Record Format

A MB Object Identifier Extended Tenplate Record MJUST contain at
| east one M B (bject ldentifier Extended Field Specifier. It
MAY al so contain any conbi nati on of | ANA-assi gned and/ or

Enterprise-Specific Information Elenent identifiers as specified
in [ RFC5101].

The format of the Tenplate Record Header is shown in Figure B
0 1 2 3
01234567890123456789012345678901
T T R e e e e s S e e ik i NI SR
| Tenpl ate I D (> 255) | Fi el d Count |

T S S i o S S e i w I STl S S S S S S S S S o

Fi gure B: Tenpl ate Record Header For mat

Wher e:
Tenpl ate 1D

Tenplate 1D of this Tenplate Record. This value is greater
t han 255.

Fi el d Count

Nunber of all fields in this Tenplate Record, including the
Scope Fi el ds.

At this level of detail the layout of the Tenplate Record
Format, as specified in [ RFC5101], and the M B (bject ldentifier
Ext ended Tenpl ate Record Format are identical. It is only the
structure of the Field Specifiers that is different (see section

4.3).
4.2 MB OD Extended Options Tenpl ate Record Format
The format of the MB bject Identifier Extended Options

Tenpl ate Record is shown in Figure C. It consists of an Options
Tenpl ate Record Header and one or nore Field Specifiers.
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o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Options Tenpl ate Record Header |
TS +
| Field Specifier [
oo e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Field Specifier |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
b .. +
| Field Specifier [
oo e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

Figure C MB hject Identifier Options Extended Tenpl ate Record
For mat

A MB Object Identifier Extended Options Tenpl ate Record MJST
contain at |least one MB Ohject Identifier Extended Field
Speci fier, which MAY be a scope field. It MAY al so contain any
conbi nati on of | ANA-assigned and/ or Enterprise-Specific
Information El enent identifiers.

The format of the Options Tenpl ate Record Header is shown in
Fi gure D.

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Tenpl ate 1D (> 255) | Fi el d Count |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Scope Field Count |

B s T I i R S e T S e i S R

Figure D: Options Tenpl ate Record Header For mat

Wher e:
Tenpl ate 1D

Tenplate 1D of this Options Tenplate Record. This value is
greater than 255.

Fi el d Count
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Nunber of all fields in this Options Tenplate Record,
i ncluding the Scope Fields.

Scope Field Count

Nunmber of scope fields in this Options Tenpl ate Record.
The Scope Fields are nornmal Fields except that they are
interpreted as Scope at the Collector. The Scope Field
Count MJST NOT be zero for an Options Tenpl ate Record.

As with the Tenpl ate Record Format, the only difference between
the standard Options Tenpl ate Record Format as defined in

[ RFC5101] and the M B Object ldentifier Extended Tenpl ate
Options Record Format is the structure of the Field Specifier
(see section 4.3).

4.3 MB OD Extended Field Specifier Format

This section specifies howthe Field Specifier format in

[ RFC5101] is extended to allow fields to be defined using a
specified MB (bject. First for a MB hject ldentifier that is
a non-indexed MB object, then for an indexed M B object.

The Field Specifier formats are shown in Figures E to G bel ow.

4.3.1 Standard Field Specifier Format

The Field Specifier format in figure E, along with the

associ ated definitions, has been copied from[RFC5101], for an
easi er conparison with the MB hject Identifier Extended Field
Specifier Format in figures F and G

When sendi ng an | ANA- assi gned and/ or Enterprise-Specific
Information El enent identifier, the Field Specifier Format is
t he same as shown bel ow

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| El Information Elenent ident. | Field Length [
B i i S S i I e i S S R L e e e e
| Ent erpri se Number |
R R e R e s s e o S S e R e o o
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Figure E: Standard Field Specifier fornat

Wher e:

Enterprise bit. This is the first bit of the Field
Specifier. If this bit is zero, the Information El enent
Identifier identifies an | ETF specified Information

El ement, and the four octet Enterprise Nunmber field MJST
NOT be present. If this bit is one, the Information

El ement identifier identifies an enterprise-specific
Information El enent, and the Enterprise Nunber filed MJST
be present.

Information El ement identifier

A nunmeric value that represents the type of the Infornmation
El ement. Refer to [ RFC5102].

Field Length

The I ength of the correspondi ng encoded I nformation

El ement, in octets. Refer to [RFC5102]. The field length
may be smaller than the definition in [RFC5102] if reduced
size encoding is used (see section 6.2). The value 65535
is reserved for variable length Information El ement (see
section 7).

Ent erpri se Nunber

| ANA enterprise nunber [PEN] of the authority defining the
Information El ement identifier in this Tenplate Record.

3.2 Ext ended Field Specifier Format for non-indexed MB
bj ect

Wen a M B object is to be exported, a special Information
El ement value is used to show that the extended Field Specifier
i s being used, as shown in Figure F:

0 1 2 3
01234567890123456789012345678901
T S e S b Sl SIS S SR S &
|

- - -
| E| MB AODIE | Field Length |
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B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
|  ndex Count = O|M B Obj. ID Len| MB bject ldentifier ... |
B E e r e s i s i o T T s S S S S 2
| ... MB Object Identifier continued [
B T T i I T T o S S S e b S S S

Figure F:. MB hject Identifier Extended Field Specifier Format
for a non-indexed MB Ohject with an O D length < 255

Wher e:

Enterprise bit. |In the special case of a M B bject
Identifier export, the Enterprise bit MJST al ways be O,
even if the exported MB object is specified in a
proprietary MB, therefore containing the private
enterprise nunber inits AD.

MB AODIE

Special | PFI X Information El enent,

M BObj ectl dentifierMarker, that denotes that a M B object
is exported in the (Options) Tenplate Record. Wen the MB
bject ldentifier Information Elenent (MB ODIE) is used,
the MB bject lIdentifier nust be specified in the Field
Specifier for the Collecting Process to be able to decode

t he Records.

Field Length
The definition is as [ RFC5101].
I ndex Count

The nunber of indexes for a MB object, and zero for a non-
i ndexed M B obj ect.

M B Object Identifier Length

The length of the MB Object Identifier that follows. This
is encoded in the sane nmanner as the variable |ength
encoding in [RFC5101]. |If the length of the MB hject
Identifier is greater than or equal to 255 octets, the
length is encoded into 3 octets before the MB (bject Nane.
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The first octet is 255 and the length is carried in the
second and third octets (as shown in Figure H).

M B bject ldentifier

An al phanuneric-format variabl e name which denotes a

vari abl e nane expressed as a sequence of deci mal nunbers or
nanes separated by periods, as specified by the OBJECT

| DENTI FI ER i n [ RFC2578] .

If the MB Object Identifier is |Ionger than 254 characters then
the I ength MUST be extended:

0 1 2 3
01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| E| MB AODIE | Field Length |
B T i S S i S T h T i S S S S e
|  ndex Count = 0] 255 | MB oject Identifier Length |

T S i i S i i i S ik ik Shir N
[ M B Object Identifier ... [
B T o S o e I et T s o S e e i sl wik sl ST S A

Figure G MB nject Identifier Extended Field Specifier Format
with O D Ilength >= 255

Figure H shows the exported Tenplate Set detailing the Tenplate
Record for exporting CPU Load (see section 3.1).

0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Set I D = TBD1 [ Length = 47 [
T T e b i i e e s . S I SR S
| Tenpl ate I D = 256 | Field Count = 2 |
i e i e s e e e S  C R e e e
| E| I E = fl owSt art Seconds | Field Length = |
B T o S il T ol I S SN S S S S S S i S o - -4+
| O] M BObj ect | dent i f er Mar ker | Field Length 1 [
T T T i i i e i i i S S S S
| Index Count = O] MB O D Len=29 | M B Object Identifier ... |
e e e e o i e S S e e ok o S
[ ="1.3.6.1.4.1.9.9.109.1.1.1. 1. 7" [

+-
4
+-+

+-+
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B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| ... MB hject ldentifier continued ... |
B E e r e s i s i o T T s S S S S 2
[ ... MB Object Identifier continued ... [
B T T i I T T o S S S e b S S S
| ... MB nhject ldentifier continued ... |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| ... MB hject ldentifier continued ... |
B E e r e s i s i o T T s S S S S 2
[ ... MB Object Identifier continued ... [
B T T i I T T o S S S e b S S S
| M B Object ldentifier continued |

T e i S S S T s el ol sETE CEIE S I SR I S R N

Fi gure H Exanple of CPU Load Tenpl ate Set

4.3.3 Extended Field Specifier Format for |Indexed MB hject

When an indexed M B object is exported in I PFI X, the neaning of
the exported val ue each i ndex SHOULD be identified. This index
(or indexes) MAY be an I PFI X Information El enent or M B Object
Identifier.. Note that the IPFIX Information El ement MAY be an
enterprise-specific Information El enent.

0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| E| MB ODIE [ Field Length [
T T T i i i T e s i
I ndex Count |MB Obj. ID Len| MB bject ldentifier ... |
Bl o Tk e e e L s e e s S e R R S e e S =

M B bject ldentifier continued

B i i S Tk sl o S S S S S i S S S i e o
Index Information Element 1 |E| Index Information El ement 2
B S i i i e S i S SHE N S SR

+
El

+

Ent erpri se Number

I
+
I
+
I
+-
I

T S S e S i i S e S S S S U SN S S

I
+
I
+
I
+
Figure I: MB hject Identifier Extended Field Specifier Format
with an indexed MB bject using a IPFIX |.E as |ndex

Wher e:
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E
Enterprise bit. |In the special case of a M B bject
Identifier export, the Enterprise bit MJST al ways be O,
even if the exported MB object is specified in a
proprietary MB, therefore containing the private
enterprise nunber inits AD. For any indexes identified
using Information Elements the Enterprise bit can be 1,
i ndicating that an Enterprise Nunmber will followthe
I nformation El enent.

MB ODIE
Special I PFI X Information El enent,
M BObj ect I dentifierMarker, that denotes that a M B object
is exported in the (Options) Tenplate Record. Wen the MB
bject ldentifier Information Elenent (MB O D IE) is used,
the MB Object lIdentifier nust be specified in the Field
Specifier for the Collecting Process to be able to decode
t he Records.

Field Length
The definition is as [ RFC5101].
I ndex Count

The nunber of indexes for a MB object, and zero for a non-
i ndexed M B obj ect.

M B bject ldentifier Length

The length of the M B Object Identifier that follows. This
is encoded in the same nanner as the variable length
encoding in [RFC5101]. |If the length of the MB hject
Identifier is greater than or equal to 255 octets, the

Il ength is encoded into 3 octets before the M B (hject Nane.
The first octet is 255 and the length is carried in the
second and third octets (as shown in Figure H).

M B bject ldentifier
An al phanuneric-fornmat variabl e nane which denotes a
vari abl e nane expressed as a sequence of deci mal nunbers or

nanes separated by periods, as specified by the OBJECT
| DENTI FI ER i n [ RFC2578] .
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A MB Object Identifier MAY be used as an index and sent as
described in Figure J. |If a MB Object Identifier with an index
is used as an index then its indexes will no be identified.

+
I
+
I
+-
I
+
I
+
I
+

0

1 2 3

01234567890123456789012345678901

I i e T S e S e S it o SR R S R R S e S S e
E| MB ODIE | Field Length |
e e L e e o e el m s o b R T SRR S
Index Count | MB ODLen 1| MB Object Identifier 1 ... |

B T T S T T i i S o T sl i S S I S
.. MB bject ldentifier 1 continued |

i i e i S e S R i i i i R S e S S S S e i e s
E MB ODIE | MBODULlen2 | MBAD2 ... |
B T e e s i i S S i kit N N S
M B Object Identifier 2 continued [

B i s i T T i St S e T i i S S S S

Figure J; MB hject Identifier Extended Field Specifier Fornmat
with a MB Index using a normal M B Cbject ldentifier as index

Wher e:

Enterprise bit. |In the special case of a M B (bject
Identifier export, the Enterprise bit MJST al ways be O,
even if the exported M B object is specified in a
proprietary MB, therefore containing the private
enterprise nunber inits AD.

MB ADIE

Special I PFIX Information El enent,

M BObj ect I denti fi er Marker, that denotes that a M B obj ect
is exported in the (Options) Tenplate Record. Wen the MB
oj ect ldentifier Information Element (MB ODIE) is used,
the MB Object Identifier nust be specified in the Field
Specifier for the Collecting Process to be able to decode

t he Records.

Field Length
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The definition is as [ RFC5101].

| ndex Count

The nunber of indexes for a MB object, and zero for a non-
i ndexed M B obj ect .

MB bject ldentifier Length 1

The length of the M B Object Identifier being exported.
This is encoded in the same manner as the variable length
encoding in [RFC5101]. |If the length of the MB bject
Identifier is greater than or equal to 255 octets, the

Il ength is encoded into 3 octets before the M B (hject Nane.
The first octet is 255 and the length is carried in the
second and third octets.

MB hject ldentifier 1

An al phanuneric-fornmat variable nane of the M B Object

I denti di er being exported, which denotes a variabl e nane
expressed as a sequence of decimal numbers or names
separated by periods, as specified by the OBJECT | DENTI FI ER
in [ RFC2578] .

MB bject ldentifier Length 2

The length of the MB Object Identifier being used as an
index. This is encoded in the sane nanner as the variable
I ength encoding in [RFC5101]. If the length of the MB
bject ldentifier is greater than or equal to 255 octets,
the length is encoded into 3 octets before the MB hj ect
Name. The first octet is 255 and the length is carried in
the second and third octets.

MB hject ldentifier 1

An al phanuneric-fornmat variable nane of the M B Object

I dentifier being used as an index, which denotes a variable
name expressed as a sequence of decimal numbers or names
separated by periods, as specified by the OBJECT | DENTI FI ER
in [ RFC2578] .

Fi gure K shows the exported Tenplate Set detailing the Tenplate
for exporting a PSAVP Report with Qutput Queue Size (see section
3.2).
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0 1 2 3
01234567890123456789012345678901
B i i i e R S e S i s e e S T g e S I T i st S TR I S S

[ Set 1D = TBD1 [ Length |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Tenpl ate 1D = 257 | Field Count =5 |
B T i S S i S T h T i S S S S e
| O] | E = sourcel Pv4Addr ess | Field Length = 4 |
B E e r e s i s i o T T s S S S S 2
| 0] IE = destinationl Pv4dAddress | Field Length = 4 |
B i s T T S T et S S T S I T s sl s ol ST S S S
| O] | E = total Lengt hl Pv4 | Field Length = 4 |
B T i S S i S T h T i S S S S e
| O] | E = egresslinterface | Field Length = 4 |
B E e r e s i s i o T T s S S S S 2
| O] M BObj ect I denti fi er Mark [ Field Length 1 [
B i s T T S T et S S T S I T s sl s ol ST S S S
| I'ndex Count=1 |MB O D Len=20 | MB bject ldentifier ... |
B T i S S i S T h T i S S S S e
="1.3.6.1.2.1.2.2.1. 21" |
B S S e i i i i i T T T S S S S S S S S i S
M B Object Identifier continued ... |
B s T T ST S o i ST L o S i T ot ST S S S S

MB bject ldentifier continued ... |
B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S
M B bject ldentifier continued ... |

T T

B S S e i i i i i T T T S S S S S S S S i S
... MB OD continued | O] | E = egressinterface |
B s T T ST S o i ST L o S i T ot ST S S S S

Fi gure K Exanple of PSAMP Report with Qutput Queue Size

Figure L shows the exported Tenplate Set detailing the Tenplate
for exporting a PSAMP Report with Qutput Queue Size but using
the iflndex MB object as the exported index, rather than the
Egress Interface Infornmation El enent.

0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Set 1D = TBD1 [ Lengt h [
T T e b i i e e s . S I SR S
| Tenpl ate I D = 257 | Field Count =5 |
i e i e s e e e S  C R e e e
| O] | E = sourcel Pv4Addr ess | Field Length = 4 |
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B T i S S i S T h T i S S S S e
| 0] IE = destinationl PvdAddress | Field Length = 4 |
B E e r e s i s i o T T s S S S S 2
| O] | E = total Lengt hl Pv4 [ Field Length = 4 [
B i s T T S T et S S T S I T s sl s ol ST S S S
| O] | E = egressinterface | Field Length = 4 |
B i e S T e e S e e e SR S S S S i et oI SN S Rl S e S S e i et o
| O]  EEM BOhj ect I denti fi er Marker | Field Length 1 |
B E e r e s i s i o T T s S S S S 2
| I'ndex Count=1 |[MB O D Len=20 | M B Object ldentifier ... |
B T o S e i ik S S I i i S Tl i e e
[ ="1.3.6.1.2.1.2.2.1. 21" [
B o T T e e e i S L e s ol ST S S S S S S S S
| M B bject ldentifier continued ... |
B o i T e e S e S i T S R S e S e e sl S B T S
[ M B Object Identifier continued ... [
B i s T T S T et S S T S I T s sl s ol ST S S S
| MB bject ldentifier continued ... |
B o T T e e e i S L e s ol ST S S S S S S S S
| ... MB AOD continued | O]  EEM BOhj ect I denti fi er Marker |
B o i T e e S e S i T S R S e S e e sl S B T S
[ MB Object ldentifier ="1.3.6.1.2.1.2.2.1.1" |
B i s T T S T et S S T S I T s sl s ol ST S S S
| MB bject ldentifier continued ... |
B T i S S i S T h T i S S S S e
| M B bject ldentifier continued ... |
B E e r e s i s i o T T s S S S S 2
[ M B Object Identifier continued ... [
B i s T T S T et S S T S I T s sl s ol ST S S S
| M B bject ldentifier continued |

B s o T S e e i i et SIE TRIE RIS TR S S

Figure L: Exanple of PSAMP Report with Qutput Queue Size using
iflndex fromIF-MB as an index [RFC2578]

4.4 Tenpl ate Managenent

Tenpl at es are nanaged as per [RFC5101].

The Set ID field MIST contain the value TBDl for any Tenpl ate
Set that contains a M B Object ldentifier Extended Field
Specifier. The Tenplate Wthdrawal Message for such a Tenpl ate
must al so use a Set ID field containing the value TBD1.

The Set ID field MIST contain the value TBD2 for any Option
Tenpl ate Set that contains a MB hject ldentifier Extended
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Field Specifier. The Tenplate Wthdrawal Message for such an
Option Tenplate nmust also use a Set ID field containing the
val ue TBD2

5. The Coll ecting Process’s Side

This section describes the Collecting Process when using SCTP
and PR-SCTP as the transport protocol. Any necessary changes to
the Collecting Process specifically related to TCP or UDP
transport protocols are specified in section 10 of RFC 5101

The specifications in section 9 of RFC 5101 also apply to
Collector’s that inplenent this specification. |In addition, the
foll owi ng specifications should be noted.

A Collecting Process that inplenments this specification MJST be
able to receive Set I1Ds TBD1 and TBD2, as specified in this
docunent .

A Col l ecting Process that inplenents this specification MJST
have access to a M B database in order to | ook up the received
MB bject IDs and find the type and nane of MB O D fields used
in received tenplates. It should be noted that since reduced

| ength encodi ng MAY be used by the Exporting Process then the
Col I ecting Process cannot assune a received size for a field is
the maxi mum size it should expect for that field.

If a Collecting Process receives a MB (bject IDthat it cannot
decode, it SHOULD |l og an error.

If a Collecting Process receives a MB Object ID for an indexed
M B bject but isn’'t sent the appropriate nunber of indexes then
it SHOULD Il og an error, but it MAY use the Tenplate Record to
decode the Data Records as the associated i ndexes are purely
semantic information.

6. Applicability

Maki ng avail able the nany and varied itenms fromthe M Bs opens
up a wide range of possible applications for the |IPFI X protocol
sonme quite different fromthe usual flow information. Sone
potential enhancenents for traditional applications are detailed
bel ow
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Sone nonitoring applications periodically export an interface id
to interface nanme mapping using | PFI X Options Tenplates. This
coul d be expanded to include the M B Object
"1.3.6.1.2. 1. 2. ifTable.ifEntry.iflnUcast Pkts" indexed using the
ingressinterface Information Elenment, as a index. This would
give the input statistics for each interface which can be
conpared to the flow infornmation to ensure the sanpling rate is
expected. O, if there is no sanpling, to ensure that all the
expect ed packets are being nonitored.

7. Security Considerations

For this extension to the | PFI X protocol, the sane security
consi derations as for the | PFI X protocol apply [RFC5101].

However, the Metering Process MJST check whether or not the MB
vari abl es can be accessed, and hence exported with | PFI X
Therefore a read or read-wite community string in SNMPvl and
SNWVPv2c, or a principal in SNMPv3, MJIST be associated with the
Met ering Process.

If the managenent entity supports the View based Access Control
Model (VACM for the SNWP [ RFC3415], then the Metering Process
MUST validate with the View Based Access Control [RFC3415] that
the M B object can accessed before exporting his content.

If there is a viewin case of SNWPv1l and SNWMPv2c, the Metering
Process MJST validate that the M B object can accessed before
exporting his content.

Whet her the Exporter allows or not the configuration of Tenplate
that contains an unauthorized MB object is inplenentation

speci fic.

8. | ANA Consi derations

| PFI X Messages use two fields with assigned val ues. These are
the | PFI X Version Nunber, indicating which version of the | PFIX
Protocol was used to export an | PFI X Message, and the | PFI X Set
ID, indicating the type for each set of information within an

| PFI X Message.

The previously reserved Set |ID values of TBD1 and TBD2 are used
as specified in this docunent. Al other Set ID values are
reserved for future use. Set |ID val ues above 255 are used for
Dat a Sets.
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A new I nfornmation Elenent, "M BObjectldentifierMarker", needs to
be reserved.
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