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Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as descri bed
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.

Abstract

Thi s docunent specifies an extension to the IP Flow Information
exXport (IPFIX) protocol specification in [RFC5101] and the |PFIX
i nformati on nodel specified in [ RFC5102] to export application

i nformation.

Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and

"OPTIONAL" in this document are to be interpreted as descri bed
in RFC 2119 [ RFC2119].
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1. Overview

1.1. | PFI X Docunents Overvi ew

The 1 PFI X Protocol [RFC5101] provides network administrators with
access to I P Flow information.

The architecture for the export of measured |IP Flow information
out of an | PFI X Exporting Process to a Collecting Process is
defined in the I PFI X Architecture [RFC5470], per the requirements
defined in RFC 3917 [ RFC3917].

The I PFI X Architecture [RFC5470] specifies how | PFl X Data Records
and Tenplates are carried via a congestion-aware transport
protocol from | PFI X Exporting Processes to | PFI X Coll ecting
Processes.

| PFI X has a formal description of IPFIX Information El enents,
their nane, type and additional semantic information, as specified
in the I PFI X information nodel [RFC5102].

In order to gain a |l evel of confidence in the | PFI X

i mpl ement ati on, probe the conformity and robustness, and all ow
interoperability, the Guidelines for |IPFIX Testing [ RFC5471]
presents a list of tests for inplenmenters of conpliant Exporting
Processes and Col |l ecting Processes.

The Bidirectional Flow Export [RFC5103] specifies a method for
exporting bidirectional flow (biflow) information using the IP

Fl ow I nformation Export (IPFIX) protocol, representing each Biflow
usi ng a single Flow Record.

The "Reduci ng Redundancy in IP Flow Information Export (IPFIX) and
Packet Sanpling (PSAMP) Reports" [RFC5473] specifies a bandwi dth
saving nethod for exporting Flow or packet information, by
separating informati on conmon to several Flow Records from

i nformati on specific to an individual Flow Record: comobn Fl ow
information is exported only once.

2. Introduction

Today service providers and network adnministrators are | ooking for
visibility into the packet content rather than just the packet
header. Some network devices Metering Processes inspect the
packet content and identify the applications that are utilizing

<Cl ai se, Aitken, Ben-Dvora> Expires April 16 2011 [ Page 4]



Internet-Draft <Export of App. Info. in IPFIX > Cct 2010

the network traffic. Applications in this context are defined as
the user processes that exchange packets between them (such as the
web applications, peer to peer applications, file transfer, e-
mai | applications, etc.)

The application identification is based on different kind of
met hods or even a conbi nati on of such nethods:

L2 protocols (such as ARP, PPP, LLDP)

| P protocols (such as | CvWP, | GW, GRE)

TCP or UDP ports (such as HTTP, Tel net, FTP)

Appl i cation headers

Packet content signatures

Traffic behavior

curwNE

The exact application identification nethods are part of the
Metering Process internals that ains to provide an accurate
identification with a minimumfalse identification. This task
requires a sophisticated Metering Process since the protocols do
not behave in a standard manner

1. Applications use port obfuscation where the application run on
different port than the | ANA assigned one. For exanple a HTTP
server might run a TCP port 23 (assigned to telnet in [|ANA-
PORTS] )

2. 1 ANA does not accurately reflect how certain ports are
"comonl y" used today. Sone ports are reserved, but the
application either never becane prevalent or is not in use
t oday.

3. The signatures becone nore and nore conpl ex

For that reason, such Metering Processes usually detect
application based on nmultiple nechanisns in parallel. Detecting
applications based only on port matching m ght wongly identify
the traffic. Note that this exanple stresses the need for the
engi ne strength. |If the Metering Process is capable of detecting
applications nore accurately it is considered as stronger and nore
accur at e.

Simlarly, a reporting nechanismthat uses L4 port based
applications only, such as L4:<known port>, would have a sinilar

i ssues. The reporting system should be capable of reporting the
applications classified using all types for mechanisms. In
particul ar applications that does not have any | ANA port
definition. Wile a nechanismto export application information
shoul d be defined, the L4 port being in use nmust be exported using
the destination port (destinationTransportPort at [IANA-IPFIX]) in
the correspondi ng Net Fl ow record.
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Cisco Systens uses the IPFI X application tag as described in
section 4. to export the application information with the | PFI X
protocol [RFC5101].

Application could be defined at different OSI |ayers, fromthe
layer 2 to the layer 7. Exanples: C sco Discovery Protocol is

| ayer 2 application, I1CVP is layer 3 application [|ANA-PROTQ,
HTTP is layer 4 application [IANA-PORTS], and skype is layer 7

Whil e an ideal solution would be an I ANA registry for applications
above (or inside the payload of) the well known ports [l ANA-
PORTS], this solution is not always possible as the sone
applications require well known specifications. Therefore, sone
reverse engineering is required, as well as a ubiquitous | anguage
for application signature. Cearly not realistic.

As this specification focuses on the application information
encodi ng, this docunent doesn’t contain an application registry
for non | ANA applications. However, a reference to the Cisco
assi gned nunbers can be found at [Cl SCQ .

2.1. Application Information Use Case

There are several use cases on which the application infornmation
i s used:

1. Network Visibility

This is one of the main use cases for using the application
information. This use case is also called application
visibility. Network adm nistrators are using such application
visibility to understand the main network consumers, network
trends and user behavi or.

2. Billing Services
In sone cases, network providers are willing to bill different
applications differently. For exanple, provide different
billing for Vol P and Wb browsi ng.

3. Congestion Contro
While the traffic demand is increasing (nmainly due to the high
usage of peer to peer applications, video applications and web

downl oad applications), the providers revenue doesn't grow.
Providers are | ooking at a nore efficient way to control and
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prioritize the network utilization. An application aware
bandwi dth control systemis used to prioritize the traffic based
on the applications, giving the critical applications priority
over the non-critical applications.

4. Security Functions

Application know edge is sonetinmes used in security functions in
order to provide conprehensive functions such as Application
based firewall, URL filtering, Parental control, Intrusion
detection, etc.

Al'l of the above use cases require exporting of application
information to provide the network function itself or to log the
network function operation

3. Term nol ogy

| PFI X-specific term nology used in this docunent is defined in
Section 2 of the | PFI X protocol specification [RFC5101]. As in
[ RFC5101], these | PFI X-specific terns have the first letter of a
word capitalized when used in this docunent.

3. 1. New Term nol ogy
Application Tag

A unique identifier for an application. The Application Tag
consists of a Cassification Engine ID and a Selector ID
[ RFC5476] .

4. applicationTag Information El ement Specification

This docunent specifies the applicationTag | nformation El enent,
whi ch is conposed of two parts

1. 8 bits of Cassification Engine ID
2. mbits of Selector ID. The Selector IDIlength varies
dependi ng on the engine.

1 2 3
1234567890123456789012345678901
T o i i o e e S et o b ol IR R
Class. Eng. IDQ Selector ID ... |
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Figure 1: applicationTag Information El enment

Classification Engine ID

A unique identifier for the engine which deternined the
Selector ID. Thus the Cassification Engine ID defines the
context for the Selector ID

Sel ector |ID

A unique identifier of the application for a specific
Cl assification Engine |ID

Note that the Selector IDtermis in sync with the PSAW
term nol ogy. See [RFC5476], Packet Sanpling (PSAMP) Protoco
Speci fi cati ons.

When an application is detected, the nobst granul ar application
is encoded in the Application Tag: for exanple, |CVP would be
encoded as layer 3 value 1, SNWP as | ayer 4 value 161, bittorent
as layer 7 value 69.

The overall length of the applicationTag Information El erent nay
be specified either in the | PFl X Tenpl ate Record or by using an
| PFI X Variabl e-Length Information El ement. The receiver /
decoder nust respect this length rather than using the
Classification Engine ID to nake an assunption about the

Sel ector |D size.

When exporting applicationTag i nformation in | PFIX, the
applicationTag SHOULD be encoded in a variable-length
Information El enent [ RFC5101]. However, if a |legacy protoco
such as NetFlow version 9 is used, and this protocol doesn’'t
support variable length Information El enents, then either
multiple tenplates (one per applicationTag length), or a single
tenpl ate corresponding to the maxi num si zed applicati onTag MJST
be used. This avoids the need for nmultiple Tenplate Records with
different applicationTag | engths when the | PFI X variable |ength
encodi ng [ RFC5101] is not avail abl e.

As a consequence, although sone Application Tags can be encoded
in a smaller nunber of bytes (eg, an I ANA L3 protocol encoding
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woul d take 2 bytes, while an | ANA L4 port encoding woul d take 3
bytes), nothing prevents an Exporting Process from exporting all
Application Tags with a larger fixed |ength.

Note that the Selector ID value is always encoded in the |east
significant bits as shown:

0 1 2 3

01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| dass. Eng. 1D | zero-val ued upper-bits ... |
B i S S T s i S T st i S S S S S S S S i
[ ... Selector ID [
T T e b i i e e s . S I SR S

Figure 2: Selector |ID encoding

4.1. Existing Classification Engine |IDs

The foll owi ng Engine | Ds have been allocated by G sco Systens.

Narme Val u Description
e
0 I nval i d.
| ANA- 1 The | ANA protocol (layer 3) nunber is
L3 exported in the Selector ID.
See
http://ww. i ana. or g/ assi gnment s/ pr ot ocol -
nunbers.
CANA- 2 Cisco Systens proprietary layer 3
L3 definition. Csco Systens can still export

its own layer 3 protocol nunbers, while
waiting for 1ANA to assign it. The Sel ector
I D has a global significance for all G sco
Systens devi ces under CANA gover nance.
Hopefully the sane IDs will be naintained
after the | ANA standardi zati on.

| ANA- 3 | ANA | ayer 4 well-known port nunber is

L4 exported in the Selector ID.
See http://ww. iana. org/ assi gnnents/port -
nunbers.

Note: as a flow is unidirectional, i
contains the destination port in a f
fromthe client to the server.

CANA- 4 Cisco Systens proprietary |layer 4

t
| ow
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L4 definition. Cisco Systens can still export
its own |layer 4 port nunbers, while waiting
for TANA to assign it. The Selector ID has
gl obal significance for all Ci sco Systens
devi ces under CANA governance. Hopefully
the sane ID will be maintained after the
| ANA st andardi zation. Exanple: |PFI X had
the port 4739 pre-assigned in the | ETF
draft for years. Wiile waiting for the | ANA
registration, we could use this Sel ector
I D.

5 Reserved.
6 Reserved.
7 Reserved.
8 Reserved.
9 Reserved.
10 Reserved.
11 Reserved.

CANA 12 The Selector ID represents the G sco

-L2 Systens uni que gl obal |ayer 2 applications.
The Selector ID has a global significance.

CANA 13 The Sel ector ID represents the G sco

-L7 Systens uni que global ID for the layer 7
applications. The Selector ID has gl obal
significance for all Ci sco Systens devices.

14 Reser ved.
15 Reser ved.
16 Reser ved.
17
to Avai | abl e.
254
MAX 255 255 is the maxi num Engi ne |D.

Table 1: Existing C assification Engine |IDs

Note 1: "CANA = Cisco Systems Assigned Number Authority", Cisco
Systens’s version of 1ANA for internal IDs.

Note 2: This is an extensible list, and new C assification
Engine IDs may be allocated at any tinme. See [CISCO for the
| at est version.
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4.2. Options Tenplate Record for the Application Name

For engi nes which specify locally unique Application Tags (which
means uni que per engine and per router), an Options Tenplate
Record (see [RFC5101]) MJST be used to export the correspondence
between the Application Tag, the Application Nanme, and the
Application Description. This is called the "options
application-table". For engines which specify globally unique
Application Tags, an Options Tenplate Record SHOULD be used to
export the correspondence between the Application Tag, the
Application Nanme and the Application Description, unless the
mappi ng i s hardcoded in the NetFl ow Coll ector, or known out of
band (for exanple, by polling a M B)

4.3. Resolving | ANA L4 port collisions

Even if the 1 ANA L4 ports usually point to the same protocols
for both UDP and TCP, there are sone exceptions. 10 ports in the
first 1K range of ports have different protocols assigned for
TCP and UDP

exec 512/ tcp renote process execution

# aut henti cati on performed using

# passwords and UNI X | ogi n nanes
consat/biff 512/ udp used by mail systemto notify users
# of new mail received; currently

# recei ves nessages only from

# processes on the sanme machi ne

I ogin 513/tcp renote login a la tel net;

# aut omati c aut hentication perforned
# based on privil edged port nunbers
# and distributed data bases which

# identify "authentication donai ns"
who 513/ udp mai nt ai ns data bases show ng who' s
# | ogged in to machines on a | oca

# net and the | oad average of the

# machi ne

shel | 514/ tcp cnd

# i ke exec, but automatic

aut henti cati on

# is performed as for |ogin server
sysl og 514/ udp

oob-ws-https 664/ tcp DMIF out - of - band secure web services
# management pr ot oco

# Jim Davi s

<j i m davi s&bensol uti ons. con»
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# June 2007
asf-secure-rncp 664/ udp ASF Secure Renote Managenent
# and Control Protoco
rfile 750/ tcp

kerberos-iv 750/ udp kerberos version iv
submi t 773/ tcp

notify 773/ udp

r passwd 774/ tcp

acmai nt _dbd 774/ udp

ent onb 775/ tcp

acmai nt _transd 775/ udp

busboy 998/ tcp

pupar p 998/ udp

garcon 999/tcp

appl i x 999/ udp Applix ac

Table 2: 1 ANA [ ayer 4 port collisions

I nstead of inposing the protocol (UDP/TCP) in the scope of the
"options application-table" Options Tenplate for al
applications (on top of having the protocol as key-field in the
Fl ow Record definition), we define that the L4 application is
al ways TCP rel ated, by convention. So, whenever the collector
has a conflict in looking up IANA, it would choose the TCP
choice. The following UDP L4 applications are assigned in the
Cisco L7 Application Tag range (ie, under Cassification Engine

I D 13):

consat/ bi ff 256/ udp used by mail systemto notify users
who 257/ udp mai nt ai ns data bases show ng who's
sysl og 41/ udp

asf-secure-rncp 258/ udp ASF Secure Renote Managenent and

# Control Protoco

kerberos-iv 259/ udp kerberos version iv

notify 260/ udp

acmai nt _dbd 261/ udp

acmai nt _transd 262/ udp

pupar p 263/ udp

appl i x 264/ udp Applix ac

Tabl e 3: Resolving layer 4 UDP ports
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5. Application Tag Exanpl es

The followi ng exanples are created solely for the purpose of
illustrating how the extensions proposed in this docunment are
encoded.

5.1. Exanple 1: Layer 2 Protoco

Fromthe list of Classification Engine IDs in Table 1, we can
see that the layer 2 Cassification Engine IDis 12

L2 12 The Selector ID represents the |ayer 2
applications. The Selector ID has a gl oba
significance

Fromthe list of layer 2 protocols at [cisco], we can see that
PPP has the val ue 24:

NANVE Sel ector ID
ppp 24

So, in the case of layer 2 protocol PPP, the Cassification
Engine IDis 12 while the Selector ID has the val ue 24.

Therefore the Application Tag is encoded as:

0 1
0123456789012345
B S e S
[ 12 [ 24 [
e i S S i

So the Application Tag has the value of 3097. Instead of
representing the Application Tag in hexadeci mal format, the
format '12...24" is used for sinplicity in the exanpl es bel ow.

Fl exi bl e Net Fl ow creates a Tenplate Record with a few
I nformation El enents: anongst other things, the Application Tag.
For exanpl e:

sour cel Pv4Address (key field)
desti nationl Pv4Address (key field)
i pDi ff ServCodePoi nt (key field)
applicationTag (key field)
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- octetTotal Count (non key field)

For exanple, a Flow Record corresponding to the above Tenpl ate
Record may cont ai n:

{ sourcel Pv4Address=1.1.1.1, destinationl Pv4Address=2.2. 2. 2,
i pDi ff ServCodePoi nt =0, applicationTag="12...24",
oct et Tot al Count =123456 }

The Collector has all the required information to determ ne that
the application is PPP, because the Application Tag uses a

gl obal and well know registry, ie the | ANA protocol nunber.

The 24 value is globally unique within Cisco Systens for
Classification Engine ID 12, so the Collector can determ ne

whi ch application is represented by the Application Tag by

| oadi ng the registry out of band.

5.2. Exanple 2: Standardi zed | ANA Layer 3 Protocol

Fromthe list of Cassification Engine IDs in Table 1, we can
see that the I ANA ayer 3 Cassification Engine IDis 1:

| ANA- 1 The 1 ANA protocol (layer 3) nunber is

L3 exported in the Selector ID.
See
http://ww. iana. org/ assi gnnment s/ prot ocol -
nunbers. .

Fromthe list of 1 ANA layer 3 protocols (see [I ANA-PROTQ ), we
can see that | CWP has the value 1:

Deci mal Keywor d Pr ot ocol Ref erence
1 | CWP Internet Control Message [ RFC792]

So in the case of the standardi zed | ANA | ayer 3 protocol |CM,
the Classification Engine IDis 1, and the Selector ID has the
val ue of 1.
Therefore the Application Tag is encoded as:

0 1

0123456789012345
S
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I 1 I 1 I
Bl o o S e S e ot S R e

So the Application Tag has the value of 257. |Instead of
representing the Application Tag in hexadeci mal format, the
format "1...1 is used for sinplicity in the exanples bel ow

Fl exi bl e Net Fl ow creates a Tenplate Record with a few
I nformation El enents: anongst other things, the Application Tag.
For exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)
- i pDiffServCodePoint (key field)

- applicationTag (key field)

- octetTotal Count (non key field)

For exanple, a Flow Record corresponding to the above Tenpl ate
Record may contai n:

{ sourcel Pv4Address=1.1.1.1, destinationl Pv4Address=2.2. 2. 2,
i pDi ff ServCodePoi nt =0, applicationTag="1...1",
oct et Tot al Count =123456 }

The Collector has all the required infornmation to determ ne that
the application is | CMP, because the Application Tag uses a
gl obal and well know registry, ie the I ANA L3 protocol nunber.

5.3. Exanple 3: Cisco Systens Proprietary Layer 3 Protocol

Assunme that Cisco Systens has specified a new |l ayer 3 protocol
called "foo".

Fromthe list of Classification Engine IDs in Table 1, we can
see that the Ci sco Systens |ayer 3 Cassification Engine IDis
2:

CANA- 2 Cisco Systens proprietary layer 3

L3 definition. Cisco Systenms can still export
its own |l ayer 3 protocol nunbers, while
waiting for 1ANA to assign it. The
Sel ector ID has a gl obal significance for
all Cisco Systens devices under CANA
governance. Hopefully the same IDs will be
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mai nt ai ned after the | ANA standardi zati on.

A global registry within G sco Systens specifies that the "foo"
prot ocol has the val ue 90:

Pr ot ocol Prot ocol 1d
f oo 90

So in the case of Cisco Systens |ayer 3 protocol foo, the
Classification Engine IDis 2, and the Sel ector |ID has the val ue
of 90.

Therefore the Application Tag is encoded as:

0 1

0123456789012345
B i S S S i i T S N S
I 2 | 90 |
B T I T e e

So the Application Tag has the value of 602. |nstead of
representing the Application Tag in hexadeci mal format, the
format ' 2..90" is used for sinplicity in the exanples bel ow

Fl exi bl e Net Fl ow creates a Tenplate Record with a few
I nformation El enents: anongst other things, the Application Tag.
For exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)
- i pDiffServCodePoint (key field)

- applicationTag (key field)

- octetTotal Count (non key field)

For exanple, a Flow Record corresponding to the above Tenpl ate
Record may contai n:

{ sourcel Pv4Address=1.1.1.1, destinationl Pv4Address=2.2. 2. 2,
i pDi f f ServCodePoi nt =0, applicationTag="2...90’
oct et Tot al Count =123456 }

Along with this Fl ow Record, a new Options Tenplate Record woul d
be exported, as shown in Section 5.7.
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5.4. Exanple 4: Standardized | ANA Layer 4 Port

Fromthe list of Cassification Engine IDs in Table 1, we can
see that the I ANA |ayer 4 Cassification Engine IDis 3:

| ANA- 3 | ANA | ayer 4 well-known port nunber is
L4 exported in the selector ID.
See http://ww.iana. org/assi gnnents/port-
nunbers.
Note: as a flowis unidirectional, it

contains the destination port in a flow
fromthe client to the server.

Fromthe list of 1ANA |ayer 4 ports (see [| ANA-PORTS]), we can
see that SNWP has the val ue 161:

Keywor d Deci mal Description
snnp 161/tcp SNWVP
snnp 161/ udp SNWVP

So in the case of the standardized | ANA [ ayer 4 SNWP port, the
Classification Engine IDis 3, and the Sel ector ID has the val ue
of 161.

Therefore the Application Tag is encoded as:

0 1
0123456789012345
B i S S S i i T S N S
I 3 | 161 |
B T I T e e

Fl exi bl e Net Fl ow creates a Tenplate Record with a few
Information El enents: anongst other things, the Application Tag.
For exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)
- protocol (key field)

- i pDiffServCodePoint (key field)

- applicationTag (key field)

- octetTotal Count (non key field)
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For exanple, a Flow Record corresponding to the above Tenpl ate
Record may contai n:

{ sourcel Pv4Address=1.1.1.1, destinationl Pv4Address=2.2.2. 2,
prot ocol =17, i pDi ff ServCodePoi nt =0,
applicationTag="3..161", octet Total Count=123456 }

The Collector has all the required infornmation to determ ne that
the application is SNWP, because the Application Tag uses a
gl obal and well know registry, ie the I ANA L4 protocol numnber.

5.5. Exanple 4: Layer 7 Application

In this exanple, the Metering Process has observes sonme Citrix
traffic.

Fromthe list of Classification Engine IDs in Table 1, we can
see that the L7 unique Engine IDis 13:

L7 13 The Selector ID represents the Cisco Systens
uni que gl obal ID for the layer 7
application. The Selector |ID has a gl obal
significance for all G sco Systens devices.

Suppose that the Metering Process returns the I D 10000 for
Ctrix traffic.

So, in the case of this Citrix application, the C assification
Engine IDis 13 and the Selector ID has the val ue of 10000.

Therefore the Application Tag is encoded as:

+ ON
+ OWw

1
1234567 901234567829 123456789 1
T i S T i T S S S AT Sui N S S S
13
B T S S s i S S i i S S St M
10000 [

T S I i S i S e

- + ©

0
0
+- +
I I
+-

I

+-

So the Application Tag has the value of ’13..10000 .
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Note that the figure shows that the Exporting Process exports
the value 10000 in 7 bytes: this is pure speculation. However,
it doesn't nmatter as the applicationTag woul d be exported in a
vari abl e I ength Information El ement.

Fl exi bl e Net Fl ow creates a Tenplate Record with a few
Information El enents: anongst other things, the Application Tag.
For exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)
- i phDiffServCodePoint (key field)

- applicationTag (key field)

- octetTotal Count (non key field)

For exanple, a Flow Record corresponding to the above Tenpl ate
Record may cont ai n:

{ sourcel Pv4Address=1.1.1.1, destinationl Pv4Address=2. 2. 2. 2,
i pDi f f ServCodePoi nt =0, applicationTag="13...10000’
oct et Tot al Count =123456 }

The 10000 value is globally unique within G sco Systens, so the
Col I ector can determ ne which application is represented by the
Application Tag by loading the registry out of band.

Along with this Fl ow Record, a new Options Tenplate Record woul d
be exported, as shown in Section 5.7.

5.6. Exanple: port Obfuscation

For exanple, a HTTP server might run a TCP port 23 (assigned to
telnet in [I ANA-PORTS]). If the Metering Process is capable of
detecting HITP in the same case, the Application Tag
representation nust contain HITP. However, if the reporting
application wants to determn ne whether or the default HITP port
80 or 8080 was used, it nust export the destination port
(destinationTransportPort at [IANA-IPFIX]) in the corresponding
Net Fl ow record

In the case of a standardized | ANA | ayer 4 port, the
Classification Engine IDis 2, and the Selector ID has the val ue
of 80 for HITP (see [| ANA-PORTS]).

Therefore the Application Tag i s encoded as:
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0 1 2
012345678901234567890123

R s ol T S S e i i R e S e S e s
I 3 I 80 |

B T S S S e T o S S e i i S

Fl exi bl e Net Fl ow creates a Tenplate Record with a few
Information El enents: anobngst other things, the Application Tag.
For exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)

- protocol (key field)

- destinationTransportPort (key field)
- applicationTag (key field)

- octetTotal Count (non key field)

For exanple, a Flow Record corresponding to the above Tenpl ate
Record may contai n:

{ sourcel Pv4Address=1.1.1.1, destinationl Pv4Address=2.2. 2. 2,
protocol =17, destinationTransport Port =23,
appl i cationTag="3..80", octetTotal Count=123456 }
The Collector has all the required infornmation to determ ne that
the application is HITP, but runs on port 23.
5.7. Exanple: Application Mapping Options Tenpl ate
Along with the Fl ow Records shown in the above exanples, a new
Options Tenplate Record woul d be exported to express the
Application Nanme and Application Description associated with
each Application Tag.

The Options Tenpl ate Record would contain the foll ow ng
I nformation El ements:

1. Scope = applicationTag.
From RFC 5101: "The scope, which is only available in the
Options Tenplate Set, gives the context of the reported
Information Elements in the Data Records."

2. applicationNane.

3. applicationDescription
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The Options Data Record associated with the exanpl es above woul d
contain, for exanple:

{ scope=applicationTag="2...90",
appl i cati onNanme="f 00",
appl i cationDescription="The C sco foo protocol ",

scope=appl i cati onTag="13... 10000,
applicationName="Citrix",
appl i cationDescription="A Citrix application" }

When conbi ned with the exanple Fl ow Records above, these Options
Tenpl ate Records tell the NetFl ow coll ector:

1. A flow of 123456 bytes exists from sourcel Pv4Address 1.1.1.1
to destinationlPvdaddress 2.2.2.2 with a DSCP val ue of 0 and an
applicationTag of '12...90', which nmaps to the "foo"

appl i cation.

2. A flow of 123456 bytes exists from sourcel Pv4Address 1.1.1.1
to destinationlPvd4address 2.2.2.2 with a DSCP value of 0 and an
Application Tag of ’'13...10000", which maps to the "Gitrix"

appl i cation.

6. | ANA Consi derati ons

Thi s docunent specifies three new | PFI X I nformation El enents: the
appl i cationDescription, applicationTag and the applicati onNane.

New | nfornmation Elenments to be added to the | PFI X I nformation
El ement registry at [IANA-IPFI X] are |isted bel ow

EDI TOR S NOTE: the XM specification in Appendi x A nust be updated
with the el enentl D val ues all ocat ed bel ow.

6. 1. applicationDescription

Nane: applicationDescription
Descri pti on:
Specifies the description of an application.
Abstract Data Type: string
Data Type Semanti cs:
El ementld: 94
Status: current
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6. 2. applicationTag

Nane: applicationTag
Descri pti on:
Specifies an Application Tag.
(EDI TOR' S NOTE: reference this docunent).
Abstract Data Type: octetArray
Data Type Sermantics: identifer
El ementld: 95
Status: current

6. 3. applicati onName

Nane: applicati onName
Descri pti on:
Specifies the name of an application.
Abstract Data Type: string
Data Type Semanti cs:
El ementld: 96
Status: current

7. Security Considerations

The sane security considerations as for the | PFI X Protocol
[ RFC5101] apply.
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Appendi x A.  Additions to XM. Specification of IPFIX Infornmation
El ement s

Thi s appendi x contains additions to the machi ne-readabl e
description of the IPFI X information nodel coded in XM in
Appendi x A and Appendix B in [ RFC5102]. Note that this appendi x
is of informational nature, while the text in section Error

Ref erence source not found. (generated fromthis appendix) is
normat i ve.

The following field definitions are appended to the | PFI X
i nformati on nodel in Appendi x A of [RFC5102].

<field nane="applicati onDescription"
dat aType="string"
group="application"
el ement 1 d="94" applicability="all" status="current">
<descri ption>
<par agr aph>
Speci fies the description of an application.
</ par agr aph>
</ descri pti on>
</field>

<field nane="applicationTag"
dat aType="oct et Arr ay"
group="application"
dat aTypeSemanti cs="identifer"
el ement 1 d="95" applicability="all" status="current">
<descri ption>
<par agr aph>
Speci fies an Application Tag.
</ par agr aph>
</ descri pti on>
</field>

<field nane="applicati onNanme"
dat aType="string"
group="application"
el ement 1 d="96" applicability="all" status="current">
<descri ption>
<par agr aph>
Speci fies the nanme of an application.
</ par agr aph>
</ descripti on>
</field>
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