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Abst ract

Thi s docunment describes an inproved |IS-1S nei ghbor managenent schene
whi ch can be used to enhance operational experience in terns of
convergence speed and finer control of neighbor cost over a LAN

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 3, 2011
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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1. Introduction

The 1S-1S [1SO 10589] routing protocol has been widely used in
Internet Service Provider |P/MPLS networks. Qperational experience
with the protocol, conbined with ever increasing requirenents for

| ossl ess operations have denonstrated sone operational issues. This
docunent describes those issues and sone nechani sns for dealing with
those issues. These nechanisns do invol ve inpl enentation support,
but do not require protocol changes.

1.1. Interface Shutdown Bl ack Hol e

One of these operationally problematic issues occurs when IS-1Sis

di sabled on only one side of a link. This can result in a
significant delay before nei ghbor(s) on the other end of the sane
link notice this change. In turn, this can result in several seconds
during which traffic is blackholed, until the IS 1S neighbor(s) tine
out the adjacency and | S-1S reconver ges.

1.2. LAN of Last Resort

Anot her issue stens froma situati on when operators want to
tenporarily nmake an interface a "last resort” link for transit
traffic. This is a straightforward, through cunbersone, operation to
performon a point-to-point link. Each device on the link is
reconfigured to use very high netric. This causes traffic to divert
to other links in the network. This sane operation is nore difficult
on a nmulti-access LAN. There, the operator would have to increase
the nmetric on each and every interface attached to the LAN, requiring
the reconfiguration of a nunber of systens.

1.3. Specification of Requirements

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

2. Sending Hellos with Fast Exit Notification

When an operator shuts down IS-1S on an interface, as described in
Section 1.1, there is a significant interval before the change is
noticed by all adjacencies and traffic is subsequently re-routed
around this link. This delay is unnecessary, as nei ghbors shoul d not
have to wait for the adjacency to tineout, particularly when there
exist alternate, viable, paths to downstream nei ghbors. This del ay
can be elinmnated by carefully renoving the adjacency between

nei ghbors prior to actually disabling IS-1S on the interface.
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An | S-1S adj acency uses the 3-way handshake protocol as defined in
[1SO 10589] for multi-access LANs and [ RFC3373] for point-to-point
links. In both cases, the ISto IS Hello (I1H nmessage used to
establish and maintain the adjacency carries the systemidentifier of
the adjacent systems. The receiving systemexpects to see its own
systemidentifier listed. |If not, then it nust drop the adjacency.

An inmplenentation that wishes to avoid the issue in Section 1.1 can
do so by sending out a final II1H that includes no neighboring system
IDs. Wen this is received, it should cause all neighbors to drop
their adjacencies with the router that sent the IlH This will also
cause the systens to update their Link State Protocol Data Units
(LSPs), flood them and reconverge to new paths. The technique is
known as Fast Exit Notification

This approach is not guaranteed. |If the final IIHis lost on the
Iink, then the neighboring systens will have to wait to tinme out the
adj acency. Since this is unlikely, it is still a usefu
optimization. Inplenentations that require an even hi gher degree of
assurance can retransmit the final Il1H possibly multiple tines.

3. Pseudonodes with Non-zero Metrics

If an operator wi shes to reconfigure a nmulti-access LAN so that it is
only used as a resource of the last resort, then with current

mechani sms, the operator nust reconfigure each node on the LAN to
give the LAN a high netric, as described in Section 1.2. It would be
much easier for the operator if they could nake a single
configuration change that would cause I1S-IS to treat the nulti-access
LAN as a link of last resort.

[1SO 10589] defines the pseudonode LSP as having a netric of zero.
This inplies that during the Shortest Path First (SPF) cal cul ation,
the metric for traversing the LANis solely based on the netric set
by the IS used to access the LAN. Thereby, the pseudonode does not
contribute to the cost of traversing the LAN

However, fromthe point of view of the SPF calculation, the netric in
t he pseudonode LSP does not have to be zero. Instead, the nmetric in
a pseudonode LSP could be treated just like a normal LSP and have
non-zero netrics to sonme or all of the systens on the LAN. This can
then be used to sinplify the operation for turning a LANinto a link
of last resort. This could be done by having the Designated
Internediate System (DI'S) change all of the netrics within the
pseudonode LSP to a high value. This would effectively nmake the LAN
| ook very 'expensive' and cause SPF cal cul ations to converge to
alternate links, if at all possible.
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Because this change to the usage of the pseudonode LSP is in direct
contradiction to the existing IS-1S specification, extrene caution is
necessary. Inplenentations that would not interpret a non-zero
pseudonode netric correctly m ght cause forwarding loops. As of this
witing, we are actively surveying existing known i npl enentations to
determine if setting a non-zero netric in a pseudonode LSP will be
interpreted properly.

This techni que can also be used to divert traffic away froma subset
of the nodes on the LAN. If the DS increases the metric fromthe
pseudonode to a subset of the systenms on the LAN, then traffic wll
avoid exiting the LAN via that subset of systens.

3.1. (Operational Considerations

A further sinplification is to allow any systemto tenporarily becone
the DI'S, when it is directed to, and set a non-zero netric in the
pseudonode. This is beneficial because the operator would otherw se
first have to deternine the current DI'S, access that system and
reconfigure it. If an inplenentation wi shes to support this, then it
can provide an operation that both changes its priority on the LAN so
that a node first beconmes DI S and then generates a new pseudonode LSP
with the non-zero netric.

If there is a concern that the DIS may change, it is prudent to
define another node on the same LAN with the second highest priority
for becoming DIS. This node can be configured to also set the netric
in its pseudonode LSP appropriately if it becones the new DI S

4. Security Considerations

Thi s docunment raises no new security issues for IS1S
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