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Abstract

This specification defines extensions to Mbile |IPv4 protocol for
allowing a nobile node with multiple interfaces to register a care-of
address for each of its network interfaces and to sinultaneously
establish multiple Mobile IP tunnels with its hone agent. This
essentially allows the nobile node to utilize all the avail able
network interfaces and build an hi gher aggregated data pipe with the
hone agent for its home address traffic. Furthernore, these
extensions also allow the nobile node and the hone agent to negotiate
flow policies for binding individual traffic flows with the

regi stered care-of addresses.
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I nt roducti on

Wth the ubiquitous availability of w reless networks supporting

di fferent access technol ogies, nobile devices are now equi pped with
multiple wireless interfaces and have the ability to connect to the
networ k over any of those interfaces and access the network. It is
desirable for the nobile node to | everage all the avail able network
connections for accessing network services.

The operation defined in the Mbile | P Protocol [RFC3344], allows a
nmobi |l e node to continue to use its home address as it noves around
the internet. Based on the node of operation, there will be a tunne
that will be set up between the hone agent and the nobil e node, or
bet ween the home agent and the foreign agent where the nobile node is
attached. In both of these nodes, there will only be one interface
on the nobile node that is receiving the traffic fromthe hone agent.
However, this is not efficient and requires an approach where the
nobi | e node can use nore than one interfaces for reaching the honme
network. The objective being efficient use of all available links to
obt ai n hi gher aggregated bandwi dth for the tunneled traffic between
the hone agent and the nobil e node.

This specification defines extensions to Mbile |IPv4 protocol for
allowing a nobile node with multiple interfaces to register a care-of
address for each of its network interfaces and to sinultaneously
establish multiple Mobile IP tunnels with its hone agent.
Furthernmore, this specification also defines extensions to allow the
nmobi | e node and the hone agent to optionally negotiate flow policies
for binding individual traffic flows with the registered care-of

addr esses.

Conventi ons & Term nol ogy
1. Conventions
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2. Term nol ogy
Al the nmobility related ternms used in this docunent are to be
interpreted as defined in [ RFC3344] and [RFC3753]. 1In addition this

docunent uses the follow ng ternmns.

Bi nding ldentifier (BID)
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It is an identifier for a specific binding of a nobile node. A
mobi | e node, when it registers nmultiple bindings with its home
agent using different care-of addresses, each of those bindings
are given a unique identifier and this identifier is called the
binding identifier. The identifier is unique within all the

bi ndi ngs for a given nobil e node.

Fl ow I dentifier (FID)

It is an identifier for a given IP flow, uniquely identified by
source address, destination address, protocol type, source port
and destination port.

3. Overview

This docunent presents extensions to the Mbile IP protocol for
allowing a nobile node to register nultiple care-of addresses over
which it can be reachable. Each of the registered care-of address
will be identified by a unique binding identifier (BID). There wll
be multiple tunnels between the nobile node and the hone agent, one
tunnel for each of the registed bindings. These multiple tunne

pat hs can be used for |oad bal ancing the nobile node’s hone address
traffic based on the negotiated traffic policies. The extensions
specified in this docunent additionally allow the nobile node and the
hone agent negotiate flow policies for binding individual traffic
flows to the registered care-of addresses. |In the absence of any
negotiated traffic policies, these nmultiple tunnel paths appear to
the hone agent and the nobile node as alternate routing paths and the
default | P forwardi ng behavior of per-flow | oad bal ancing will

| everage all the available wireless Iinks and will result in a |arger
aggregated egress traffic throughput.

HoA- 1
I

+=====+4+ +=====+4+
[ | CoA-1 Tunnel -1 [ [
| |---===={ WFI } \ | |
| | \ | |
[ | CoA-2 Tunnel -2 \ [ [
I VN I———===={ LTE } /————I HA I
| | FA-CoA-3 Tunnel -3 / | |
I I---{ CDVA }---[FA] / I I
F+=====4 F+=====4
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4.

4.

Figure 1: Mbile Node with multiple tunnels to the home agent

Figure 1, illustrates a nobile node attached to the network over
three different access technologies, WFI, LTE and COMA. The nobile
node i s assigned hone address, HoA-1, has care-of addresses CoA-1,
CoA-2 and CoA-3 and has established tunnels Tunnel -1, Tunnel-2 and
Tunnel -3 with its honme agent.

Fom e - e e e e e e e e o e m e e e e e e e e e e e e e e e e e e aa oo +
| Flow | CoA/ Tunnel/BID | Negotiated Flow Policy [
| Id I I |
N Femmmmeeaeaeieaaaas e +
| 1. | CoA-1/Tunnel-1/BID-1 | Al SIP Flows over WFI [
| 2. | CoA-2/Tunnel-2/BID-2 | Al HITP Flows over LTE val ue |
| 3 | CoA-3/Tunnel -3/BID-3 | Al SSH Fl ows over CDVA |
Fom oo - Fom e e e e oo o m e e e e e e e e e e e e e m e e e e o oo oo +

Tabl e 1: Fl ow Bi ndi ng Tabl e

The above table is an exanmple of how the individual flows are bound
to different care-of addresses registered with the home agent.

Message Extensions
Thi s specification defines the foll owi ng new extensi ons.
1. Alternate-CoA Extension

A new ski ppabl e extension to the Mbile | Pv4 header in accordance to
the short extension format of [RFC3344] is defined here. This
extension is for requesting the honme agent to register the care-of
address present in this extension as one of the alternate care-
addresses through which the nmobil e node can be reached.

Thi s extension MAY be added to the Registration Request only by the
mobi | e node. This extension MJST NOT be added by the honme agent or
by the foreign agent either to the Registration Request or to the
Regi stration Reply. There can be nore than one instance of this
ext ensi on present in the nessage.

Thi s extension should be protected by Mbile Hone Authentication
extension [RFC3344]. As per Section 3.2 and 3.6.1.3 of [ RFC3344],
the mobil e node MUST pl ace this Extension before the Mbil e-Home
Aut hentication Extension in the registration nessages, so that this
extension is integrity protected.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h [ BI D | Priority/ Status|
T T e e i i e e k. S S SRR SR
| Car e- of Address (CoA) |
i T e e e i e S S e e Tk o T
| I'nterface-Type| Reserved |
B i S S T s i S T st i S S S S S S S S i

Figure 2: Alternate-CoA Extension
Type

Al t er nat e- CoA Ext ensi on (ski ppable type range to be assigned by
| ANA)

Lengt h

Indicates the length (in bytes) of the extension. The |ength does
NOT i nclude the Type and Length bytes.

BI D (Binding ID)
The BID field in an 8-bit unsigned integer that identifies the
binding to the CoA included in this extension and it can be used

to point to an Alternate-CoA that was registered earlier

Pr

ority/ Status

When this extension is in a Registration Request this field
specifies the priority field assigned to the care-of address. The
Priority field is an 8-bit unsigned integer. The receiver can
utilize this priority to determ ne the preference of the CoA used
to deliver packets. The |ower the value the higher priority. A
val ue of 255 indicates that the CoA indicated should be

der egi st er ed.

When this extension is in a Registration Reply this field

i ndicates the status of the CoA. The Status field is an 8-bit
unsi gned integer. The possible status codes are listed in
Tabl e 2.

For the Status field values 0-127 indicate success and val ues

bet ween 128 and 255 indicate failure. The follow ng values are
defined for the Status field:
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e oo o m e e eeaaoo-- +
| Status | Value | Conments |
B Fom e e e - - o e e e e e e e e e e e e e e e e e e +
| Accepted | O | The CoA is registered [
| BI D Changed | 1 | The BID associated with an existing

| | | CoA was changed to the new val ue |
| Reject | 128 | The CoAis rejected |
| Unknown BI D | 129 | The BID was not recognized |
B Fom e e e - - o e e e e e e e e e e e e e e e e e e +

Table 2: Values for the Alternate-CoA Status field
Care- O Address (CoA)

The CoA field is an 32-bit ipaddr. Set to an alternative care-of
address to the one included in the Registrati on Request header.
This field nmay not be included if the extension is included in a
Regi stration Request and if the BIDfield is set to the BID of CoA
registered earlier. |In addition this field may not be included if
the extension is included in a Registration Reply nessage.

Interface Type

Type of interface through which the nobile node is connected. The
permitted values for this are fromthe Access Technol ogy Type
registry defined in [ RFC5213].

Reser ved

This field is unused for now. The value MJST be initialized to O
by the sender and MJST be ignored by the receiver

4. 2. Fl ow I dentificati on Extension

A new ski ppabl e extension to the Mbile | Pv4 header in accordance to
the short extension format of [RFC3344] is defined here. This
extension is included in the Registration Request and Regi stration
Reply messages. This extension contains information that allows the
hone agent to identify a traffic flow and route it to a given
address. There can be nore than one instance of this extension
present in the nessage.

Thi s extension should be protected by Mbile Hone Authentication
extension [ RFC3344]. As per Section 3.2 and 3.6.1.3 of [RFC3344],
the mobil e node MUST pl ace this Extension before the Mbil e-Hone
Aut hentication Extension in the registration nessages, so that this
extension is integrity protected.
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A Flow ldentification extension is designed to populate and edit a
mobi | e node classifier in the home agent. A classifier selects
packets based on the content of packet headers according to defined
rules. The Flow lIdentification extension defines a line in such a
classifier.

The Flow I dentification extension has a flexible format that allows
different fields to appear in the extension based on the way the
mobi | e node chooses to represent the flow The flags follow ng the
length field indicate which of the fields used to identify the flow
are present in the extension. As aresult, there is no fixed fornat
for the flowidentification extension. This may result in slight
complexity in the inplenmentation; however, this extension wll
mnimze the total length of the extension sent, which is
particularly inmportant for bandwidth-limted wreless |inks.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| Type | Length | FI D | Priority/ Status|
B i S S T s i S T st i S S S S S S S S i

[ Action [ F- Type | Filter Descriptor..

T T e e i i e e s s S S SR S S
| BIDs ...

e o i ol e R SR

Figure 3: Flow Identification Extension

Type

Fl ow I dentification Extension (skippable type range. Two val ues
to be assigned for I1Pv4 and | Pv6 by | ANA)

Length

Indicates the length (in bytes) of the extension. The |length does
NOT include the Type and Length bytes.

FI D
The Flow Identifier field is an 8-bit unsigned integer identifying
a flow This fieldis used to refer to an existing flowor to

identify a new fl ow

Priority/ Status
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The Priority field is an 8-bit unsigned integer. Wen this
extension is in a Registration Request this field specifies the
priority field assigned to the filter rule defined by this
extension. The receiver can utilize this priority to determ ne
the order of application of the filter rules defined by the
sender. The |lower the value the higher priority (i.e., it is
checked earlier against each packet). A value of 255 indicates
that the filter rule indicated should be deregistered.

The Status field is an 8-bit unsigned integer. Wen this
extension is in a registration reply this field indicates the
status of the filter rule. The possible status codes are listed
in Table 3.

For the Status field values 0-127 indicate success and val ues
bet ween 128 and 255 indicate failure. The follow ng values are
defined for the Status field:

Accept ed Fl ow bi ndi ng successfu

I I I I
| Reject | 128 | Flow binding rejected, reason |
| | | unspecified. |
| Poorly Forned | 129 | Flow Identification extension poorly

| | | forned |
| Admin Prohibited | 130 | Administratively prohibited |
| Unknown FID | 131 | The FID is not recognized [
| Unknown BI D | 132 | ABIDincluded in the extension is |
| | | not registered. [
Fom e e e e oo F oo e e e e e e e e e e e e mme— oo - +

Table 3: Values for the Flow Identification Status field
Action
When this extension is in a Registration Request this field
specifies the action that needs to be taken by the receiver. The
field SHOULD be set to zero by the hone agent in the registration
reply and SHOULD be ignored by the nobile node. See defined
val ues in Table 4.

The followi ng values are reserved for the Action field.
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| Drop matching packets. A filter rule [
| indicating a drop action MJST include a single
| BID byte, the value of which MAY be set to 255
| by the sender and the value of which SHOULD be
| ignored by the receiver. |
For war d | Forward matching packets to the 1st BIDin the |
| list of BIDs the filter rule is pointing to. [
| I'f the 1st BID becones invalid (i.e., the |
| corresponding CoA is deregistered) use the next |
| BIDin the list. |
| Forward one copy of each matchi ng packet to the

| list of BIDs this filter rule is pointing to. |

Table 4: Values for the IPv4 and | Pv6 Fl ow Descriptor Action field
F- Type
The Filter Type (F-Type) field identifies the type of Filter
Descriptor included in the extension. Filter Descriptors in
addition to the ones defined in this docunment can be defined in
ot her documents but all Filter Descriptors MJST indicate their own

| engt h.

The follow ng val ues are defined.

The already registered filter for the FID of

| | | |
| Change [ | the extension nust be used [
| I'Pv4 | 1 | An IPv4 Filter Descriptor follows, see |
| Filter [ | Figure 4 [
| 1Pv6 | 2 | An IPv6 Filter Descriptor follows, see [
| Filter | | Figure 5 |
Fom e e e e - - Fom e - o mm e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
Table 5

Filter Descriptor
The Filter Descriptor field defines a filter. This fieldis

further defined in Figure 4 and in Figure 5 depending on the val ue
of the F-Type field of this extension
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Bl Ds

Indicates the BIDs to which the Filter Rule Descriptor points to,
in order of appearance. Note that if a filter rule does not point
to any valid BlIDs, the filter rule itself becones invalid.

T [ R, o o e e e e e e e e e e e e e e e e e e e e ee e +
| BID | Value | Comments |
Fomm e o Fom e - o m e m e e e e e e e e e e e e e e e e e e e e mmmmemea— o +
| Donot | O | The already registered filter for the FID of [
| Change | | the extension nust be used |
| BID | 1-254 | These values point to one of BIDs registered [
| [ | with Alternate-CoA extension, in order of [
| | | appearance. Miltiple BID bytes can be included |
| | | to point to nore than one BIDs |
| Default | 255 | the default set of BIDs, registered with [
| List | | Alternate-CoA extensions MJST be used |
TR Fom e e o o m e e e e e e e e e e e e e e e e e e e e eee - +

Table 6

If the Type field of the Flow Identification extension indicates an
I Pv4 Flow then the Filter Rule Descriptor is as specified bel ow
This fields in the nessage are identical to the format specified in
Section 3.1 of [I-D.ietf-mext-binary-ts]. Please refer to that
docunent for paraneter description.

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
|AIBIC D EfFIGH I|K Ll Rsvd |Z| (A)TCS | (B)Protocol [
B T T i I T T o S S S e b S S S
(C) Source Address |
B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S
(D) Destination Address |
B S S e i i i i i T T T S S S S S S S S i S
(E) PrefLeng | (F)D. PrefLeng | (G Source port - Low [
B T R R N i e i i o it TR N SR S e S e S S e e e s o
H) Source port - High | (1')Dst port - Low |
R i e i S i et i S L e S Sl S i sl tafhe sl SERE SR o
K)Dst port - High | (L) SPI |
i I T e e e sl i S R e e S S S  t aT S B S S
(L) SPI [
B S T T I S S S SN S

+-

+ S+

I
+
I
+
I
+
I
+
I
+-+
I

+

Figure 4: IPv4 Filter Rule Descriptor

Fl ags (A-L)

Gundavel I'i, et al. Expi res February 19, 2011 [ Page 11]



Internet-Draft Fl ow Bi ndi ng Support for Mobile |IPv4 August 2010

Each flag indicates whether the corresponding field is present in
t he message

(A)TOS - Type of Service
The TOs field in the data packet as seen by the hone agent.
(B) Prot ocol

An 8-bit unsigned integer representing the value of the transport
protocol nunber associated with the port nunbers in data packets.

(C) Source Address

This field identifies the source address of data packets as seen
by the hone agent that is, the 32-bit | Pv4 address of the
correspondent node.

(D) Destinati on Address

This field identifies the destination address of data packets as
seen by the hone agent. Wen included this field nust be set to
one of the registered hone addresses of the nobile node. It is a
32-bit 1 Pv4 address.

(E) Source Prefix Length
This field includes the prefix length for the source address.
This field can only be included if the Source Address field is
i ncl uded.

(F)Destination Prefix Length
This field includes the prefix length for the destination address.
If The Destination Address field is included then it refers to
that field; otherwise it refers to the hone address field of the
Regi strati on Request header

(G Source Port - Low
This field identifies the | owest source port nunber within a range
of port nunmbers that will be used in data packets, as seen by the
hone agent.

(H) Source Port - High

Gundavel I'i, et al. Expi res February 19, 2011 [ Page 12]
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This field identifies the highest source port nunber within a
range of port numbers that will be used in data packets, as seen
by the home agent. |If a single port is indicated then this field
SHOULD NOT be included. |If it is included it SHOULD be set to the
val ue of the Source Port ? Low field.

(1)Destination Port - Low

This field identifies the | omest destination port nunber within a
range of port nunbers that will be used in data packets as seen by
the hone agent.

(K)Destination Port - High

This field identifies the highest destination port nunber within a
range of port nunbers that will be used in data packets as seen by
the hone agent. |If a single port is indicated then this field
SHOULD NOT be included. |If it is included it SHOULD be set to the
val ue of the Dst Port ? Low field.

(L)SPI - Security Paraneter |ndex
The SPI field in the data packet as seen by the hone agent.

If the Type field of the Flow Identification extension indicates an
IPv6 Flow then the Filter Rule Descriptor is as as specified bel ow
The fields in the nmessage are identical to the format specified in
Section 3.2 of [I-D.ietf-nmext-binary-ts]. [I-D.ietf-nmext-binary-ts].
The descriptor format is presented bel ow for conveni ence. specified
in[l-Dietf-mext-binary-ts]. |Its presented bel ow for convenience.
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0 1 2 3

01234567890123456789012345678901
T T i S S S S S T S
ABICDEFIGHI|K LM Rsv |Z (A Cs | (B)Protocol [
T S T i S e T ST o S SUR S S S

(C) Sour ce Address
i T o i e e e S e S i o ok o o o

(D) Destination Address

-+ +— +— +— +— +— +—

B T s T S i S S S i (T S I S S S o S i

(E)S. PrefLeng |(F)D. PreflLeng | (G Source port - Low [

i T S e T T T e e e s T S e e eI S

(H) Source port - High [ (1)Dst port - Low [

B i T T S T I R e ol i TR S e S S e S e e s st TR S R R S

(K)Dst port - High | (L) SPI |

B T i S S I el s S P S S S S S S N e S

(L) SPI [ (M Fl ow Label [

e T S e e i S e e i i s T R S e i e
M Fl ow Label |
i T R R

s T T B e i T S S e S
+ 7+

Figure 5: IPv6 Filter Rule Descriptor
Flags (A-M

Each flag indicates whether the corresponding field is present in
t he message

CS - Cass of Service
The CS field in the data packet as seen by the hone agent.
(B) Prot ocol

An 8-bit unsigned integer representing value of the transport
protocol nunber associated with the port nunbers in data packets.
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(C) Source Address

This field identifies the source address of data packets as seen
by the hone agent. That is, the address of the correspondent node
and it is a 128-bit | Pv6 address.

(D) Destinati on Address

This field identifies the destination address of the data packet
as seen by the hone agent. Wen included this field nust be set
to one of the registered hone addresses of the nobile node and it
is a 128-bit | Pv6 address.

(E) Source Prefix Length

This field includes the prefix for the source address. This field
can only be included if the Source Address field is included

(F)Destination Prefix Length

This field includes the prefix for the destination address. |If
The Destination Address field is included then it refers to that
field otherwise it refers to the hone address field of the
registration request header

(G Source Port - Low

This field identifies the | owest source port nunber within a range
of port nunbers that will be used in data packets, as seen by the
hone agent.

(H) Source Port - High

This field identifies the highest source port nunber within a
range of port nunbers that will be used in data packets, as seen
by the honme agent. |If a single port is indicated then this field
SHOULD NOT be included. |If it is included it SHOULD be set to the
val ue of the Source Port ? Low field.

(l')Destination Port - Low
This field identifies the | owest destination port nunmber within a
range of port nunbers that will be used in data packets as seen by

the honme agent.

(K)Destination Port - High
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This field identifies the highest destination port nunber within a
range of port nunbers that will be used in data packets as seen by
the hone agent. |If a single port is indicated then this field
SHOULD NOT be included. If it is included it SHOULD be set to the
val ue of the Dst Port ? Low field.

(L)SPI - Security Paraneter |ndex
The SPI field in the data packet as seen by the hone agent.
(M Fl ow Label
The Flow Label field in the data packet as seen by the honme agent.
5. Protocol Operation

This specification allows a nobile node to register multiple CoAs
usi ng the Alternate-CoA extension and associate different flows with
different CoAs by using the Flow Identification extension

When multiple CoAs are registered without any specific flow
associated with them the registered CoAs are treated as alternative
paths to the nobile's current |ocation. The CoAs are ranked by the
Priority field in the Alternate-CoA extension and all traffic to the
mobil e’ s regi stered HoA(s) SHOULD be sent to the CoA with the | owest
priority. |If a CoAis deregistered, the CoA with the next | owest
priority SHOULD becone the default path for the nobile’ s traffic.

Note that, the HA MAY be configured with a local policy that takes
advantage of multiple CoAs in a certain way. For exanple, x-casting
across the regi stered CoAs MAY be used by the HA without any further
signaling fromthe nobile; this is a configuration issue and outside
the scope of this docunent.

Wien the Flow ldentification extensions are al so used, however, the
nmobi |l e can indicate which flowis to be associated with which CoA A
single flow MAY be associated with nore than one CoAs, while many
flows MAY be associated with the same CoA. The effect of associating
flows with CoA of course depends on the action defined for that flow

The Flow ldentification extension is variable |ength and severa
fields might be onmitted as required. Wen the extension is sent to
deregister a filter rule (Priority set to 255) only the first |ine of
Figure 3 needs to be sent (i.e., the first 4 bytes). |If the priority
and/ or action values need to be changed for an existing FID then the
F- Type MUST be set to 0 and one BID byte set to 0 MIUST be i ncl uded,

i ndi cating no changes to the filter and the Bl Ds associated with it.
The Filter Descriptor of a given FID can be changed by sending the
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extension including the new Filter Desctriptor and a single BID byte
set to 0. The BIDs associated with a given FID can be changed by
sendi ng the extension with F-Type set to O (and not including a
Filter Descriptor). The F-Type (when not set to 0) indicates the
type of Filter Descriptor used. |In this specification we define
Filter Descriptors for IPv4 and | Pv6; other Filter Descriptors MAY be
defined in separate docunents.

5. 1. Mobi | e Node Consi derati ons

A nobile MAY send an Alternate-CoA extension with the CoA field

mat ching the CoA field in the Mbile | P message header to check

whet her the HA supports the extensions defined in this specification.
Since the extensions defined here are skippable, if the registration
reply does not include the Alternate-CoA extensions sent by the

nmobi |l e, the nobile knows that the HA does not support this
specification. |If, however, the HA returns the Al ternate-CoA
extensions in the reply, the HA does support this specification.

5.1.1. Using the Alternate-CoA extension

A nobil e MAY include one or nore Alternate-CoA extensions in each
Regi stration Request nessage. |If the nobile has already registered a
CoA wi t hout using the Alternate-CoA extension and the nobile wants to
regi stered an additional CoA, the original and the new CoAs MJST be
sent in the new registration as Alternate-CoA extensions so that they
can be ranked with priorities and be associated with BIDs. |n other
words the new nessage will include an Alternate-CoA with the CoA
field set to the CoA registered in the earlier nessage.

Unl ess multiple Alternate-CoA extensions are included in the sane
Regi strati on Request nessage, the different CoAs will have different
lifetimes associated with them Each CoA MAY be refreshed

i ndividually by sending a Registration Request with that CoA in an
Al ternate- CoA extension. Alternatively, multiple CoAs can be
refreshed at the sane tinme by sending a Registration Request with
mul tiple Alternate-CoA extensions.

If an earlier registered CoAis not included in a Registration
Request it does not nmean that the CoA is deregistered. |nstead CoAs
are deregistered when their lifetinmes expire or when they are
explicitly deregistered by the nobil e node.

A nobil e MAY deregi ster any CoA by setting its priority to 255. Note
that the nobile can change the priority of a given CoA by sending an
Al ternate-CoA extension with the BID field set to the BID of the CoA
in question, the priority field to the new value (or 255 for
deregistration), and w thout including the CoA field.
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A nobil e MAY repl ace the CoA associated with a given BID by sending
an Alternate-CoA with the BID field set to the BID of an existing CoA
and the priority and CoA fields to their new val ues.

5.1.2. Using the Flow lIdentification Extension

The Flow ldentification extensions allow a nobile to control a nobile
specific classifier table present in the Hone Agent menory. Each

Fl ow I dentification extension defines one filter rule line in that
classifier, the output of which is one or nore BIDs pointing to one
or nore of the registered CoAs.

Each filter rule in the classifier table can be referenced by the FID
of the Flow Identification extension that created it. |f the nobile
wants to change the priority of a filter rule it can send a Fl ow
Identification extension including the FID of the filter rule and
setting the Priority field to the new value (or 255 for
deregistration), and without including the Filter Rule Definition or
any Bl Ds.

Filter rules do not need to be refreshed explicitly. A filter rule
is valid as long as it points to a valid BID, i.e., a registered CoA
If afilter rule does not point to any valid BIDs it will be renoved.

Any filter rule in the classifier table can be replaced by a new
filter rule by sending a Flow Identification extension with the FID
field set to the FID of the filter rule to be replaced and the rest
of the extension defining the new filter rule, priority and the BIDs
it points to.

Each Fl ow I dentification extension is ranked according to its
priority field. The |lower the value of the priority field the higher
its priority (i.e., it is checked earlier against each packet). As
in nost classifiers, filter rules with the sane priority SHOULD be
non- overl appi ng, otherwise the result is undefined. Overlapping
filter rules SHOULD have different priorities.

Mobi | es SHOULD define a default filter rule for traffic that does not
mat ch any other rule. The default filter rule MAY be defined with a
Filter lIdentification extension with a high priority value (so it is
checked last) and with the Filter Descriptor with all the flags set
to 0 and the action field set to an appropriate value (e.qg.

forward). Note that such a Filter Descriptor will match all packets.

A nobil e node can use the Flow I dentification extension to associate
a given flow with one or nore of the registered CoAs. The nobile
MUST register its CoAs with the Alternate-CoA extension in order to
associate flows with them using the BID as a handle. One or nore
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Fl ow I dentification extensions and one or nore Alternate-CoA
ext ensi ons MAY be present in the sane nessage.

If a Flow Identification extension includes a BID field set to the
value 155 then the filter rule points to all the regi stered CoAs.

The order of the CoAs for such a filter rule is dictated by the
priority level of each BID, taken by the Priority field of the

Al ternate-CoA used to register them |If one or nore Bl Ds are present
in the Flow Identification extension then the filter rule points to
the specific BIDs included in the extension. Note that the list of
BIDs in the Flow Identification extension is ordered and its
significance depends on the action indicated by the action field in

t he same extension.

5.2. Home Agent Considerations
5.2.1. Handling Alternate-CoA extensions

A Home Agent that supports this specification SHOULD ignore the "S"
flag (Sinultaneous Bindings) in the Registration Request nmessage
header when the same message includes Alternate-CoA extensions. In
other words, the nechanisns defined in this specification override
the nmechani smdefined by the "S" flag in [ RFC3344].

If an Alternate-CoA extension is received by an HA in a Registration
Request nessage, the HA SHOULD i ncl ude a correspondi ng Alternate-CoA
extension in the registration reply message. The BID of Alternate-
CoA extension MJST be copied fromthe BID of the Al ternate-CoA
extension in the correspondi ng Regi strati on Request and the Status
field SHOULD be set to an appropriate value (e.g., indicating accept,
reject etc).

When a valid Regi stration Request nessage includes one or nore
accepted Alternate-CoA extensions the HA MIUST include the accepted
CoAs in the nobility bindings table which binds the registered hone
address(es) with the regi stered CoAs together with their BIDs,
priorities and lifetimes. The BID and priority of a CoA is indicated
in the Alternate-CoA extension, while the lifetime is inherited from
the lifetime of the registration reply nessage that accepted them as
regi stered CoAs. Thus, different Alternate-CoAs will have different
lifetinmes if they are registered with different registration request
messages, but they will have the sane lifetime if they are included
in the same Registration Request.

The CoAs are ranked according to their priority; the |owest the val ue
of the priority field the higher their ranking. |If an Alternate-CoA

is rejected then the HA MJUST NOT include it in the nobility bindings

table. If the lifetine of an Alternate-CoA expires, the
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5.

2

correspondi ng CoA MIST be renoved fromthe nobility bindings table.

| f

an Alternate-CoA extension is received with a BID that matches an

exi sting BID then

| f

The HA MJST check the priority field of the extension in quesiton
If the priority field is set to 255 (indicating deregistration)
the CoA MUST be renmoved fromthe nobility bindings table and from
any filter rules that point to it.

If the priority is set to any other value, the HA MJUST check the
CoA field of the sane extension. |If the CoA field is not
included, the priority of the CoA, identified by the BID included
in the extension, MJST be updated with the indicated val ue.

If the CoA field exists and nmatches the CoA that the BID field
points to in the HA nobility bindings table, the priority of that
CoA i s agai n updated.

If the CoA field exists and is different fromthe CoA the BID
field points to in the HA nobility bindins table, the HA SHOULD
update its table with the new CoA and priority for that BID.

an Al ternate-CoA extension is received with a BID that does not

mat ch an exi sting BID then:

| f

2

The HA MJUST check the CoA field of the extension. |f the CoA

field is not included, the HA SHOULD i ncl ude an Alternate- CoA

extension in the registration reply with a BID copied fromthe
correspondi ng extension in the request message and the Status

field set to "Unknown BID."

If the CoA field exists, the HA MJUST store the BI D, CoA and
priority values in the nobility bindings table for the nobile.

The CoA MUST be ranked with the other registered CoAs according to
the value of the priority field.

If the CoA field exists but it matches a CoA that is already
registered with a different BID the HA MAY repl ace the old BID
with the new BID and indicate a "BID changed" in the Status field
of the corresponding Alternate-CoA extension included in the
registration reply nessage.

Handl i ng Fl ow I dentification Extensions

a Flow Identification extension is received by an HAin a

Regi strati on Request nessage, the HA SHOULD i nclude a correspondi ng
Flow I dentification extension in the registration reply nessage. The
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FID of the Flow Identification extension in the reply message MIST be
copied fromthe FID of the Flow Identification extension in the
correspondi ng Registrati on Request and the Status field SHOULD be set
to an appropriate value (e.g., indicating accept, reject etc).

When a valid Registration Request nessage includes one or nore
accepted Filter ldentification extensions the HA MJST include the
accepted filter rules in the nobile specific classifier table which
associ ates the order list of filter rules with the BlIDs they point
to. The priority of a filter rule, the description of the filter
rule, the action and the BID(s) the filter rule is associated with
are indicated in the Flow I dentification extension.

The filter rules are ranked according to their priority. Filter

rul es MUST be ranked fromlowest to higher priority. |If a filter
rule is rejected then it MJST NOT included in the nobile specific
classifier.

Each filter rules in the nobile specific classifier is valid as |ong
as points to a valid BID, i.e., a registered CoA. If afilter rule
does not point to any valid BIDs the HA MIUST renove it fromthe
nmobi |l e specific classifier.

If the HA receives a Flow I dentification extension, it SHOULD first
check the FID field of that extension

If the value of the FID field does not match any of the FIDs in
the nobile specific classifier, the HA SHOULD i nclude the filter
rul e described in the extension in the nobile specific classifier
table. The new filter rule MJUST be ranked according to the
priority field indicated in the Flow Identification extension

If a one or nore BIDs are included then the filter rule MJST
point to the list of BIDs in the order they appear

If any of the including BIDs do not match one of the registered
BIDs in the nobile bindings table for this nobile the HA MJST
disregard the Flow Identification extension and MJST return a
reply nessage with a Flow ldentification extension that

i ncludes the FID of the correspondi ng extension in the request
message and the Status field set to an appropriate val ue e.g.
"Unknown BID."

If a BID of value 255 is included, the filter rule MJST point

to the default list of BIDs. This is the list of BIDs in the
mobi lity bindings table for this nobile.
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If a BID of value 0 is included the HA MUST di sregard the Fl ow
Identification extension and MJUST return a reply nessage with a
Fl ow I dentification extension that includes the FID of the
correspondi ng extension in the request nessage and the Status
field set to an appropriate value e.g., "Unknown BID. "

If the value of the FID field matches any of the FIDs in the
mobi | e specific classifier the HA SHOULD then check the priority
field of the Flow Identification extension. |If the priority field
is set to 255 then the filter rule associated with the FIDin the
Fl ow I dentification extensions MJST be renoved fromthe nobile
specific classifier table.

If the priority field, however, is set to a value other than
255 the HA SHOULD check the Filter Description field of the
Fl ow I dentification extension

If the Filter Description is not included (F-Type field set to
0) and the BID field is set to 0O, the HA MJST adjust the
ranking of the filter rule corresponding to the FID according
to the priority field in the Flow Identification extension

If any BIDs are also included in the Flow lIdentification
extensions then the |ist of BIDs associated with that filter
rule MIUST al so be replaced by the list provided in the Fl ow
Identification extension. |If a BIDfield set to 255 is
included then the filter rules MIST be re-pointed to the
default list of BIDs registered with Alternate-CoA extensions.

Note a BID field set to O is included the BIDs list for this
filter rule in the nobility specific classifier table MJST NOT
be changed.

If the priority field, however, is set to a value other than 255
and the Filter Description field is included then the HA MJUST
repl ace the corresponding filter rule in the nobile specific
classifier table with the filter rule in the Flow Identification
ext ensi on.

If any BIDs are also included in the Flow Identification
extensions then the list of BlDs associated with that filter
rule MIUST al so be replaced by the Iist provided in the Fl ow
Identification extension. |If a BIDfield set to 255 is
included then the filter rules MIST be re-pointed to the
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default list of BIDs registered with Alternate-CoA extensions.

Note that if a BIDfield set to O is included the BIDs field,
the list of BIDs this filter rule points to MUST NOT be changed
fromits previous configuration

6. Routing Considerations

This docunment allows the nobility entities to optionally exchange
flow policies. In the absence of negotiated traffic flow policies,
this docunent recommends the use of per-flow | oad bal anci ng.

Most | P devices support the two alternative traffic |oad-bal ancing
schenes, Per-flow and Per-packet |oad bal ancing. These | oad

bal anci ng schenes all ow the forwardi ng device to evenly distribute
traffic based on the criteria of per-packet or on a per-flow basis,
across all the avail abl e equal -cost |inks through which a destination
can be reached. The default forwardi ng behavior of Per-flow | oad

bal ancing will ensure a given flow al ways takes the sane path and
will elimnate any packet re-ordering issues and that is critical for
del ay sensitive traffic. Wereas the per-destination | oad bal anci ng
schene | everages all the paths nuch nore affectively, but with the
potential issue of packet re-ordering on the receiver end. A host
can choose to enable any of these approaches.

7. Protocol Configuration Variables

The follow ng protocol configuration variables are required for
system managenent and these variabl es MJUST be configurable on all the
mobility entities. The configured values for these protoco

vari abl es MJUST survive service restarts.

Enabl eMul ti pl eTunnel Support.
This flag indicates whether or not the nobility entity on which
this protocol variable is configured needs to enable Miltiple
Tunnel support feature. This protocol variable is applicable to

hone agent, foreign agent and the nobil e node.

The default value for this flag is set to value of 1, indicating
that the multiple tunnel support SHOULD be enabl ed.

When the value for this flag is set to value of 0, multiple tunne
support SHOULD be di sabl ed.
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8. | ANA Consi derati ons

Thi s docunment proposes two new extensions that require a type nunber
to be assigned by | ANA

Section 4.1 defines a new Mbile | P extension, the Al ternate-CoA
Extension. |Its a skippable extension to the Mbile | Pv4 header in
accordance to the short extension format of [RFC3344]. The type
nunber for this extension needs to be assigned by | ANA

Section 4.2 defines a new Mobile | P extension, the Fl ow
Identification Extension. |Its a skippable extension to the Mbile

| Pv4 header in accordance to the short extension format of [RFC3344].
The type nunber for this extension needs to be assigned by | ANA

9. Security Considerations
This specification allows a nobile node to establish nultiple tunnels
with the hone agent, by registering a care-of address for each of its
active roamng interfaces. This essentially allows the nobile node’s
hone address to be reachable through all of its active and registered
roaming interfaces. This specification also allows the nobile node
to bind traffic flows to the registered care-of addresses. This new
capability has no inpact on the protocol security.
The Mobile | P nessage extensions, defined in this docunment are to be
carried in Mbile I P Registration nessages and these nessages are
authenticated and integrity protected as described in [ RFC3344].

Therefore, this specification does not weaken the security of Mbile
I P Protocol, or, introduce any new vul nerabilities.
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