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Abstract

The GRE specification contains a Key field, which MAY contain a val ue
that is used to identify a particular GRE data stream This
specification defines a new Mobile IP extension that is used to
exchange the value to be used in the GRE Key field. This extension
further allows the Mobility Agents to set up the necessary protoco
interfaces prior to receiving the nobile's traffic. The new
extension allows a foreign agent to request GRE tunneling without

di sturbing the Hone Agent behavi or specified for Mbile IPv4. GCRE
tunneling with the Key field allows the operators to have hone
networ ks that consist of nultiple Virtual Private Networks (VPNs),
whi ch may have overl appi ng hone addresses. When the tuple < Care of
Addr ess, Hone Address and Hone Agent Address > is the same across
mul ti pl e subscriber sessions, GRE tunneling will provide a neans for
the FA and HA to identify data streans for the individual sessions
based on the GRE key. In the absence of this key identifier, the
data streams cannot be distinguished fromeach other, a significant
drawback when using IP-in-1P tunneling.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths

and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 18, 2011
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunment may contain material from | ETF Docunents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat erial may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.
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1.

4.

I nt roducti on

Thi s docunment specifies a new extension for use by Foreign Agents
operating Mobile IP for IPv4. The new extension allows a foreign
agent to request GRE tunneling w thout disturbing the Hone Agent
behavi or specified for Mbile |Pv4 [RFC3344]. This extension
contains the GRE key [RFC2890] required for establishing a GRE tunnel
bet ween the FA and the HA

GRE tunneling with the Key field allows the operators to have hone
networ ks that consist of nultiple Virtual Private Networks (VPNs),
whi ch may have overl appi ng hone addresses. \When the tuple < Care of
Addr ess, Hone Address and Honme Agent Address > is the sanme across

mul ti pl e subscriber sessions, GRE tunneling will provide a neans for
the FA and the HA to identify data streanms for the individual
sessions based on the GRE key. In the absence of this key
identifier, the data streans cannot be distingui shed from each ot her,
a significant drawback when using I P-in-1P tunneling.

Ter m nol ogy

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119]. O her
term nology is used as already defined in [ RFC3344].

GRE- Key Extension

The format of the GRE-Key Extension conforms to the Extension format
specified for Mbile | Pv4 [RFC3344]. This extension option is used
by the Foreign Agent to supply GRE key and ot her necessary
information to the Honme Agent to establish a GRE tunnel between the
FA and the HA

Operation and Use of the GRE-Key Extension
1. Foreign Agent Requirenents for GRE Tunneling Support

The FA MJST support |IP-in-IP tunneling of datagrans for Mobile | Pv4
[ RFC3344]. The FA may support GRE tunneling that can be used, for
exanple, to allow for overlapping private hone | P addresses

[ X.S0011-D). If the FA is capable of supporting GRE encapsul ati on,
it should set the "G bit in the Flags field in the Agent
Advertisenment nessage sent to the MN during the Mobile I P session
establ i shrment .
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If the MN does not set the 'G bit, the FA MAY fall back to using |P-
i n-1P encapsul ati on for the session per [RFC3344].

If the MN does not set both the "G bit and the "D bit (i.e., the
nmobi |l e node is not using a co-located care-of address), and the |oca
policy allows the FA to override the "G bit setting received from
the M5, the FA MJUST include the GRE-Key Extension as defined in this
meno in the Registration Request that it propogates to the HA. The
presence of this extension is a request for GRE encapsul ation that

t akes precedence over the setting of the "G bit in the Registration
Request. The FA MJUST NOT nodify the "G bit in the Registration
Request because it is protected by the Mbile-Honme Authentication
Ext ensi on.

If the FA does not support GRE encapsul ation, the FA MJST reset the
"G bit in the Agent Advertisenent nessage. In this case, if the MN
sets the "G bit in the Registration Request nessage, the FA returns
a Registration Reply nessage to the MN with code ' Requested
Encapsul ati on Unavail abl e’ (72) per [RFC3344].

If the FA allows CRE encapsul ation, and either the M requested GRE
encapsul ati on or local policy dictates using GRE encapsul ation for
the session and the "D bit is not set (i.e., the nobile node is not
using a co-located care-of address, the FA MJST include the GRE Key
in the GRE Key Extension in all Mbile IP Registration Requests
(including initial, renewal and de-registration requests) before
forwarding the request to the HA. The FA may include a GRE key of
value zero in the GRE Key Extension to signal that the HA assign GRE
keys in both directions. The GRE key assignnent in the FA and the HA
is outside the scope of this nmeno.

The GRE Key Extension SHALL follow the format defined in [ RFC3344].
This extension SHALL be added after the M\N-HA and M\-FA Chal | enge and
MN- AAA extensions (if any) and before the FA-HA Auth extension (if

any).

4.2. Hone Agent Requirenents for GRE Tunneling Support
[ RFC3344]

The HA MUST follow the procedures specified in RFC 3344 in processing
this extension in Registration Request nessages. |If the HA receives
the GRE Key Extension in a Registration Request and does not
recogni ze this non-skippabl e extension, it MJST silently discard the
message. The HA MUST use other alternative forms of encapsul ation
(e.g., IP-in-1P tunneling), when requested by the nobil e node per

[ RFC3344] .

If the HA receives the GRE Key Extension in a Registration Request
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and recogni zes the GRE Key Extension but is not configured to support
GRE encapsul ation, it MJST send an RRP with code ' Requested
Encapsul ati on Unavail abl e (139)’ [ RFC3024]

If the HA receives a Registration Request with a GRE Key Extension
but without the 'G bit set, the HA SHOULD treat this as if 'G bit
is set in the Registration Request i.e., the presence of GRE Key
Extensi on indicates a request for GRE encapsul ati on.

If the HA receives the GRE Key Extension in a Registration Request
and recogni zes the GRE Key Extension as well as supports GRE
encapsul ation, the follow ng procedures should apply:

The HA SHOULD accept the RRQ and send a RRP with code ' Accepted (0)’.
The HA MJST assign a GRE key and include the GRE Key Extension in the
RRP before sending it to the FA. The HA MJUST include the GRE Key
Extension in all RRPs in response to any RRQ that included GRE Key
Ext ensi on, when a GRE key is available for the registration

If the HA receives the GRE Key Extension in the initial Registration
Request and recogni zes the GRE Key Extension carrying a GRE key val ue
of zero, it SHOULD accept the RRQ and send a RRP with code ' Accepted
(0)'. The HA MJST assign GRE keys for both directions and incl ude
these keys in the GRE Key Extension in the RRP before sending it to
the FA. The HA MJST include the GRE Key Extension in the RRP in
response to the initial RRQ that included GRE Key Extension, when a
GRE key is available for the registration.

4.3. Mobile Node Requirenents for GRE Tunneling Support

If the MN is capable of supporting GRE encapsul ation, it SHOULD set
the "G bit in the Flags field in the Registrati on Request per
[ RFC3344] .

5. GRE Key Extension and Tunneling Procedures

GRE tunneling support for Mbile IPwill pernit asymetric GRE keying
i.e., the FA assigns a GRE key for use in encapsulated traffic and
the HA can assign its own GRE key. Once the GRE keys have been
exchanged, the FA uses the HA-assigned key in the encapsul ati ng GRE
header for reverse tunneling and the HA uses the FA-assigned key in

t he encapsul ati ng GRE header

The format of the GRE Key Extension is as shown bel ow

The GRE Key extension MAY be included in Registration Requests
[ RFC3344]. The GRE Key extension is used to informthe recipient of
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the Mobile I P request of the value to be used in GRE' s Key field.

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Type | Sub- Type | Length |
B T T i I T T o S S S e b S S S
| Key ldentifier |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

Figure 1: GRE Key Extension

Type
To be assigned by ANA. An 8-bit identifier of the GRE Key
Ext ensi on type (non-ski ppabl e)

Sub- Type
0

Length
4

Key ldentifier
This is a four octet value assigned during registration and
inserted in every GRE packet of the user traffic.

6. | ANA Consi derati ons

The GRE Key extension defined in this meno is a Mbile | P extension
as defined in [ RFC3344]. | ANA should assign a Type value for this
Ext ensi on fromthe non-ski ppabl e range (0-127).

7. Security Considerations

This specification does not introduce any new security
consi derations, beyond those described in [ RFC3344]

Despite its name, the GRE Key extension has little to do with
security. The word "Key" here is not used in the cryptographic sense
of a shared secret that nmust be protected, but rather is used in the
sense of an "index" or denultiplexing value that can be used to

di stingui sh packets belonging to a given flow within a GRE tunnel
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