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1. Introduction

TBD.
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2.  Keywords

The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, [RFC2119].
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3. Overview

TBD.
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4.  snnp
<CODE BEG NS> file "snnp.yang”

nmodul e snmp {
nanespace "http://yang-central.org/ns/snnmp";
prefix "snnp";

i ncl ude snnp-common {
revisi on-date 2010-10-17

i ncl ude snnp-agent {
revi si on-date 2010-10-17

i ncl ude snnp-conmunity {
revisi on-date 2010-10-17

i ncl ude snnp-notification {
revi si on-date 2010-10-17

i nclude snnp-target ({
revi si on-date 2010-10-17

}

i ncl ude snnp-target-parans {
revi sion-date 2010-10-17

}

i ncl ude snnp-vacm {
revi si on-date 2010-10-17

i ncl ude snnp-usm {
revi sion-date 2010-10-17

}

description
"This nodul e contains a collection of YANG definitions for
configuring SNMP engines.";

revision 2010-10-17 {
description
“Initial revision.";

<CODE ENDS>
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5.  snnp-common
<CODE BEG NS> file "snnmp-comon. yang"
subnodul e snnp-conmon {

bel ongs-to snmp {
prefix snnp;
}

description
"Thi s subnodul e contains a collection of commbn YANG definitions
for configuring SNWP engi nes.";

revision 2010-10-17 {
description
“Initial revision.";
}

/* Collection of SNWP features */

feature proxy {
description
"A server inplenents this feature if it can act as an
SNWVP Pr oxy";

}

feature nultiple-contexts {
description
"A server inplements this feature if it supports other contexts
than the default context.";

}

feature notification-filter {
description
"A server inplements this feature if it supports SNWP
notification filtering.";

}

[* Collection of SNVP specific data types */

typedef admin-string {

type string {
I ength "0..255";
}

description

"Represents and SnnpAdm nString as defined in RFC 3411.";
ref erence
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"RFC 3411: An Architecture for Describing SNMP Managenent
Framewor ks";

}

typedef identifier {
type adnmin-string {
length "1..32";
}
description
"Identifiers are used to nane itens in the SNMP configuration
data store.";

}

typedef context-nanme {
type admin-string {
I ength "0..32";
}
description
"The context type represents an SNMP context nane.";

}

typedef sec-nanme {
type adnmin-string
description
"The sec-nane type represents an SNWP security name.";

}

typedef np-nodel {
type union {
type enuneration {
enum any { val ue
enum vl { val ue
enum v2c { val ue
enumv3 { val ue

WwhR©Q

e e

}
type int32 {
range "0..2147483647",;
}
}
ref erence
"RFC3411: An Architecture for Describing SNVP Managenent
Fr amewor ks";

}

typedef sec-nodel {
type union {
type enuneration {
enumvl { value 1; }
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enumv2c { value 2; }
enum usm { value 3; }

}
type int32 {
range "1..2147483647";
}
}
ref erence
"RFC3411: An Architecture for Describing SNVP Managenent
Fr amewor ks" ;

}

typedef sec-nodel -or-any {
type union {
type enuneration {
enum any { value 0; }

}

type sec-nodel

ref erence
"RFC3411: An Architecture for Describing SNVP Managenent
Fr amewor ks" ;

}

typedef sec-level {
type enuneration {
enum no-aut h-no-priv { value 1; }

enum aut h-no-priv { value 2; }
enum aut h-priv { value 3; }
}
ref erence

"RFC3411: An Architecture for Describing SNVMP Managenent
Fr amewor ks" ;

}

typedef engine-id {

type string {
pattern ' (([0-9a-fA-F]){2}(:([0-9a-fA-F]){2}){4,31})?”

description
"The Engine ID specified as a |ist of colon-specified hexa-
decinmal octets e.g. '4F:4C 41: 71 .";
ref erence
"RFC3411: An Architecture for Describing SNVP Managenent
Fr amewor ks";

}

typedef wildcard-object-identifier {
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type string;

description
"The wi | dcard-object-identifier type represents an SNVP obj ect
identifier where subidentifiers can be given either as a | abel
in numeric form or a wildcard, represented by a *.";

}

cont ai ner snnp {
description
"Top-1evel container for SNWP rel ated configuration and
status objects.";

}
<CODE ENDS>
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6. snnp-agent
<CODE BEG NS> file "snnp-agent.yang”
subnodul e snnp-agent {

bel ongs-to snmp {
prefix snnp;
}

i mport ietf-yang-types {
prefix yang;

}

inmport ietf-inet-types {
prefix inet;

}

i ncl ude snnp-conmon;

revision 2010-10-17 {
description
“Initial revision.";
}

augnent /snnp:snnmp {
cont ai ner agent {

description
"Configuration of the SNWP agent";

| eaf enabled {
type bool ean;
default "fal se";
description
"Enabl es the SNMP agent."
}

/1 FIXVME: support multiple endpoints
leaf ip {

type inet:ip-address;

default "0.0.0.0";

description
"The 1 Pv4 or |1 Pv6 address to which the agent listens.”
}

| eaf udp-port {
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type inet: port-nunber;
default "161";
description
"The UDP port to which the agent listens.";
}

cont ai ner version {
description
"SNWP version used by the agent”;
| eaf v1 {

type enpty;

| eaf v2c {
type enpty;

| eaf v3 {
type enpty;
must "../../engine-id" {
error-nessage

"when v3 is configured, an engine-id nmust be set";

}
}
}

contai ner engine-id {
presence "Sets the local engine-id."

description

2010

"The |l ocal SNMP engi ne’s adm nistrativel y-assi gned uni que

identifier.";
ref erence " SNMP- FRAMEWORK- M B. snnmpEngi nel D"

| eaf enterprise-nunber {
type uint32;
mandat ory true

choi ce nethod {
mandat ory true;
leaf fromip {
type inet:ip-address;

| eaf from nac-address {
type yang: mac- addr ess;

| eaf fromtext ({

type string {
length 1..27;

}
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}
| eaf other {
type string {
pattern "[0-9a-fA-F]{2}(:[0-9a-fA-F]{2}){0, 27}";

}
}
}
}

cont ai ner system {

description
"System group configuration."

| eaf contact {
type adnmin-string

default "";

ref erence "SNWPv2-M B. sysCont act";
}
| eaf nane {

type adnmin-string

default "";

ref erence "SNWPv2- M B. sysNane";
}

| eaf location {
type adnmin-string
default "";
ref erence "SNWPv2- M B. sysLocati on”

}

}
}

<CODE ENDS>
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7. snnmp-conmunity
<CODE BEG NS> file "snnp-comunity. yang"
subnmodul e snnp-conmunity {

bel ongs-to snmp {
prefix snnp;

}

i ncl ude snnp-conmon;
i ncl ude snnp-target;

ref erence
"RFC3584: Coexi stence between Version 1, Version 2, and Version 3
of the Internet-standard Network Managenent Franmework";

revision 2010-10-17 {
description
"Initial revision.";
}

augrment /snnp: snnmp {

list conmmunity {
key i ndex;

description
"List of conmunities";
ref erence " SNVP- COWUNI TY- M B. snnmpConmuni t yTabl e";

| eaf index {
type snnp:identifier;
description "lIndex into the community list.";
ref erence " SNMP- COMUNI TY- M B. snnpConmruni t yl ndex”

| eaf nane {
type string;
description
"Use only when the comunity string is not the same as the
i ndex.";
ref erence " SNMP- COWMUNI TY- M B. snnpContruni t yNane" ;
}
| eaf sec-nane {
type snnp: sec-nane;
description
"If not set, the value of 'nane’ is operationally used"
ref erence " SNMP- COWUNI TY- M B. snnpConmuni t ySecuri t yNane" ;
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}
| eaf engine-id {
i f-feature snnp: proxy;
type snnp: engi ne-id;
description
"If not set, the value of the |ocal SNWP engine is
operationally used by the device.";
ref erence " SNMP- COMMUNI TY- M B. snnpConmruni t yCont ext Engi nel D';

| eaf context {

i f-feature snnp: nul tipl e-cont exts;

type snnp: cont ext - nane;

default "";

ref erence " SNMP- COMMUNI TY- M B. snnpConmruni t yCont ext Name"
}
| eaf target-tag {

type leafref {

path "/snnp/target/tag";
}

description
"Used to limt access for this community to the specified
targets.";

ref erence " SNMP- COMUNI TY- M B. snnpConmruni t yTr ansport Tag"

}

<CODE ENDS>
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8. snnp-notification
<CODE BEG@ NS> file "snnp-notification.yang"
subnodul e snnp-notification {

bel ongs-to snmp {
prefix snnp;
}

i ncl ude snnp-conmon;
i ncl ude snnp-target;
i ncl ude snnp-target - par ans;

ref erence
"RFC3413: Sinple Network Managenent Protocol (SNMP) Applications
SNWVP- NOTI FI CATI ON-M B";

revision 2010-10-17 {
description
"Initial revision.";
}

augrment /snnp: snnp/ snnp: target {
| eaf notify-profile {
if-feature snnp:notification-filter;
type leafref {
path "/snnp/notify-profil e/ nane";
}
}
}

augrment /snnp: snnp {
list notify {
key narne;

description
"Targets that will receive notifications.";
ref erence " SNVP-NOTI FY- M B. snnpNot i f yTabl e";

| eaf nane {
type snnp:identifier;
description
"An arbitrary nanme for the list entry.";
ref erence " SNMP-NOTI FY- M B. snnpNot i f yNane";

}
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| eaf tag {
type leafref {
path "/snnp/target/tag";
}

mandat ory true;
description

"Target tag, selects a set of notification targets.";
ref erence " SNMP- NOTI FY- M B. snnmpNot i f yTag";

}
| eaf type {
type enuneration {
enumtrap { value 1; }
enuminform{ value 2; }

}
nmust
. I=informor ’
+ "not(/snnp/target[tag = current()/../nane]’
+ /..lusn../engine-id] !="
+ ' /snnp/target[tag = current()/../nane]/../usm’ {
error-nessage
"When informis configured, all v3 targets nust have an
engi ne-id configured.";
}

default trap;
description "Defines the notification type to be generated.";
ref erence " SNVP-NOTI FY- M B. snnmpNot i f yType";
}
}

list notify-profile {
if-feature snnp:notification-filter;
key nane;

description

"Notification filter profiles associated with targets.";
reference "SNMP-NOTI FY-M B. snnpNoti fyFil terProfil eTabl e";
| eaf nane {

type snnp:identifier;

description "Name of the filter profile";

ref erence " SNMP-NOTI FY-M B. snnpNoti fyFilterProfil eNane";

list subtree {
key "oids";

ref erence " SNWMP-NOTI FY-M B. snnpNoti fyFi |l ter Tabl e";

| eaf oids {
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type wildcard-object-identifier;
description
"A famly of subtrees included in this filter."
ref erence " SNMP-NOTI FY-M B. snnpNoti fyFil ter Subtree
SNWVP- NOTI FY- M B. snnpNoti fyFi | t er Mask";
}

choi ce type {
mandat ory true
| eaf included {
type enpty;
description
"The fanmily of subtrees is included in the filter.";

| eaf excluded {

type enpty;
description
"The fam |y of subtrees is excluded fromthe filter.";

}
ref erence " SNMP- NOTI FY-M B. snnpNot i fyFi |l ter Type"

<CODE ENDS>
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9. snnp-target
<CODE BEG NS> file "snnp-target.yang"
subnodul e snnp-target {

bel ongs-to snmp {
prefix snnp;
}

inmport ietf-inet-types {
prefix inet;

}

i ncl ude snnp-conmon
i ncl ude snnp-usm

ref erence
"RFC3413: Sinple Network Management Protocol (SNWMP) Applications
SNMP- TARGET- M B";

revision 2010-10-17 {
description
"Initial revision.";

}
augrment /snnp: snnp {
list target {
key nane;

description "List of targets.";
ref erence " SNMP- TARCGET- M B. snnpTar get Addr Tabl e"

| eaf nane {
type snnp:identifier;
description
"Identifies the target.";
ref erence " SNMP- TARCGET- M B. snnpTar get Addr Nane" ;

}

/'l make a choice here so we can add other transports, or
/'l they can augnent.

leaf ip {
type inet:ip-address;
mandat ory true
description "Transport |P address of the target";
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reference " SNMP- TARGET- M B. snnpTar get Addr TDomai n
SNMP- TARCGET- M B. snnpTar get Addr TAddr ess™

}
| eaf udp-port {
type inet: port-nunber;
default 162;
description "UDP port number";
ref erence " SNMP- TARGET- M B. snnpTar get Addr TDomai n
SNWVP- TARGET- M B. snnpTar get Addr TAddr ess”

leaf-list tag {
type snnp:identifier;
description
"List of tag values used to select target address.";
ref erence " SNVP- TARGET- M B. snnpTar get Addr TagLi st";

}

| eaf tineout {
type uint32;
units "0.01 seconds"
default 1500;
description
"Needed only if this target can receive v3 inforns.";
ref erence " SNVP- TARGET- M B. snnpTar get Addr Ti meout ";

| eaf retries {
type uint8;
defaul t 3;
description
"Needed only if this target can receive v3 inforns.";
ref erence " SNMP- TARCGET- M B. snnpTar get Addr Ret r yCount " ;
}
| eaf engine-id {
type leafref {
path "/snnp/usm renot e/ engi ne-i d";
must ' ../usnfuser-nane’ {
error-nessage
"When engine-id is set, usmuser-nane nust al so be set.";
}

must '/ snnp/ usm renot e[ engi ne-id=current()]/’
+ 'user[name=current()/../usnf user-nane]’ {
error-nessage
"When engine-id is set, the usniuser-nanme nust exist in the
/snnp/usmrenmote list for this engine-id."
}
description
"Needed only if this target can receive v3 inforns.
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This object is not present in the SNMP MBs. In
RFC 3412, it is a inplenentation specific matter how this
engine-id is handled.";

reference "RFC 3412 7.1.9a";

<CODE ENDS>
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10. snnp-target-parans
<CODE BEG NS> file "snnp-target-parans. yang"
subnodul e snnp-target-parans {

bel ongs-to snmp {
prefix snnp;
}

i ncl ude snnp-conmon;
i ncl ude snnp-conmunity;
i ncl ude snnp-target;

ref erence
"RFC3413: Sinple Network Managenent Protocol (SNMP) Applications
SNWVP- TARGET- M B";

revision 2010-10-17 {
description
"Initial revision.";
}

augrment /snnp: snnp/ snnp: target {

/[* By including the parans directly in the target entry we
| ose sone flexibility, but we get a sinpler nodel with |ess
cross-references. In SNWP, two addrEntries can point to the
same paransEntry.
*/
choi ce params {
mandat ory true;
ref erence " SNMP- TARCGET- M B. snnpTar get Par ansTabl e"
contai ner vl {
description "SNWMPv1l paraneters type";
/1 np-nodel is vl, sec-level is noAuthNoPriv
| eaf conmmunity ({
type leafref {
path "/snnp/ comunity/index";
}

mandat ory true
ref erence " SNVMP- TARGET- M B. snnpTar get Par ansSecur i t yNane" ;
}
}

cont ai ner v2c {
description "SNMPv2 conmunity paraneters type";
/1l np-nodel is v2c, sec-level is noAut hNoPriv
| eaf commmunity ({
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type leafref {
path "/snnmp/ comunity/index";

mandat ory true;
ref erence " SNMP- TARGET- M B. snnpTar get Par ansSecur i t yNane" ;
}
}

cont ai ner usm {
description "User based SNMPv3 paraneters type";
[l np-nodel is v3
| eaf user-nane {
type leafref {
path "/snnp/usm | ocal / user/ nane";

mandat ory true;
ref erence " SNMP- TARGET- M B. snnpTar get Par ansSecuri t yNane" ;

| eaf sec-level {
type sec-1evel;

mandat ory true;
ref erence " SNVMP- TARGET- M B. snnpTar get Par ansSecuritylLevel ";

<CODE ENDS>
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11. snnp-usm
<CODE BEG NS> file "snnp-usm yang"
subnmodul e snnp-usm {

bel ongs-to snmp {
prefix snnp;
}

i ncl ude snnp-conmon;

description
"Thi s subnodul e contains a collection of YANG definitions for
configuring the User-based Security Mdel (USM of SNWP."
ref erence
"RFC3414: User-based Security Mdel (USM for version 3 of the
Si mpl e Networ k Managenent Protocol (SNWMPv3).";

revision 2010-10-17 {
description
“Initial revision.";
}

groupi ng key {
choi ce key-type {
| eaf password {

[* This nust be stored in the config; it cannot be derived from
the SNWP table. Also, if SNMP is used to set the key,
this password will not be used anynore */

type string;

description

"WIIl be used to create a |localized key."
}
| eaf key {
type string {
pattern ' ([0-9a-fA-F]){2}(: ([0-9a-fA-F]){2})*";
}
description
"Aut hentication key specified as a |ist of colon-specified
hexa- deci mal octets";
}
}
}

groupi ng user-1list {
list user {
key "nane";
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ref erence " SNVP- USER- BASED- SM M B. usniJser Tabl e";

| eaf nane {
type snnp:identifier;
ref erence " SNMP- USER- BASED- SM M B. usniJser Nane
SNWVP- USER- BASED- SM M B. usmJser Securi t yNane";
}

| eaf security-name {
type snnp:identifier;
description
"If not set, the value of 'nane’ is operationally used"
ref erence " SNMP- USER- BASED- SM M B. usniJser Securi t yNane";
}
contai ner auth {
presence "enabl es authentication”;
description "Enabl es authentication protocol of the user"”;
choi ce protocol {
mandat ory true
ref erence " SNMP- USER- BASED- SM M B. usniJser Aut hPr ot ocol "
cont ai ner md5 {
presence "nd5";
uses key;
}
cont ai ner sha {
presence "sha";
uses key;

}
}
}

container priv {

must "../auth" {

error-nessage

"when privacy is used, authentication nust also be used”

}
presence "enabl es encryption”
description

"Enabl es encryption for the authentication process.";

choi ce protocol {
mandat ory true
ref erence " SNVP- USER- BASED- SM M B. usniJser Pri vProt ocol "
cont ai ner des {
presence "des";
uses key;
}
contai ner aes {
presence "aes";
uses key;

Bj or kl und & Schoenwael der Expires April 21, 2011 [ Page 25]



Internet-Draft snnp cfg Cct ober 2010

augnent /snnp:snnmp {

cont ai ner usm {
description

"Configuration of the User-based Security Model"
cont ai ner |ocal {
uses user-list;

}

list renote {
key "engine-id";
| eaf engine-id {
type snnp: engi ne-id;
ref erence " SNVP- USER- BASED- SM M B. usniJser Engi nel D"
}

uses user-|ist;

}

<CODE ENDS>
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12. snnp-vacm
<CODE BEG NS> file "snnp-vacm yang"
subrmodul e snnp-vacm {

bel ongs-to snmp {
prefix snnp;
}

i ncl ude snnp-conmon;

description
"This subnmodul e contains a collection of YANG definitions for
configuring the View based Access Control Mddel (VACM of SNWP.";
ref erence
"RFC3415: Vi ew based Access Control Model (VACM for the
Si npl e Net work Management Protocol (SNWP)";

revision 2010-10-17 {
description
“Initial revision.";
}

typedef vi ew nane {
type snnp:identifier;
description
"The view nane type represents an SNWP VACM vi ew nane. ";
}

typedef group-nane {
type snnp:identifier;
description
"The group-nane type represents an SNVP VACM group nane.";
}

augnent /snnp:snnmp {

cont ai ner vacm {
description
"Configuration of the View based Access Control Mdel";

list group {
key narne;
description
"VACM G oups";
ref erence " SNVP- VI EW BASED- ACM M B. vacnBSecurityToG oupTabl e";
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| eaf nane {
type group-nane;
description
"The name of this VACM group.";
ref erence " SNVP- VI EW BASED- ACM M B. vacnta oupNane" ;

}

l'ist nmenber {
key "sec-nane";
m n-el enents 1;
description
"A menber of this VACM group. According to VACM every
group nust have at | east one nenber.

A certain conbination of sec-nane and sec-nodel MJST NOT
be mapped to nore than one group."”;

| eaf sec-nane {
type snnp: sec- nare;
description
"The securityName of a group nmenber.”
}

| eaf-1ist sec-nodel ({
type snnp: sec- nodel
m n-el enents 1;
description
"The security nodels under which this securityNane
is a nmenber of this group.";
}
}

list access {
key "context sec-nodel sec-level"”
description
"Definition of access right for groups"
ref erence " SNVP- VI EW BASED- ACM M B. vacnmAccessTabl e";

| eaf context ({
/[l FIXVE: since this is part of the key, it nust not have an if-feature
/1 i f-feature snnp: nul ti pl e-cont exts;
type snnp: cont ext - nane;
description
"The context (prefix) under which the access rights
apply.";
ref erence
" SNIVP- VI EW BASED- ACM M B. vacmAccessCont ext Prefi x";
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| eaf context-match {
if-feature snnmp: mul tipl e-contexts
type enuneration {
enum exact ;
enum prefi x;

defaul t exact;
ref erence
" SNMP- VI EW BASED- ACM M B. vacmAccessCont ext Mat ch";

}

| eaf sec-nodel {
type snnp: sec- nodel - or - any;
description
"The security nodel under which the access rights
apply.";
ref erence
" SNIVP- VI EW BASED- ACM M B. vacmAccessSecuri t yModel ";

}

| eaf sec-level {
type snnp: sec-| evel
description

2010

"The minimum security | evel under which the access rights

apply.";
ref erence
" SNVP- VI EW BASED- ACM M B. vacmAccessSecuritylLevel ®

}

| eaf read-view {
type leafref {
pat h "/snnp/vacni vi ew nane";

}

description

"The name of the MB view of the SNMP context authorizing

read access.";
ref erence
" SNMP- VI EW BASED- ACM M B. vacmAccessReadVi ewName" ;

}
| eaf write-view {
type leafref {
path "/snnp/vacm vi ew nanme";
}

description

"The name of the M B view of the SNMP context authorizing

wite access.";
ref erence
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" SNMP- VI EW BASED- ACM M B. vacmAccessWi t eVi ewName" ;
}

| eaf notify-view{
type leafref {
path "/snnp/vacm vi ew nane";
}

description
"The name of the M B view of the SNVMP cont ext authorizing
notify access.";
ref erence
" SNVP- VI EW BASED- ACM M B. vacnmAccessNot i fyVi ewNane" ;

}
}
}
list view {
key nane;

description
"Definition of MB view";
ref erence
" SNVP- VI EW BASED- ACM M B. vacnVi ewTr eeFani | yTabl e";

| eaf nane {
type vi ew nane;
description
"The name of this VACM M B view. "
ref erence
" SNVP- VI EW BASED- ACM M B. vacnVi ewTr eeFani | yNane" ;

}
list subtree {
key "oids";
ref erence
" SNVP- VI EW BASED- ACM M B. vacnVi ewTr eeFani | ySubt r ee";
| eaf oids {
type snnp:wi |l dcard-object-identifier;
description
"A famly of subtrees included in this MB view"
ref erence
" SNVP- VI EW BASED- ACM M B. vacnVi ewTr eeFani | ySubt r ee
SNWVP- VI EW BASED- ACM M B. vacmVi ewTr eeFami | yMask";
}

choi ce type {
mandat ory true
ref erence " SNMP- VI EW BASED- ACM M B. vacmVi ewTr eeFani | yType"
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| eaf included {
type enpty;
description
"The fam |y of subtrees is included in the MB view'

}

| eaf excluded {

type enpty;
description

"The fam |y of subtrees is excluded fromthe MB view';

<CODE ENDS>
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13. | ANA Consi derations

TBD.
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14. Security Considerations

TBD.
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Appendi x A.  Exanpl e configurations

TBD.
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