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Abst ract

The Network File System version 4 (NFSv4) uses a representation of
identity that allows the use of users and groups fromnultiple,

di stinct adm nistrative donains, and NFSv4 allows the use of security
mechani snms that authenticate principals fromnultiple, distinct

admi ni strative domains. This docunent describes methods by which
NFSv4 clients and servers can handl e principals, users, groups from
mul tiple administrative domai ns.
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1. Requirenments notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Adanson, et al. Expi res Septenber 14, 2011 [ Page 3]



Internet-Draft NFSv4 Mul ti - Domai n Access March 2011

2. Introduction

The NFS Version 4 [ RFC3530] protocol enables the construction of a
distributed file systemwhich can join NFSv4.0 or NFSv4.1
[I-D.ietf-nfsv4d-mnorversionl] servers fromnmnultiple adninistrative
domai ns, each potentially using separate nane resol ution services and
separate security services, into a common multi-domai n nanme space.

NFSv4 deals with two kinds of identities: authentication identities
(referred to here as "principals") and authorization identities
("users" and "groups" of users). NFSv4 supports nultiple

aut henti cati on nmet hods, each authenticating an "initiator principal"
(typically representing a user) to an "acceptor principals" (always
corresponding to the server). NFSv4 does not prescribe howto
represent authorization identities on file systenms. Al file access
deci sions constitute "authorization" and are made by servers using

i nformati on about client principals (such as usernanme, group
menber shi ps, and so on) and file netadata related to authorization
such as a file' s access control list (ACL).

Aut hentication in NFSv4 occurs at the the RPCSEC GSS [ RFC2203] | ayer
where GSS- APl nechani sns [ RFC2743] are used to authenticate users on
NFSv4 clients to NFSv4 servers, and to provide security services such
as confidentiality and integrity protection for the protocol’s
messages. The NFSv4 protocol specifies no particular representation
for authentication identities as these are entirely GSS-API
mechani sm speci fic.

Aut hori zation for file object access is done at the NFSv4 protoco

| ayer (i.e., above the RPCSEC GSS | ayer), on the server side, based
on an authenticated client principal’s authorization context and the
aut hori zation neta-data of the file system objects that the client

wi shes to access. File authorization nmeta-data is set and retrieved
in the NFSv4 RPC [ RFC1831] | ayer, specifically via the object’s
owner, owner_group and acl, dacl and sacl attributes (the last three
being ACLs). ACLs are lists of ACL entries (ACEs). Each ACE has a
"who" field identifying a subject to whom sone permission is granted
or denied. The owner and owner_group attributes and the who ACE
field, all reference users and groups. On the wire, the protoco
represents users and groups as strings of characters with this form
nane@onai n, where <name> is a user or group nanme, and <donmamin> is a
the name of an admi nistrative domain, nore specifically a DNS

[ RFC1034] donmi nnane.

NFSv4 server inplenentations usually do not, and really ought not,

store authorization identities on disk in the same formas is used on
the wire. The reason is that users’ and groups’ nanmes change all too
often, while searching for and updating file authorization neta-data
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after a user/group nanme change is not trivial, particularly in a
gl obal nanespace spanning multiple adm nistrative domai ns.

NFSv4 servers therefore nust performtwo kinds of mappings:

1. Between the authentication identity and the authorization context
(a principal’s user ID, group nenberships, etcetera)

2. Between the on-the-wire authorization identity representation and
the on-di sk authorization identity representation

Many aspects of these mappings are entirely inplenentation-specific,
but some require name resolution services, and in order to

i nteroperate servers must use such services in conpatible ways. Many
i npl ementations are limted to being able to represent users and
groups froma single donain.

In this docunment we address both of those kind of mappings,
descri bi ng possible inplenentation strategies, and specifying a nanme
service for interoperation in a global nanespace
[I-D.ietf-nfsv4-federated-fs-reqts].
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3. Background

NFSv4 uses a syntax of the form "name@lomai n" to represent, on the
wire, the NFSv4 ACL nanme for users and groups. This design provides
a level of indirection that allows a client and server with different
internal representations of authorization identity to interoperate
even when referring to authorization identities fromdifferent

adm ni strative domai ns.

Mul ti-domain capable sites need to neet certain requirenents in order
to ensure that clients and servers can map nane@onain to interna
representations reliably:

o The nane portion of nane@onai n MUST be uni que within the
speci fi ed DNS domai n.

o0 Every local representation of a user and of a group MJUST have a
canoni cal nane@onain, and it nust be possible to return the
canoni cal nane@onain for any identity stored on disk, at |east
when required infrastructure servers (such as name services) are
onl i ne.

As described in [I-D.ietf-nfsv4-m norversionl] section 2.2.1.1 "RPC
Security Flavors":

NFSv4.1 clients and servers MJST inplement RPCSEC GSS. (This
requirenent to inplenent is not a requirenent to use.) Oher
flavors, such as AUTH NONE, and AUTH SYS, MAY be inpl enented
as well.

The AUTH _NONE security flavor can be useful to the multi-domain NFSv4
or federated name space to grant universal access to public data
wi t hout any credenti al s.

The AUTH _SYS security flavor uses a host-based authentication nodel
where the [weakly-authenticated] client asserts the user’s

aut hori zation identities using small integers as user and group
identity representations. Because of the small integer authorization
I D representation, AUTH SYS can only be used in a nane space where
all clients and servers share a ui dNunber and gi dNunber transl ation
service. A shared translation service is required because ui dNunbers
and gi dNunbers are passed in the RPC credential; there is no

negoti ati on of nanespace in AUTH SYS. Collisions can occur if
multiple translation services are used. These and other issues are
addressed in [I-D.willianms-rpcsecgssv3d] which describes a new version
of RPCSEC GSS that includes a noderni zed repl acenent for AUTH SYS.
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4. Terni nol ogy
Identity: a way to refer to a user or group

Principal: an entity that is authenticated by RPCSEC GSS (usually,
but not always, a user; rarely, if ever, a group; sonetinmes a
host) .

Aut hori zation context: the set of user and group |IDs, privileges,
| abel s, and other itens relevant to authorization, correspondi ng
to a subject (user or principal).

Domai n-1ocal ID: Mst installations assign nuneric, |oca
identifiers to users and groups, using a namespace local to their
domain. W call this a domain-local ID

Local representation of identity: an item such as a PCSI X user
| Dentifier (UD) or group ID (G D), or a Wndows Security

| Dentifier (SID), or other such representation of a user or a
group of users. These can be local to a single host.

G obal representation of identity: a tuple consisting of a donain
identifier (possibly the domain's nane itself) and a donmi n-1oca
user/group ID. W do not propose a standard gl obal representation
of identity, but the concept is useful. |[NEEDSWORK: we refer to
the gl obal representation formin the RPCSEC GSS PAC]

Group: a security entity representing zero, one or nore users and
possi bly, other groups. Can appear as the subject of an ACE

Domai n: a set of users, groups and conputers adninistered by a
single entity, and identified by a DNS domai n nane.

PCSI X I Ds: small non-negative integer (typically 0..2731 or
0..2732) identifiers. The nanespace of user IDs (U Ds) is
di stinct fromthe namespace of group IDs (d Ds).

Wndows SIDs: an identifier of security entities, including users
and groups. The formof a SIDis: S-1-<authority>-<RI D 0>-<RID 1>
-<RI D _n> By convention sone authority nunbers denote security
entities, identified by RRD n, local to a donmain identified by
RIDs 0..n-1. Domain RIDs are usually generated randomy within a
"forest"” of domains.

Nane resolution: mapping from{domain, nane} to {domain, ID}, and

vi ce-versa via | ookups. Can be applied to |l ocal or renote
donai ns.
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I D mappi ng: {renote domain, renote domain-local ID} to {local
representation of 1D} mappings.
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5.

5.

5.

5.

Local Representations of dobal Identity

Mul ti-domain support starts at the fileserver where |local 1D forns
need to be able to represent global identities fromboth |ocal and
renote domains. Local representation of global identity also applies
to clients, particularly clients with local filesystens. There's a
range of local solutions to this nulti-domain ID representation
problem In this section we describe several approaches to
representing a <nanme>@xl ocal or renote domai n> on di sk. None of
these approaches are REQUI RED; all are | NFORVATI VE. However,
conventions relating to the use of nane services are NORVATI VE.

1. Storing Nanme@omai nnane

One sinple approach to the nultiple domain problemis to store the
name@onmai n on di sk.

Thi s approach inposes a severe constraint on the administrators of

t hese donmai ns: user and group nanes nust never be reused, as there is
al so no realistic way to keep the name@lomai n on di sk representation
up to date with user, group or donmain renames and renoval s. Consi der
a renote domain’s NFSv4 servers where real -tinme enpl oyee join/leave
data nmay be (typically is!) considered privileged, and renpote servers
may not be sufficiently privileged to access it [ NEEDSWORK] .

2. Storing Renote-| D@omai nname

Most installations assign nuneric, local identifiers to users and
groups, using a nanespace local to their domain. W call this a
domain-local ID. W can then construct a global identity form
consi sting of a domain name and a donain-1ocal user/group ID

The user or group renanm ng issue can be addressed by using a gl oba
identity formwhere domain-local IDs are required. 1.e., use nane
resolution to | ookup nane@onmain to find the ID local to the
specified donmain, and join the IDwth the specified donmai n nane.
This function still has a renam ng problemw th respect to DNS donain
renanes, but that is a nore realistically manageabl e probl emthan the
user/group renan ng problem

2.1. Storing Renote-|D@onain-1D

The DNS domai n renaning issue in the previous section can be
addressed by assigning and publishing a unique ID to each DNS donai n.
I.e., use nane resolution to | ookup nane@omain to find sone ID |oca
to the domain, |ookup the donmain ID and store <renote-I|D, donmain-1D>.
The W ndows Security Identifier (SID) is an exanple of this form
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5.3. 1 D Mapping

Many file systens exported by NFS only store 32-bit user and group
IDs which limt their ability to utilize the on disk representation
described in Section 5.2. Such systens nay need to use an additiona
service to map between <renote user |ID, |ocal user |IDs> and <renote
group IDs, local group IDs> W call this an "I1D napping service"

The use of an I D mapping service is not strictly necessary if the
system operates on I Ds |arge enough and in a known format such that
<user/group I D, domain |ID> can be parsed and encoded into a native
ID. However, a large class of operating systens, those which are
Uni x or Unix-like operating systens, such as Solaris and Linux, use
32-bit UDs and A Ds in many interfaces and therefore need napping
for backwards conpatibility reasons

One exanpl e of such a service is to keep a local or distributed

dat abase for dynanmically assigning a local 32 bit IDto every <ID>@
<domai n-1D>, or one could do that only for renote domains, reserving
only a small part of the local 32-bit I D nanespace for renote

domai ns’ user s/ groups.

The renote ID and renote donain are then used as inputs to a nane
resol ution service which contacts the renpte domai n nane service to
resol ve the renote nane.

5. 4. Use of Name Services

File systens often use a distributed directory service for resolving
domain local 32 bit IDs to users and groups. The Network I nformation
Service [NIS] and the Lightweight Directory Access Protocol [RFC4511]
are the two broadly depl oyed distributed directory service protocols
used for this purpose. LDAP is used instead of NIS in environnents
where scal abilty, security and/or extensibility are desired.

Section 8.2 expands the LDAP protocol to include nmappi ngs between
principals and | ocal user and group |Ds.

Support for LDAP [ RFC4511] with the RFC2307 schema [ RFC2307] is
REQUI RED.

5.4.1. Using LDAP with RFC2307 Schena
Nanme resol ution consists of searches with scope 'sub’, a base DN

corresponding to a dormain (nore on this below) and a filter of either
of these fornms, with matching on objectd ass being optional
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0 (objectd ass=posi xAccount) (ui d="<user nane>)
0 (objectd ass=posi x& oup) (cn="<gr oupnane>)

0 (objectd ass=posi xAccount) (ui dNunber =" <Ul D>)
0 (objectd ass=posi x&G oup) (gi dNunber =" <d D>)

The base DN SHOULD be formatted from a domai n’s DNS domai nnane as
follows. First fornmat the domai nnanme as a string, then strip the
trailing dot ('."), if any, then replace all dots ('.’) with ", DC=",
then prepend "DC=" to the resulting string. For exanple,

f 0o. bar . exanpl e beconmes " DC=f oo, DC=bar, DC=exanpl e". Thi s convention
is REQU RED to be inplenented. Domains with base DNs that do not

mat ch this convention MAY be used, but their domai nnane-to-base- DN
mappi ngs nust be published where NFSv4 clients and servers may find
them we provide no conventions for publishing such mappi ngs. W
RECOMVEND t hat LDAP referrals be used to publish such mappings (e.g.,
the client does an LDAP search using "DC=foo, DC=exanpl e" as the base
DN and gets a referral that includes the correct non-standard base DN
for "foo.example").

Client and server inplenentati ons MJST support the use of LDAP
referrals to find LDAP servers authoritative for any given base DN

For exanple, to resolve a user named joe@ o00.bar.exanple to a renote
ID a systemwoul d do an LDAP search with DC=f oo, DC=bar, DC=exanpl e as
the base DN, scope="sub’ and with a filter of

(obj ect d ass=posi xAccount) (ui d="<user nanme>) | ooki ng for the ui dNunber
attribute.

5.4.2. Using Active Directory LDAP

[ NEEDSWORK: Add text describing searches by which to resol ve
nane@onain to SIDs and vice versa.]

5.4.3. Mapping Domain Names to Donmain |Ds

[ NEEDSWORK: Add text on mapping domai nnanmes to domain IDs. Note that
W ndows SID does this.]

We need to have a common way to nap Domain Nanes to Donmain IDs to
enabl e mult-domain nunmeric | Ds as described in Section 5.2. 1.
Currently we have two suggestions:

1. Just use SIDs, first asking MSFT to allocate a suitable authority
for non-Wndows domai n Sl Ds.
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6. Resolving Cross-Domain Aut hori zation |nfornmation

In order to authorize client principal access to files, the NFS
server nust nmap the RPCSEC GSS client principal name or the
underlying GSS-API security context to authorization information
including a local 1D, a set of local group IDs and ot her |ocal user
privileges neaningful to the file system being exported.

In the cross-domain case where a client principal is seeking access
to files on a server in a different NFSv4 dommin, the NFS server
needs to obtain, in a secure manner, the authorization information
froman authoritative source: e.g. a directory service in the client
princi pal s NFS dormai n.

There are several nethods the cross-domain authoritative
aut hori zation i nformati on can be obt ai ned:

1. A mechani smspecific GSS- APl authorization payl oad contai ni ng
credential authorization data such as a "privilege attribute
certificate" or PAC

2. An NFS server local domain directory query when there is a
security agreenent between the two cross-donain directory
services plus regular update data feeds so that the NFS server
| ocal domain directory service is authoritative for the client
prini cpal domain.

3. Adirect query fromthe NFS server to the client principa
authoritative directory service

The aut hori zation data informati on SHOULD be obtai ned via the GSS-API
nane attribute interface [I-D.ietf-kitten-gssapi-nam ng-exts] either
via a single attribute for the credential authorization data or via
di screte GSS-API nane attributes corresponding to the authorization
data elenments described in Section 6.1. Details for those attributes
are TBD.

Note that the retrieval of attribute values used by the GSS-API name
attribute interface inplenentation could utilize any of the above
menti oned net hods of obtaining the authorization infornmation

If the naned attribute interface is not available, or the attributes
are not avail able, other means of deternmining a principal’s

aut hori zati on data SHOULD be used, such as those described in
Section 6.2 and Section 6. 3.
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6.1. Credential Authorization Data

Here we list in nore detail the authorization information that an
NFSv4 server needs in order to make a file access decision. The
credential authorization data contains the user and group |Ds
corresponding to the client principal, in global representation of
identity form Note that the server may need to nap the gl obal IDs
to local IDs as described in Section 5. 3.

The ability to map IDs to the nane@onmain formis required for the
NFSv4 server to be able to respond to file authorization neta-data
(ACL) set and retrieve requests.

Credential authorization data consists of:

0o UserlD This field contains the principal’'s global 1D and/or |oca
I D mappi ng thereof, and the nane@lonai n formthereof.

o PrimaryGouplD: This field contains the global ID and/or local ID
mappi ng thereof for the principal’s primary group, and the
nane@omai n formthereof.

0 Goups: This field contains an array of group IDs for the groups
that the user is a nenber of, in global ID formand/or |ocal ID
mappi ngs thereof, as well as in name@onain forns.

0 Optional field(s) for privileges and authorizations granted to the
principal, if any.

0o Optional field(s) for other privilege information such as the
mul ti-level security |abel range/set of the principal

0 Optional inplenentation-specific itens relevant to authorization
6.2. Using Credential Authorization Data

Aut hori zation context information can sonetimes be obtained fromthe
credential s authenticating a principal; the GSS-API represents such
information as attributes of the initiator prinicpal name. For
exanpl e: Kerberos 5 [ RFC4120] has a net hod for conveying
"aut hori zation data", both client-asserted as well as KDC

aut henti cated authorization data, and one KDC i npl enentati on uses
this feature to convey a "privilege attribute certificate" (PAC
listing the principal’s user and group "security identifiers" (SIDs).
Anot her exanple is the Kerberos General PAC

[1-D. sorce-krbwg-general -pac] which lists the principal’s user and
group "universal user identifiers" (UUIDs) as well as their string
representations and DNS domains. PKI X [ RFC5280] certificates allow
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for extensions that could be used sinilarly.
6.2.1. Using a PAC

The W ndows operating system uses an authorization context called a
"PAC' [PAC], which contains a user Security IDentifier (SID) and a

list of group SIDs. Sone Kerberos Key Distribution Centers (KDCs),
not ably W ndows KDCs, issue Kerberos Tickets with PACs as Kerberos

aut hori zati on dat a.

Sone KDCs (will) issue Kerberos Tickets with the General PAC
[1-D.sorce-krbwg-general -pac] as authorization data. The General PAC
aut hori zation data MJST be authenticated in the sense that its
contents nust come froman authenticated, trusted source, such as a
directory server or the issuer of the client principal’s credential

When a client principal is authenticated using such a ticket, the
server SHOULD extract the PAC fromthe client’s ticket and map, if
need be, the SIDs or UWIDs in the PACto |local ID representations.

The aut horization context information in a PAC can be considered a
single, authenticated, discrete GSS-APlI nane attribute, in which case
the server nust parse it into its individual elenents.

6.3. Using Directory Services

If suitable and sufficient authenticated GSS-APlI nane attributes for
the client principal are not available, then the server may try to
map the client principal name to a local notion of user account, and
then | ookup that user account’s authorization context information

t hrough aut henti cated nanme service | ookups.

6.3.1. Mapping Principal Nanes to Usernane

One sinple nethod for Kerberos principal-to-username mapping is to
first apply an algorithnmic or tabl e-based Kerberos client principa
real m name to domai n nane mappi ng, then a client principal name to
username mapping. Finally, the server can |l ook up the user’s
aut hori zati on context using the user’s domain’s name services.

A trivial Kerberos real mnane-to-donmai nnane mappi ng consi sts of using
the real m nanme as the donai nname. [ NEEDSWORK: Add not es about
internationalization.] Servers SHOULD i npl enent this napping as an
option, possibly as a default option

A trivial Kerberos principal name to username napping for 1-conponent

principal nanes is to use the principal name, unnodified, as the
username. Servers SHOULD i npl enent this mapping as an option
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possibly as a default option.

6.3.2. Using a Nanme Service to Map Principal Nanmes to User Accounts
Nane services such as the Solaris gsscred database where the | ocal
identity is |ooked up in a database keyed by the GSS exported nane

token, or LDAP with the extension described in Section 8.2, can be
used to map principal names to user accounts.
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7

Mul ti Domain User Group Menbership Determnination

User group nmenbership is easy to deternmine for users in a systenis

| ocal dommin: the operating systemw Il already know how to do that.
For users in renote donmins, the authentication service nmay provide
group nenbership information. |If not, we need nethods for group
meneber shi p determ nation.

[ NEEDSWORK

1. provide a[n obviously limted] node of operation that depends
only on RFC2307 and therefore does not support group nesting;

2. provide a nore full-fledged node of operation that depends
RFC2307bi s;

3. provide a nore full-fledged node of operation that depends AD s
schena. ]

User group menbership in renote domain’ s groups, and/or for renote
users, may be determ ned using LDAP with the RFC2307 schema. The
RFC2307 schema does not define the values of the ’'nenberUd
attribute, but in practice it seens that those are expected to be the
names of users as found in the "uid attribute of ’posixAccount’
entries. There is work in progress to update RFC2307

[1-D. howard-rfc2307bis] to allow the use of DNs in the nmenber
attribute. Goup nesting is also enabl ed

Assuming the ability to store DNs in the nenber attribute, then
group nenbership determi nation can be done as follows. G ven a user
| D whose DN has been detern ned:

1. Search the user’s domain for groups that the user is a nenber of
in the user’s home donmain. Since we cannot assume a donmain is
authoritative for another domains group nenbership, filter out
groups that are not local to the user’s hone donain.

2. Search the server’s domain for groups that the user is a nmenber
of in the server’s honme donain.

3. Search the server’s donmain for groups that the user’s group
menber shi ps determined in steps 1 and 2 are nenbers of.

4. Continue searching for nested group nenberships given the list of
groups fromsteps 2 and 3 while being careful to detect or
prevent | oops.

However, the above procedure has the sane user/group nane renamni ng
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i ssue. By skipping step 2 we can get down to just a group renaning
issue. To fully address the renane i ssue we need either a new
attribute or value type for menberUi d, storing user/group IDs in some
gl obal 1D representation

[ NEEDSWORK: Add text defining such a new attribute/val ue type.]
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8. LDAP and Mul ti - Domai n NFSv4

Each of the three nethods of retrieving cross-domain authorization
i nformati on described in section Section 6 can require a directory
service query. Cross-domain querys are not only inefficient, but
al so inplies know edge of multiple systens where two different
domains rely on conpletely different infrastructures for user

i nformati on.

[ NEEDSWORK: Descri be why LDAP i s REQUI RED]

8.1. LDAP Service Discovery
[ NEEDSWORK: this is just an idea place hol der.]
Two potential nethods:

1. Use local nethods (configuration, DNS SRV RR | ookups, ...) to
di scover | ocal domain’s servers, then depend on LDAP referrals
for discovering all other domai ns servers.

2. Use DNS SRV RRs nuch the way AD does

NICO | would prefer that we have one REQUI RED to inplement service
di scovery mechani sm as foll ows:

o specify local DS discovery using DNS SRV RR | ookups rmuch |ike AD
does (i.e., have a label to indicate the purpose of the LDAP
service, not just _ldap). Mke this general enough that clients
coul d di scover DSes of renote domains on their own.

0 use LDAP referrals (and DNS resolution of the host parts of the
referrals) to discover DSes of other domains.

The main benefit of this mechanismis that we can | eave the work of
finding topol ogi cally-cl ose caches and/or authoritative servers to
the clients’ local DSes, thus avoiding the need to deal directly with
topol ogy in our spec.

8.2. LDAP Attribute for Principal Nanme to Local ID Translation

The gSSPrinci pal objectclass allows for the use of the gSSAut hNane
attribute described in the follow ng section.

objectclass ( 1.3.6.1.4.1.250.10.7
NAME ' gSSPri nci pal

DESC ' GSS Princi pal Nane’

SUP posi xAccount
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MAY ( gSSAut hNarme ) )

The gSSAut hNane attribute provides a nethod for the translations
bet ween a posi xAccount and (nultiple) GSS-APlI security principals,
used as described in Section 6.3.1.

The gSSAut hNane attribute stores a user’s GSS-API principal name in
exported nane token form (see [ RFC2743]).

attributetype ( 1.3.6.1.4.1.250.10.6

NAME ( ' gSSAut hNane’)

DESC ' GSS- APl exported principal name
exported token’

EQUALI TY bit StringMatch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 6)

8.3. Nane Resolution and LDAP Cachi ng

As noted in Section 5.2, nost |ocal representations require a nane
service to performID to nane translations. Inplenmentations are
REQUI RED t o support the use of LDAP as a nane service, relying on
LDAP referrals for federated nanespace construction

Note that in a topographically wi dely separated set of donmins the
need to do name service | ookups in various domai ns’ nane services may
prove brittle, resulting in non-determnistic server behavior (e.g.
sometines a user can access share, sonetinmes they cannot; sonetines
they appear to be nenbers of sonme group, sonetines they do not). To
avoid this, site admnistrators may wish to nmaintain | ocal caches of
renot e domai ns’ name services such that LDAP searches for users/
groups in renote domains can be satisfied |locally for some set of key
attributes (such as naming and ID attributes), with referrals used in
all other cases.

Domains in a federated namespace may provi de each other with LDAP
LD F delta feeds by which to maintain cached LDAP contents up to
dat e. The LDAP DN hi erarchy described in Section 5.4.1 has the
advant age of aiding delta feeds fromrenote domai ns where each
domain’s information is in its own DN subtree
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9.

Security Considerations

Caching of renote donmains’ LDAP search results persents sonme security
consi derations. For exanple, sone attributes’ values may not be
visible unless a user’s credentials are used. Sone attributes

val ues may not be intended to be visible to users, but to hosts.
Cachi ng servers MJST be capable of issuing referrals as needed for
attributes whose values they may not read. Sonme domain federations
will want to have their domains trust each others’ caching servers

More consi derations to cone
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