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Abstract

This Internet-Draft describes a neans to add netadata striping to
pNFS.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 21, 2011
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty
described in the Sinplified BSD License.
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1.

2

I ntroducti on and Moti vati on

The NFSv4.1 specification describes pNFS [2]. In NFSv4.1l, pNFS is
limted to the data contents of regular files. The content of
regular files is distributed (striped) across nultiple storage
devices. Metadata is not distributed or striped, and indeed, the
nmodel presented in the NFSv4.1 specification is that of a single

nmet adata server. This docunment describes a neans to add netadata
striping to pNFS, which includes the notion of nultiple netadata
servers. Wth nmetadata striping, nmultiple netadata servers may work
together to provide a higher parallel perfornmance

Thi s docunent does not require a new m nor version of NFSv4.
Instead, it requires a new |l ayout type.

The XDR description is provided in this docunent in a way that nakes
it sinple for the reader to extract into a ready to conpile form

The reader can feed this docunent into the followi ng shell script to
produce the nmachi ne readabl e XDR description of the netadata |ayout:

#!'/ bi n/ sh
grep "N */[]" | sed 's?™ *[[] 27 | sed 's?r.*[]]7?7?

I.e. if the above script is stored in a file called "extract.sh", and
this docunment is in a file called "spec.txt", then the reader can do:

sh extract.sh < spec.txt > nd. x

The effect of the script is to renove | eading white space from each
line of the specification, plus a sentinel sequence of "///".

Ter m nol ogy

o Initial Metadata Server (I-MDS). The I-MDS is the netadata server
the client obtains a filehandle fromprior to acquiring any |ayout
on the file.

0 Layout Metadata Server (L-MDS). The L-MDS is the netadata server
the client obtains a filehandle fromafter direction froma
| ayout .

0 Regular file: An object of file type NFAREG or NF4NAMEDATTR
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3.

Scope of Metadata Striping

Thi s proposal assumes a nodel where there are two or nore servers
capabl e of supporting NFSv4.1 operations. At |east one server is an
|-MDS, and the |-MDS should be thought of as a normal NFSv4.1 server
with the additional capability of granting netadata | ayouts on
demand. The |-MDS m ght al so be capabl e of granting non-netadata

| ayouts, but this is irrelevant to the scope of netadata stri ping.
The nmodel also requires at |east one additional server, an L-MS

that is capable of supporting NFSv4.1 operations that are directed to
the server by the I-MDS. It is pernissible for an |-MDS to al so be
an L-MDS, and an L-MDS to also be an |-MDS. |ndeed, a sinple
subrmodel is for every NFSv4.1 server in a set to be both an |-MS and
L- MDS.

Met adata striping applies to all NFSv4.1 operations that operate on
file objects. These operations can be broken down into three
cl asses:

o Filehandl e-only. These are operations that take just filehandles
as arguments, i.e. the current filehandle, or both the current
filehandl e and the saved fil ehandl e, and no conponent nanes of
files. Wien a client obtains a filehandle of an file object from
an NFS server, it can obtain a netadata | ayout that indicates the
optimal destination in the network to send fil ehandl e-only
operations for that file object. For exanple, after obtaining the
filehandl e via OPEN, and the netadata | ayout via LAYOUTGET, the
client wants to get a byte range lock on the file. The client
sends the LOCK request to the network address specified in the
nmet adat a | ayout.

0 Nane-based. These are operations that take one or two fil ehandl es
(i.e. the current file handle, or both the current file handle and
the saved fil ehandl e) and one or two conponent nanes of files.
When a client obtains a filehandle of a file object that is of
type directory, it can obtain a netadata |layout that indicates the
optimal destinations in the network to send nane-based operations
for that directory. The optimal destinations MJST apply to the
current filehandl e that the operation uses. In other words, for
LI NK and RENAME, which take both the saved fil ehandl e and the
current filehandl e as paraneters, the pNFS client would use the
met adata | ayout of the target directory (indicated in the current
filehandl e) for gui dance where to send the operation. Note that
if an L-MDS accepts a LINK or RENAME operation, the L-MDS MJST
performthe operation atomcally. |If it cannot, then the L-MS
MUST return the error NFS4ERR XDEV, and the client MJST send the
operation to the |-MS
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The choice of destination is a function of the nane the client is
requesting. For exanple, after the client obtains the filehandle
of a directory via LOOKUP and the netadata | ayout via LAYOUTGET
the client wants to open a regular file within the directory. As
with the LAYOUT4 _NFSV4A_1 FILES | ayout type, the client has a |ist
networ k addresses to which to send requests. Wth the
LAYOUT4_NFSV4_1_FI LES | ayout, the choice of the index in the |ist
of network addresses was conputed fromthe offset of the read or
wite request. Wth the metadata | ayout, the choice of the index
is derived fromthe nane (or sone other nethod, such as the nane
and one or nore attributes of the directory, such as the
filehandle, fileid, etc.) passed to OPEN

Directory-reading. These are operations that take one fil ehandle
and return the contents of a directory (currently, NFSv4 has just
one such operation, READDIR). Wen a client obtains a filehandle
of a file object that is of type directory, it can obtain a

met adata | ayout that indicates the optimal destination in the
network to send directory readi ng operations for that directory.
For exanple, after the client obtains the filehandle of a
directory via LOOKUP and the nmetadata | ayout via LAYOUTGET, the
client wants to read the directory. As with the

LAYOUT4 NFSV4A_1 FILES layout type, the client has a |ist network
addresses to which to send requests. Wth the
LAYOUT4_NFSV4_1_FI LES | ayout, the choice of the index in Iist of
net wor k addresses was conmputed fromthe offset of the read or
wite request. Since directories have cookies which resenble

of fsets, the choice of the index is conputed fromthe the "cookie"
argunent to the operation.

4. The Definition of Metadata Striping Layout

4. 1.

Nane of Metadata Striping Layout Type

The name of the metadata striping | ayout type is LAYOUT4_METADATA.

4. 2.

Val ue of Metadata Striping Layout Type

The val ue of the netadata striping | ayout type is TBDL.

Ei sl er
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Definition of the da_addr_body Field of the device_addr4 Data Type

/1l % nclude "nfs4_prot.h"
/1] union nd_|ayout addr4 switch (bool ndla sinple) {
1 case TRUE:

111 mul tipath_list4 mdl a_si npl e_addr
11 case FALSE:
Iy nfsv4d 1 file_layout _ds_addr4 ndl a_conpl ex_addr;
1},

Figure 1

If mdla_sinple is TRUE, the renai nder of the device address contains
alist of elements (mdl a_sinple_addr), where each el enent represents
a network address of an L-MDS which can serve equally as the target
of metadata operations (typically the filehandl e-only operations).
See Section 13.5 of [2] for a description of howthe multipath_list4
data type supports multi-pathing.

If mdla_sinple is FALSE, the renmainder of the device address is the
same as the LAYOQUT4 NFSV4A_1 FI LES device address, consisting of an
array of lists of L-MDSes servers (nflda nultipath ds list), and an
array of indices (nflda_stripe_indices). Each elenent of
nflda_multipath_ds_list contains one or nore subel enents, and each
subel enent represents a network address of an L-MDS which may serve
equally as the target of nane-based and directory-readi ng operations
(see Section 13.5 of [2]). The nunber of elenents in
nflda_rultipath ds list array mght be different than the stripe
count. The stripe count is the nunber of elenments in
nflda_stripe_indices. The value of each el enent of
nflda_stripe_indices is an index into nflda_mnultipath_ds_Iist, and
thus the value of each elenent of nflda_stripe_indices MIST be |ess
than the nunber of elements in nflda nultipath ds |ist.

| er Expires April 21, 2011 [ Page 6]



Internet-Draft pNFS Metadata Striping Cct ober 2010

4.4. Definition of the |oh_body Field of the layouthint4 Data Type

/11 enum nd_| ayout _hint_care4 {

111 MD4_CARE STRIPE_ UNIT_SIZE = 0x040,
111 MD4_CARE_STRI PE_CNT_NAMECPS = 0x080,
111 MD4_CARE_STRI PE_CNT_DI RRDOPS = 0x100
111}
11 %

1l %* Encoded in the |oh_body field of type |ayouthint4: */
Il %
/1] struct nd_layouthint4 {

111 uint32_t mdl h_car e;
111 count 4 mdl h_stri pe_cnt _naneops
Iy count 4 mdl h_stripe_cnt _dirrdops;
Iy nfs_cooki e4 mdl h_stripe_unit_size;
N

Fi gure 2

The | ayout-type specific content for the LAYOUT4_METDATA | ayout type
is conposed of four fields. The first field, ndlh_care, is a set of
flags indicating which values of the hint the client cares about. |If
M4 CARE _STRI PE_CNT_NAMEOPS is set, then the client indicates in the
second field, ndlh _stripe_cnt_naneops the preferred stripe count for
nane- based operations. |f MD4_CARE STRI PE CNT_DI RRDOPS is set, then
the client indicates in the third field, ndl h_stripe_cnt_dirrdops,
the preferred stripe count for directory-reading operations. |If

MM CARE STRIPE UNIT SIZE is set, then the client indicates in the
fourth field, ndlh_stripe_unit_size, the preferred stripe unit size
for directory-readi ng operations.
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Definition of the loc_body Field of the | ayout_content4 Data Type

struct md_l ayout_fhonly {
devi cei d4 nmdl f _devi d;
nfs_fh4 mdl f _f h<1>

b

struct nd_| ayout nanebased {
devi cei d4 mdl n_devi d;
uint32_t mdl n_nanebased_al g;
uint32_t mdl n_first _index;
nfs_fh4 mdl n_fh_Iist<>

H

union nd_l ayout _dirread_fhlist
switch (bool ndldf use nanebased) {
case TRUE:
voi d;
case FALSE:
nfs fh4 mdl df _fh_|ist<>
b
struct nd_|layout dirread {
devi cei d4 nmdl d_devi d;
nfs_cooki e4 mdl d_first_cookie
nfs_cooki e4 mdl d_uni t_si ze;
uint32_t mdl d_first _index;

md_layout dirread fhlist ndld fh |ist;
b

struct nmd_l ayout4d {

md_| ayout _fhonly mdl _f hops_| ayout <1>

md_| ayout _nanebased ndl _naneops_| ayout <1>

nmd_| ayout dirread mdl _di rrdops_I| ayout _segnent s<>

b

Figure 3

The reply to a successful LAYOUTGET request MJST contain exactly one
element in logr_layout. The elenent contains the netadata | ayout.
The metadata | ayout consists of three variable length arrays. At

| east one of the arrays MJST be of non-zero |ength.

(0]

Ei sl er

mdl _fhops_layout. This is an array of up to one elenment. |If
there is one elenent, the elenent indicates the preferred set
L-MDSes as the target of filehandl e-only operations. The el enent
contains two fields, ndlf_devid, the pNFS device ID of the L-MS
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and ndl f_fh, an array of up to one filehandle.

When the client receives a | ayout that has a ndl _fhops_| ayout
array with one elenent, it uses GETDEVICEINFO to map ndl f _devid to
a device address, of data type nd_|ayout_addr4. The val ue of the
device address field ndla_sinple MIUST be TRUE. The client can
then select any elenent in ndla _sinple_addr to send a fil ehandl e-
only operation. The field ndlf_devid MJUST map to a devi ce address
with nmdla_sinple set to TRUE. The current filehandl e REQU RED f or
use with the filehandl e-only operation is either ndlf fh[0] (if
and only if ndlf _fh has one elenent) or it is the filehandle the
pNFS client used as the current filehandle to the LAYOUTGET
operation that returned the netadata | ayout.

o mdl _naneops_layout. This is an array of up to one elenment. |If
there is one elenent, the elenent indicates the preferred set of
L- MDS servers to as the target of nane-based operations. The |ist
of L-MDSes is nmapped fromthe ndln_devid device ID. The array
mdln_fh_list is used to select a filehandl e for accessing an
L-MDS. The nunber of elenments in this array MJUST be one of three
val ues:

* Zero. The neans that fil ehandl es used for each L-MDS are the
sane as the filehandl e used as the current filehandle to
LAYOUTGET.

* One. This nmeans that every L-MS uses filehandle in
mdl n_fh_list[O].

* The sane nunber of elenents as
mdl a_conpl ex_addr. nflda_mul tipath_ds_list. Thus, when sending
a nane- based operation to any L-MDS in
mdl a_conpl ex_addr.nflda_mnultipath_ds_list[X], the filehandle in
mdln_fh list[X] MJST be used.

The field mdld_first_index is the index into the first elenent of
the of ndl a_conpl ex_addr.nflda_stripe_indices array to use. The

field nmdl n_nanebased_al g identifies the algorithmused to conpute
the actual elenment in the ndl a_conpl ex_addr.nfl da_stripe_indices

array to use.

When the client receives a layout that has a ndl _nanmeops_| ayout
array with one elenment, it uses GETDEVI CEINFO to map ndl n_devid to
a device address of data type nd_|l ayout _addr4. The val ue of the
device address field ndl a_sinple MIST be set to FALSE

The client determines the filehandl e and the set of L-MDS network
addresses to send a nane-based operation via the foll ow ng

Ei sl er Expires April 21, 2011 [ Page 9]
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al gorithm

Il et F be the function designated by
mdl n_nanebased_al g;

let X = (x1, x2, x3, ...) sone set of inputs for
function F, such that x1 SHOULD be the
component name of the file;

stripe_unit_nunber = F(X)
stripe_count = nunber of elements in
mdl a_conpl ex_addr. nfl da_stri pe_i ndi ces;

j = (stripe_unit_nunber + mdln_first_index) %
stripe_count;

idx = nflda_stripe_indices[j];

fh_count = nunber of elenments in ndln fh |ist;
| mds_count = nunber of elenents in
nmdl a_conpl ex_addr. nflda_nul tipath_ds_list;

switch (fh_count) {

case | nds_count:
fh = mdln_fh_list[idx];
br eak;

case 1:
fh =mdln fh list[0];
br eak;

case O:
fh = current filehandl e passed to LAYOUTGET,;
br eak;

defaul t:

throw a fatal exception;
br eak;

}

address_list =
mdl a_conpl ex_addr. nflda_nul ti path_ds_list[idx];

Figure 4

The client would then select an L-MDS from address_|ist, and send
t he nane-based operation using the filehandl e specified in fh.
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If value of stripe_count is one, then in the above, the value of
the stripe_unit_nunmber derived from ndl n_nanebased_al g and the
value of mdln_first_index will not change the index into

nfl da_stripe_indi ces because that index will always be zero.

Hence when stripe_count is one, the value ndl n_nanedbased_al g does
not matter. Thus, when ndl a_conpl ex_addr.nfl da_stripe_i ndi ces has
a length of one, the client MJST ignore the val ue of

mdl n_nanebased_al g. This neans that all name-based operations on
the directory can be be sent any anong the set of L-MSes

i ndicated in one el enent of

mdl a_conpl ex_addr.nflda_nultipath_ds list. This serves the conmon
case of where whole directories are distributed across a set

L- MDSes, but the directories thenselves are not striped.

mdl _di rops_| ayout _segments. This is an array of zero or nore

el ements. Each elenent indicates the preferred set of L-MDSes as
the preferred destination for directory readi ng operations and the
pattern over which directory reading operations iterates over the
L-MDSes. The set of L-MDSes is mapped fromthe value of the
device IDin the field ndld devid. The field ndld first _cookie
indicates the first directory entry cookie that a directory
readi ng operation can use for the first unit of the pattern in
this elenent. E.g., the value of ndld first_cookie can be used as
the val ue of the "cookie" field in READDIR4args. In the first

el ement, ndld first_cookie MIST be zero. The last cookie that can
be used on the pattern can be no higher than one I ess than the
value of nmdld first _cookie of the next elenent. |If there is no
next elenment, then the pattern is valid for all cookies from

mdl d_first_cookie through NFS4 U NT64 _MAX inclusive. The field
mdl d_unit_size indicates the maxi mnum nunber of cookies that can be
read fromeach unit of a pattern, and thus indicates the | owest

val ue of the "cookie" field in READDI Rdargs for each unit after
the first unit. For exanple, if nmdld_unit_size is 100000, and

mdl d_first _cookie is zero, then value of the "cookie" field in the
READDI R4ar gs of the READDI R operation sent to the second unit MJST
be greater than or equal to 100000, and |less than 200000. The
field mlld_fh_list is used to select a filehandl e for accessing an
L-MDS. It is a switched union with a bool ean di scri m nator

mdl df _use_nanebased. |If ndl df _use nanebased is TRUE, then the
array ndl _nanmeops_| ayout MJST be of length equal to one and the
filehandl e MUST be sel ected from ndl _naneops_| ayout.ndln fh |ist.
Not e however, that the device address MJST still be napped from
mdl d_devi d and not ndl n_devi d.

I f mdl df _use_nanebased is FALSE, then mld fh_ list is present, and
nunber of elenments in ndld fh |ist MIST be one of three val ues:
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* Zero. The nmeans that fil ehandl es used for each L-MDS are the

sane as the filehandl e used as the current filehandle to
LAYOUTGET.

* One. This neans that every L-MDS uses the filehandle in
mdld fh list[O].

* The same nunber of elenents as

mdl d_conpl ex_addr. nflda_nul tipath_ds_list. Thus, when sending

a directory-reading operation to any L-MDS in

ndl d_conpl ex_addr. nflda_nultipath ds list[X], the filehandle in

mdld_fh list[X] MJST be used.

The field ndld first index is the index into the first el enent of

the mdl d_conpl ex_addr.nfl da_stripe_indices array to use.

When the client receives a layout that has a
mdl _di rops_I| ayout _segnents array with nore than zero el ements,

uses GETDEVI CEINFO to map the ndl n_devid of each el enment of the
array to a device address of data type nd_| ayout _addr4. The val ue

of the device address field nmdla_sinple MIST be set to FALSE
client determnes the filehandl e and the set of L-MDS network
addresses to send a nane-based operation via the foll ow ng

al gorithm

| et cookie_arg be the cookie the pNFS client wll
use as the value of the cookie argunent to a
directory readi ng operation

segrment _count = nunber of elenents in
mdl _di rrdops_I| ayout _segnent s;

find index k, such that (cookie_arg >=
nmdl _di rrdops_I| ayout _segnents[k].ndl d_first_cookie)
&% ((k == (segnent_count - 1)) || (cookie_arg
< mdl _dirrdops_I| ayout _segnent s[ k+1]));

rel ative_cookie = cookie_arg -
mdl _di rrdops_I| ayout _segnent s[ k] . nmdl d_first_cooki e;

address = the result of CGETDEVI CEI NFO on
nmdl _di rrdops_I| ayout _segnent s[ k] . ndl d_devi d;

i = floor(relative_cookie /
mdl _di rrdops_I| ayout _segnent s[ k] . ndl d_uni t _si ze);

stripe_count = nunber of elenments in
address. nmdl a_conpl ex_addr. nfl da_stri pe_i ndi ces;
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j = (stripe_unit_nunmber + mdld_first_index) % stripe_count;

idx = nflda_stripe_indices[j];
| mds_count = nunber of elenments in
address. ndl a_conpl ex_addr. nflda_nultipath_ds _|ist;

i f (mdl _dirrdops_|l ayout _segnent s[Kk].
mdl df _use_nanebased == TRUE) ({
fh_count = nunber of elenents in mdl _nanmeops_| ayout[O].mdl n_fh_list;
address. ndl a_conpl ex_addr. nflda_nultipath_ds _|ist;
} else {
fh_count = nunber of elenents in
mdl _di rrdops_I| ayout _segnents[k].nmdl d_fh_|ist.
mdl df _fh_list;
}

switch (fh_count) {
case | nds_count:
i f (mdl _dirrdops_l ayout _segnent s[K].
mdl df _use_nanebased == TRUE) ({
fh = mdln_fh_list[idx];
} else {
fh = ndl _dirrdops_| ayout _segnents[k].ndld fh |ist.
mdl df _fh list[idx];
}

br eak;

case 1:
i f (ndl _dirrdops_| ayout segnent s[k].
mdl df _use _nanebased == TRUE) {
fh = mdln_fh_ list[0];
} else {
fh = nmdl _dirrdops_|l ayout _segnents[k].ndld_fh_Iist.
mdl df _fh_list[O];
}

br eak;

case O:
fh = current filehandl e passed to LAYOQUTGET,
br eak;

defaul t:
throw a fatal exception;
br eak;

}

address_list = address.ndl a_conpl ex_addr.
nflda_mul tipath_ds_Ilist[idx];
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Figure 5

The client would then select an L-MDS from address_list, and send
the directory-readi ng operation using the filehandl e specified in
fh. When the client is reading the beginning of the directory,
cookie arg is always zero. Subsequent directory-reading
operations to read the rest of the directory will use the |ast
cookie returned by the L-MDS. An MDS returning a netadata | ayout
SHOULD return cookies that can be used directly to the |I-MS that
returned the | ayout. However this m ght not always be possible.
For exanple, the directory design of the filesystem of the MS

m ght not return cookies in ascending order, or any order at al
for that matter. \Whereas, striping by definition requires an
ordering. In such cases, if a directory is restriped while a pNFS
client is reading its contents fromthe L-MDSes, it is possible
that client will be unable to conplete reading the directory, and
as a result an error is returned to process reading the directory.
To nmitigate this, servers that have sent a CB_LAYOUTRECALL on the
directory SHOULD NOT revoke the layout as long as they detect that
the client is conpleting a read of the entire directory. Once a
client has received a CB_ LAYOUTRECALL, it SHOULD NOT send a
directory-reading operation to an L-MDS with a cooki e argunment of
zero. |If the server has sent a CB _LAYOUTRECALL, the L-MDS SHOULD
reject requests to read the directory that have a cooki e argunent
zero and return the error NFS4ERR_PNFS_NO _LAYOUT

4.6. Definition of the |lou_body Field of the |ayoutupdate4 Data Type
1l 9>

[l %* LAYOUT4_ METADATA.
/1l %* Encoded in the lou_body field of type |ayoutupdate4:

I %* Not hi ng. lou_body is a zero length array of octets.
1l %*/
Il %

Fi gure 6

The LAYOUT4_METADATA | ayout type has no content for |ou_body filed of
the | ayout updat e4 data type.

4.7. Storage Access Protocols

The LAYOUT4_METADATA | ayout type uses NFSv4.1 operations (and
potentially, operations of higher mnor versions of NFSv4, subject to
the definition of a mnor version of NFSv4) to access striped

met adata. The LAYOUT4 NMETADATA does not affect access to storage
devices. Thus a client mght be able to obtain both a

LAYOUT4 NMETADATA | ayout, and a non- LAYOUT4_ METADATA | ayout type
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(e.g., LAYOUT4_NFSV4_1_FILES, LAYOUT4_OSD2_OBJECTS, or
LAYOUT4_BLOCK VOLUME) on the sane regular file. O course, for a
non-regular file, a pNFS client will be unable to get |ayouts of
types LAYOUT4_NFSV4A_1_FI LES, LAYOUT4_0OsSD2_OBJECTS, or
LAYOUT4_BLOCK_VCOLUME)

4.8. Revocation of Layouts

Servers MAY revoke |ayouts of type LAYOUT4 _METADATA. A client
detects if layout has been revoked if the operation is rejected with
NFSA4ERR_PNFS_NO LAYQUT. In NFSv4.1, the error NFS4ERR_PNFS_NO _LAYOUT
could be returned only by READ and WRI TE. Wen the server returns a
| ayout of type LAYOUT4_METADATA, the set of operations that can
return NFS4ERR_PNFS_NO LAYQUT is: ACCESS, CLOSE, COW T, CREATE
DELEGRETURN, GETATTR, LINK, LOCK, LOCKT, LOCKU, LOOKUP, LOOKUPP

NVERI FY, OPEN, OPENATTR, OPEN_DOWNGRADE, READ, READDI R, READLI NK
REMOVE, RENAME, SECI NFO, SETATTR, VERIFY, WRI TE, GET_DI R_DELEGATI ON,
SECI NFO, SECI NFO_NO_NAME, and WANT_DELEGATI ON

4.9. Stateids

The pNFS specification for LAYOUT4 NFSVA 1 FILES states data servers
MUST be aware of the stateids granted by MDS so that the stateids
passed to READ and WRI TE can be properly validated. This requirenent
extends to the LAYOUT4_METADATA | ayout type: the L-MDS MJUST be aware
of any non-layout stateids granted by the I-MDS, if and only if the
client is in contact the L-MDS under direction of a nmetadata | ayout
returned by the I-MDS, and the |I-MDS has not recalled or revoked that
layout. |In addition, because an L-MDS can accept operations like
OPEN and LOCK that create or nodify stateids, the |-MDS MJUST be aware
of stateids that an L-MDS has returned to a client, if and only if
the 1-MDS granted the client a netadata | ayout that directed the
client to the L-MS

In sone cases, one L-NMDS MJUST be aware of a stateid generated by

anot her L-MDS. For exanple a client can obtain a stateid fromthe

L- MDS serving as the destination of name-based operations, which

i ncludes OPEN. However operations that use the stateid will be
filehandl e-only operations, and the L-MDS the OPEN operation is sent
to mght differ fromthe L-MDS the LOCK operation for the sane target
file is sent to.

4.10. Lease Terns
Any state the client obtains froman I-MDS or L-MDS is guaranteed to
last for an interval lasting as long as the maxi mum of the | ease tine

attribute of the the I-MDS, and any L-MDS the client is directed to
as the result of a netadata |ayout. The client has a | ease for each
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client IDit has with an I-MDS or L-MDS, and each | ease MJST be
renewed separately for each client |D

4.11. Layout Operations Sent to an L-MDS

An L-MDS MAY all ow a LAYOUTGET operation. One reason the L-MDS night
al l ow a LAYOUTGET operation is to allow hierarchical striping. For
exanpl e, for name-based operations, the pNFS server might use a radix
tree, (which the field ndl n_namebased_alg would indicate). The first
four bytes of the conponent name would be conbined to forma 32 bit
stripe_unit_nunber. Once the client contacted the L-MDS, it would
repeat the algorithmon the second four bytes of the conponent, and
so on until the conmponent nane was exhaust ed.

One an L-MDS grants a |ayout, the client MJST use only the L-MS that
granted to the layout to send LAYOUTUPDATE, LAYOUTCOW T, and
LAYOUTRETURN.

4.12. Filehandles in Metadata Layouts
The filehandles returned in a nmetadata | ayout are subject to becom ng
stale at any time. The L-MDS SHOULD NOT return NFS4ERR STALE unl ess
the 1-MDS has recalled or revoked the correspondi ng | ayout.

4.13. READ and WRI TE Operations
READ and WRI TE are fil ehandl e-only operations, and thus the pNFS
client SHOULD attenpt to obtain a non-netadata |ayout for a regul ar
file. If it cannot, then it MAY use the netadata | ayout to send READ
and WRI TE operations to an L-MDS. An L-MDS MJST accept a READ or
WRI TE operation if the layout the |I-MDS returned to the client
i ncluded a fil ehandl e-only | ayout.

4.14. Recovery

[[Comrent.1l: it is likely this section will follow that of the files
| ayout type specified in the NFSv4.1 specification.]]

4.14. 1. Failure and Restart of dient
TBD
4.14.2. Failure and Restart of Server

TBD
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4.14.3. Failure and Restart of Storage Device

TBD

5. Negotiation

An pNFS client sends a CETATTR operation for attribute

fs_layout _type. |If the reply contains the nmetadata | ayout type, then
nmet adata striping is supported, subject to further verification by a
LAYOUTGET operation. |f not, the client cannot use netadata
stri pi ng.

6. Operational Reconmendation for Depl oynent
Depl oy the netadata striping layout when it is anticipated that the
wor kl oad wi Il involve a high fraction of non-1/0O operations on
fil ehandl es.

7. Acknow edgenents
Brent Welch had the idea of returning a separate device ID for
filehandl e-only operations in the netadata | ayout. Pranoop Erasani
Dave Noveck, and Ri chard Jerni gan provi ded val uabl e feedback

8. Security Considerations
The security considerations of Section 13.12 of [2] which are
specific to data servers apply to | MDSes. In addition, each | MDS
server and client are, respectively, a conplete NFSv4.1 server and
client, and so the security considerations of [2] apply to any client
or server using the netadata |ayout type.

9. | ANA Consi derations
This specification requires an addition to the Layout Types registry
described in Section 22.4 of [2]. The five fields added to the
regi sty are:

1. Name of layout type: LAYOUT4_METADATA

2. Value of layout type: TBDL.
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4.

5.

St andards Track RFC that describes this |ayout: RFCTBD2, which is

the RFC of this docunent.

How t he RFC I ntroduces the specification: L.

M nor versions of NFSv4 that can use the layout type: 1.

This specification requires the creation of a registry of hash
al gorithnms for supporting the field mdl n_nanebased_alg. Details TBD.
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