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Abst r act

Thi s docunment describes a set of NFS operations for creating,
mai nt ai ni ng and searching fil esystem objects independent of the
tradi tional hierarchical namespace.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on October 9, 2011.
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunment nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Term nol ogy

NFS: Used to refer to Network File Systemirrespective of the
ver si on.

NFSv3: Network File System Version 3
NFSv4: Network File System Version 4
NFSv4. 1: Network File System Version 4.1
ACL: Access Control List

HTTP: Hyper Text Transfer Protocol

REST: Representational State Transfer

2. Introduction

The NFS protocol is presently capable of interacting with objects

whi ch can be represented by a pathnane and a filehandle, residing in
a hierarchi cal nanespace exported by the NFS server. However, such a
hi erarchi cal nanespace which tries to resenble the UNI X fil esystem

| ayout and interface inposes restrictions on the fil esystem object

| ocati ons and does not scale well in the case we need to store
billions of files inside a flat directory structure.

The rapidly devel opi ng distributed web applications of today, such as
those inplenenting the HTTP REST protocol, need to store billions of
obj ects, which do not need any directory hierarchy and instead nust
have the capability to specify custom object attributes and quickly
search for the objects based on these attributes. To facilitate
this, an object needs to becone independent of the filesystem
directory hierarchy that has been nandated by the NFS server unti
now. |n other words, the requirenent is to have fil esystem objects
whi ch can be created, queried for and destroyed w t hout being
associated with a pathname. These objects do not need to becomne

vi si bl e under a standard NFS exported hierarchical pathnanme but need
to be | ooked up based on tags or customattributes. This RFC
presents the operations that are required by the NFS protocol to

i mpl ement such a feature of pathless fil esystem objects.

Separation of the pathname fromthe fil esystem object provides the

i npl ementation greater flexibility on where to store the object,
which can lead to an optimal distribution of the fil esytem objects
based on application requirenents. Such an filesystemobject is

| ooked up by the client based on the attributes of the object, rather
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than it’'s location in a directory, and is accessed by it’'s NFS
filehandl e directly. This new object, though it does not have a

pat hnanme, can still optionally have a nanme, which MAY be i npl enent ed
as an attribute for the object. The existing set of NFS attributes
needs to be extended to support a nodel where | ookup of fil esystem
obj ects can be done based on attri butes.

Wth the introduction of NFSv4, the NFS protocol enforces

stateful ness for interacting with fil esystem objects. There are many
applications which require the stateful nodel of NFSv4. But there
are al so nany web oriented object stores, which can be sinultaneously
accessed over other stateless protocols such as http, ftp etc. and
hence are not very interested in statefulness. Rather, they would
like to have the flexibility of using the statel ess nature of NFSv3
along with sonme interesting features of NFSv4 such as ACLs, Naned
Attributes, Conpound Operations etc. which do not depend on the
stateful ness of the NFS server for functionality. Stateless
operations provide the benefit of better performance as functiona

and mai ntenance costs for the inplenmentations are significantly |ess.
The object stores which will potentially handle billions of objects
and have no need for state maintenance can greatly benefit fromthe

i nproved perfornance of a stateless NFS inpl enentation

In light of the above, anonynous states are RECOMMENDED to be used
with this RFC, which neans a stateid of all zeroes SHOULD be used for
NFSv4 and NFSv4.1 READ, WRI TE and SETATTR operations on pathl ess
objects. At the sane tinme, also keeping in mnd the requirenents of
applications which need to maintain | ocks at the server, advisory

| ocki ng SHOULD be supported. Delegations and shared | ocking support
is OPTIONAL with the inplenmentation of this RFC

3. Protocol Overview
3.1. Pathless hjects and Object Sets

To create an object independent of a pathname, the client sends a
request to the server to create the object w thout specifying any
nane or pathnane and the server returns the NFS fil ehandl e for the
object thus created. A new object type called NFANOPATHOB] is
defined in this RFC, which SHOULD be used to create pathless objects.
Si nce pathless objects cannot be | ooked up based on pathname, a new
type of attribute, called Search Attribute is defined in this RFC
whi ch SHOULD be used to | ookup the pathless objects. The NFSv4.1
READ and WRI TE operations SHOULD be used to performI/O on pathless
objects and attributes, including search attributes, can be set using
SETATTR and retrieved using GETATTR operations. A pathl ess object
SHOULD support the nmandatory set of attributes defined in RFC 5661
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for a fil esystem object.

Along with creating objects which are i ndependent of pathnanmes, it is
REQUI RED to have a nechanismto classify together such objects, for
accessibility and scoped access resolution. This RFC uses the term
"Cbject Set" for representing such a collection of objects. An

bj ect Set works as a container for pathless objects and MJST be
defined and created before a pathless object is created. It is

anal ogous to a directory, where the object is analogous to a file
inside the directory. An Object Set contains objects and MAY

OPTI ONALLY al so contain other Object Sets.

When the client has created an (bject Set or has access to an
existing Gbject Set within the server, it can create pathl ess objects
that are contained in the Cbject Set. The pathl ess object, even
though it is contained in a Set, can be physically | ocated anywhere.
It is not necessary to inplenment a pathless object as a file. It can
be any physical entity, which has a unique identifier in the form of
a NFS filehandle. So the filehandl e serves as an unique identifier
for the object and there is no requirement that it SHOULD represent a
file. The server is REQURED to nmaintain the |inkage between the
object and it’'s Set and is free to distribute and store the objects
in the best possible way to satisfy the needs of the application

An (bject Set is expected to have certain access primtives
associated with it, which are used by the server to provide access
control for the objects contained in the Set. The server can

i npl ement a policy based nechanismto grant specific clients or
groups of clients access to an Object Set. Such an inpl enentati on can
be anal ogous to the exports nechani sm commonly used with the NFS
exported directories. The NFS server MJST keep track of all the
bject Sets it has. The server SHOULD nmeke visible all the exported
hject Sets to the clients, subject to access control policies at the
server. This RFC does not pose any other requirenents on the

i npl ementation of an access policy for an bject Set.

An bj ect Set MUST have a nanme, which MAY be inplemented as an
attribute of the Set. However, unlike the nanme of a pathless object,
the nane of an Cbject Set MJIST be unique for the NFS server. Wen
the client first creates an (bject Set, it MJIST specify a nane for
the onject Set. The server returns a filehandle for the Chject Set to
the client.

3.2. (Object Root Filehandle
The NFS server supporting the Oohject Set and pathl ess object creation

MUST al so have a well known public filehandl e, hereby named as
"Cbj ect Root Filehandle", in short formobjrootfh. This public
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filehandle is required for the purpose of infornming the client that
the server inplenents support for this RFC. The client SHOULD send an
operation naned PUTOBJROOTFH to set the current filehandle to
objrootfh. The server which inplenments this RFC, MJST set the
current filehandle to objrootfh and return NFS4_OK. This objrootfh
filehandl e SHOULD be different fromthe public filehandl e that an
NFSv4 server supports under the PUTROOTFH operation. The Object Root
Fil ehandl e serves as a master container for all the (bject Sets. The
client can send a query to the server to list all the Object Sets
that are available to it for access under the (bject Root Fil ehandle.
Such a query can be specified as {PUTOBJROOTFH, READDI R}, where the
requested attributes specified in the READDI R request woul d indicate
if the server should reply with the Object Sets under the current
filehandl e.

3.3. Optional Features

Since the pathl ess objects MAY not be inplenented as files, and this
RFC RECOVMENDS st at el ess operation as rmuch as possible, the follow ng
features are explicitly being made OPTI ONAL:

1. Supporting the POSI X semantics for interaction with pathless
obj ect s.

2. Specifying a nane to create a pathless object. Note that Object
Sets MJUST have uni que nanes.

3. Support for either Exclusive Create or Soft and Hard |inks.
4. Support for non-regular filesystem objects such as device files.
5. Support for del egations and share | ocks

If links are inplenented, it SHOULD |ink to the object based on the
obj ect nane attribute, rather than a pathnane. So it is a matter of
having nultiple values for the attribute nane, which is already a
feature for the search attributes

3.4. Interaction with stateful NFS operations

The pat hl ess objects are RECOWENDED to be stateless. As such, the
anonynmous stateid of zero SHOULD be used for operations |ike READ,
WRI TE, SETATTR etc. However, if a server wants to inplenent statefu
NFSv4. 1 operations with pathless objects, it can do so given that it
conforns to the specifications of NFSv4.1 RFC. So, existing NFSv4
READ, WRI TE operations will work with pathless objects w thout any
changes to the operation definitions as stated in NFSv4.1 RFC. The
NFSv4. 1 | ocking nodel is applicable to pathless objects, but only
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5.

5.

1.

advi sory | ocki ng MIUST be supported. But if a server decides to
i mpl ement support for share | ocks and del egations, it MJST follow the
NFSv4.1 RFC | ocki ng semanti cs.

New file types

The pat hl ess objects are not necessarily files or any other
filesystem object that can be defined with the existing nfs_fype4d
type as specified in RFC 5661. The sanme holds for (oject Sets. So
two new types are being introduced with this RFC, nanely NF4NOPATH
and NFAOBJSET. So the definition of nfs ftype4 is changed to include
the new file types and is as foll ows:

enum nfs_ftyped {

NF4REG = 0x1;
NF4DI R = 0x2;
NF4BLK = 0x3;
NF4CHR = 0x4;
NF4LNK = 0x5;
NF4SOCK = 0x6;
NF4ATTRDI R = 0x7;
NFANAMVEDATTR = 0x8;
NF4ANOPATHOBJ = 0x9;
NF40BJSET = 0x10;

Search Attributes
Search Attributes Definition

In a hierarchical filesystem the NFS client can do LOOKUP operations
based on pathnane for a fil esystem object but this will not work in
the case of pathless objects. So with pathl ess objects, the server
SHOULD support some kind of attributes which can be used to search
for such objects. These attributes are hereby called "Search
Attributes". These attributes have a nane and a list of values. The
val ues can be of type integer or string. Search attributes can be
conbined to forma query which | ooks up objects matching the
attributes specified in the query, as per the query semantics.

Two new attributes are added to the existing set of RECOMVENDED
attributes for NFSv4.1. One is a boolean attribute called
sattrsupport and the other is an array of strings called
srchattrlist. The sattrsupport denotes whether the server supports
search attributes. The srchattrlist contains the search attributes
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The GETATTR and SETATTR operations can be used to retrieve and set
the search attributes. The sattrsupport applies to the filesystem
and the srchattrlist applies to an object in that fil esystem

The basic data types used in this RFC are sane as the data types
defined in RFC 5661 Section 3.2. Sonme new structured data types are
added in this section to define the Search Attributes. One is a type
specifier for the Search Attribute value i. whether it is a nunber or
a string and is defined as "svaltype". The "sval" represents a
single value for a Search Attribute, of type svaltype. The "svalist"
is a set of such values for the Search Attribute. The Search
Attribute itself is defined as "srchattr" and contains a name of type
component 4, the svaltype and svalist. A collection of Search
Attributes is defined as srchattrlist.

e e e e B +-- - - - +
| Nare | Id | Data Type | Acc |
S oo Foomm - +
| sattrsupport | 75 | bool | R |
| srchattrlist | 76 | srchattr<> | RW]|
o mm m e e e e e e e e e e e e e e e e e me e eao o +

bool sattrsupport; /* indicates search attributes are supported */

enum sval type {
SVAL_TYPE_NUM
SVAL_TYPE_STR

0; /* Search Attribute value is a nunber */
1; /* Search Attribute value is a string */

b

/* single search attribute value */
uni on sval switch (svaltype type) {
case SVAL_TYPE_NUM
int64_t sval num
case SVAL_TYPE_STR:
conponent4 sval str;
defaul t:
voi d;

b
typedef struct sval svalist<> [/* array of attribute values */

struct srchattr {
component4 srchattrnane; /* nanme of the search attribute */
sval type type; /* type of the search attribute */
sval i st srchval i st; /* list of values for this attr */

b

typedef struct srchattr srchattrlist<>
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5.2. Search Attributes usage

Since there is no pathnanme, we cannot use the NFSv4 LOOKUP operation
to | ookup a pathless object. Instead, the new search attributes are
used to | ook up a pathless object. These are represented as nane
val ue pairs where the nane is a string and the value is an array of
numbers or strings. A search attribute can have nultiple values for
the sane object. A search can be done for one or nore of these

val ues. For exanple, a pathless object can have the attribute nane
as "weat her" and val ues can be "sunny", "cloudy", "rainy" etc. |If
there are no values specified for a search attribute, a search is
made for the objects having the search attribute, with or w thout any
val ues.

Access control for a search attribute is governed by the access
control for the corresponding object. The pernissions to read or
wite the object’s attributes apply to search attributes as well.

To | ookup pathless objects, the client sends a list of the search
attributes. A new operation PUTSRCHATTR i s added to | ookup objects
based on search attributes. The search attributes as well as the
operations are applicable to both pathless objects and Object Sets.
To retrieve or set search attributes, GETATTR and SETATTR are used.

The PUTSRCHATTR operation MJST be used in conjunction with the

READDI R operation to nmake use of the features provided by the READDI R
operation, nanely, a reply cursor, requested set of object attributes
and nmaxi mum count of bytes in the reply. The PUTSRCHATTR operation
MUST be i medi ately foll owed by a READDI R operation in the sane
COVPOUND operation to this effect. The client MJST request the
object filehandles in the bitmap for requested attributes in the
READDI R request. The READDIR reply contains the filehandl es of all
the objects matching the search attributes specified in PUTSRCHATTR

A special search attribute with srchattrnane as "obj nane" of type
SVAL_TYPE_STR MJST al ways be present for a pathless object and
denotes the nane that the object was created with. For Object Sets,
this shoul d have a unique value in the NFS server. For pathless
objects it defaults to an enpty string i.e. ""

5.3. Search Attributes Query

The Search Attributes can be queried using the semantics defined in
this section. A sinple query is based on the Search Attribute name
and on whether the Search Attribute matches a set of Search Attribute
val ues. The match can be based on whether the Search Attribute nane
has a value that equals the value specified in the query or the match
can al so be based on whether the Search Attribute has a val ue | esser

D pankar Roy, et al. Expi res Cctober 9, 2011 [ Page 9]



Internet-Draft dr af t - di pankar - nf s- pat hl ess-obj ects April 2011

than or greater than the value in the query. The |esser than and
greater than conparisons are nore effective when the Search Attribute
has a svaltype of a nunber. Such queries can be logically joined or
chai ned together using logical primtives such as AND and OR A NOT
primtive is also present to provide a |ogical negation of the query,
which will nmatch those objects that do not match the Search Attribute
val ues specified in the query. Each query has a priority assigned to
it and queries with higher priority will execute earlier. For
exanple, let’'s say that there are 3 queries, which are joined Iike
this: query 1 AND query 2 OR query 3". Suppose query 2 and query 3
have a higher priority than query 1. So the server woul d execute
this query like this : query 1 AND (query 2 OR query 3), where
brackets indicate a | ogical grouping and execution of queries of the
same priority.

Sone new structured data types are added in this section to define a
Search Attribute query. The type "srelation" determ nes what is the
nature of the match being done for the Search Attribute and it's
values i.e. whether a match is done for equals, |esser than or
greater than. The type "srchqueryjointype" specifies how two queries
can be logically chained together or if a query needs to be logically
negated. A Search Attribute query is defined as a conbi nation of:

1. A srchattrlist, as defined in the section 5.1 of this RFC

2. A srelation, which specifies how the match for the Search
Attributes inside the srachattrlist and their corresponing values are
done.

3. A srchqueryjoinype call ed sqgjtypenext which specified how the
query should be chained with the next query. The last query in a
chain of queries MJST have this set to SQUERY_NONE

4, A priority which determ nes an ordering of the queries. A
priority of O SHOULD be considered as the highest priority, followed
by 1 and so on.

5. Aflag which tells if the query is a logical NOT. A value of 1
for this flag SHOULD be interpreted as a | ogical NOT.
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enum srel ation {

SRELN EQUALS = 0;
SRELN_GREATER = 1;
SRELN LESSER = 2;

b

enum srchqueryj oi ntype
SQUERY_NONE = 0;
SQUERY_AND = 1;
SQUERY_OR = 2;

b

struct srchquery {
srchattrli st search_attrs
srel ation search_rel ation
srchqueryj oi nype sqgjtypenext;
uint32_t priority;
ui nt 32_t fl ag;

i

typedef struct srchquery srchquerylist<>

The flag in srchquery denotes whether the query is a NOT. A value of
1 for the flag means it’s a NOI. For exanple, if a seach attribute
list i.e. srchattrlist has 2 search attributes (A and B), each with
multiple values, and if the flag has a value of 1, it can be
described as NOT ((srchattrnaneA (search_relation i.e. EQ LT, GI)
srchattrval ues) && (srchattrnaneB (search relation i.e. EQ LT, GI)
srchattrval ues))

The priority in srchquery determ nes the precedance. For exanmple, in

the searchquery (( A== B) AND (C==D)) OR( F == @, we want A==B
and C==D conputed before F==G So assign equal priorities to query 1
and query 2, i.e. ==B and C==D and then assign a |lower priority to

query 3 i.e. F==G Sinmlarly to effect the query ( A== B) AND ((C
= D) OR( F==0G), query 2 and query 3 are assigned a higher
priority than query 1. Since each query has a priority nunmber, we
can group queries that need to be executed in the same priority
bucket, the sanme priority nunber. |[|f the precedance is expressed in
the formof brackets, then the priority is directly proportional to
t he nunber of brackets enclosing a query.

NOT combined with Greater gives us Lesser than or equal to.
Simlarly NOT conmbined with Lesser than gives us Greater than or
equal to. So conmbining NOT with the search_relation gives the
flexibility to specify these special relations in a query.
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6. New Qperations
6.1. Operation 1: PUTOBJROOTFH - Set Object Root Filehandle
SYNCPSI S
- -> (cfh)
ARGUVMENT
voi d;
RESULT
struct PUTOBJROOTFHres {

/* CURRENT_FH objrootfh */
nf sst at 4 st at us;

H

DESCRI PTI ON

Repl aces the current filehandle with the fil ehandl e that
represents the root of all the Objects Sets that the server
cont ai ns.

| MPLEMENTATI ON

This is the first operator in a NFS request to set the
context for the followi ng operations. A READDIR follow ng a
PUTOBJROOTFH SHOULD list all the Cbject Sets with respect to
this filehandl e. The READDI R operati on SHOULD list only hbject
Sets and not individual pathless objects.

ERRCRS
NFS4ERR_BADSESSI ON
NFS4AERR_DELAY
NFS4ERR_NOTSUPP

NFSAERR_RESOURCE
NFS4ERR_SERVERFAULT

6.2. Operation 2: PUTSRCHATTR Search for an Object based on Search
Attributes

SYNOPSI S
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(cfh), srchquerylist, -> (cfh)
ARGUVENT

struct PUTSRCHATTRargs {
/* CURRENT_FH bject Set filehandle */
srchqueryli st search_query;

b
RESULT

struct PUTSRCHATTRres {
/* CURRENT_FH  Object Set filehandle */
nfsstat4 st at us;

b
DESCRI PTI ON

The PUTSRCHATTR operation searches for objects matching
the search attributes. The scope is the Object Set as
specified in the current filehandle (cfh). Instead of
returning the matching filehandles, it just returns a
status and uses READDI R operation’s reply to construct
the proper reply. The READDIR reply is used to return

a variable list of filehandl es of all the objects that
mat ches the search query. The READDIR reply contains the
filehandl es for the matching objects in the set of
attributes for the object. The object nane is an enpty
string by default for pathless objects. A PUTSRCHATTR
in a Conpound request MJST be foll owed by a READDI R

If the PUTSRCHATTR is not followed by a READDI R, then
NFSAERR OP_| LLEGAL MUST be returned by the NFS server.

| MPLEMENTATI ON

The conpound operation for inplenenting the | ookup
based on search attributes is like this:

PUTFH (fil ehandl e of object set), PUTSRCHATTR (search
attributes), READD R (cookie, verifier, dircount,
maxcount, requested attrs). It is RECOMVENDED t hat
dircount be set to a value for zero for this sequence
of operations as clients are not supposed to inplenent
"l s" based on search attribute | ookup

ERRORS

NFS4ERR ACCESS
NFS4ERR_ATTRNOTSUPP

2011
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NFS4ERR_BADCHAR
NFS4ERR_BADNANE
NFS4ERR_BADSESSI ON
NFS4ERR_BADXDR
NFS4ERR_DELAY
NFS4ERR_| NVAL
NFS4ERR | O
NFS4ERR_NAVETOOLONG
NFS4ERR_NCENT
NFS4ERR_NOF| LEHANDLE
NFS4ERR_NOTSUPP
NFS4ERR_REP_TCO Bl G
NFS4ERR_RESOURCE
NFS4ERR_SERVERFAULT
NFS4ERR_STALE
NFS4ERR_VWRONG TYPE

7. Modifications to existing NFSv4.1 operations
7.1. CREATE: Mbdifications

bj ect Sets MIST be created with the CREATE call. Pathless objects
are RECOMMENDED to be created with the CREATE call, though they can
al so be created with the OPEN call. For an hject Set, an unique

obj name is MANDATORY. For a pathless object, objnane can be an enpty
string, nanely, "". |In case any other objname is supplied with the
CREATE call for a pathless object, it MAY be allowed. The objnane
SHOULD becone part of the search attributes for the pathless object
or the Object Set.

7.2. OPEN:. Modifications

OPEN with a enpty objname SHOULD create a pathless object under the
current filehandle. The current filehandle MJST be the filehandl e
for an bject Set.

7.3. LOOKUP: Mbdi fications

Si nce pathless objects can have a nane associated with them LOOKUP
of an objname under the current filehandl e of an Cbject Set can
return a filehandl e which maps to the name. However, there can be
mul tiple objects which map to the sane nane and in that case, it MAY
not be correct to return the nanme of any one of them So if an

obj nane maps to a single object filehandle, the LOOKUP operation MAY
return that filehandle. Oherwi se, it SHOULD return
NFSAERR_WRONG TYPE.
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READDI R Mbdi ficati ons

READDI R MUST be used i mmedi ately foll owi ng a PUTSRCHATTR to | ookup
pat hl ess objects. |f the pathless objects do not have uni que nanes
READDIR wi || return enpty nanes. |f a READDIR operation is used
standal one with current filehandl e being set to the hject Set
filehandl e, the client MJST request filehandl es in the requested set
of attributes and the server SHOULD return fil ehandles for all the
pat hl ess objects in the Object Set. The READDI R followi ng a
PUTSRCHATTR MUST be used only to return the fil ehandl es and
attributes for the objects matching the query in PUTSRCHATTR  Any
other intended use of READDIR followi ng a PUTSRCHATTR SHOULD NOT be
i mpl emrent ed.

M gration and Replication

The RFC 5661 specifies the attributes fs_locations and
fs_locations_info that can be used for migration and replication.

For details, please refer to sections 11.9 and 11.10 of RFC 5661.
Pat hl ess objects can use the sane attributes for migration and
replication with sone minor nodifications. The Cbject Sets which act
as containers for pathless objects are simlar to the root path of a
filesystemwithin a server. Hence, for pathless objects, "rootpath"
and "fs-root" in fs_locationd4 SHOULD be (bject Set nanes. Sinilarly
the "fli_rootpath” and "fli_fs root" for fs_locations_info4 SHOULD
contain Cbject Set nanes.
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Security Considerations

Al'l considerations from RFC 3530 Section 16 [ RFC3530]
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