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Abstract

Usi ng Uni code codepoints in protocol strings that expect conparison
with other strings [[anchorl: The W will need to deci de whet her
"other strings" is too broad. |In particular, what about protoco
slots that can take strings other than plain ASCI1|?

--aj s@hinkuro.con]] requires preparation of the string that contains
the Uni code codepoints. Internationalizing Domain Nanes in
Applications (1DNA2003) defined and used Stringprep and Naneprep.

O her protocols subsequently defined Stringprep profiles. A new
approach different from Stringprep and Nanmeprep is used for a

revi sion of | DNA2003 (call ed |1 DNA2008). O her Stringprep profiles
need to be simlarly updated or a replacenent of Stringprep need to
be designed. This docunent outlines the issues to be faced by those
designing a Stringprep replacenent.
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1.

I nt roducti on

Internationalizing Domain Names in Applications (IDNA2003) [ RFC3490],
[ RFC3491], [RFC3492], [RFC3454] described a nmechani sm for encodi ng
UTF-8 | abel s naking up Internationalized Dormain Names (I DNs) as
standard DNS | abels. The |abels were processed using a nmethod called
Nanmeprep [ RFC3491] and Punycode [ RFC3492]. That method was specific
to | DNA2003, but is generalized as Stringprep [ RFC3454]. The genera
mechani sm can be used to help other protocols with simlar needs, but
with different constraints than | DNA2003.

Stringprep defines a framework within which protocols define their
Stringprep profiles. Known | ETF specifications using Stringprep are
listed bel ow

0 The Naneprep profile [RFC3490] for use in Internationalized Domain
Nanmes (| DNs);

0 NFSv4 [RFC3530] and NFSv4.1 [ RFC5661];

0 The i SCSI profile [RFC3722] for use in Internet Small Conputer
Systens Interface (i SCSI) Nanes;

o EAP [RFC3748];

0 The Nodeprep and Resourceprep profiles [RFC3920] for use in the
Ext ensi bl e Messagi ng and Presence Protocol (XMPP), and the XWPP to
CPI M mappi ng [ RFC3922];

o0 The Policy MB profile [RFC4011] for use in the Sinple Network
Managenent Protocol (SNWP);

0 The SASLprep profile [RFC4A013] for use in the Sinple
Aut hentication and Security Layer (SASL), and SASL itself
[ RFC4422] ;

0 TLS [RFC4279];

| MAP4 using SASLprep [ RFC4314];

The trace profile [RFC4505] for use with the SASL ANONYMOUS

mechani sm

The LDAP profile [RFC4518] for use with LDAP [ RFC4511] and its

aut henti cation nmethods [ RFC4513];

Pl ai n SASL using SASLprep [ RFC4616];

NNTP usi ng SASLprep [ RFC4643];

PKI X subj ect identification using LDAPprep [ RFC4683];

Internet Application Protocol Collation Registry [ RFC4790];

SMIP Aut h using SASLprep [ RFC4954];

POP3 Auth using SASLprep [ RFC5034];

TLS SRP using SASLprep [ RFC5054];

IRl and URI in XMPP [ RFC5122];

PKI X CRL using LDAPprep [ RFC5280];

| AX usi ng Naneprep [ RFC5456];

SASL SCRAM usi ng SASLprep [ RFC5802];

Renot e managenent of Sieve using SASLprep [ RFC5804];

[o}Ne]

o
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0 The i;uni code-casemap Uni code Col |l ati on [ RFC5051].

There turned out to be some difficulties with | DNA2003, docunented in
[ RFC4690]. These difficulties led to a new I DN specification, called
| DNA2008 [ RFC5890], [ RFC5891], [RFC5892], [RFC5893]. Additiona
background and expl anations of the decisions enbodied in | DNA2008 is
presented in [ RFC5894]. One of the effects of |1 DNA2008 is that
Nanmeprep and Stringprep are not used at all. Instead, an algorithm
based on Uni code properties of codepoints is defined. That algorithm
generates a stable and conplete table of the supported Uni code
codepoints. This algorithmis based on an inclusion-based approach

i nstead of the exclusion-based approach of Stringprep/ Nameprep.

This docunment lists the shortcom ngs and i ssues found by protocols
Iisted above that defined Stringprep profiles. It also lists sone
early conclusions and requirenents for a potential replacenent of
Stringprep

2. Usage and |ssues of Stringprep
2.1. Issues raised during newprep BOF

During | ETF 77, a BOF discussed the current state of the protocols

that have defined Stringprep profiles [ NEWPREP]. The main

concl usi ons are

0o Stringprep is bound to a specific version of Unicode: 3.2
Stringprep has not been updated to new versions of Unicode.
Therefore, the protocols using Stringprep are stuck to Uni code
3. 2.

0 The protocols need to be updated to support new versions of
Uni code. The protocols would like to not be bound to a specific
versi on of Unicode, but rather have better Unicode agility in the
way of | DNA2008. This is inportant partly because it is usually
i mpossible for an application to require Unicode 3.2; the
application gets whatever version of Unicode is available on the
host .

0 The protocols require better bidirectional support (bidi) than
currently offered by Stringprep

o |If the protocols are updated to use a new version of Stringprep or
anot her franmework, then backward conpatibility is an inportant
requirenent. For exanple, Stringprep is based on and nay use NFKC
[ UAX15], while | DNA2008 nostly uses NFC [ UAX15].

0 Protocols use each other; for exanmple, a protocol can use user
identifiers that are |l ater passed to SASL, LDAP or anot her
aut henti cation mechanism Therefore, common set of rules or
cl asses of strings are preferred over specific rules for each
pr ot ocol
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Protocol s that use Stringprep profiles use strings for different

pur poses:

0 XWPP uses a different Stringprep profile for each part of the XWPP
address (JID): a localpart which is sinmilar to a usernane and used
for authentication, a donainpart which is a donmain nanme and a
resource part which is less restrictive than the |ocal part.

0 iSCSlI uses a Stringprep profile for the IQ\, which is very simlar
to (often is) a DNS domai n nane.

0 SASL and LDAP uses a Stringprep profile for usernanes.

0 LDAP uses a set of Stringprep profiles.

During the newprep BOF, it was the consensus of the attendees that it
woul d be highly preferable to have a replacenent of Stringprep, with
simlar characteristics to | DNA2008. That replacenent should be
defined so that the protocols could use internationalized strings
without a | ot of specialized internationalization wrk, since

i nternationalization expertise is not available in the respective
protocol s or working groups.

2.2. Specific issues with particular Stringprep profiles
[[anchor6: This section is where issues raised in the individua
profile reviews goes. A review of the Wstrac state on 2010-10-06 of
the tracker suggests those reviews haven't happened yet.
--aj s@hi nkuro. conj]

2.3. Inclusion vs. exclusion of characters

One of the primary changes of I DNA2008 is in the way it approaches

Uni code characters. |DNA2003 created an explicit Iist of excluded or
mapped- away characters; anything in Unicode 3.2 that was not so
listed could be assuned to be allowed under the protocol. | DNA2008

begins instead fromthe assunption that characters are disall owed,
and then relies on Unicode properties to derive whether a given
character actually is allowed in the protocol

Moreover, there is nore than one class of "allowed in the protocol”
Whi |l e sone characters are sinply disallowed, sone are allowed only in
certain contexts. The reasons for the context-dependent rules have
to do with the way sone characters are used. For instance, the ZERO
W DTH JO NER and ZERO W DTH NON- JO NER characters (ZW, U+200D and
ZWNJ, W200C) are allowed with contextual rules because they are
required in some circunmstances, yet are considered punctuation by

Uni code and woul d therefore be D SALLOAED under the usual | DNA2008
derivation rules.

The wor ki ng group needs to decide whether sinmilar contextual cases
need to be supported.
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2.4. Stringprep and NFKC

Stringprep profiles may use normalization. |If they do, they use NFKC
[UAX15]. It is not clear that NFKC is the right normalization to use
in all cases. In [UAX15], there is the follow ng observation

regarding Normalization Fornms KC and KD: "It is best to think of
these Normalization Fornms as being |ike uppercase or |owercase

mappi ngs: useful in certain contexts for identifying core meanings,
but also performing nodifications to the text that may not al ways be
appropriate."” For things like the spelling of users’ nanes, then
NKFC may not be the best formto use. At the sane tine, one of the
ni ce things about NFKC is that it deals with the width of characters
that are otherwise simlar, by canonicalizing half-width to full-
width. This mapping step can be crucial in practice. The W w |l
need to analyze the different use profiles and consi der whether NFKC
or NFCis a better nornalization for each profile.

2.5. Case napping

I n 1 DNA2003, | abels are always nmapped to | ower case before the
Punycode transformation. In |IDNA2003, there is no mapping at all
input is either a valid U-label or it is not. At the sane tineg,
upper-case characters are by definition not valid Ul abels, because
they fall into the Unstable category (category B) of [RFC5892].

If there are protocols that require upper and | ower cases be
preserved, then the analogy with | DNA2008 wi Il break down. The
working group will need to decide whether there are any cases that
require upper case, and what to do about it if so.

2.6. \Whether to use ASCII-conpatibl e encoding

The devel opnent of | DNA2008 depended on the notion that there was a
narrow repertoire of reasonable traditional |abels, and what was
necessary was to internationalize that repertoire rather than to

i ncorporate any characters into domain nane | abels. Mre exactly,
the idea was to internationalize the traditional hostname rules (the
"LDH rule". See [RFC4690], section 5.1.). Efforts to
internationalize email ([RFC5336]) have started fromdifferent
assunptions. The email exanple suggests that in sone cases, the
right answer might be to internationalize the target protocol rather
than to depend on a technology to ensure protocol slots can use only
ASCII. The working group will need to determ ne which approach is
correct for the different use-cases.
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2.7. Issues with delimters

There are two kinds of issues to address with delimters. First,
exactly where a delimter will appear on the screen when dealing with
bidirectional parts of a string can be extrenely surprising. 1In the
case of | DNA2008, just what to do in these cases renains a display

i ssue (there is no question about the wire format, because the wire
format is an A-label and it is always left to right).

Second, there is the question of whether to include different kinds
of protocol separators. For instance, FULL STOP, W002E (.) nmay not

be available on all keyboards. 1In addition, in sone |anguages there
is nmore than one full stop which are variants of one another. The
wor ki ng group will need to decide how to handl e such cases: whether

there will be a mapping, some restrictions, or sonething else.

3. Considerations for Stringprep replacenent

The above suggests the follow ng direction for the working group

0 A stringprep replacenment shoul d be defined.

0 The repl acenent shoul d take an approach simlar to | DNA2008, in
that it enables Unicode agility.

0 Protocols share similar characteristics of strings. Therefore,
defining i18n preparation algorithnms for a (small) set of string
cl asses may be sufficient for nbst cases and provides the
coherence anong a set of protocol friends.

0 The sets of string classes need to be evaluated for the foll ow ng
properties:

* the normalizati on needed (NFC vs NFKC)

* whet her case-fol ding, case preservation, and case-insensitive
mat chi ng i s needed,;

* what restrictions on input are reasonable for the class (i.e.
whet her there is sonething like an "LDH rule" for the class),
or whether the ASCiI-only input in the protocol slot is lightly
const rai ned;

* the extent to which bidi considerations are inmportant for the
cl ass.

Exi sting depl oynents already depend on Stringprep profiles.

Therefore, the working group will need to consider the effects of any
new strategy on existing deploynents. By way of conparison, it is
worth noting that some characters were acceptable in |IDNA | abel s
under | DNA2003, but are not protocol-valid under | DNA2008 (and
conversely). Different inplenenters may make different decisions
about what to do in such cases; this could have interoperability
effects. The working group will need to trade better support for
different linguistic environments agai nst the potential side effects

Bl anchet & Sullivan Expires April 21, 2011 [ Page 8]



Internet-Draft Stringprep Revision Problem Statenent Cct ober 2010

of backward inconpatibility.

4. Security Considerations

This docunent nerely states what problens are to be solved, and does

not define a protocol. There are undoubtedly security inplications
of the particular results that will cone fromthe work to be
conmpl et ed.

5. | ANA Consi derati ons

Thi s docunent has no actions for | ANA

6. Discussion honme for this draft

This docunent is intended to define the problem space di scussed on
the precis@etf.org mailing list.
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