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Abst ract

Most CPEs shoul d soon be dual stack, but a large installed base of

I Pv4d-only CPEs is likely to remain for several years. Also, with the
| Pv4 address shortage, nore and nore I1SPs will assign private |Pv4
addresses to their custoners. The need for | Pv6 connectivity

t heref ore concerns hosts behind I Pv4-only CPEs, including such CPEs
that are assigned private addresses. The 6a44 nechani smspecified in
this docunent addresses this need, without linitations and
operational conplexities of Tunnel Brokers and Teredo to do the sane.

6a44 is based on an address napping and on a nechani sm wher eby

sui tably upgraded hosts behind a NAT may obtain | Pv6 connectivity via
a statel ess 6a44 server function operated by their Internet Service
Provider. Wth it, IPv6 traffic between two 6a44 hosts in a single
site remains within the site. Except for | ANA nunbers that remain to
be assigned, the specification is intended to be conpl ete enough for
runni ng codes to be independently witten and interwork.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 15, 2011
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1.

I nt roducti on

Most CPEs (customer prem se equi pnents) should soon be dual stack
but a large installed base of IPv4-only CPEs is likely to remain for
several years. Also, with the |IPv4 address shortage, nore and nore
Internet service providers (ISPs) will assign private |Pv4 addresses
of [RFC1918] to their customers. The need for |Pv6 connectivity
therefore includes hosts behind I Pv4-only CPEs, including such CPEs
that have private addresses.

At the nonment, there are two traversal techniques to address this
need:

1. A configured tunnel (IPv6 in IPv4 or even IPv6 in UDP), involving
a managed tunnel broker, e.g. [RFC3053], with which the user
must register. Well known exanpl es include depl oynents of the
Hexago tool, and the SixXs collaboration. However, this approach
does not scale well; it requires significant support effort and
is really only suitable for "hobbyist" early adopters of |Pv6.

2. Teredo [RFC4380]. This is an automatic UDP-based tunneling
solution that relies on a Teredo server, and on Teredo rel ays
willing to carry the traffic. Unfortunately experience shows
that this is sonetinmes an unreliable process in practice, with
clients sometines believing that they have Teredo connectivity
when in fact they don’t, or alternatively with the Teredo server
and relay being very remote fromthe client and causing extrenely
long latency for | Pv6 packets. This leads to user frustration
and even to advice fromhelp desks to disable |Pv6.

6a44 is based on an address nappinhg and on a mechani sm wher eby

sui tably upgraded hosts behind a NAT may obtain | Pv6 connectivity via
a statel ess 6a44 server function operated by their Internet Service
Provi der.

To address this need without the nentioned lintations, 6a44 is based
on an address mappi ng and on a mechani sm wher eby suitably upgraded
hosts behind a NAT rmay obtain | Pv6 connectivity via a statel ess 6a44
server function operated by their ISP. It can apply even with | SPs
that, due to the IPv4 address shortage, assign private addresses of
[ RFC1918] to their |Pv4 custoners (typically with prefix 10.0.0.0/8).

6a44 is only a transition technology. It will no |onger have to be
used when the nunber of |Pv4-only CPEs becomes negligible.

Except for | ANA nunbers that remain to be assigned, the specification
is intended to be conplete enough for running codes to be
i ndependently witten and interwork
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2

Applicability

Both hosts and | SPs can be nmade 6a44 capabl e i ndependently of each
other, with 6a44 being actually used by 6a44 capabl e hosts where
their local |SPs are 6a44-capable.

For a host to be 6a44 capable, it has to support the 6a44 Cdient
function ("6a44-C' in sone Figures). This function is placed inits
TCP/ 1P stack at the same place as the 6to4 router function of

[ RFC3056]: it has an IPv4 interface in its link-layer direction and
both an IPv4 interface and an | Pv6 pseudo-interface in its higher

| ayers direction.

To enable its 6a44 function, a host nmust have no intra-site NAT44
between itself and the site CPE. (In sites where there are intra-
site NAT44s, these NATs should be configured so that hosts behind

t hem cannot enable 6a44. |In view of the specification below, it can
be done with a port nmapping in each of them between the well-known
port of 6a44 and an internal private address that DHCP doesn’t
assign.) In addition, the host nmust have in IPv4 a |link MIU of at

| east 1308 octets (the MU to be guaranteed in IPv6 plus the length
of an UDP/ | Pv4 encapsul ati on header).

For an | Pv4 | SP network to be 6a44 capable, the | SP nust operate the
6a44 Server function, ("6a44-S" in some Figures). This function is
anywhere at its border between the | Pv4 network and an | Pv6 network
in which it has a /48 prefix. Typically this prefix will be chosen
from what ever shorter PA prefix has been allocated to the ISP. The
6a44 server function can be replicated in any nunber of routers,
known as "6a44 Rel ays", to enhance service quality and service
availability. Also, the network nmust have an | Pv4 MIU of at | east
1308 octets and, for security, nust support the ingress filtering of
[ RFC3704] (see Section 7).
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Custoner | P network | SP net wor k
/ \ --/ \
e + . IP . - + . .
| HOST |--| no |--| CPE|---|Public IPv4|--------m---- | Pv4 backbone
R + . NAT .  +----- + . .
6a44 \ NAT44 --\ /
client L e e o +
function \ fom e +|
\ | 6a44 ||----
"----0 Relays|--- 1 Pv6 network
I | +
[ R, +

6a44 Server function

| SP net wor ks
Custonmer | P network B .

e S\ +o---- +
/ \ --/ Vo e +
S T B + . Private .|--| |1-- public
| HOST [--| no |[--| CPE |---]| | Pv4 [---] CCN +--- |Pv4 network
o + . NAT . 4----- + . RFC 1918 ./ | | +
6a44 \ NAT44  --\ / oo +
client R NAT44
function \
\ B . +
\ - - - +
\ | 6a44 ||----
"--0 Rel ays|--- | Pv6 network
I | +
Fomm oo - +

6a44 Server function

6a44 | SP CONFI GURATI ONS
Figure 1

Each | SP can support one public-addressing and several private-
addr essi ng 6a44 networks.

In 6a44 networks, ISPs may route IPv6 in addition to I Pv4. \here
this is the case, 6a44 only concerns CPEs that are |Pv4-only capable.
If on the contrary IPv4d is the only routed address famly, 6a44 may
al so concerns sites where CPEs are dual -stack capable. Unable to
take advantage of their | Pv6 capability, they act as if they would be

| Pv4-only.
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3.

Figure 1 illustrates |SP-network configurations on which 6a44 can be
used.

NOTE: The objective of 6ad44 differs fromthat of Teredo ([ RFC4380]
and [ RFC5991]). Teredo has been designed to avoid needing any | SP
participation. This has pernitted early deploynment but didn't ensure
connectivity between all Teredo addresses and all native |IPv6
addresses. Also, it inposed a very significant |evel of conplexity.
On the contrary, 6a44 is designed to be explicitly supported by | SPs.
As a result, connectivity between 6a44 |Pv6 addresses and all native
| Pv6 addresses can be ensured, and inplenmentations can renmain sinple.

6a44 | Pv6 Address For mat

Host / \ CPE / \ 6a44 Rel ay
+o--- - + . IP L - + . | Pv4 N + | Pv6
| 6a44-Cl--| no |--|NAT44|---| Provider |--0O 6a44-S|-- network
+o----- + . NAT . +----- + . network . H------- +
N N \_/ N \ / | N
| A | SRR
| AW<-> N Z I I
| I I
I I I
| <- - - - - |Pv6/UDP/IPV4 - - - - - -< |
| |
<DNZA((/128) - - - - - - - -IPv6 - - - - < D (/48)
|0 47| 48 79180 95|96 127
N Fommmean Fommmean N Fommmean N N Fommmean +
| 1SP 6a44 prefix (D) | Custoner |Pv4 | NAT ext| Host | Pv4 |
| | address (N) |port(Z2)| address (A
Fom e - Fom e - Fom e - Fom e - Fom e - Fom e - Fom e - Fom e - +

Host Address
HOST- ADDRESS CONSTRUCTI ON

Fi gure 2
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The 6a44 |1 Pv6 address an | SP assigns to a host nust first contain all
what is needed to reach it fromthe | Pv6 backbone. This includes, as
illustrated in Figure 2

o the IPv6 prefix Dthat the | SP has assigned border routers of its
6a44 net wor k

o the IPv4 address N of the custonmer site (external address of the
NAT44 in its CPE)

o the port Z that, in the CPE NAT44 CPE, has to be used to reach the
host at its address address A, and in the host the 6a44 wel |l -known
port W(to be assigned by | ANA).

To ensure that two 6a44 hosts behind the same | Pv4-only CPE exchange
packets w thout entering the ISP network, the 6a44 address of each
host nust also contain its |Pv4 address A

The format of 6a44 | Pv6 addresses, a concatenation of DN, Z, and A
where D has to be a /48 prefix, is detailed in Figure 2

NOTE: Since |Pv6 prefixes D assigned by ISPs to their custoners

al ways start with 001, the prefix of all |1Pv6 Aggregatabl e d oba

Uni cast addresses specified in [ RFC2374], 6a44 |Pv6 addresses bend
the rule of [RFC4291] that says 'for all unicast addresses, except
those that start with binary value 000, Interface IDs are required to
be 64 bits long and to be constructed in Mdified EU -64 format".
This is however acceptable in practice because 6a44 addresses are
never used on any real IPv6 link, and in particular never subject to
t he nei ghbor discovery protocol of [RFC2461] whi ch depends on
properties of interface IDs. A revision of the [RFC4291] sentence
shoul d eventually clarify this point.
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4.

Addr ess Mappi ngs and Encapsul ati ons

Figure 3 and Figure 4 detail the address mappi ngs and encapsul ati ons/
decapsul ations to be perforned by 6a44 dient and server functions
respectively, with the foll owi ng notation

(0]

(vX, Al, A2, data): a packet of the IPvX version that has Al as
source address, A2 as destination address, and "data" as payl oad.
(UDP, P1, P2,data): a UDP | P payl oad that has P1 as source port, P2
as destination port, and "data" as payl oad.

B is the 6a44 well-known anycast address, that of the 6a44 Server
function. X ..: an address that starts with prefix X

not X an address different fromX

X.Y: the concatenation of X and Y (the dot is the concatenation
operator).

(v6,<D.N. Z. A>, not <D.N...> data)

(v4, A B, (UDP, WW (v6, <D. N. Z. A>, not <D.N...> data)))

e P L + [ HOST TO BORDER ROUTER
| | | |
| -->-+ 6a44-C +------ >o-----
| 1Pve | [<A 1Pv4
Hommma- Ty +
Host

(v6,<D.N. Z. A>, <D. N. Z2. A2>, data)

(v4, A A2, (UDP, WW (Vv6, <D. N. Z. A>, <D. N. Z2. A2>, data)))

R I + | HOST TO HOST
| | | |
| -->-+ 6a44-C +------ >o-----
| 1Pve | [<A 1Pv4
Hommma- Ty +
Host

HCOST MAPPI NGS AND ENCAPSULATI ONS

Figure 3
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For protection against spoofing attacks, decapsul ating functions nust
check consistency of | Pv6 addresses fields with | Pv4 addresses and
UDP ports of encapsul ating headers, both for source and destination
addr esses.

Fi gures present only one direction of 6a44-function traversals, but
mappi ngs that apply to the reverse direction are the same, with just
a permutation of source and destination fields, for all of |Pv4,

| Pv6, and UDP. Mappings and encapsul ati ons/ decapsul ati ons for the
reverse direction of that presented in Figures are the sane, but wth
with source and destination pernmuted in |IPv6, |Pv4 and UDP

Recommendati ons of [RFC4213] that concern these encapsul ati ons have
to be followed.
(v4, <N=not B>, B, (UDP, Z, W(v6,<D.N. Z...> not <D...>, data)))

| (v6,<D.N. Z...> not <D...>, data)
I I
I

[ SR +--]------ +
| B> || | <D
---->---| 6a44-C|-->------ +---->
| Pv4 [ [ | [IPv6
Fomm e - Fommm e +
6a44 Rel ay

TRAVERSAL CASE

(v4, <Nl=not B>, B, (UDP, Z1, W (Vv6, <D. NL. Z1. .. >, <D. N2. Z2. .. >, data)))
I

| [ S, [ +
SRR | | <D
B>| 6a44-C | [-----
R S | | | Pv6
| Pv4 | Foememe - TR +
| 6a44 Rel ay

| HAI RPI NNI NG CASE

|
(v4, B, N2, (UDP, B, Z2, (v6, <D. NL. Z1...> <D.N2. Z2...>, data)))

6a44- RELAY MAPPI NGS AND ENCAPSULATI ONS

Figure 4

Despres, et al. Expires April 15, 2011 [ Page 9]



Internet-Draft Native | Pv6 behi nd NAT44 CPEs (6a44) Cct ober 2010

5.

MIU consi der ati ons

Reassenmbly of multi-fragnment datagrans needs stateful processing, and
opens the door to sone denial of service attacks. To ensure a
freedom of distribution of 6a44 Server functions in any nunber of
paral | el processors anywhere in 6a44 | SP networks, it has therefore
to be avoi ded.

For this:

0 6a44 | SP networks nust have internal |1Pv4 MIUs of at |east 1308
octets (which is easy to ensure).

0 6a44 hosts nust limt to 1280 octets | Pv6 packets they transmt to
destinations that are not neighbors on their own links. This
behavior is already the normal one as long as no other |Pv6 path
MIU has been reliably discovered.

0 6a44 Server functions refuse packets received fromtheir |Pv6
pseudo interfaces if their sizes exceed 1280 octets, with | CMPv6
Packet Too Big nessages returned to sources as required by
[ RFC2460] .)

In a host, a destination is considered to be an on |ink neighbor if
the | Pv6 destination has the same bits 0-79 as the host address, and
if the IPv4 destination starts with the prefix of the IPv4 |ink of
the host. In this case, the I Pv6 path MIU can be taken as that of
the I1Pv4 Iink MU minus 28 octets (a value that is typically
significantly longer that 1280 octets).

Host Acquisition of |Pv6 Addresses and their Lifetines

Acqui sition of 6a44 addresses by hosts is independent from ot her
mechani sns they nmay have to acquire other | Pv6 addresses (PPP, DHCP
SLAAC, ...). It only depends on 6a44 packet exchanges between hosts
and 6a44 Rel ays.

In order to acquire 6a44 addresses, hosts transnmit |Pv6 Address
Request nessages to 6a44 Server functions and expect |Pv6 Address
I ndi cation nmessages in return

Formats of these 6a44 nessages are shown in Figure 5. They start
with a 6a44 mark, a null octet chosen so that, in payl oads of UDP
dat agrans received by 6a44 Cient and 6a44 Server functions, 6a44
messages can be distinguished fromIPv6e packets (I Pv6 packets al ways
have a non-null first octet).
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|0 8|9 39|
oo - oo - oo - oo - oo - +
| "6a44" | Host | Pv4 address

| =0 I
e e e e e +

|0 8|9 135| 136 167

Homm - - - Homm - - - Fo-m L e e - - - Homm - - - Homm - - - Homm - - - Homm - - - +
| "6a44" | Host | Pv6 address | Lifetinme |
| =20 I I
[ S, [ S, +- - - R e [ S, [ S, [ S, [ S, +

6a44 MESSACES
Figure 5

Message processing in 6a44 Server function is shown in Figure 6 with
the same notation as in Section 4. The lifetime of returned | Pv6
addresses should be the sane as that of |Pv4 addresses assigned by
the sane ISP. it is expressed in seconds.
(v4,N, B, (UDP, Z, W (6a44,A))) OR (v4,N, B, (UDP, Z, W (I Pv6, not <D. N. Z. A>, .

I

| . +

Ceee>eac | | <D

| Pva B>| 6a44-C | [-----
R | | 1Pv6

| e +

I
(v4, B, N, (UDP, B, Z, (6a44, <D. N. Z. A>, l i feti me)))

6a44 MESSAGE PROCESSI NG | N BORDER ROUTERS

Figure 6
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In a host, the 6a44 dient function should be activated for one of
its physical interfaces only if this interface has a private |Pv4
address and no other native |IPv6 address. (An address is said to be
native if it starts with 2000::/3 (global unicast) and neither with
2002::/16 (the 6to4 prefix) nor with 2001::/32 (the Teredo prefix).)

Message processing in a 6a44 Client function consists in transmitting
fromtime to time | Pv6 Address Requests to the 6a44 Server function
and to update the host 1 Pv6 address and its lifetinme each tinme an

| Pv6 Address Indication nessage is received (with due | Pv4d source
address verification for security).

In order to decide when to transmt such a nessage, the 6a44 dient
function has the equivalent of the foll owing states:

"Waiting for an | Pv6 Address Indication": Wen this state is
entered, an |IPv6 Address Request is transnmtted, a Response
Awaited timer of 1 second is started, and a Retransm ssion Count

is set to 0. |If the tiner expires with a Retransni ssion Count

| ess than 10, a new | Pv6 Address Request is transnitted, and the
count is increased by 1. If it expires with a count equal to 10,
the state is changed to "waiting before a new attenpt to find a
6a44 service". |If an |IPv6 Address Indication is received while in
this state, the timer is stopped, the state is changed to "Witing
for having to refresh the NAT-binding". This state is also re-

entered each time a new | Pv4 address is assigned to the |ink-
direction interface of the 6a44 Cient function

"Waiting for having to refresh the NAT-binding": Wen this state is
entered, a timer of 29 second is started.(This value is that
chosen for SIP in [RFC5626] for the sane objective, i.e. to
mai ntai n tunnel NAT bi ndi ngs without particul ar know edge about
NAT specifics.) This timer is restarted each tinme an | Pv6 packet
is transnmtted to the 6a44 Server function (not when a packet is
transmitted host to host within the custoner site). It is also
restarted if an I Pv6 Address Indication is received while in this
state. (This nmay happen in particular if the NAT bindi ng has
changed, e.g. because CPE reset during the lifetime of the IPv6
address.) If the timer expires, the state is changed to "Waiting
for an | Pv6 Address Indication".

"waiting before a new attenpt to find a 6a44 service": Wien this
state is entered, a 6a44 Availability tinmer of 1 hour is started.
When it expires, the state is changed to "Waiting for an | Pv6
Address Indication".
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7. Security considerations

Traffic-capture attack by a nei ghbor: If it would be possible to
transmit from a neighboring site a bogus address indication to a
6a44 host, this host could inadvertently advertise an | Pv6 address
that is not his real 6a44 address. Some incom ng connections that
it should have received could then be redirected to a wong
address. However, because 6a44 is applicable only to | SP networks
that support the ingress filtering of [RFC3704] (see Section 2),
no nei ghbor can fake a valid Address |ndication nessage (the |Pv4
source of packets it sends cannot be the 6a44 well-known | Pv4
address, the only valid source for an Address Indication nessage).

Spoofing attacks: Wth address checks of Section 4, 6a44 should
i ntroduce no spoofing vulnerabilities beyond those the underlying
| Pv4 networks may have. |SPs that use subscriber authentications
to secure | Pv4 address assignnents have the effect of this
aut hentication automatically extended to 6a44 addresses (they
i nclude the assigned | Pv4 addresses).

Deni al - of - servi ce attacks: Provi ded 6a44 Server functions are
provi sioned wi th enough processing power, which is facilitated by
their being statel ess, 6a44 is expected to introduce no denial of
service vulnerabilities of its own.

Subscri ber authentication: This is not provided as part of 6a44,
because it is assunmed to have occurred when the | Pv4 address
assi gnnent was nmde.

Routi ng-| oop attacks: A risk of routing-loop attacks has been
identified for sone encapsul ati on/ decapsul ati on nmechani sns
[draft-ietf-v6ops-tunnel-1oops-00]. It doesn't exist with 6a44
because:

* | Pv4 packets entering a 6a44 Server function are not forwarded
if they come from another instance of the 6a44 Server function
itself, i.e. if the IPv4 source is the 6a44 well-known | Pv4
address Section 4.

* The encapsul ati on header, which is based on UDP with a specific
wel | - known port, cannot be confused with that of other
encapsul ati on nechani sns (in particular those of IPin IP like
those of 6to4, 6rd and | SATAP)
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M ssing 6a44 Server function: If a 6ad4-capable host is client of
an | SP that doesn’t support 6a44, 6a44 |Pv6 Address Request
messages transmitted by the host will be forwarded to the Internet
backbone, with the 6a44 well-known | Pv4 address as destination
Since this address doesn't start with any prefix that the backbone
routes toward | SP networks, these nessages will be discarded
bef ore reaching any place where a fake 6a44 Server could have been
mal evol ently placed. There is therefore no danger that 6a44 hosts
could have their IPv6 traffic routed via 6a44 Server functions
that would not belong to their local ISP (i.e. where they could be
observed and acted upon wi thout control).

8. | ANA Consi der ati ons

For 6a44 to be used, both its IPv4 well-known address B and its well -
known port Wneed to be assigned by | ANA

This assignnent is necessary to validate the plug-an-play operation
of 6a44 with independent inplenentations. Having it as quickly as
possible (i.e. without waiting for all details of the specification
to be agreed on), would be hel pful for an early validation of the
6a44 pl ug-and-pl ay operation.
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