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Abst ract

Thi s docunment proposes a solution to avoid the use of two stateful
DS-Lite AFTR devices when both end-points are | ocated behind
different AFTR devices. For this purpose a new | Pv6 extension
header, called Tunnel Endpoint Extension Header (TEEH), is defined.
The proposed procedure encourages the use of |Pv6 between DS-Lite
AFTR nodes as a neans to avoid the unnecessary crossing of AFTR
devices. A Flow Label based solution is al so descri bed.

Requi renents Language
The key words "MJST', "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on April 11, 2011
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2

I ntroduction

Pur pose
The mai n purpose of this docunent is to investigate solutions to
avoid the solicitation of some of the (AFTR-enbedded) NAT
capabilities along the path between two hosts | ocated behind AFTR
devi ces.

The advantages of this procedure include:

0 Better one-way delay: No need to check the payload in the
originating AFTR and no need to execute ALG operations tw ce;

0 Optimsed routing path;

o Better use of avail able AFTR resources;

0 Enhance robustness: an AFTR device is withdrawn fromthe data
path. The stateful nature of DS-Lite AFTR devices will affect the
overal |l performance of the communication. This performnce nmay be
even nore affected when two AFTR devices need to be crossed to
establish the comruni cation

Ter i nol ogy

Wthin this meno, the term AFTR is used to refer to both foll ow ng
schenes:

o an AFTR function enbedded in a router, and/or

0 a standalone AFTR with limted routing capabilities (redirection
capabilities to the AFTR are being enabled in an external router).

An out bound AFTR is referred to as Source AFTR
An inbound AFTR is called a Target AFTR
In the exanple illustrated in Figure 1, if we suppose that A

initiates a communication towards B, AFTRL is the Source AFTR and
AFTR2 is the Target AFTR
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===" in the figure represents flows and not |inks. Furthernore,
AFTRs may not be part of the optimal routing path between A and B

+-+ +--m - - + +--m - - + +-+

| Al ====I Pv4-in-| Pv6==>| AFTR1| | AFTR2| ===I Pv4-i n-1 Pv6===>| B

+- + +----- + +----- + +- +
Source AFTR Target AFTR

Figure 1: Source and Target AFTR
1.3. Contribution of this Draft

Thi s docunent proposes a solution to avoid invoking NAT capabilities
when several DS-Lite AFTR devices [I-D.ietf-softw re-dual-stack-1ite]
are involved in the data path. This document encourages the use of

I Pv6 for forwarding traffic between two AFTR devi ces.

This meno focuses primarily on the AFTR devi ces depl oyed in the sane
adm nistrative donmain. AFTRs located in distinct administrative
domai ns are out of scope.

Thi s docunment does not nmake any assunption on the services that may
require the establishnment of direct comrunications between hosts

| ocat ed behi nd AFTR devices. Exanples of services would be P2P or
hosting FTP/ HTTP/ SI P server behind a DS-Lite CPE

In order to of fl oad AFTR devi ces, application-specific solutions
(e.g., [I-D.carpenter-behave-referral - object]

[1-D. boucadair-nmnusic-altc], [I|-D. boucadair-di spatch-ipv6-atypes])
may be required to be inplenented in order to prefer native |IPv6
conmuni cations rather than crossing AFTR devi ces.

The i npl enmentati on of the proposed procedure is not notivated in a
context where the percentage of traffic involving two AFTR devices is
mnor (e.g., 1%. Nevertheless, as a side effect, Tunnel Endpoint
Ext ensi on Header (TEEH) (Section 3) may be used to w thdraw an AFTR
fromthe data path, when both participants are nanaged by the same
AFTR.

When TEEH i s not supported, Two alternatives solutions are described
in Section 5 and Appendi x A

2. Overall Scenarios
This section provides an overview of targeted scenari os.

Figure 2 illustrates the communicati on between two hosts that are
| ocat ed behind an AFTR device. Two NAT operations are required to be
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performed for the establishnent of successful communication between A
and B. The stateful nature of a DS-Lite AFTR device will presumably
affect the overall performance of the comrunication. This
performance may be even nore affected when two AFTR devices need to
be crossed to establish the communication

Prior to sending datagrans to B, A has retrieved the | Pv4 public
address of B owing to DNS resolution, third party referral, etc.

+- + Fomm - + Fomm - - + +- +

| Al ====I Pv4-i n- | Pv6==>| AFTRL| ============| AFTR2| ====| Pv4-i n- | Pv6===>| B

+- + oo + oo + +- +
NAT44 NAT44

Fi gure 2: Nom nal behavi our

A first optimsation scenario is shown in Figure 3 where NAT
capabilities of the Source AFTR are not solicited. A second
optinisation scenario is shown in Figure 4 where NAT capabilities of
the Target AFTR are not solicited. The latter is not a valid
scenario since the destination is seen with a public |Pv4 address

whi ch is managed by the Target AFTR (consequently, a NAT44 state nust
be instantiated in the Target AFTR). The last configuration
illustrated in Figure 5, ains at avoiding the use of NAT capabilities
in both Source and Target AFTRs. This configuration is inpossible to
i mpl erent since the renote destination nust always be seen with an
external public |IPv4 address (and/or an I Pv6 one). Having an
external |Pv4 address neans that a AFTR has assigned an | Pv4 address
and port nunber for that host. Therefore, all the incoming | Pv4
traffic nmust cross that AFTR

+-+ oo + oo + +-+

| Al ====I Pv4-i n- | Pv6==>| AFTRL| ============| AFTR2| ====| Pv4-i n- | Pv6===>| B

+- + R + R + +- +
No_NAT44 NAT44

+- + - - - + - - - + +- +

| Al ====I Pv4-i n- | Pv6==>| AFTRL| ============| AFTR2| ====| Pv4-i n- | Pv6===>| B

+-+ Fomm - + Fomm - + +-+
NAT44 No_NAT44

Figure 4: Avoid Target NAT44
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+-+ oo + oo + +-+

| Al ====I Pv4-i n- | Pv6==>| AFTRL| ============| AFTR2| ====| Pv4-i n- | Pv6===>| B

+- + R + R + +- +
No_NAT44 No_NAT44

Figure 5: Avoid all NAT44

3.  Tunnel Endpoi nt Extension Header

TEEH i s a new | Pv6 extension header which is used to informthe
renote party about the destination |Pv6 address to be used when

i ssuing a response. Particularly, TEEH is used by the Source AFTR to
informthe Target AFTR about the | Pv6 address of a custoner’s device
attached to the Source AFTR. Therefore, the Target AFTR acts as an

i nbound AFTR for that custoner’s device.

The format of the Tunnel Endpoint header is shown in Figure 6

B T T i I T T o S S S e b S S S
| Next Header | Hdr Ext Len | |
B R e st sl T SRR I T S e S S +

| Pv6 Tunnel Endpoi nt
B T i S S i S T h T i S S S S e

[NOTE: the format of TEEH may change in the next version of the
docunent to include other information such as the scope for instance]

Fi gure 6: Tunnel Endpoi nt Extension Header
The description of the fields is as foll ows:

0 Next Header (8-bit): Identifies the type of header imediately
foll owi ng the TEEH header.

0 Hdr Ext Len (8-bit, unsigned integer): Length of the Tunne
Endpoi nt header in 8-octet units, not including the first 8
octets.

0 | Pv6 Tunnel Endpoint: Encloses an |Pv6 address that should be used
as source of the encapsulated I Pv4-in-1Pv6 response. This field
nmust be padded to ensure that the TEEH length is a nultiple of 8
octets.
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When TEEH is included in a received | Pv4-in-1Pv6 datagram the answer
SHOULD be sent to the | Pv6 address conveyed in the TEEH

When TEEH is inserted by a AFTR in an |IPv4-in-1Pv6 datagramsent to a
customer’s device, the IPv6 address included in the TEEH SHOULD be
used as destination |IPv6 address of subsequent |Pv4-in-|1Pv6 messages.

4. AFTR Bypass Procedure
4.1. Overview

Each CPE (which enbeds a B4 function) is notified of the |IPv6
reachability information of (one of) the available DS-Lite AFTRs
(e.g., using [I-D.ietf-softwire-ds-lite-tunnel-option]). In
addition, the CPE nust support at |east one encapsul ation schene to
convey privately-addressed IPv4 traffic into | Pv6 datagrans. The CPE
behaves as defined in [I-D.ietf-softw re-dual-stack-lite].

A dedicated 1 Pv6 prefix (pref6_aftr) is used to convey the traffic
bet ween AFTR nodes.

The follow ng configuration tasks should be undertaken:

o0 Each AFTR is provided with an | Pv4 address pool (IPv4@ for its
NAT operati ons;

0 An IPv4-Converted IPv6 prefix [I-D.ietf-behave-address-format] is
al so assigned to each AFTR  This | Pv6 prefix enbeds the | Pv4 net:
pref6_aftr+l Pv4@

o This IPve prefix is injected in a routing protocol (IGP/ MP-BGP/
i -BGP, or softwire full mesh is used between AFTRs). This route
announcenent is assuned to be performed by the AFTR itsel f or by
the router which is responsible for redirecting the traffic to a
AFTR.  Wien pref6_aftr+l Pvd@is found on routing table, it is used
as a "hint" to detect that the I Pv4 address is provisioned on a
AFTR devi ce.

An operational node to bypass an AFTR is described in Section 4.2.
4.2. Operational Mde

| Pv4-in-1Pv6 encapsul ated datagranms issued by a CPE are received by

an AFTR device (Step 1). This AFTR de-capsul ates the datagram and

retrieves the destination |IPv4 address. Then, it proceeds to a route

| ookup to check whether a route towards "pref6_aftr+destination
IPv4@ is installed. |If not, it proceeds with traditional NAT
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operations. Oherwise (i.e., aroute is found. This neans that the
destination is | ocated behind an AFTR), no NAT44 state is
instantiated by the Source AFTR. The datagramis then encapsul at ed
in |Pv6 datagramwith an | Pv6 destination address equal to
"pref6_aftr+destination IPv4 @:x" (refer to
[I-D.ietf-behave-address-format] for nore information on howto build
| Pv4- Converted | Pv6 addresses).

As for the source |Pv6 address of the encapsul ated datagram two
schenes may be envi saged:

(1) Maintain the sane source | Pv6 address as per the datagram
received fromthe custoner’s device. The deploynent of this
alternative requires the activation of security association to
secure the exchange between the Source and Target AFTR A trust
rel ati onshi p nmust be confi gured.

(2) A new extension header (called TEEH for Tunnel Endpoi nt

Ext ensi on Header, defined in Figure 6) is inserted to indicate
where to send the response back. The value of the extension
header is an |IPv6 address of the source CPE (as stored in the
Sour ce AFTR).

The datagramis forwarded to the next hop until being delivered to a
Target AFTR (Step 2).

- If a NAT entry is instantiated on that AFTR, the datagramis
processed. Additionally, the source |Pv6 address of the received
datagram or the content of the TEEH is stored by the AFTR  This
information will be used to send back the response.

In addition to re-witing destination | Pv4 address+port (i.e.
DNAPT for Destination NAPT), the |IPv4 source address and the port
nunber are also nodified (referred to as SNAPT for Source NAPT).
The translation of the source |IPv4 address is required to avoid
overl apping private | Pv4 addressing in the destination home realm
A public I Pv4 address belonging to the Target AFTR pool is used to
enforce SNAPT. This SNAPT operation does not alter the number of
sessions that may be maintained by a given AFTR

The resulting I Pv4 datagramis then encapsulated in | Pv6 and
forwarded to its final destination (i.e., Bin Figure 7) (Step 3).

An AFTR nust be configured to accept TEEH only when it is issued

by other AFTR devices. A filtering rule based on the source |Pv6
address MAY be confi gured.

Boucadair, et al. Expires April 11, 2011 [ Page 9]



Internet-Draft AFTR Bypass Procedure Cct ober 2010

- Oherwise, the datagramis rejected/ dropped/silently discarded.

Figure 7 illustrates the occurred fl ow exchanges.
Fomm e mmeiaeaaaas + Fomm e mmeiaeaaaas + - +
| Src=@Pv6_CPE A | | Src=@Pv6_aftr_s | | Src=@Pv6_dslite2 |
| Dst =@ Pv6_dslitel] | Dst=@ Pv6_1. 2. 3. 4| | Dst=@Pv6_CPE B |
| | | TEEH=@ Pv6_CPE_A | | |
| +------------- + | | +------------- + | | +--------emae- - + |
| |Src=10.1.1.1 | | | |Src=10.1.1.1 | | | | Src=1.2.3.95 | |
| |Dst=1.2.3.4 | | | |Dst=1.2.3.4 | | | | Dst=192.168. 1. 1|
I R + | I R + | [ R + |
meemm e e + meemm e e + T +
+-+ l/ +--m - - + l/ +--m - - + l/ +-+
| Al ====I Pv4-i n- | Pv6==>| AFTRL| ====I Pv4-i nl Pv6==>| AFTR2| ====| Pv4-i n-| Pv6===>| B
+- + (1) +om - - + (2) +om - - + (3) +- +
N N
I I
B T + B +
| No NAT state | | NAT state |
T T + | DNAPT: 10.1.1.1/pa:1.2.3.95/ pb
| SNAPT: 192.186. 1.1/ pc: 1. 2. 3. 4/ pd|
Y +

pa, pb, pc and pd are port numbers. Only an excerpt of the NAT table
is shown, | Pv6 addresses are al so naintained in the NAT table.

Figure 7: Qutbound traffic

As for the response, B encapsulates IPv4 traffic in | Pv6 datagrans
that are forwarded to the AFTR as illustrated in Figure 8 and

Figure 9 (Step 4). The AFTR then proceeds to NAT operations (both
DNAPT and SNAPT). The resulting IPv4 traffic is then encapsulated in
| Pv6 and corresponding | Pv6 datagrans are then forwarded to the | Pv6
address of the renpte destination as naintained in the NAT tables
(Step 5). TEEH may be inserted to indicate the destination |IPv6
address to be used for the subsequent nessages (see Figure 8).

Fi gure 9 shows the exchanged flows when TEEH i s not used.
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Src=@Pv6_aftr2_s|
Dst =@ Pv6_CPE_A |
TEEH=@ Pv6_aftr2_s|

w

rc=@ Pv6_CPE B
Dst =@ Pv6_dslite2

| +
| Src=1.2.3.4 | | | Src=192. 168. 1. 1|
| Dst=10.1.1.1 | | | Dst=1. 2. 3. 95 [
B TS + | B +
e + e +
I I
+-+ v R + v +-+
| Al < | Pv4-inl Pv6 | AFTR2| <===I Pv4-i n- | Pv6====| B|
+- + (5) +o---- + (4) +-+
Figure 8: Incomng traffic with Option Header
oo + e +
| Src=@Pv6_aftr2_s| | Src=@Pv6_CPE B |
| Dst=@ Pv6_CPE_A | | Dst=@Pv6_dslite2 |
| | | |
I + | [ + |
| |Src=1.2.3.4 | | | | Src=192.168.1.1] |
| |Dst=10.21.21.1 | | | | Dst=1.2.3.95 | ]
I R + | [ R + |
o + B +
| |
+- + Y R + \ +- +
| Al < | Pv4-inl Pv6 | AFTR2| <===I Pv4-i n- | Pv6====| B|
+- + (5) Fomm - - + (4) +- +
Figure 9: Incoming traffic without Option Header

For the remai ni ng exchanges, either A uses the |Pv6 address of AFTR2
to send subsequent nessages owing to the presence of TEEH option (see
Figure 8. The experienced behaviour is illustrated in Figure 10) or
it uses the default behavior and it sends all IPv4 traffic to its
attached AFTR1 (as illustrated in Figure 7).

A CPE nust be configured to accept incomng IPv4-in-1Pv6 traffic with
a source address belonging to an I Pv6 prefix used to address AFTR
devi ces.
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e + oo
| Src=@Pv6_CPE_A | | Src=@Pv6_dslite2
| Dst =@ Pv6_dsl i te2| | Dst=@Pv6_CPE B
{ Foe e e o + { { oo e +
| |Src=10.1.1.1 | | | | Src=1.2.3.95 |
| |Dst=1.2.3.4 | | | | Dst=192.168. 1. 1|
| B TS + | | B +
e e e e e oo - + B

I I

+-+ v e + v

| Al | Pv4-inl Pv6 >| AFTR2| ====I Pv4-i n- | Pv6===

-t (6) oo (7)

Bou

Fi gure 10: Wt hdraw Source CGN

As a result, NAT operations are enforced in one AFTR instead of two
nodes. One AFTR is withdrawn fromthe path.

FI ow Label Based Alternative

This alternative ains at avoi ding two NAT operations w thout

wi t hdrawi ng an AFTR fromthe path and w t hout adding a new | Pv6
ext ensi on header.

Qut bound fl ow exchanges are illustrated in Figure 11. |nbound fl ow
exchanges are shown in Figure 12.

I Pv6 is used to convey traffic between AFTR nodes. |Pv4-Converted

| Pv6 addresses are used to detect whether the destination is also
managed by an AFTR.  No NAT state is then instantiated in the Source
AFTR.  Two AFTRs are naintained in the path but only one AFTR

mai ntai ns a NAT state.

AFTR assi gns a sequence number (or index) for every softwire between
the AFTR and CPE. Sequence nunbers nust be generated by an AFTR to
uniquely identify a given softwre.

The source AFTR sends the sequence nunber filled in flow |l abel field
of the IPv6 header to the target AFTR for indicting where to send the
response back.

cadair, et al. Expires April 11, 2011 [ Page 12]
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w

rc=@Pv6_dslite2
Dst =@ Pv6_CPE_B

+-+
| Al
+-+

Boucadai r,

+ +
| Src=10.1.1.1 |
I I
+ +

| +
| |Src=10.1.1.1 |
| | Dst=1.2.3.4 |
| +

+-+

====| Pv4- i n- | Pv6==>| AFTRL| ====| Pv4- i nl Pv6==>| AFTR2| ====I Pv4- i n- | Pv6===>| B|

(1) oot (2) oot (3)

| NAT state |
| DNAPT: 10.1.1.1/pa:1.2.3.95/pb |
| SNAPT: 192.186. 1. 1/ pc: 1. 2. 3. 4/ pd|
| Fl ow | abel : a |

Figure 11: CQutbound traffic

These steps are foll owed:

(0]

Step 1. A encapsulates its |IPv4 datagramin |IPv6 one and forwards
the encapsul ated I Pv4-in-1Pv6 datagramto its out bound AFTR

Step 2: Once that datagramis received by AFTRL, it de- capsul ates
it and retrieves the I Pv4 datagram Moreover, the destination

| Pv4 address is returned. AFTRl proceeds to a routing |ook up to
check whether a route to pref6_aftr+destination I Pv4@i s
installed. |If the answer is positive (i.e., the destination is
managed by an AFTR), AFTRL does not proceed to any NAT44
operation. The IPv4 datagramis then encapsulated in an |IPv6 one
and forwarded to AFTR2 (destination |IPv6 address of the

encapsul ated datagramis pref6_aftr+l Pv4d@. The sequence nunber a
of softwire between AFTRL and Ais filled in the Flow Label field
of the I Pv6 packet.

Step 3: AFTR2 receives that datagram It de-capsul ates the
recei ved datagram and retrieves the enclosed | Pv4 one. AFTR2
checks if a NAT state is already instantiated towards the
destination |IPv4 address/port nunber. |f the answer is positive,
then it proceeds to DNAPT and SNAPT. AFTR2 keeps the sequence
number a in the NAT table. The resulting datagramis then

et al. Expires April 11, 2011 [ Page 13]
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forwarded to the | Pv6 address of B (stored in AFTR2).
0 Step 4: Breplies as per DS-Lite specification. o

0 Step 5: AFTR2 de-capsul ates the received datagram and proceeds to
DNAPT and SNAPT. The resulting |IPv4 datagramis then encapsul at ed
in an | Pv6 one and the sequence nunber a is filled in the Flow
Label field. The IPv6 packet is forwarded to AFTRL. o

0 Step 6: AFTRL finds the softwi re accordi ng sequence nunber a
carried in the Flow Label field, then it forwards the packet to A

meemm e e + meemm e e + T
| Src=@Pv6_CPE_A | | Src=@Pv6_aftr2_s| | Src=@Pv6_CPE B
| Dst =@ Pv6_dsl itel]| | Dst =@ Pv6_aftrl_s| | Dst=@Pv6_dslite2
[ [ | Fl ow Lab= a [ [
R + | R + | [ e +
| |Src=1.2.3.4 | | | |Src=1.2.3.4 | | | | Src=192.168.1.1
| |Dst=10.21.21.1 | | | |Dst=10.21.21.1 | | | | Dst=1.2.3.95
| B TS + | | B TS + | | B +
e e e e e oo - + e e e e e oo - + B
I I I
+- + v +eenns + v +eenns + v
| Al <===I Pv4-in-| Pv6==| AFTRl| <===I Pv4-i nl Pv6====| AFTR2| <===I| Pv4-i n-| Pv6====
-t (6) oo (5) oo (4)
N N
I I
S + o e e m e e e e e e e e e e — e oo +
| No NAT state | | NAT state |
T + | DNAPT: 10.1.1.1/pa:1.2.3.95/pb

| SNAPT: 192.186.1.1/pc: 1. 2. 3.4/ pd|
| Fl ow | abel : a |

Figure 12: Inbound traffic

6. | ANA Consi der ati ons

TBC.

7. Security Considerations
B4 el ement MJST be configured to accept incom ng |Pv4-in-IPv6

dat agrans not issued by its outbound AFTR. Al deployed AFTRs SHOULD
share a security association to secure the use of the TEEH opti on.
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Appendi x A.  Alternative Sol ution

This alternative ains at avoi ding two NAT operations w thout
wi t hdrawi ng a AFTR from the path.

Qut bound fl ow exchanges are illustrated in Figure 13. |nbound flow
exchanges are shown in Figure 14.

I Pv6 is used to convey traffic between AFTR nodes. | Pv4-Converted

| Pv6 addresses are used to detect whether the destination is also
managed by an AFTR.  No NAT state is then instantiated in the Source
AFTR.  Two AFTR are nmintained in the path but only one AFTR

mai ntai ns a NAT state.

o + o + B +
| Src=@Pv6_CPE_A | | Src=@Pv6_aftrl_sj | Src=@Pv6_dslite2 |
| Dst =@ Pv6_dslitel] | Dst=@ Pv6_1. 2. 3. 4| | Dst=@Pv6_CPE_B [
A I I |
| |Src=10.1.1.1 | | | |Src=10.1.1.1 | | | | Src=1.2.3.95 | |
| |Dst=1.2.3.4 | | | |Dst=1.2.3.4 | | | | Dst=192.168.1.1| |
| +------------- + | | +------------- + | | +--------emae- - + |
S + S + S +
I I I
+-+ v +----- + v +----- + v +-+
| Al ====I Pv4-i n-| Pv6==>| AFTR1| ====I Pv4-i nl Pv6==>| AFTR2| ====I Pv4-i n-| Pv6===>| B|
+-+ (1) +----- + (2) +----- + (3) +-+
AN AN
I I
R + e e e eieiieeeeiaaaeeaaaaas +
| No NAT state | | NAT state |
T + | DNAPT: 10.1.1.1/pa:1.2.3.95/pb |
| SNAPT: 192.186. 1.1/ pc: 1. 2. 3. 4/ pd|
oo s e e e e e e e e e oo - +

Fi gure 13: CQutbound traffic
The follow ng steps are foll owed

0 Step 1: A encapsulates it |Pv4 datagramin |IPv6 one and forwards
the encapsul ated | Pv4-in-1Pv6 datagramto its outbound AFTR  The
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| Pv6 address/ FQDN of its outbound AFTR i s provisioned usi ng DHCP
for instance.

0 Step 2: Once that datagramis received by the AFTRL, its de-
capsulates it and retrieves the | Pv4 datagram Mdreover, the
destination | Pv4 address is returned. AFTRL proceeds to a routing
| ook up to check whether a route to pref6_aftr+destination | Pv4@
is installed. |If the answer is positive (i.e., the destination is
managed by an AFTR), AFTR1 does not proceeds to any NAT44
operation. The IPv4 datagramis then encapsulated in an | Pv6 ones
and forwarded to AFTR2 (destination |IPv6 address of the
encapsul ated datagramis pref6_aftr+l Pvd@. The source |Pv6
address used by AFTR1 nust identify unambi guously A

0 Step 3: AFTR2 receives that datagranms. |t de-capsul ates the
recei ved datagram and retrieves the encl osed | Pv4 one. AFTR2
checks if a NAT state is already instantiated towards the
destination | Pv4d address/port nunber. |f the answer is positive,
then it proceeds to DNAPT and SNAPT. The resulting datagramis
then forwards to the I Pv6 address of B (stored in AFTR2).

0 Step 4: Breplies as per DS-Lite specifications.

0 Step 5: AFTR2 de-capsul ates the received datagrans and proceeds to
DNAPT and SNAPT. The resulting |IPv4 datagramis then encapsul at ed
in an | Pv6 one and forwarded to AFTRL.

0 Step 6: AFTRL checks its swapping states and forwards the packet
to A
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oo + oo + o e e oo +
| Src=@Pv6_CPE_A | | Src=@Pv6_aftr2_s| | Src=@Pv6_CPE B |
| Dst =@ Pv6_dsl itel]| | Dst =@ Pv6_aftrl_s| | Dst=@Pv6_dslite2 |
I I I I I I
R + | R + | [ e + |
| |Src=1.2.3.4 | | | |Src=1.2.3.4 | | | | Src=192.168.1.1] |
| |Dst=10.21.21.1 | | | |Dst=10.21.2.1 | | | | Dst=1.2.3.95 | |
| B TS + | | B TS + | | B + |
e e e e e oo - + e e e e e oo - + B +
I I I
+-+ v Fommm - + v Fommm - + v +-+
| Al <===I Pv4-in- 1| Pv6==| AFTRL| <===I Pv4-i nl Pv6====| AFTR2| <===I Pv4-i n-| Pv6====| B|
+- + (6) [ + (5) [ + (4) +- +
N N
I I
S + o e e m e e e e e e e e e e — e oo +
| No NAT state | | NAT state |
T + | DNAPT: 10.1.1.1/pa:1.2.3.95/pb |
| SNAPT: 192.186. 1.1/ pc: 1. 2. 3.4/ pd|
Fom e m e e e e e e e e e e e e am o +
Fi gure 14: Inbound traffic
Aut hors’ Addresses

Mohanmed Boucadai r
France Tel ecom

Rennes 35000
France
Emai | : nmohamed. boucadai r @r ange-ft group. com

Christian Jacquenet
France Tel ecom

Rennes 35000
France
Enmai | : christian.jacquenet @range-ftgroup.com
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Emai | : song.jun@te.comcn
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