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Abstract

I Pv4 and | Pv6 are expected to coexist for a long period. Currently,
there are many | Pv4/1Pv6 transition/coexistence techniques, roughly
divided into the categories of tunneling and translation. Tunneling
and transl ati on have respective application scopes, and transl ation
has sonme technical limtations, including scalability issue,
application layer translation, operation conplexity, etc. To inprove
the availability of translation, this draft proposes the nethod of

sel ecting appropriate translation spot to execute translation. Wen
the translation spot is not on | Pv4-1Pv6 border, tunnel is used to
achi eve the traversing between translation spot and | P border. This

met hod applies well in nesh scenario where both I Pv4 and |1 Pv6 client
networ k exists, and BGP can be extended to achieve a translation spot
si gnal i ng.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 28, 2011
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1.

I nt roducti on

Recently nore and nore | Pv6 networks have been depl oyed, especially
| Pv6 backbone networks. However the existing | Pv4 networks stil
carry the magjor network traffic and hold the major network services
and applications. It has been w dely believed that | Pv4d and | Pv6
networks will coexist for a long term This |leads to the demand for
| Pv4-1 Pv6 coexi stence technol ogy.

Till nowthere are two types of |Pv4-1Pv6 coexistence techni ques:
tunneling and translation. Tunneling can achi eve | Pv4-over-|Pv6/

| Pv6-over-1Pv4 traversing, by neans of encapsul ation and
decapsul ati on. Exanpl es of tunneling nethods include IP-in-1P tunne
[ RFC2893] [ RFC4213], GRE tunnel [RFC1702], 6to4 tunnel [RFC3056],
6over4 tunnel [RFC2529], softw re mesh techni que [ RFC5565], etc.
Tunneling is transparent and |ight-weighted. It can be inpl enented
fully by hardware

On the other hand, translation is used to achieve | Pv4-1Pv6 inter-
communi cati on, by nmeans of converting the semantic between |Pv4 and

| Pv6. Exanples of translation nethods include SIIT [ RFC2765], NAT-PT
[ RFC2766], BIS [ RFC2767], BI A [RFC3338], IVI [I-D.xli-behave-ivi],
NAT64 [I-D.ietf-behave-v6v4-xlate-stateful] and so on. Translation
can achi eve | Pv4-1Pv6 interworking which tunneling cannot do, but it
has several technical limtations:

0 Scalability. In stateful translation, the dynam c mappi ng of
(address, port) tuple should be nmintained on the translation
device. The total nunber of mapping entries is up to the order of
flow nunber. As to stateless translation, it has to consume |Pv4
addresses to satisfy IPv6 hosts. This is also not scal abl e since
| Pv6 address space is nmuch larger than |IPv4 address.

o0 Application layer translation. Since translation will nodify the
address of an | P packet, or we say an end host, an application
protocol that contains |IP addresses in its payload won’t work if
we don’t convert the addresses. However, due to the variety of
applications protocols, it’'s unrealistic for the translation
device to support all of them

0 Operation complexity. To acconplish correct translation, the
foll owi ng operations are required: address or (address, port)
tupl e conversion, IP and ICW fields translation, TCP/UDP checksum
re-conputing, application |ayer detection and translation,
fragment ati on when necessary. |It’s rather conplex for a per-
packet process and probably unacceptabl e when the volune is high
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0 Lack of efficient NAT46 translation nmechanism No efficient |Pv4
to I Pv6 comuni cation nmechani sm has been proposed since NAT-PT. A
fundamental difficulty here is that I Pv6 address space is nuch
| arger than IPv4 so the translation nechani smhas to nmake DNS or
ot her addressing nethod stateful. Cbviously this is not scal able.

Though facing all these issues, translation is irreplaceable inits
application scope, so it’s necessary to find a way to inprove its
availability. To solve this problem this draft proposes the method
of finding the appropriate translation spot to execute translation
The net hod adopts tunnel when necessary, to achieve traversing

bet ween translation spot and | P border. As an attenpt, this draft
applies the nmethod in | Pv4/|Pv6-coexi st nesh scenario, and extends
BGP to achieve translation spot signaling in the scenario.
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2

Transl ati on Spot Sel ection

The issues of translation listed in section 1 are inherent

di sadvantages due to the principle of translation. Hence it’'s
difficult to solve these problens by inproving the nechani sm

However, by choosing the appropriate location to performtranslation
t hese problenms can be solved or lightened, and translation can be
nmore available. This draft calls the location to performtranslation
as "transl ation spot™.

The basic idea of translation spot selection is to choose the place
where the scalability and conplexity is not a concern, i.e., the

pl ace where the translator is capable for its own translation
traffic. Following this thought, a straightforward principle is to
push transl ati on down to edge networks. Since the vol ume of
translation traffic in edge networks is relatively low, it’'s possible
to achieve a real-tinme per-flow nappi ng and per-packet nodification
there. On the contrary, traffic in backbone is aggregated and hence
nmuch higher in volune. So routers in backbone would rather only
support routing and forwarding than take charge of high-speed
transl ati on. However, when the total translation volunme is low, it’'s
easier to performa unified translation in backbone than to
distribute the job to nany edge networks.

To achieve flexible translation spot selection, there's still a
difficulty in packet forwarding: in a given topol ogy, the |IPv4-1Pv6
border spot is fixed; If the translation spot isn’'t identical to the
| P border spot, the packets can't be forwarded between the two spot
due to IP diversity. See the exanple in Figure 1. The IP border is
on spot 2 between | PvY backbone and I PvX Internet while the

transl ati on spot can be spot 1 or spot 2. |If spot 1 is chosen, then
packets from |l PvY edge network are translated into | PvX on spot 1;
they have to traverse to I PvY backbone to reach IPvX Internet. , and

packets from I PvX Internet have to traverse the | PvY backbone to
reach spot 1 for translation. Simlar thing happens when spot 2 is
chosen in Figure 2.

translati on ========== transl ation
spot 1 t unnel spot 2
Fomm e - + Fomm e - + Fomm e - +
| I PvY Edge|] +----- + |1PvY | +----- + | 1PvX [
| Network |--|xlate|--|Backbone |[--|xlate|--]|Internet |
| | |
Fomm e oo - + Fomm e oo - + Fomm e oo - +
| P border

Figure 1 Translation Spot selection
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transl ati on ========== transl ati on
spot 1 t unnel spot 2
Fomm e o + Fomm e o + Fomm e o +
| I PvY Edge| +----- + | 1PvX | +----- + | 1PvX |
| Network |--|xlate|--|Backbone |[--|xlate|--]|Internet |
| | | |
T + T + T +
| P border

Figure 2 Transl ation Spot selection

This is actually a traversing problemand the typical solution is
tunneling. By building a tunnel to connect |P border and the
transl ati on spot, the forwarding path can be achieved. 1In the
exanple of Figure 1, an |IPvX-over-I1PvY tunnel between spot 1 and spot
2 can be used to forward transl ated-to-1PvX packets fromspot 1 to
spot 2, and to-be-translated | PvX packets fromspot 2 to spot 1. In
Figure 2, an | PvY-over-IPvx tunnel between spot 1 and spot 2 can be
used to forward to-be-translated | PvY packets fromspot 1 to spot 2
and transl ated-to-1PvY packet fromspot 2 to spot 1. Although the
flexible translation spot selection may require an extra tunnel, its
cost is much lower than translation, and hence acceptable.
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Transl ati on Spot Selection in |Pv4/]lPv6-coexist Mesh

.1. Scenario description

Transl ati on spot selection can be used in nany scenarios. As a
demonstration this draft applies it to the nesh scenari o described in
Figure 3. In this scenario, an |IPvX-only backbone is connected to
both I PvX networks and | PvY networks. The backbone may al so have
entrance to IPvX and I PvY Internet. Besides native traffic and |IPvY-
over-1PvX softwire traffic described in [ RFC4925], there’'re al so
traffics between | PvX and | PvY networks, between | PvX network and

| PvY Internet, and between IPvY network and I PvX Internet. All these
three types of traffics require translation, which should be

performed on AFBRs (Address Family Border Router) or BRs (Border
Router) on the border of the backbone.
Femme e a - R +
| TPvY | | IPvX
| I nternet| | I nternet|
I I I
Hom e e oo - + Hom e e oo - +
I I
I I
Fomm - + - +
| AFBR | | BR |
+--| Xlator |---| Xlator |--+
[ Hom e e oo - + Hom e e oo - +
S NIy + | | S NIy +
| IPVY | +-------- + e + | IPvY
| Adient | | AFBR | | AFBR | | dient
| Network|--| Xl ator | I PvX | Xlator |--| NetworKk]|
[ SR +  H-------- + only [ SR +  H-------- +
{ Fommeea - +  eeeee--- + {
+- - BR |---] BR |--+
| Xlator | | Xlator |
Fomm e - - + Fomm e - - +
I I
I I
Fomme e a - +  eeeee--- +
| TPvX | | IPvX
| dient | | dient |
| NetworKk]| | NetworKk]|
Fom e e e - - + Fom e e e - - +

Figure 3 Translation Spot Selection in |IPv4/|Pv6-coexist Mesh
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3.2. Transl ation between | PvX and | PvY networks

The conmuni cati on between an | PvX network and an | PvY network foll ows
the path "I PvX network - BR - | PvX backbone - AFBR - | PvY network".
The translation can be perforned either on the BR between | PvX

net work and backbone, or on the AFBR between | PvX backbone and | PvY
net wor k.

If the BRis chosen to be translation spot, a tunnel should be
establ i shed for packet forwarding between the BR and the AFBR
Naturally it could be a softwire tunnel since it’'s a nmesh scenario.
Besi des, to performcorrect translation, BR needs the translation
context delivered fromthe AFBR  This will be discussed in the next
section.

3.3. Transl ation between | PvX network and | PvY Internet

The conmuni cati on between an | PvX network and | PvY Internet foll ows
the path "I PvX network - BR - | PvX backbone - AFBR - |PvY Internet"
The transl ati on spot can be either the BR between | PvX network and
backbone, or the AFBR between | PvX backbone and IPvY Internet. BR
can be chosen to avoid scalability and operation conplexity issues,
and AFBR can be chosen for unified translation purpose.

If the BRis chosen to be translation spot, a softwire tunnel should
be established between the BR and the AFBR. Al so BR needs the
transl ation context delivered fromthe AFBR

3.4. Transl ation between | PvY network and | PvX | nternet

The conmuni cati on between an | PvY network and I PvX Internet follows
the path "I PvY network - AFBR - | PvX backbone - BR - I PvX Internet"”.
The transl ati on spot can be either the AFBR between | PvY network and
| PvX backbone, or the BR between |PvX backbone and | PvX I nternet.
Usually the AFBR is preferred in this case, since it’'s the | P border
and traffic is not so aggregated as in BR  However, BR can be chosen
for unified translation purpose.

If the BRis chosen to be translation spot, a softwire tunnel should
be established between the BR and the AFBR Al so BR needs the
transl ati on context delivered fromthe AFBR

In all three types of translation-involved communi cation, translation
spot selection is feasible. Yet an auto negotiation nethod is
required to make the translation spot selection and translation
context advertisenent process nore practical in the nmesh scenario.
This will be discussed in the next section
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4. Translation Spot Signaling

In the | Pv4/ 1l Pv6-coexist nmesh, the total nunber of client networks,
and hence the total nunber of AFBRs and BRs could be quite high, so
an auto negotiation nmethod is required to select the translation spot
for all translation-involved comunications, rather than manual
configuration on every AFBR and BR. This negotiation nethod is
called translation spot signaling.

4.1. Signaling content

It’'s clear that translation should be perforned on an appropriate
translator, or as in this scenario, an AFBR or BR device. Here the
concept of Translation Preference (TP) is defined to represent the
appropri ateness of a device to performtransliation. TP is a
quantified value set by the admi nistrator of the correspondi ng AFBR
or BR device. By exchanging and conparing TP val ues, two translators
can deci ded which one to be the translation spot.

The TP val ue shoul d be decided by the adnministrator. The genera
criterion here is, the translator whose performance is better, whose
traffic volume is |lower, and the size of network behind which is
smal ler (thus the translation traffic is | ess aggregated), is
preferred to do translation and shoul d have a high value. TP can

al so be configured based on adninistrator’s policy, such as unified
transl ation.

TPs for stateless and stateful translation are separated because they
have different foundations (stateless translation requires |IPv6 host
to possess | Pv4 address). 1In a nixed scenario, sone translators
can’t performstateless translation |like others because | Pv6 hosts in
its network don’'t own | Pv4 addresses.

Besi des TP, translation context should al so be advertised through
signaling. The translation context is the necessary know edge to
performa translation. For stateless translation it’s the mapping
prefix, and for stateful translation it’'s the address pool used for
address mapping. For exanple, in the type of "IPv6 network - BR -

| Pv6 Backbone - AFBR - IPv4 Internet” communication, if stateless
translation is adopted, then AFBR should tell BR the prefix for |Pv4-
| Pv6 address nappi ng when BR perforns the translation; if statefu
translation is adopted, then AFBR should tell BR the |Pv4 addresses
BR can use for address mappi ng when BR perforns the translation

4. 2. Ext ensi ons in MP-BGP

MP-BGP is adopted to carry the transl ation spot signaling process
since it fits the mesh scenario and is already used in softwire
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mesh[ RFC5565] .

We define a new a new BGP Attribute, "Translation Information
Attribute" to carry the TP and translation context information. |It’'s
an optional transitive attribute, and the attribute type code is TBD
by ANA. The value field of this attribute is conposed of a set of
Type- Lengt h-Val ue (TLV) encodings. The TLV is structured as foll ows.
The Length field stands for the total nunber of octets in the Val ue
field.

0 1 2 3
01234567890123456789012345678901
T S i i S S i i S S
| Type (2 Cctets) | Length (2 Cctets) |
Bl it I R S e T e R i ol ik thT DI TR TR i SR SR T S e T i i 5
I I

| Val ue |

I I
T T i i S T iy S S S S S
We define 4 TLVs here: Stateless TP TLV, Stateful TP TLV, |Pv6_Prefix

TLV and | Pv4_pool TLV. Mre TLVs may be defined in the future when
necessary.

0 Stateless TP TLV has the type field assigned to 1 and length field
assigned to 2. The value fieldis filled with the 16bit TP val ue
for stateless translation. Hi gh the TP val ue nmeans hi gh
preference to performtranslation.

o Stateful TP TLV has the type field 2 and length field 2. The
value field is filled with the 16bit TP val ue for stateful
translation. High the TP value neans high preference to perform
transl ati on.

o0 |IPve Prefix TLV has the type field assigned to 3. The length
field is variable. The value field is filled with the IPv6 prefix
for address mapping in stateless translation, encoding in NLR
f ormat [ RFC4760] .

0 |Pv4_pool TLV has the type field assigned to 4. The length field
is variable. The value fieldis filled with the IPv4 pool for
address mapping in stateful translation, encoding in NLRI format.

The AFBRs and BRs in the mesh should run MP-BGP process and peer with
each other. Wen a new BGP session is established, AFBR and BR send
a update containing the Translation Information Attribute to each
other, which contains the Stateless TP TLV or Stateful TP TLV. Each
router independently decides translation spot based on received TP
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value. When the selected translation spot isn't the AFBR then the
AFBR shoul d send another update with the Translation |Information
Attribute containing the I1Pv6_Prefix TLV or the |1 Pv4_pool TLV to the
BR. The tunnel -related routing should be triggered too, if there's
any.

Cui, et al. Expires April 28, 2011 [ Page 12]



Internet-Draft Transl ati on Spot Negoti ation Cct ober 2010

5.  Further discussion
5.1. Achievenent of translation spot selection

To be precise, through translation spot selection, we can solve the
scalability problemof stateful translation and the operation
complexity problemfor both stateless and stateful translation. Al so
we nake it nore possible to performapplication |ayer translation and
adopt NAT46 nechani snms (NAT-PT) by pushing the translation spot down
to the edge

5.2. Cooperate with softwire

In the mesh scenario, softw re[ RFC5565] is usually adopted as the
tunnel mechanism If it’s used to support forwarding between the BR
and the AFBR, then after translation spot signaling, BR and AFBR
shoul d trigger the softwire routing process, in which AFBR shoul d
advertise the actual |Pv4 prefixes, while BR should advertise to AFBR
ei ther the address pool assigned fromthe AFBR (stateful case), or
the 1 Pv4 address prefix containing the | Pv4 address possessed by the

| Pv6 hosts (statel ess case).

5.3. Using NAT64 or |Vl as translation nechani sm

NAT64[ | -D. i etf-behave-v6v4-xl ate-stateful] is a typical statefu
translation mechanism It can be used in the |IPv4/1Pv6-coexist nesh
for translation-involved conmuni cati ons across the backbone. |f AFBR
is chosen to be the translation spot, then the traffic will follow a
tradi tional NAT64 process; else BRis chosen to be the translation
spot, then AFBR should divided its public |Pv4 address pool and

assi gned one block to the BR through translation spot signaling. BR
will performthe NAT64 translation using the assigned | Pv4 address
block. 1In softwire routing, BR should advertise this block to AFBR

IVI[I-D. xli-behave-ivi] is a typical stateless translation nmechani sm
It can be used in the | Pv4/IlPv6-coexist nesh for translation-invol ved
conmuni cati ons across the backbone. If AFBR is chosen to be the
transl ation spot, then the traffic will follow a traditional 1Vl
process; else BRis chosen to be the translation spot, then AFBR
should informBR the IVI prefix, then BR can | earn the address
mappi ng role and the I Pv4 prefix possessed by its network. In
softwire routing, BR should advertise this IPv4 prefix to AFBR
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6. | ANA considerations
I ANA is requested to assign a value fromthe "BGP Path Attri butes”

Regi stry, to be called "Translation Information Attribute", with this
docunment as the reference.
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