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Abst r act

The | ETF has standardi zed RBridges, devices that inplenment the TRILL
protocol, a solution for transparent shortest-path frame routing in
mul ti-hop networks with arbitrary topol ogies, using a link-state
routing protocol technol ogy and encapsul ation with a hop-count. As
RBri dges are deployed in real-world situations, operators will need
tool s for debugging problens that arise. This docunent specifies a
set of RBridge features for operations, administration, and

mai nt enance purposes in RBridge campuses. The features specified in
this docunment include tools for traceroute, ping, and error
reporting.
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1. Introduction

The | ETF has standardi zed RBri dges, devices that inplement the TRILL
protocol, a solution for transparent shortest-path frane routing in
mul ti-hop networks with arbitrary topologies, using a |link-state
routing protocol technol ogy and encapsul ati on with a hop-count
(RFCtrill [I-D.ietf-trill-rbridge-protocol]). As RBridges are

depl oyed, operators will face problenms that require tools for

troubl eshooti ng of connectivity issues in the network. By TRILL's
design, every RBridge in a canpus contains a |ink-state database that
may be useful in troubleshooting. |Inplenenters are encouraged to

| everage this by providing a nmeans for operators to view the |ink-
state database; however, sinply being able to view the link-state
dat abase is insufficient for the requirenents of operations,

adm ni stration, and mai ntenance (OAM .

The link-state database is insufficient as the only tool for a nunber
of reasons. As described in RFCiril

[I-Dietf-trill-rbridge-protocol] and RBri dgeM B
[I-D.ietf-trill-rbridge-mb], RBridges should support SNWMP, but SNW
and the link-state database do not provide all the facilities needed.
While the control plane within an RBridge canpus nmay be functioning
successfully the data plane may not be. This notivates the need for
OAM tools that allow an operator to test the data plane. Protocols
such as I P, MPLS, and | EEE 802.1 have features where an operator can
exerci se the data plane (RFC 4443 [ RFC4443], RFC 0792 [ RFC0792], |EEE
802. 1lag [I| EEE. 802-1ag]). There is a need for a simlar set of tools
in TRILL.

Li kewi se, there is a need for error reporting capabilities inside an
RBri dge canpus. For instance, if a TRILL Inner.VLAN tag has an
illegal value there should be a way for devices to report this. This
woul d all ow adni ni strators of an RBridge campus to quickly locate a
probl em device in the network. This docunent specifies a set of

RBri dge features for operations, administration, and nai ntenance
purposes in RBridge canmpuses along with a frame format through the
use of a TRILL header option for future OAM features. The features
specified in this docunent include tools for traceroute, ping, and
error reporting. Oher docunents may specify additional features.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2. Acronymns
o BPDU - Bridge PDU
0 CHbH - Critical Hop-by-Hop
o CtE - Critical Ingress-to-Egress
o DA - Destination Address
o DR - Designated Router
o0 DRB - Designated RBridge
o ECWP - Equal - Cost Milti-Path
o ESAD - End Station Address Distribution Instance

o0 FCS - Frame Check Sequence

Cct ober 2010

o ID- ldentification

o0 |EEE - Institute of Electrical and El ectroni cs Engi neers
o |ETF - Internet Engineering Task Force

o IP - Internet Protocol

0 IS IS - Internediate Systemto Internedi ate System

o MAC - Media Access Control
o MPLS - Miltiprotocol Label Swtching
0o MIU - Maxi mum Transmn ssion Unit

o QOAM

Operations, Adm nistration, and Mi ntenance
0 P2P - Point-to-point

o PDU - Protocol Data Unit

0 RBridge - Routing Bridge

0 SA - Source Address

0 SNWP - Sinple Network Managenent Protocol
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3.

0 TLV - Type, Length, Value

o TRILL - TRansparent Interconnection of Lots of Links

0 VLAN - Virtual Local Area Network

TRILL OAM Opti on

To facilitate nmessage passing as needed by OAM a new TRILL OAM
option is specified. The notivation behind choosing an option to
transport OAM nessages is specifically to exercise the data pl ane of

the RBridge canpus, since options appear in TRILL data franes. This
option is a critial ingress-to-egress option, so that RBridges that

do not inplenent the option will not accidentally treat the
encapsul ated data as valid data which should be processed as a nornal
TRILL data franme. In special cases the option may be nmarked as non-

critical, such as if valid data is tagged with the OAM option for
debugging as in the end of Section 4.1.1.1. Wen a TRILL data frane
has the critical bit set high in the OAM option the encapsul ated
franme MUST be discarded after the OQAM I ogic processes it. |If a TRILL
data frame has the critical bit set lowin the OQAM option the
encapsul ated frame MJST be treated nornally after the OAM | ogi c
processes it.

If, in contrast to using an option to transport the nessages, a
separate protocol data unit (PDU) were specified this new PDU mi ght
not follow the sane path as the data. This OAMoption is a TLV
option with a comon, fixed-sized initial part of the option val ue
([I-D.ietf-trill-rbridge-options]). This initial part contains a
code that specifies a sub-option, and additional data nay follow the
initial part depending on this value. This section specifies the
general usage of the option. Section 4 specifies some additiona
applications of the option. Section 5 specifies the format of the
option on the wire.

There are two types of TRILL OAM nessages: application and error-
report. Application nmessages have code values ranging fromO0O to 127
Error-report nessages have code val ues ranging from 128 to 255.
Frames with an error-report nmessage MJST NOT be generated in response
to franes with an error-report nmessage. |nplenentations SHOULD rate
limt the origination of error-report nessages. As unknown unicast
franes are sent as nulti-destination nessage, sending unknown uni cast
franes with an error can lead to an anplification attack. As such
special care and rate limting needs to be done for error nessages.

The specification of rate limting is beyond the scope of this
docunent. An RBridge SHOULD nmintain counters for each type of error
generated. Application frames such as traceroute or ping franes
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generally contain a correctly formatted encapsul ated Et hernet frame
with a dummy payl oad. The TRILL OAM sub-option specifies what
reaction the RBridge has to the application frame. Error frames, on
the other hand, contain the error-causing frane or the initial part
t her eof .

Both traceroute fornms and ping use the followi ng general |ayout with
the TRILL OAM option being specific to the application. The fake
data in certain applications can be real data:

o e e e e e e e i +
[ Quter Et hernet Header [
B +
| TRI LL Header |
e +
| TRILL OAM Opti on |
o e e e e e e e i +
| Dunmry | nner Et hernet Header |
B +
| Dumy Et hernet Payl oad |
e +

Application Frame General Layout
Figure 1
The general layout of the TRILL OAM Error reporting frane appears

below. The TRILL OAM Option is specific to the type of error being
reported:
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T YT +
| Qut er Et hernet Header |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
[ TRI LL Header [
. +
| TRILL OAM Option |
e +
| Ofending Frame Quter Ethernet Header |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
[ O fending Frame TRILL Header [
. +
| Ofending Frame | nner Ethernet Header |
e +
| O f endi ng Frame Ethernet Payl oad |
o mmm e e e e e e e e e e e e e e mm e e aa oo +

Error Frame Ceneral Layout
Fi gure 2

Frames with the TRILL OAM Option generated in response to another
TRILL data frame MJST have fields set as follows unl ess otherw se
speci fi ed:

If the Inner. MacDA of the received
frane is one of the MAC addresses
of the RBridge generating the

Application | I nner. MacSA | |
I I
I I
| franme, the value MJST be that MAC |
I I
I I
I I

or Error

address. O herwise, it MJST be
one of the RBridge' s MAC
addr esses.

| The value MUST be the TRILL QAM |
or Error | unicast MAC address with a val ue |
| of <TBD>. An egress RBridge MJUST |
| treat this MAC address as if it |
| were one of its own MAC addresses. |
| The Inner. MacDA MAY be ot her [
| values as specified in subsequent |
| |

secti ons.
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. T T T +
| Application | Inner.VLAN ID | The value MJST be one of the VLANs |
| or Error | | the egress RBridge advertises |
[ [ | connectivity on. [
. S . +
Application | I ngress If the egress RBridge nicknane of

the received frame is a ni cknane
of the RBridge generating the

I I
or Error | |
I I
| franme, then the value MJST be that |
I I
I I

RBri dge
ni cknanme

I

|

[ ni ckname. O herwise, it MJST be

| one of the RBridge s nicknanes.

Application | Egress RBridge
or Error ni ckname

| The val ue MJUST be the ingress |
| RBridge nicknanme of the received |
| frane. |If the ingress RBridge |
| nicknane received i s unknown the [
| frane MUST be generated on the |
| port the frame was received on |
| with an Quter.MacDA and egress |
| RBridge nickname of the RBridge |
| that transmtted the invalid |
| franme. [

Encapsul at ed
Fr ame

| The value MJUST be N bytes of the

| frame which had the error where N

| is the mininumof the frame size

| and the MIU. This MJST incl ude |
| the TRILL header and MJUST NOT [
| include the link-1ayer header. |

| Application | Inner.Priority | The value SHOULD be one | ess than |
[ or Error | | the priority of the received [
| | frane, but not |less than the |
[ | lowest priority. [

Table 1: Franme Field Val ues
RBri dge canpuses do not, in general, guarantee |ossless transport of
franes so a frame containing a TRILL OAM Option, possibly generated
in response to some other frame, might be |ost.

4. RBridge Tools

This section specifies a nunber of RBridge OAMtools. For
classification purposes they are divided into two sections,
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applications and error tools.
4.1. Application Sub-Options RBridge Tools
4.1.1. RBridge Traceroute

The ability to trace the path through the network that the data is
taking is an inval uabl e debugging tool. RBridge traceroute provides
this functionality through use of the TRILL OAM option (See

Section 3). This specification specifies two types of an RBridge
traceroute, each providing varying benefits and drawbacks.

4.1.1.1. Route Respond Traceroute

In a route-respond traceroute, the originating RBridge transnmts one
or nore TRILL data franes with a TRILL OAM option. This option
contains a code of a route-respond request. (See Section 5.2.1.2)
The ingress RBridge MJST be the RBridge originating the frame. The
route-respond traceroute is simlar to the IP Option traceroute found
in RFC 1393 [ RFC1393].

When a traceroute is initiated, it is either targeting a known

uni cast target or a nulti-destination target as specified by the
operator. |If the route-respond traceroute is for a known uni cast
target, the egress RBridge is the destination RBridge to which
connectivity will be checked and the Mbit MJST be zero. O herwi se,
if the route-respond traceroute is for a nulti-destination target,
the egress RBridge is the distribution tree nicknane for the
traceroute. Milti-destination targets are handl ed the sane as known
uni cast targets but require a snmall anount of additional |ogic as
specified in Section 4.1.1.1.1.

The purpose of the traceroute is to confirmconnectivity of the data
pl ane, and therefore additional options such as a flow ID or a
security option MAY be included. |f an RBridge supports equal - cost
mul ti-pathing (ECMP) or |oad bal ancing, the RBridge SHOULD al | ow
operators to specify which flow the traceroute is assigned to. There
is no need for all RBridges to use the sane assignment method. Being
able to specify the flow all ows operators to test the path taken by
data through the data plane. The purpose of the frane is to mimc a
data franme that follows the sane path through the data plane that a
"real’ data frane woul d.

The route-respond request MAY have an arbitrary 32-bit unsigned

i nt eger sequence nunber to assist in matching reply nmessages to the
request. In nobst circunstances a single route-respond request is
needed to conplete the trace but it nmight be desirable for a single
RBridge to trace paths to nultiple egress RBridges, or to trace
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differing flows sinmultaneously. Assigning differing sequence nunbers
to each frane aids in matching which trace the reply bel ongs to.

The I nner.VLAN, |nner.MacSA, and |Inner.MacDA SHOULD default to the
val ues specified in Table 1. RBridges SHOULD provide the ability to
change these values to assign the TRILL data frane to a flow. The
payl oad of the frame is arbitrary and MAY contain any value. This
val ue MAY have an influence on which flow the frame is assigned to.

RBri dges inplenenting route-respond traceroute MAY issue a reply in
response to this request. See Section 10 for reasoni ng on why sone
RBri dges nmay choose not to respond to a request. |If an RBridge
chooses to respond to the request, the reply MJST consist of one
TRILL data frame per request with a TRILL OAM option containing the
code of an echo reply. The echo reply MJST have the sanme sequence
nunber as the request being replied to.

For the reply the ingress RBridge field MIST be the reply-originating
RBri dge. The egress RBridge MJST be the request-originating RBridge.
The I nner.VLAN, Inner.MacSA, and | nner.MacDA SHOULD default to the
val ues specified in Table 1. The Quter.VLAN I D MJUST be preserved.
The M bit MJST be zero.

The replying RBridge MIST include its 16-bit port ID fromthe port on
whi ch the request was received in the incomng port field of the
reply. It MJST also include its 16-bit port ID fromthe port on
which the frane is forwarded. A port ID of OXFFFF indicates the
frame was consuned by the RBridge itself. Finally the reply MJST
i nclude the 16-bit nicknane of the next hop RBridge the frane is
being sent to. |If the request is a nulti-destination frame, this
field MUST be set to the nickname of the RBridge the request frame
was received from This is the previous hop RBridge. This is to
facilitate know edge of a nore precise path through the canpus as
seen in RFC 5837 [ RFC5837].

The Internal Hop Count field is a field encoded in the echo reply
option. It MJST be set to the value of the received TRILL data
frane’s TRILL hop-count. This allows the request-originating RBridge
to order the replies received according to location in the path to
the final egress RBridge. (See Section 5.2.1.3)

The advantage of this traceroute nethod is the request-originating
RBri dge only sends one frame. The disadvantage of it is that each
transit RBridge inplenenting the OAM option needs to inspect the
ingress to egress route-respond request option even though they are
transit RBridges. Also, it is inportant to note the reply franme need
not follow the sane path though the canpus. The reply nessages are
not neant to test the data pl ane.
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An inmportant note to nake is that the end stations are not involved
in this process. RBridge traceroutes are from RBridge to RBridge.

Wil e the frames sent may enul ate data sent fromESa to ESh, the end
stations are not, in fact, involved. The one exception, however, is
an RBridge MAY be configured to tag franes it ingresses with a route-
respond request option. This would facilitate debugging of rea
traffic. The route-respond request option tagged frane MJIST be

processed normally by the egress RBridge. This is achieved by having

the ingress RBridge mark real traffic with a non-critical route
response option. |If an RBridge is configured to tag certain franes
on ingress with a route-respond request, it MJST rate linit the

number of such frames that it tags to avoid beconing overwhel m ng the

network with QAMtraffic

An inmportant inplenmentation consideration is that the transmtting
RBri dge MUST wait for a reply frame until a tinme-out occurs. At that
tinme, the RBridge MJUST assune the frane was |lost, and this shall be
indicated to the operator. The length of this time-out is not
specified in this docunent.

4.1.1.1.1. Milti-Destination Targets

For multi-destination targets, it is inportant to note that at each
branch in the tree the tagged frane will be replicated causing each
RBridge in the tree to send a response. |If all RBridges in the
campus support the route-respond option, then the ingress RBridge

will receive a reply fromeach of theml|ess any RBridges pruned based

on the Inner.VLAN. This is in contrast to a known uni cast tagged
frane where only the RBridges along the path fromingress to egress

respond. The ingress RBridge can conpile all of these replies, using

the parent pointers |located in the nexthop nicknane field, into an

output of the tree the traffic traversed. |In the case that a non-

valid distribution tree nickname is specified the traceroute franes
shoul d still be generated. The traceroute application MJST report

any errors received due to the route-respond traceroute frames such
as invalid nicknane.

4.1.1.1.2. Route Respond Traceroute Exanple

Figure 3 contains a canpus with three RBridges. Consider a route-
respond traceroute from RBO to RB2.
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+--- - - L R + [ R, + [ R, + - +
| ESa +--+ RBO +---+ RB1 +---+ RB2 +--+ ESb |
+----- + |ingress| [transit] | egress |  +----- +
E SR + E SR + E SR +

Ti me RBO RB1 RB2

(1)------- > (1) ------- > |

| <o (2) |

| <oeee- (3) <------ (3)

Rout e Respond Tracer oute Exanpl e Topol ogy
Figure 3
In this diagram RBO transnmits frame (1) destined to RB2. This frame

has the route-respond request option. Wen RBl receives this frame
it forwards it to RB2 and it transmits an echo reply to RBO in frane

(2).

the franes are:

When RB2 receives frane (1)
transmts an echo reply to RBO in frane (3).

it processes that frame and it
Some select fields for

I I S T T T e +
| Frame | Ingress | Egress Opti on I nt er nal Opti on [
[ # | RBridge | RBridge | Code Hop Count Sequence |
| | | Nunber |
Fom e - Fom e - T e T T +
Fom oo - Fom e o - T e T I +
| (1) @] RBO | RB1 Rout e N A 1 |
| RBO | | Respond |
| | | Request [
Fomm oo - Fomm e e e o - ety +
| (1) @] RBO | RB1 Rout e N A 1 [
| RBL | [ Respond [

| | Request |
N N T e T T I +
| (2) @] RB1 | RBO Echo N 1 [
| RBL | I Reply I
Fom e - Fom e - T e T T +
| (3) | RB2 | RBO Echo N-1 1 [
I I I Reply I
N N T e T +

Bond & Manr al

Tabl e 2: Route Respond Traceroute Exanpl e Franes

RBO, RB1, and RB2 are 0x0001,
the consol e out put fromsuch a trace

For exanple, if the nicknanes for
0x0002, and 0x0003 respectively,
m ght be:
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Rout e Respond Traci ng

RBri dge Incoming Port Id Qutgoing Port Id RBridge Nexthop N cknane

0x0001 OXFFFF 0x0001 0x0002
0x0002 0x0000 0x0001 0x0003
0x0003 0x0000 OxFFFF 0x0000

Tabl e 3: Route Respond Traceroute Exanpl e Qutput

In this exanple, the first line of output is generated fromloca
i nformati on, no route-respond franes are sent to generate it.

4.1.1.2. Hop Count Traceroute

In a hop-count traceroute, the originating RBridge starts by
transmitting one TRILL data frame with a TRILL OAM option. This
option contains a code of an echo request. (See Section 5.2.1.1) The
i ngress RBridge MJST be the RBridge originating the frane.

When a traceroute is initiated, it is either targeting a known

uni cast target or a nulti-destination target as specified by the
operator. |If the hop-count traceroute is for a known unicast target,
the egress RBridge is the destination RBridge to which connectivity
will be checked and the Mbit MJST be zero. Oherwi se, if the hop-
count traceroute is for a nmulti-destination target, the egress
RBridge is the distribution tree nicknane for the traceroute. Milti-
destination targets are handl ed the sane as known uni cast targets but
require a snmall anount of additional logic as specified in

Section 4.1.1.2.1.

The first echo request frame transmtted MJST have a hop-count of
zero. The RBridge will continue transmtting these echo requests,

i ncrementing the hop-count by one each tine until a hop-count error
message is received fromthe destination. Each of these requests in
turn will generate a hop-count error nessage until the destination is
reached. If a transit RBridge decrenents the hop-count by nore than
one it may transmit mnultiple hop-count error nessages.

The purpose of the traceroute is to confirmconnectivity of the data
pl ane, and therefore additional options such as a flow ID or a
security option MAY be included. |f an RBridge supports equal - cost
mul ti-pathing (ECMP) or |oad bal ancing, the RBridge SHOULD al | ow
operators to specify which flow the traceroute is assigned to. There
is no need for all RBridges to use the sane assignment method. Being
able to specify the flow all ows operators to test the path taken by
data through the data plane. The purpose of the frane is to mimc a
data frame that follows the sane path through the data plane that a
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"real’ data franme woul d.

The route-respond request MAY have an arbitrary 32-bit unsigned

i nt eger sequence nunber to assist in matching reply nmessages to the
request. This is inportant for the hop-count traceroute since
replies may return to the ingress RBridge in a different order then
their matching requests were sent.

The I nner.VLAN, Inner.MacSA, and | nner.MacDA SHOULD default to the
val ues specified in Table 1. RBridges SHOULD provide an option to
change these values to assign the TRILL data frane to a flow. The
payl oad of the frame is arbitrary and MAY contain any value. This
val ue MAY have an influence on which flow the franme is assigned to.

The replying RBridge MUST include its 16-bit port ID fromthe port on
whi ch the hop-count error generating frane was received in the
incomng port field of the reply. It MJST also include its 16-bit
port ID fromthe port on which the frame woul d be forwarded if the
frame did not have an hop-count error. A port |ID of OxFFFF indicates
the frame was consuned by the RBridge itself. Finally the reply MIST
i nclude the 16-bit nicknane of the next hop RBridge the frane would
have been sent to if there were no error. |If the request is a nulti-
destination frame, this field MIST be set to the nicknane of the
RBridge the franme was received from This is the previous hop
RBridge. This is to facilitate know edge of a nore precise path

t hrough the canpus as seen in RFC 5837 [ RFC5837].

The advantage of this traceroute nethod is the transit RBridges do
not have to do any special processing of the frames until a hop-count
error is detected, a condition they are required by the TRILL base
protocol to at |east detect. The disadvantage is the request-
orginating RBridge needs to transnmt as many franes as there are hops
between itself and the destination RBridge.

An inportant note to nake is that the end stations are not invol ved
in this process. RBridge traceroutes are from RBridge to RBridge.
While the frames sent may enul ate data sent fromESa to ESb, the end
stations are not, in fact, involved.

4.1.1.2.1. Milti-Destination Targets

For multi-destination targets, it is inportant to note that at each
branch in the tree the tagged frane will be replicated causing each
RBridge in the tree, possibly pruned by VLAN and/or nulticast group
to send a response to the echo request. |If all RBridges in the

possi bly pruned distribution tree support the echo request option
then the ingressing RBridge will receive a echo reply fromeach of
them This is in contrast to a known uni cast tagged frame where only
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the RBridges along the path fromingress to egress transnit the error
report. The ingressing RBridge can conpile all of these replies,
using the parent pointers |ocated in the nexthop nickname field, into

an output of the tree the traffic traversed. 1In the case that a non-
valid distribution tree nicknanme is specified the traceroute franes
shoul d still be generated. The traceroute application MJST report

any errors received due to the hop-count traceroute frames such as
invalid distribution tree nicknanme. RBridges receiving a multicast
destination echo request MJUST NOT transnmit an echo reply if the

mul ti-destination bit is set. Echo requests not used with the hop-
count traceroute are pings, and pings are not valid to nulti-
destination traffic. In a hop-count traceroute devices wll already
be transmitting a hop-count error message and so there is no reason
to transmt a double set of replies. A nulti-destination hop-count
traceroute does not stop when an echo reply is received. It stops
when the transnmitted hopcount reaches 0Ox3F.

4.1.1.2.2. Hop Count Traceroute Exanple

Figure 4 contains a canmpus with three RBridges. Consider a hop-count
traceroute from RBO to RB2.

e + Hemem-ns +  Hmeemeas +  Hmeemeas + - +
| ESa +--+ RBO +---+ RBl1 +---+ RB2 +--+ ESb |
+----- + |ingress| |transit]| | egress |  +----- +
Fom e - + Fom e - + Fom e - +

Ti me RBO RB1 RB2

(1)------- > | |

| <o--e-- (2) |

(3)------- > (3) ------- > |

| < (4) <------ (4)

Hop Count Traceroute Exanple Topol ogy
Figure 4

In this diagram RBO transmits frame (1) destined to RB2. This frame
has the echo request option and a hop-count of 0. When RB1 receives
this frane it drops it and transnits a hop-count-exceeded nessage,
(2), to RBO. RBO then transnmits a frane, (3), with a hop-count of 1.
RB1 decrenments this hop-count by 1 to O and forwards it to RB2. RB2
drops frane (3) and transnmits a hop-count-exceeded nessage, (4), to
RBO. The traceroute is now conplete.

Sone select fields for the franes are:
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oo Fommemeeeas Fommemeeeas Fommemeeeas . oo +
| Frame | Ingress | Egress | Option | Option | Hop |
| # | RBridge | RBridge | Code | Sequence | Count |
I I I I I Number | I
Fommnaann N N N . Fommnaann +
Fommamann I TR I TR I TR . Fommamann +
[ (1) | RBO [ RB2 [ Echo [ 1 [ 0 [
I I I | Request | I I
Fom e e e - - Fom e e e e - - Fom e e e e - - Fom e e e e - - TSRS Fom e e e - - +
[ (2) | RB1 [ RBO | Hop Count | 1 [ NA |
I I I |  Error | I I
Fommamenn N N N . Fommamenn +
| (3) @] RBO [ RB2 [ Echo [ 2 [ 1 [
| RB1 | | | Request | | |
Fom e e e - - Fom e e e e - - Fom e e e e - - Fom e e e e - - TSRS Fom e e e - - +
| (3) @] RBO [ RB2 [ Echo [ 2 [ 0 [
| RB2 | | | Request | | |
Fommamenn N N N . Fommamenn +
| (4) @] RB2 [ RBO | Hop Count | 2 [ NA |
| RB1 | | | Error | | |
Fom e e e - - Fom e e e e - - Fom e e e e - - Fom e e e e - - TSRS Fom e e e - - +

(4) @] RB2 [ RBO | Hop Count | 2 [ NA |
| RBO | | | Error | | |
Fommamenn N N N . Fommamenn +

Tabl e 4: Hop Count Traceroute Exanple Franes
For exanple, if the nicknanes for RBO, RB1, and RB2 are 0x0001,
0x0002, and 0x0003 respectively, the console output fromsuch a trace
m ght be:
Hop Count Tracing

RBridge I ncoming Port Id Qutgoing Port Id RBridge Nexthop N cknane

0x0001 OxFFFF 0x0001 0x0002
0x0002 0x0000 0x0001 0x0003
0x0003 0x0000 OxXFFFF 0x0000

Tabl e 5: Hop Count Traceroute Exanple Qutput

In this exanple, the first line of output is generated from |l ocal
i nformati on, no hop-count frames are sent to generate it.

4.1.2. RBridge Ping

Ping is a tool for verifying RBridge connectivity. Like with an
RBri dge traceroute, the ping-originating RBridge transnits one or
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more TRILL data frames with a TRILL OAM option. This option contains
the code of an echo request (See Section 5.2.1.1). The ingress

RBri dge MJUST be the RBridge-originating frame. The egress RBridge is
the destination RBridge to which connectivity will be checked. The M
bit MJST be zero.

As with RBridge traceroute, additional options such as a flow ID or a
security option MAY be included. |If an RBridge supports equal - cost
mul ti-pathing (ECMP) or |oad bal ancing, the RBridge SHOULD al | ow
operators to specify which flowthe ping is assigned to. There is no
need for all RBridges to use the sane assignnent nethod. This ping
traffic, once again, will mnmic real traffic through the network

like traceroute traffic as previously specified in Section 4.1.1.1

The echo request MAY have an arbitrary 32-bit unsigned integer
sequence nunber to assist in matching reply nessages to the request.
In nost circunstances, a single echo request is needed to conplete
the ping but it might be desirable for a single RBridge to ping

mul tiple egress RBridges, or trace differing flows simultaneously.
Assi gning differing sequence nunbers to each franme aids in matching
which trace the reply bel ongs to.

The I nner.VLAN, |nner.MacSA, and |Inner.MacDA SHOULD default to the
val ues specified in Table 1. RBridges SHOULD provide the ability to
change these values as to assign the TRILL data franme to a flow. The
payl oad of the frame is arbitrary and MAY contain any value. This
val ue can have an influence on which flow the frame is assigned to.

RBri dges inplenenting ping MAY issue a reply in response to this
request. See Section 10 for reasoning on why sonme RBridges may
choose not to respond to a request. |If an RBridge chooses to respond
to the request, the reply MIST consist of one TRILL data frane per
request with a OAM option containing the code of an echo reply. The
echo reply MJUST have the sane sequence nunber as the request being
mat ched.

For the echo reply the ingress RBridge field MJUST be the reply-
originating RBridge’ s nickname. The egress RBridge MJST be the
request-originating RBridge s nicknane. The Inner.VLAN, |nner.MacSA,
and | nner. MacDA SHOULD default to the values specified in Table 1.
The Quter.VLAN | D MUST be preserved. The Mbit MJIST be zero.

The reply-originating RBridge MJST include its 16-bit port ID from
the port on which the request was received in the incomng port field
of the reply. It MIST also include its 16-bit port ID fromthe port
on which the frame is forwarded. A port ID of OxFFFF indicates the
frane was consuned by the RBridge itself. The nicknane field in the
generated frame MJUST be set to all zeros on transmi ssion and ignored
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on reception.

The Internal Hop Count field of the reply MIST be set to zero. The
ping functionality does not use the Internal Hop Count field of the
reply. (See Section 5.2.1.3)

It is also inportant to note that the reply frane need not follow the
same path though the campus. The reply nessages are not meant to
test the data plane.

End stations are not involved in this process. RBridge pings are
fromRBridge to RBridge. While the frames sent may enul ate data sent
fromESa to ESb, the end stations are not, in fact, involved. The
one exception, however, is an RBridge MAY be configured to tag franes
it ingresses with an echo request option. This would facilitate
debuggi ng of real traffic. The echo request option tagged frame MJST
be processed nornmally by the egress RBridge. This is done by the

i ngress RBridge marking real traffic with a non-critical echo reply
option. If an RBridge is configured to tag frames it ingresses with
an echo request, it MJST rate limt how often it tags data being

i ngressed to prevent the network from becom ng congested w th OAM
traffic.

An inportant inplenmentation consideration is that the transmtting
RBri dge MUST wait for a reply frame until a time-out occurs. At that
time, the RBridge MJST assune the frane was |lost, and this shall be
indicated to the operator. The length of this tine-out is not
specified in this docunent.

4.1.2.1. Ping Exanple

Figure 5 contains a canpus with three RBridges. Consider a ping from
RBO to RB2.

e + Hemem-ns +  Hmeemeas +  Hmeemeas + - +
| ESa +--+ RBO +---+ RBl1 +---+ RB2 +--+ ESb |
+----- + |ingress| |transit]| | egress |  +----- +
Fom e - + Fom e - + Fom e - +
Ti me RBO RB1 RB2
(1)------- > (1) ------- > |
| <o (2) <------ (2)

Pi ng Exanpl e Topol ogy

Figure 5
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In this diagram RBO transnits frame (1) destined to RB2. This frane
has the echo request option. When RB1 receives this frame it
forwards it to RB2. When RB2 receives this frane it transmts and
echo reply frane (2) destined to RBO. RB1 receives this frane and
forwards it to RBO.

Sone select fields for the franes are:

Fom e e e - - S TSRS Fom e e o S +
| Frame | I ngress [ Egr ess [ Opti on [ Option [
| # | RBri dge | RBri dge | Code | Sequence |
I I I I I Nunber I
F oo o m e S o e oo +
Fomm e - - B o m e e oo o - s B +
[ (1) | RBO [ RB2 [ Echo [ 1 [
I I I | Request | I
Fom e e e oo o S TS o e e oo +
[ (2) | RB2 [ RBO | Echo Reply | 1 [
F oo o m e S o e oo +

Tabl e 6: Ping Exanple Franes

For exanple, if the nicknanes for RBO, RB1, and RB2 are 0x0001
0x0002, and 0x0003 respectively, the console output fromsuch a ping
ni ght be:

Pi ngi ng
from O0x0001 to 0x0003... 0Ox0003 is alive
from O0x0001 to 0x0003... 0Ox0003 is alive
from Ox0001 to 0x0003... 0Ox0003 is alive

Tabl e 7: Ping Exanple Qutput

In this exanple, the ping was repeated three tines with the sequence
nunber bei ng changed each tine.

4.2. Error Sub-Options RBridge Tools

Errors can occur through the reception of TRILL data franmes. For
this purpose, the TRILL OAM Option has several error sub-options.
These are generated due to various events as specified subsequently.

Each of these error sub-options is used in a sinilar fashion. Wen a
TRILL data frame is received that triggers an error, an error
notification frame MAY be generated. See Section 10 for reasoning on
why sone RBridges MAY choose not to report an error. This frame has
a TRILL header and it contains, as its payload, the franme received
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with the error. |If the size of the received frane woul d cause the
generated frame to exceed the canpus-w de MIU, the payl oad MJST be
truncated to the canpus-wi de MIU. The payl oad MJST include the TRILL
header of the received frame and MUST NOT include the |ink-Iayer
header. The generated reply MJST contain the error option specific
to the error.

When the original ingress RBridge receives the error frame, at a

m ni mum the RBridge SHOULD update a counter specifying the nunber of
error franes received for the causing error. The encapsul ated frane
MUST NOT be unencapsul ated and transmitted. The RBridge SHOULD al so
keep a set of counters for errors reported by other RBridges.

4.2.1. Hop Count Zero Error

When a TRILL data frane is received with a hop-count of zero, an
error notification frane MAY be generated. The generated reply MJST
contain the hop-count zero error sub-option. |If the received frane
has the echo request option, the hop-count zero error option MJST
have a sequence nunber matching the echo request. O herw se, the
sequence nunmber MJIST be set to zero. The inconming port |ID MJIST be
the port ID the received frane arrived on. The outgoing port |ID MJST
be the port ID of the port the received frane woul d have been
forwarded onto if the hop-count was not zero. Finally, the error
frame MUST include the 16-bit nicknane of the next hop RBridge the

frame woul d have been sent to. |If the request is a nulti-destination
franme, this field MIST be set to all zeros on transm ssion and
i gnored on reception. |If the RBridge transmitting the request is the

egress RBridge, this field MIST be set to 0x0000.
4.2.2. MU Error

When a TRILL data frane is received with a payl oad that woul d exceed
the MIU of the port the frame woul d otherw se be forwarded to, an
error notification frane MAY be generated. The generated reply MJST
contain the MIU error sub-option. The outgoing port MU field MJST
have the MIU of the port the frame would have otherw se been
transmtted on. The incomng port I D MJST be the port ID the
received frane arrived on. The outgoing port |ID MJST be the port ID
of the port the received frame woul d have been forwarded onto if the
frane size was not too large. Finally, the error-report nessage MJST
i nclude the 16-bit nicknane of the next hop RBridge the frane woul d
have been sent to. |If this is a nulti-destination frame this field
MUST be set to all zeros on transm ssion and i gnored on reception

If the RBridge transmitting the request is the egress RBridge, this
field MUST be set to 0x0000.
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4.2.3. Ceneric Error

When a TRILL data frane is received with an error not already
specified, an error notification frame is generated. The generated
reply MJUST contain the generic error sub-option. The sub-code MJST
contain a code specifying the error encountered. The valid val ues
are specified in Section 5.2.2.3.1. By way of note for future error
code specifications, this generic error reporting feature is neant
for errors occurring where no additional information needs to be
communi cat ed back to the ingressing RBridge.

5. TRILL OAM Option For mat

This section specifies the format of the TRILL OQAM Option on the
W re.

| 0 1 2 3 4 5 6 7] 8] 9| 10- 15 [
e S T e e e e e
| 1 E] NC| Type | M| Length |
B T T T S S e I
[ Code [ Subcode [
I S I S NpU N NS
| Sequence |
| Nunber |

B T T T S I e

TRILL OAM Option Conmon Initial Part
Fi gure 6

The option fields and flags are as foll ows:
o Type: 0x02.
0 Length: The length of the option value in octets.
o |E MIST be one. This is an ingress to egress option
0 NC. Varies depending on the code.
0 MI: MJST be zero. This is an innutable option
0 Code: Specifies howthis OAMoption is to be interpreted. The

val ue ranges from 0-255 inclusive and the code neani ngs are
specified in Section 5.1
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0 Subcode: Further specifies the code field. This allows for
additional granularity specific to each code value. The val ue
ranges from 0-255, inclusive and the nmeanings are specific to
their code val ue.

0 Sequence Nunber: This field is used to sequence frames for certain
tools. Not all tools utilize the sequence nunber field.

5.1. Code Val ues

The code val ues are:

0 0: Echo Request, See Section 5.2.1.1

0 1: Route Respond Request, See Section 5.2.1.2

0 2: Echo Reply, See Section 5.2.1.3

0 3-122: Available for Allocation by | ETF Revi ew

0 123-126: Reserved for Private Experinentation

0 127: Application Expansion Value, See Section 5.2.3

0 128: Hop Count Zero Error, See Section 5.2.2.1

o 129: Generic Error, See Section 5.2.2.3

o 130: MIU Error, See Section 5.2.2.2

0 131-250: Available for Allocation by |ETF Review

0 251-254: Reserved for Private Experinentation

0 255: Error Expansion Value, See Section 5.2.3
5.2. Codes

5.2.1. Application Codes
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5.2.1.1. Echo Request

| 0 1 2 3 4 5 6 7| 8 9 10- 15 [
I S T SN SR S S SR
| 1 E] NC| Type | M| Length |
T S T
| Code | Subcode |
B T T T S S e I
[ Sequence |
| Nunber [

L i S S

Echo Request

Figure 7

This option is used by ingress RBridges to request an echo reply from
the egress RBridge. Further uses are specified in Section 4.1.1 and
Section 4.1.2

(0]

(0]

Length: 6

I E: MJUST be one. This is an ingress to egress option

NC. Defaults to zero. The OAMoption is normally a critica

i ngress-to-egress option but it MAY be a non-critial option if the
encapsul ated frame is real data that needs to be processed
normal |y on egress.

MI: MJUST be zero. This is an inmmutable option

Code: MJST be O.

Subcode: MJST be 0x00. This field is not used by this sub-option
It is set to zero on transnission and ignored on reception

Sequence Number: An arbitrary 32-bit unsigned integer used to aid
in matching reply nessages to echo requests. NMAY be zero.
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5.2.1.2. Route Respond Request

| 0 1 2 3 4 5 6 7| 8 9 10- 15 [
I S T SN SR S S SR
| 1 E] NC| Type | M| Length |
T S T
| Code | Subcode |
B T T T S S e I
[ Sequence |
| Nunber [

L i S S

Rout e Respond Request For nmat

Figure 8

This option is used by ingress RBridges to trace a route through an
RBri dge canpus. Further uses are specified in Section 4.1.1

(0]

(0]

Length: 6

I E: MJUST be one. This is an ingress to egress option

NC. Defaults to zero. The OAMoption is normally a critica

i ngress-to-egress option but it MAY be a non-critial option if the
encapsul ated frame is real data that needs to be processed
nornmal |y on egress.

MI: MJUST be zero. This is an imrutable option

Code: MJUST be 1.

Subcode: MJST be 0x00. This field is not used by this sub-option
It is set to zero on transni ssion and ignored on reception

Sequence Number: An arbitrary 32-bit unsigned integer used to aid
in matching reply nessages to echo requests. My be zero.
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5.2.1.3. Echo Reply

| 0 1 2 3 4 5 6 7] 8 9| 10- 15 [
I T e e L L oEE
| 1 E] NC| Type | M| Lengt h [
I S R E Lk s T e e R o
| Code | Reserved| 1. Hop Count |
B T T T S S e I
[ Sequence |
| Nunber [

L i S S
TLVs

T T T T I SR S SRS

Echo Reply For mat

Figure 9

This option is used by egress RBridges to reply to an echo request
fromthe ingress RBridge. Further uses are specified in
Section 4.1.1 and Section 4.1.2.

(0]

(0]

Bond

Length: 14

I E: MJUST an one. This is an ingress to egress option.
NC. MJUST be zero. This is a critical option

MI: MJUST be zero. This is an inmutable option

Code: MJST be 2

Reserved: A reserved field. Set to zero on transm ssion and
i gnored on reception.

Internal Hop Count: |If the request being replied to was an echo
request, this value MJUST be zero on transm ssion and ignored on
reception. |If the request being replied to was a respond request,
this value is a copy of the TRILL Hop Count value in the request.
The reserved and internal hop-count fields conbined occupy the
subcode field of the TRILL OQAM option

Sequence Nunber: A 32-bit unsigned integer used to aid in matching
reply nessages to echo requests. This MJST natch the request
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(0]

5.2.

5.2.2. 1.

2

being r

eplied to.

TLVs: A set of type, length, value encoded fields as specified in
Section 5.3. The next hop nicknane, outgoing port ID, and
i ncom ng port ID TLVs are required.

Error

Codes

Hop Count Zero Error

| 0 1 2 3 4 5 6 7] 8] 9| 10- 15 [
e S T e e e e e
| 1 E] NC| Type | M| Length |
B T T T S S e I
[ Code [ Subcode [
I S I S NpU N NS
| Sequence |
| Nunber |

B T T T S I e
TLVs

e L ey Sy RIS

Hop Count Zero Error For mat

Fi gure 10

This option is used by egress or transit RBridges to signa
TRI LL hop-count field has reached zero.

(0]

(0]

Bond

Lengt h:

14

I E: MJUST be one. This is an ingress to egress option

NC. MJST be zero. This is a critical option

MI: MJST be zero. This is an immutable option

Code: MJST be 128.

that the

Subcode: MUST be 0x00. This field is not used by this sub-option
It is set to zero on transmi ssion and ignored on reception

Sequence Nunber:

A 32-bit unsigned integer used to aid in matching

reply nessages to echo requests and route-respond requests. |f
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the frame whose hop-count dropped to zero contains the echo

request option (See Section 5.2.1.1),

nunber

echo request found in that option. |If this is not

this MJST match the sequence

inreply

to a request, then the sequence nunber MJUST be set to zero.

0 TLVs: A set of type, length, value encoded fields as specified in
Section 5.3. The next hop nicknanme, outgoing port ID, and
i ncom ng port ID TLVs are required.
5.2.2.2. MU Error
| 0 1 2 3 4 5 6 7] 8] 9| 10- 15 [
B T T I S S e R L T
| 1 E] NC| Type | M| Length |
R T e O e T e S i R S
| Code | Subcode |
R e T e S S s S SIS e S S
[ Sequence |
| Nunber |

T T S e g
TLVs

T L iy ey SIS

MIU Error Fornat

Figure 11

This option is used by a transit RBridge to indicate a TRILL data
frane that exceeds the MIU of the outgoing port fromwhich it was
transmtted.

(0]

0

Bond

Lengt h:

10

IE: MJUST be one. This is an ingress to egress option

NC. MJST be zero. This is a critical option

MI: MJST be zero. This is an imrmutable option

Code: MJUST be 130.

Subcode: MJST be 0x00. This field is not used by this sub-option
It is set to zero on transnission and ignored on reception
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(o]

Sequence Nunber: This field is not used by this sub-option. It is
set to zero on transnission and ignored on reception

TLVs: A set of type, length, value encoded fields as specified in
Section 5.3. The outgoing port MIU, next hop nicknane, outgoing
port 1D, and incomng port ID TLVs are required

5.2.2.3. GCGeneric Error

| 0 1 2 3 4 5 6 7| 8 9 10- 15 [
T SN SRR S SR
| 1 E] NC| Type | M| Length |
B T T I S S e R L T
| Code | Subcode |
R T e O e T e S i R S
| Sequence |
| Nunber |

L o SHpu S SIS

Ceneri c For mat

Fi gure 12

This option is used by egress or transit RBridges to signal that a
TRILL rel ated frane has an error

(0]

(0]

Length: 2

I E: MJUST be one. This is an ingress to egress option
NC. MJST be zero. This is a critical option

MI: MJST be zero. This is an imrmutable option

Code: MJST be 129.

Subcode: MUST be a specifier of the error discovered in the frane.
The valid values are specified in Section 5.2.2.3.1

Sequence Nunber: This field is not used by this sub-option. It is
set to zero on transnission and ignored on reception
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5.2.2.3.1. FError Specifiers

The sub-code values fall into three categories: errors, warnings, and
comments. Al sub-codes represent sonething out of the ordinary that
has gone wong, but certain ones are nore inportant then others.
Sub-codes that are classified as errors are the nost severe with
war ni ng sub-codes being slightly | ess severe. These are by default
enabl ed. Sub-codes classified as comments are minor and are by
default disabled. They may be useful for operators debugging a
network. All error generations are optional and therefore MAY be
generated or not generated depending on security and inplenentation
constraints.

The error specifiers sub-code val ues are:
Sub- codes
0 0: Unknown Error: Indicates and an error has occurred.

0 1: Corrupt Frane: Franme received with invalid FCS or that was not

an 8-bit nultiple in length. It may be inpossible for a device to
signal this if the |lowlevel port hardware hides this fromthe
sof t war e

0 2: Invalid Quter.MacDA: Indicates the MAC Address is a nmulticast
address and the Mbit is zero, the MAC Address is not a nulticast
address and the Mbit is one, or the Mbit is zero and the frane
carried is an ESAD frane.

o 3: Illegal Quter.VLAN Indicates the Quter.VLAN ID is OxFFF.

0 4: Invalid Quter.VLAN: Indicates the Quter.VLAN | D was not the
desi gnated VLAN I D.

0 5: Unknown TRILL Version: Indicates the TRILL Version is unknown.
0 6: Op-Length Exceeds Frane Length: Indicates the Op-Length says
the options field extends beyond the end of the received frame

| engt h.

0 8: Unknown Egress RBridge: Indicates the Egress RBridge in a
received frane is unknown.

0 9: Unknown Ingress RBridge: Indicates the Ingress RBridge in a
received frame i s unknown.

0 10: Unsupported Critical Hop-by-hop Option: |Indicates an
unsupported critical hop-by-hop option was received.
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(0]

(0]

11: Unsupported Critical Ingress-to-Egress Option: |ndicates an
unsupported critical ingress-to-egress option was received.

12-84: Available for allocated by | ETF Revi ew

85: Reserved for Private Experimentation

War ni ng Sub- codes

(0]

(0]

Bond

86: Illegal Inner.VLAN Indicates the Inner.VLAN ID is OxFFF

87: Inner/Quter VLAN Priority Msmatch: Indicates the priority
values in the inner and outer VLANs do not match.

88: P2P Hello on TRILL Hello Link: Indicates a P2P Hell o was
received on a TRILL Hello Link

89: TRILL Hello on P2P Hello Link: Indicates a TRILL Hell o was
received on a P2P Hel |l o Link

90: No Adj acency: Indicates a TRILL data frame was sent from an
RBridge the receiving RBridge is not adjacent with.

91: Encapsul ated BPDU VRP Frame: A TRILL Frame containing a BPDU
or VRP frane was received

92: Invalid Mutability Flag: Indicates the nutability flag was set
on a received CHbH Opti on.

93: Invalid TLV Option Length: Indicates the option length field
of a TLV option was between 121 and 127

94: Options Ordering Error: Indicates the TLV options are ordered
i ncorrectly.

95: Additional Flag TLV Zero: Indicates a problemin the
addi tional Flag TLV.

96: Configured N cknanme Collision: Indicates an RBridge was
detected in the canpus with the sane nicknane (Configured or not).

97: Multiple DRBs detected.
98: Multiple appointed forwarders detected.

99-169: Available for allocation by |IETF Review
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170: Reserved for Private Experinentation

Comment Sub- codes

(0]

Bond

171: Inner.VLAN C-Bit Set: Indicates the G-Bit in the Inner.VLAN
is set.

172: Unknown | nner. MacDA: | ndicates the | nner.MacDA i s unknown.
This may occur if devices are configured to explicitly register
end stations and an unknown | nner.MacDA occurs in a unicast TRILL
data frame. This also only applies at egress and could indicate
that the Inner. MacDA was a | earned address that has tined out.

173: Unknown | nner.MacSA: | ndicates the | nner. MacSA i s unknown.
This may occur if devices are configured to explicitly register
end stations and an unknown | nner. MacSA occurs in a TRILL data
frane.

174: CQuter.VLAN C-Bit Set: Indicates the C-Bit in the Quter.VLAN
is set for an Ethernet frane.

175: Invalid Reserved Bits: Indicates the reserved bits are non-
zero in a received frane.

176: Invalid N cknanme: Indicates a nickname in the reserved space
of OXFFCO to OxFFFF was received that is not inplenented at the
recei ving RBri dge.

177: Unsupported Non-Critical Hop-by-hop Option: Indicates an
unsupported non-critical hop-by-hop option was received. Wile
sending a non-critical option to an unsupported device is not an
error this could be used to support identification of devices
needi ng an upgr ade.

178: Unsupported Non-Critical |Ingress-to-Egress Option: |ndicates
an unsupported non-critical ingress-to-egress option was received.
Wil e sending a non-critical option to an unsupported device is
not an error this could be used to support identification of

devi ces needi ng an upgr ade.

179: Performance Exceeded: Indicates a franme was di scarded due to
performance problens such as a buffer overfl ow.

180: Insufficient Hop Count: Indicates a frane was received with a
hop-count that was insufficient to reach the destination

181-254: Available for allocation by |IETF Revi ew
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5.2

255: Reserved for Private Experinentation

Expansi on Code

| 0 1 2 3 4 5 6 7| 8 9| 10- 15 |
I S E C e Tk e e S e R S e e
| 1 E] NC| Type | M| Length |
B T T T S S e I
[ Code [ Subcode [
I e e e S e L E L e
[ Addi ti onal [

| Option Val ues |
B T T I S S e R L T

Expansi on Code For nat

Fi gure 13

This option is used to specify additional TRILL OAM Opti on code space
beyond the 255 val ues specifi ed.

(0]

0

Length: The length of the option value in octets.

I E: MJUST be one. This is an ingress-to-egress option.
NC. Varies depending on the code.

MI: MJST be zero. This is an imrutable option

Code: MJST BE 127 or 255.

Subcode: Further specifies the code field. This allows for
additional granularity specific to each code value. The val ue
ranges from 0-255 inclusive, and the neanings are specific to
their code val ue.

Addi tional Option Values: Specify how this OAM option is to be
interpreted just as the code value does in the TRILL OAM opti on
The val ue neanings are available for allocation by | ETF Revi ew
This field occupies the sequence nunber field of the common OAM
option initial part.
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5.3. Type, Length, Value (TLV) Encodi ngs

To facilitate future interoperable expansion of the data carried in
OAM sub- options sone sub-options use a TLV encoding. These TLV
sections consist of a list of type, length, value encoded data where
the type signals to the RBridge how to interpret the value, and the
length tells the RBridge the length of the value in bytes. The type
and length are both 8 bit fields. A length of zero indicates the
value is a UTF-8 string with a NULL ('\0") term nating byte.

| 0 1 2 3 4 5 6 7| 8 9| 10- 15 |
S S S S S
| Type | Length |

B T T T S S e I
Val ue

T L iy ey SIS

TLV For nmat
Fi gure 14

The type val ues are:
o O0: Padding, See Section 5.3.1.1
0 1: Next Hop N cknane, See Section 5.3.1.2
0 2: Qutgoing Port ID, See Section 5.3.1.4
o 3: Inconming Port ID, See Section 5.3.1.3
0 4: Qutgoing Port MIU, See Section 5.3.1.5
0 5-254: Available for allocation by | ETF Review
0 255: Reserved for Private Experinentation

5.3.1. TLV Types
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5.3.1.1. Padding

| 0 1 2 3 4 5 6 7] 8] 9| 10- 15 |
R S T I S e S S R o S T
| Type = 0x00 | Length |

L i Sy SR SIS

Paddi ng For mat
Fi gure 15
The paddi ng TLV MAY appear in any TLV list to increase the |ength of
the TRILL OAM sub-option to a multiple of 32-bits. |If the length is
zero the value MJUST NOT be interpreted as a UTF-8 string and the
value is instead interpreted as not present.

5.3.1.2. Next Hop Ni cknane

| 0 1 2 3 4 5 6 7| 8] 9| 10- 15 |
T
| Type = 0x01 | Length = 0x02 |

I S EEE e Sk e e S R S e e
| Next Hop N ckname |
B T T T S S e I

Next Hop Ni ckname For mat
Figure 16

For traceroutes targeting known uni cast destinations, hop-count
errors, and MIU errors, this TLV MJST be the 16-bit nicknane of the
next hop RBridge the franme is being or woul d have been sent to. |If
the RBridge transnmitting the TLV is the egress RBridge this field
MUST be set to 0x0000. For traceroutes targeting nulti-destination
destinations, e.g. with the TRILL Mbit high, this field contains the
ni cknane of the RBridge the frane being responded to is from For
pings, this field MIUST be set to all zeros on transm ssion and

i gnored on reception. For nulti-destination hop-count errors this
field contains the nickname of the RBridge the frane with the
exceeded hop-count was sent from For multi-destination MIU error
traffic, this field MIST be set to all zeros on transni ssion and

i gnored on reception.
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5.3.1.3. Inconming Port ID

| 0 1 2 3 4 5 6 7] 8] 9| 10- 15 |
T
| Type = 0x02 | Length = 0x02 |

R T T i i e e T e o ST T
| I ncomng Port ID |
B T T T S S e I
Incom ng Port | D Fornat
Fi gure 17
This TLV MJST be set to the Port ID found in *The Special VLANs and
Fl ags sub-TLV for the port the request being replied to was received

on. ( [I-Dietf-isis-trill])

5.3.1.4. Qutgoing Port ID

| 0 1 2 3 4 5 6 7] 8] 9| 10- 15 [
R e T e S S s S SIS e S S
| Type = 0x03 | Length = 0x02 |

E I S i T S e e S Tt s T (TSI S S S -
| Qut going Port ID |
T e i I S S R il it RIS R I R S

Qut going Port | D Format
Fi gure 18
This TLV MJST be set to the Port ID found in *The Special VLANs and
Fl ags sub-TLV for the port the frame is being forwarded on to (or
woul d have been for an echo request/hop-count error). (

[I-Dietf-isis-trill]) If the request was consumed by the replying
RBri dge, the port I D MJUST be OxFFFF.
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5.3.1.5. CQutgoing Port MU

| 0 1 2 3 4 5 6 7] 8 9| 10- 15 [
I T e e L L oEE
[ Type = 0x04 [ Length = 0x02 [

e S i i SR R g S
| Qut going Port MIU |
B L LR S I U Supuy S i i i S S S e

Qut goi ng Port MIU For nat
Fi gure 19

This TLV MJST be the MIU of the outgoing port specified in the
outgoing port ID TLV.

6. OAM Option vs. OAM Frane

During some offline discussion there was nmuch debate on the use of
the OAM option as presented in this draft. The problemw th using an
option is sone ASIC inplenentations could slow path any TRILL data
frame with an option length greater than zero by sending it to
software. This nmeans the OAM frane mi ght not be handl ed by the sane
logic a regular data frame woul d be handl ed by.

The intention of this draft was to allow OAM franes to still take the
fast path by using a CItE option. All the forwarding path would have
to do is peak at the first two bits in the TRILL options to know it
does not need to slow path this frane. For hop count traceroutes
this is fine since the frame only needs to be sent to the software
after it has hit an error. Wth the error reporting and ping

mechani sns this is also not a problemsince these tools are end-to-
end. The one place this nmight be a problemis in the route-respond
traceroute. In this case transit RBridges inplenmenting the OAM
option are expected to snoop the ingress-to-egress option

Fortunately in practice if a device kept the frame on the fast path
and did not snoop the OAM option this would only cause the RBridge
performng the traceroute to skip certain hops along the way as seen
in |P traceroutes.

Anot her problemwi th using an OAMoption is it limts the size of the
QCAM option to 120 bytes. In this presented draft this is fine since
no TRILL OAM codes require a |l arge anount of space but one can

i magi ne nore conplicated applications defined |ater that need nore
byt es.
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An alternative solution to an OAM option would be to use the
encapsul ated frame for QOAM purposes. The basic idea can be seen in
Figure 20. The idea is to not use an option and drop the 16 bits of
the IE, NC, Type, MI, and Length fields seen in Figure 6. The one
change required here is the TLV sections would require an additional
total TLV length field. to indicate how |long the TLV section is.

o mm e e e e e e e e e e e e +
[ Qut er Et hernet Header [
S +
| TRI LL Header [
e +
| I nner Et hernet Header |
o mm e e e e e e e e e e e e +
| TRILL or TRILL OAM Et hertype |
S +
| TRI L OAM Dat a |
e +

OAM Fr ane For mat
Fi gure 20

The di sadvantage of this type of solution is real data can no | onger
be tagged with the TRILL OQAM option to debug problens in real tine.
Al'so this solution does not solve the requirenent of route-respond
traceroute franes needing to be snooped. Wth this in mnd a future
version of this draft will present both of these solutions in

paral |l el and perhaps using an OAM control header as presented in
other drafts.

7. Notes
NOTE: This section contains sonme ideas and will be renoved | ater.
For the sequence nunber field in the generic error which is currently
not used perhaps this could contain a pointer to the offending field
in the frane. Then again we don't need a 32-bit nunber for that.
The port-id use of OxFFFF is not consistent with the -16 draft and
woul d need to be reserved. Another option is to use a boolean to

indicate this.

Itt mght be nice to specify a IS 1S sub-TLV for port-id to ifnane
string mapping.
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10.

Per haps we shoul d specify adverti sement of this docunents options in
SIS TLVs.

Perhaps add a diagramfor a nulti-destination traceroute and for a
error nessage

A nore detailed requirements section would benefit this draft.

Traceroutes to specific nulticast groups to test group pruning would
be usef ul
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| ANA Consi der ati ons

IANA will create four subregistries within the TRILL registry. A
"TRILL OAM Option Code" subregistry that is initially popul ated as
specified in Section 5.1. A "TRILL OAM Option Error Sub-Option Error
Specifiers" subregistry that is initially popul ated as specified in
Section 5.2.2.3.1. A "TRILL OAM Option Application Expansion

Addi tional Option Values" and a "TRILL OAM Option Error Expansion
Addi tional Option Val ues"

Addi tional values for these subregistries are allocated by | ETF
Revi ew [ RFC5226] .

This draft also requires action to reserve the TRILL Header TLV
Option Type 0x02 and of the TRILL QAM uni cast MAC address.

Security Considerations

The nature of the TRILL CAM Option lends itself to security concerns.
By providing information about the topology of a network, attackers
can gain greater know edge of a network in order to exploit the
networ k. Passive attacks such as reading frames with the QAM opti on
could be used to gain such know edge or active attacks where an
attacker mmcs an RBridge can be used to probe the network.

Aut hentication, data integrity, protection against replay attacks,
and confidentiality for TRILL OAM franes may be provided using a to-
be-specified TRILL Security Option. Using such a security option
would nmitigate both the passive and active attacks.

For instance, data origin authentication could be provided in the
future using a security options in the TRILL Header by verifying a
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11.

11.

hash using shared keys or a mechanismlike SEND with CGA [ RFC 3971].
To prevent against replay attacks rate limting, sequence nunbers as
wel | as sonme nonce based mechani sm coul d be provided.
Confidentiality for TRILL OAM franes coul d be provi ded based on sone
future security option extension which encypts TRILL franes.

In a network where one does not wish to configure a security option,
the threat of attackers is still present. For this reason,
generation of any TRILL OAM Option franes is optional and SHOULD be
configurable by an operator on a per RBridge basis. An RBridge MAY
have this configurable on a per port basis. For instance, an
operator SHOULD be able to disable route-respond traceroute reply
nessages oOr error-report message generation per port.

Anot her security threat is denial of service through use of OAM
options. For this reason, RBridges MJUST rate Iimt the generation of
OAM option franes. For multi-destination franmes, the frames MAY be
di scarded silently to prevent any DoS atacks in case of an errored
packet such as an 'options not recogni zed error nessage.
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