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Abst ract

The TRILL base protocol specification [RFCtrill], specifies m nimal
hooks for TRILL Header options. This draft specifies the format for
options and an initial set of options.

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Distribution of this document is unlimted. Comrents should be sent
to the TRILL working group mailing list <rbridge@ostel.org>.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunments as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm
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1.

I nt roducti on

The base TRILL protocol specification [RFCtrill] provides a TRILL
Header options feature and describes mnimal hooks to safely support
that feature. But it does not specify the structure of options, their
ordering, nor the details of any particular options. This draft
specifies that format and sonme initial options

Section 2 bel ow describes the general principles of operation

format, and ordering of TRILL Header Options. Such options are of two
kinds: bit encoded options and TLV (Type, Length, Val ue) encoded
options.

Section 3 describes a specific bit option while Section 4 describes
specific TLV encoded opti ons.

1.1 Conventions used in this docunent

The term nol ogy and acronyns defined in [RFCtrill] are used herein
with the sane neaning.

In this docunents, "IP" refers to both | Pv4 and | Pv6.
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2. TRILL Header Options

The TRILL Protocol includes an option feature in the TRILL Header
(see [RFCtrill] Sections 3.5 and 3.8). The 5-bit Op-Length header
field gives the length of the options in units of 4 octets, which
allows up to 124 octets of options area. If Op-Length is zero there
are no options present; else, the options area follow inmediately
after the Ingress Rbridge N cknane field in the TRILL Header. The
options area consists of bit options possibly foll owed by TLV
options. Each TLV option present is 32-bit aligned.

As described bel ow, provision is nade for both hop-by-hop options,

whi ch night affect any RBridge that receives a TRILL frame containing
such an option, and ingress-to-egress options, which wuld only
necessarily affect the RBridge(s) where a TRILL frane is

decapsul ated. Provision is also made for both "critical" and "non-
critical" options. An RBridge receiving a frane with a critica

option that affects it and that it does not inplenment MJST discard
the frame as it is unsafe to process the frame w thout understanding
the critical option. Non-critical options can be safely ignored.

Any option indicating a significant change in the way |ater parts of
the frane are interpreted or structure MJST be a critical option. If
such an option affect any fields that transit RBridges will exam ne,
it MJUST be a hop-by-hop critical option

Options also have a "nutability" flag that has a different neaning
for ingress-to-egress options and for hop-by-hop options.

For an ingress-to-egress option, the nutability flag indicates

whet her the val ue associated with the option can change at a transit
RBri dge (rmutabl e options) or cannot so change (i mutable options).
For exanple, an ingress-to-egress security option could protect the
val ue of an imutable ingress-to-egress option. But such a security
option generally could not protect a nutable value as a transit

RBri dge coul d change that value but would not normally have the keys
to reconpute a signature or authentication code to take a changed
val ue into account.

For a non-critical hop-by-hop option, the nutability flag indicates
whether a transit RBridge that does not inplenent the option is
permitted (nmutable) or not permtted (inmmutable) to renove the
option. Atransit RBridge is never required to renove a hop-by-hop
options that it does not inplenent.

For critical hop-by-hop options, the nutability flag is neaningl ess.
If the RBridge does not inplenent the critical hop-by-hop option, it
MUST drop the frame. If it does inplement the critical hop-by-hop
option, it will know whether or not it may/shoul d/ nust renove it.
For critical hop-by-hop options, the nmutability flag is set to zero
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("immutable") on transm ssion and ignored on receipt.

Not e: Most RBridges inplenentations are expected to be optim zed
for sinple and common cases of franme forwardi ng and processing.

Al though the hard linmit on options length, their 32-bit alignnent,
and the presence of critical option sunmmary bits as described

bel ow, are intended to assist in the efficient processing of
franes with options, neverthel ess the inclusion of options may
cause frane processing using a "slow path" with inferior
performance to "fast path" processing. Limted slow path

t hroughput of such frames could cause themto be discarded

2.1 RBridge Option Handling Requirenments

The requirenents given in this section are in addition to all option
handling requirenments in [RFCrill].

Al'l Roridges MIST be able to detect whether there are any critica
options present that are necessarily applicable to their processing
of the frame as detailed below. If they do not inplenent all such
critical options present, they MJST discard the frane.

Transit RBridges MJUST transparently forward all inmutable ingress-to-
egress options in frames that they forward. Any changes nade by a
transit RBridge to a nutable ingress-to-egress option value MIST be a
change permtted by the specification of that option

In addition, a transit RBridge:

o MAY add, if space is avail able, or renove, hop-by-hop options as
specified for such hop-by-hop options;

o MAY change the value and/or length of a nutable ingress-to-egress
option as pernitted by that option's specification and provided
there is enough roomif |engthening the option

0 MJST adjust the length of the options area, including changi ng Op-
Length in the TRILL header, as appropriate for any changes it has
made in the options;

o MJST NOT add, renove, or re-order ingress-to-egress options.

0 with regard to any non-critical hop-by-hop options that the
transit RBridge does not inplement, it MAY renpve themif they are
mut abl e but MUST transparently copy them when forwarding a frane
if they are inmmutable.
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2.2 No Critical Surprises

RBri dges advertise the ingress-to-egress options that they support in
their 1S-1S LSP and advertise the hop-by-hop options they support in
the Hellos they send. An RBridge is not required to support any
options.

Unl ess an RBridge advertises support for a critical option, it wll
not normally receive frames with that option

An RBridge SHOULD NOT add a critical option to a frane unl ess,

- for a critical hop-by-hop option, it has determined that the next
hop RBridge or RBridges to which the frame will be sent support
that option, or

- for a critical ingress-to-egress option, it has determ ned that the
RBri dge or RBridges that will egress the franme support that
option.

"SHOULD NOT" is specified since there nmay be cases where it is
acceptabl e for those franes to be discarded by the egress RBridges
that do not inplement the option

2.3 Options Fornmat

If any options are present in a TRILL Header, as indicated by a non-
zero Op-Length field, the first 32 bits of the options area consi st
of two sunmary bits and 30 option bits as described bel ow. The

remai nder of the options area, if any, consists of TLV (Type Length
Val ue) encoded options aligned on 32-bit boundaries. Section 2.3.2
specifies the format of an individual TLV option. Section 2.3.3
describes the marshalling of TLV options.

2.3.1 Summary Bits and Bit Options
| 0 1 2 3 4 5 6 7] 8- 15/16 - 23|24 - 31

R — O —— o Fommm oo - Fommm oo - +
| CHoH | CItE | I I I I

Fom e e Fom e e B T S S T Fom e e Fom e e +
Figure 1: Options Area Initial 32 Bits
The top two bits of the options area, bits 0 and 1 above, are called
summary bits and summari ze the presence of critical options as
fol | ows:

If the CHbH (Critical Hop by Hop) bit is one, one or nmore critica
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hop- by-hop options are present in the options area. Transit

RBri dges that do not support all of the critical hop-by-hop
options present, for exanple an RBridge that supported no options,
MUST drop the frane. If the CHbH bit is zero, the frane is safe,
fromthe point of view of options processing, for a transit
RBridge to forward, regardl ess of what options that RBridge does
or does not support. A transit RBridge that supports none of the
options present MJIST transparently forward the options area when
it forwards a frane, except that it MAY renmpove nut abl e hop- by-hop
options.

If the CItE (Critical Ingress to Egress) bit is a one, one or nore
critical ingress-to-egress options are present in the options
area. If it is zero, no such options are present. |If either CHbH
or CItE is non-zero, egress RBridges that don’t support al

critical options present, for exanple an RBridge that supports no
options, MJST drop the frane. |f both CHbH and CItE are zero, the
frane is safe, fromthe point of view of options, for any egress
RBri dge to process, regardl ess of what options that RBridge does
or does not support.

The remaining 30 bits in the initial four octets of the options area
are available for bit-encoded options. Any RBridge addi ng an options
area to a TRILL Header must set these 30 bits to zero except when
permitted to set one or nore of these bits as specified for an option
that RBridge inplements. The 30 bits are categorized as foll ows:

Bits Cat egory

2- 7 Critical hop-by-hop bits

8- 15 Non-critical hop-by-hop bits

16- 23 Critical ingress-to-egress bhits
24-31 Non-critical ingress-to-egress bhits

Al'l bit encoded options are considered nmutable except the critica
hop- by-hop options. Any transit RBridge MJST transparently copy bits
16 through 31, except as permitted by an option inplenmented by that
RBri dge, but MAY either copy or clear any of the bits from 8 through
15. Even if a transit RBridge renmoves all TLV options froma TRILL
Header when allowed to do so, it MJUST NOT elinnate the options area
in a forwarded frame if any of the 2 through 7 or 16 through 31 bits
remai n non-zero; however, if there are no TLV options and all of bits
2 through 31 are zero, then the sumary bits will al so be zero and
the transit RBridge may elinmnate the Options area in the frane,
setting Op-Length to zero.
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2.3.2 TLV Option Format

TRI LL Header options, other than bit options described above, are TLV
encoded, with sone flag bits in the Type and Length octets, in the
format show in Figure 2.

| 0 1 2 3 4 5 6 7 8 9-15 [

B R e T U R TR R I R I I e e e

| 1 E] NC| Type | M| Length | val ue..
E R T T S e S i I i S e

Figure 2. Option TLV Structure

The hi ghest order bit of the first octet (IE) is zero for hop-by-hop
options and one for ingress-to-egress options. Hop-by-hop options
are potentially applicable to every RBridge that receives the frane.
I ngress-to-egress options are only inserted at the ingress RBridge
and are applicable at egress RBridges. |Ingress-to-egress options MAY
al so be exanined and acted upon by transit RBridges as specified in
the particul ar option

The second hi ghest order bit of the first octet (NC) is zero for
critical options and one for non-critical options.

The hi ghest order bit of the second octet (MI) is zero for imutable
options and one for nutable options. The IE, NC, Type, and M fields
t hensel ves MUST NOT be changed even for a nutable option

The bottomsix bits of the first octet give the option Type code. The
option Type nmay constrain the values of the IE, NC, and MI bits. For
exanple, if the Type indicates a Flow ID option (see Section 4.1),
then it MJUST be nmarked as a hop-by-hop, non-critical, mutable option
If the IE, NC, or MI bits have a value not permitted by the option
Type specification for an option that an RBridge nust act on (any
critical ingress-to-egress option at an egress RBridge and any
critical hop-by-hop option), the RBridge MJST discard the frane. If
these bits have a value not pernitted by for the Type for an option
that an RBridge nay ignore (any ingress-to-egress option at a transit
RBri dge and any non-critical option), the RBridge MAY discard the
frame. "MAY" is chosen in this case to minimze the checking burden

The Length field is an unsigned quantity giving the length of the
option value in octets. 1t gives the anount of option value data, if
any, beyond the initial two Type and Length octets. The Length field
MUST NOT be such that the option value extends beyond the end of the
total options area as specified by the TRILL Header Op-Length. Thus,
the value of Length can vary fromzero to 118. The neani ng of
"Lengt h" val ues of 119 through 127 is reserved and, when such val ues
are noticed in a frame, the frame MJST be di scarded.
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2.3.3 Marshalling of Options

In a TRILL Header with options, those options start imediately after
the Ingress RBridge N cknanme and conpletely fill the options area.

TLV options start inmediately after the initial four octets of option
and summary bits and MJUST appear in ascendi ng order by the value of
the nine high order bits of the Type and Length octets considered as
an unsigned integer in network byte order. There MJST NOT be nore
than one option in a frane with any particul ar value of this nine
hi gh order bits. Thus the TLV options MJST be ordered as follows: (1)
critical hop-by-hop options, (2) non-critical hop-by-hop options, (3)
critical ingress-to-egress options, and (4) non-critical ingress-to-
egress options. Franes that violate this paragraph are erroneous,
wi Il produce unspecified results, and MAY be discarded. "NAY" is
chosen to mnimze the fornmat-checking burden on transit RBridges.

Options are 32-bit aligned. Should an option not consist of a
multiple of four octets, the option is padded at the end up to the
next multiple of four octets. These paddi ng octets MJST be sent as
zero and ignored on receipt.

If any options are present, those options, both flag and TLV, MJST be
correctly sunmmarized into the CHbH and CItE bits at the top of the
initial four octets of the options area.

2.4 Conflict of Options

It is possible for options to conflict. Two or nore options can be
present in a frame that direct an RBridge processing the frame to do
conflicting things or to change its interpretation of |ater parts of
the franme in conflicting ways. Such conflicts are resol ved by
applying the following rules in the order given:

1. Any frame containing options that require nutually inconpatible
changes in way |l ater parts of the frame are interpreted or
structured MJUST be discarded. (Such options will be critica
options, normally hop-by-hop critical options.)

2. Critical options override non-critical options.

2. Wthin each of the two categories of critical and non-critica
options, the option appearing first in lexical order in the frame
al ways overrides an option appearing later in the frane. Thus a
conflict between a bit option and a TLV option is always resol ved
in favor of the bit option. Bit options with lower bit nunbers are
consi dered to have occurred before bit options with higher bit
nunbers.
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3. Specific Bit Option

The table bel ow shows the state of TRILL Header bit option
assignnents. See Section 6 for | ANA Consi derati ons.

Bi t Pur pose Secti on

0-1 Summary 2.3

2-7 available for critical hop-by-hop options
8-9 ECN 3.1

10- 15 avail abl e for non-critical hop-by-hop options
16- 23 available for critical ingress-to-egress options
24-31 avail abl e for non-critical ingress-to-egress options

Table 1. Flag Options

3.1 ECN Bit Option

RBri dges may inplenent an ECN (Explicit Congestion Notification)
option [RFC3168]. If inplenented, it SHOULD be enabl ed by default but
can be disable on a per RBridge basis by configuration

RBri dges that do not inplenment this option or on which it is disabled
simply (1) set bits 8 and 9 of the bit options area zero when they
add an options area to a TRILL Header and (2) transparently copy
those bits, if an options area is present, when they forward a frane
with a TRILL Header.

An RBridge that inplenents the ECN option does the follow ng when
that option is enabl ed:

0 Wien ingressing an IP frame that is ECN enabled, it MJST add an
options area to the TRILL Header and copy the two ECN bits from
the I P header into option bits 8 and 9.

o When ingressing a frame for a non-I1P protocol with a neans of
i ndicating ECN that is understood by the RBridge, it MAY add an
options area to the TRILL Header with the ECN bits set fromthe
i ngressed frane.

o When forwarding a frane encountering congestion at an RBridge, if
an options area is present with option bits 8 and 9 indicating
ECN- capabl e transport, the RBridge MJST nodify themto the
congesti on experienced val ue.

0 \When egressing an IP frane, if the TRILL Header has an options
area with option bits 8 and 9 non-zero, it copies those bits into
the ECN bits in the I P header

0 \When egressing a non-1P protocol frame with a neans of indicating
ECN that is understood by the RBridge, it MAY transfer the ECN
information fromthe ECN bits in the options area to the egressed
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native frane.

The following table is nodified from[RFC3168] and shows the neaning
of bit values in TRILL Header option bits 8 and 9, bits 6 and 7 in
the IPv4 TOS Byte, and bits 6 and 7 in the IPv6 Traffic Class Cctet:

Bi nary Meaning

00 Not - ECT (Not ECN- Capabl e Transport)
01 ECT(1) (ECN Capable Transport(1))
10 ECT(0) (ECN Capable Transport(0))
11 CE (Congestion Experienced)

Table 2. ECN Bit Conbi nations

An RBridge detects congestion either by nonitoring its own queue
depths or fromparticipation in a |link-specific protocol. An RBridge
i mpl erenting the ECN option MAY be configured to add congestion
experienced marking using ECN to any frane with a TRILL Header that
encounters congestion even if the frame was not previously marked as
ECN- capabl e or did not have an options area.
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4. Specific TLV Options

The table bel ow shows the state of TRILL Header TLV option Type
assignnent. See Section 6 for | ANA Considerations.

Type Pur pose Secti on
0x00 reserved

0x01 Flow I D 4.1
0x02- 0x1F avail able

0x20 Test / Pad 4.2
0x21- 0x3E avail able

Ox3F reserved

Table 3. TLV Option Types

The follow ng subsections specify particular TRILL TLV opti ons.

4.1 Flow I D TLV Option

In connection with multi-pathing of franes, franes that are part of
the same order dependent flow need to follow the same path for
correct operation. Methods to determ ne flows are beyond the scope
of the this docunment; however, it may be useful, once the flow of a
frame has been deternined, to preserve and transnit that infornmation
for use by subsequent RBridges.

This is a non-critical option. It is considered hop-by-hop because it
can be added or changed by a transit RBridge and transit RBridges may
wish to use it to make forwardi ng deci sions. Because the ingress

RBri dge nmay know the nost about a frame, it is expected that this
option woul d nost commonly be added at the ingress RBridge. Once in a
frame, the option SHOULD NOT be removed or changed unl ess, for
exanple, a canpus is divided into regions such that different Fl ow

I Ds woul d make sense in different regions.

The value length of this option is fixed at 2 for efficiency. In a
TRILL data frame with only this option, the size of the option plus
the size of the initial 4 sutmary and flag option octets is such as
to maintain 64-bit alignment of the encapsul ated frane.

The option fields and flags are as foll ows:
o Type is 0xO01.
0o Length is 2. The data is an unsigned integer that is the Fl ow

| D.
0 |E MIUST be zero. This is a hop-by-hop option
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o0 NC and MI MUST be one. This is a non-critical nutable option

4.2 Test/Pad Option
This option is intended for testing and paddi ng.

A specific neaning for this option with the critical flag set wll
not be defined so, in that form it MJST al ways be treated as an
unknown critical option. If the critical flag is not set, the option
does nothing. In either case, it may be any length that will fit.
Thus, for exanple, in the non-critical form it can be used to cause
the encapsul ated frame staring right after the options area to be
64-bit aligned or for testing purposes.

o Type is 0x20.

0o Length is variable. The value is ignored.

o |E my be zero or one. This option has both hop-by-hop and
i ngress-to-egress versions.

0 NCis zero for the pad option and one for the test option
+ The non-critical version of this option does not hing.
+ The critical version of this option MJST al ways be treated

as an unknown critical option

0o M may be zero or one except that it nust be zero if the other
flags indicate the options is a critical hop-by-hop option
This option may be flagged as mutabl e or inmutable.
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5. Additions to IS-1S

RBridges use IS-1S PDUs to inform other RBridges which options they
support. The specific IS 1S TLVs or sub-TLVs used to encode and
advertise this information are specified in a separate docunent.
Support for critical options MJST be advertised. Support for non-
critical options MAY be advertised unless the specification of a
particul ar non-critical option inposes a requirenment higher than
"MAY" for the advertising of that option by RBridges that inplenent
it.

Rbridges indicate in their link state which ingress-to-egress TLV and
bit options they support.

Rbridges indicate in their Hellos which hop-by-hop TLV and bit
options they support.
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6

| ANA Consi der ati ons

IANA will create two subregistries within the TRILL registry. A
"TRILL Header Bit Options" subregistry that is initially popul ated as
specified in Table 1 in Section 3. And a "TRILL TLV Option Types"
subregistry that is initially populated as specified in Table 3 in
Section 4. References in both of those tables to sections of this
docunent are to be replaced in the | ANA subregistries by references
to this document as an RFC

New TRILL bit options and TLV option types are allocated by | ETF
Revi ew [ RFC5226] .

Security Considerations
For general TRILL protocol security considerations, see [RFCtrill].

In order to facilitate authentication, options SHOULD be specified so
they do not have alternative equivalent forns. Authentication of
anything with alternative equivalent forns al nost al ways requires
canoni calization that an authenticating RBridge ignorant of the
option would be unable to do and that nay be conplex and error prone
even for an RBridge know edgeable of the option. It is best for any
option to have a uni que encodi ng.
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Change History
The sections bel ow summari ze changes between successive versions of

this draft. RFC Editor: Please delete this section before
publicati on.

Version 00 to 02
Change the requirenment for TLV option ordering to be strictly ordered
by the value of the top nine bits of their first two bytes so that
the MI bit is included.
Speci fy meaning of nutability bit for hop-by-hop options.
Fix length of Flow ID Value at 2

Require that options that may significantly affect the interpretation
or format of subsequent parts of the frane be critical options.

Version 02 to 03
Move Test/Pad option into this docunment fromthe Mire Options draft
and nove the Mre Flags option fromthis docunent into the Mre
Options draft.

Prohibit multiple occurrences of an option in a frane.
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Copyright and | PR Provi sions

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License. The definitive version of an | ETF
Docunent is that published by, or under the auspices of, the |IETF.
Versions of | ETF Docunents that are published by third parties,
including those that are translated into other |anguages, should not
be considered to be definitive versions of | ETF Docunents. The
definitive version of these Legal Provisions is that published by, or
under the auspices of, the | ETF. Versions of these Legal Provisions
that are published by third parties, including those that are
translated into other |anguages, should not be considered to be
definitive versions of these Legal Provisions. For the avoidance of
doubt, each Contributor to the | ETF Standards Process |icenses each
Contribution that he or she nakes as part of the | ETF Standards
Process to the | ETF Trust pursuant to the provisions of RFC 5378. No
| anguage to the contrary, or terns, conditions or rights that differ
fromor are inconsistent with the rights and |icenses granted under
RFC 5378, shall have any effect and shall be null and void, whether
publ i shed or posted by such Contributor, or included with or in such
Contri buti on.
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