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Abstract

This docunent specifies a general channel for sending OAM
(Operations, Adm nistration, and Mi ntenance) nessages between
RBridges in a canpus through an extension to the TRILL (Transparent

I nterconnection of Lots of Links) protocol. It further specifies use
of this channel for the BFD (Bidirectional Forwardi ng Detection)
pr ot ocol .

Status of This Meno

This Internet-Draft is submtted to | ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Distribution of this docunent is unlimted. Comrents should be sent
to the TRILL working group nmailing list.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmn
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1.

I nt roducti on

The TRILL IS-1S Hellos used between RBridges provide a basic nei ghbor
and continuity check for TRILL links [RFCtrill]. However, failure
detection by non-receipt of such Hellos is based on the holding tine
paraneter which is typically set to a value over ten seconds and, in
any case, has a mnini num expressible value of one second.

Many applications, including voice over IP, may wish, with very high
probability, to detect interruptions in continuity within a nuch
shorter tinme period. In sone cases physical |layer failures can be
detected very rapidly but this is not always possible, such as when
there is a failure between two devices that are in turn between two
RBri dges, and there are many subtle failures possible at higher

| evel s. For exanple, sone forms of failure could affect unicast
frames while still letting nulticast franes through and all TRILL IS
IS frames, including Hellos, are multicast. Thus, a nethod of
frequently testing continuity for the TRILL Data between nei ghbor
RBri dges is necessary for sone applications.

Such continuity testing is one exanple of TRILL data pl ane
Qperations, Adm nistration, and Miintenance (OAM requirenents.
Various of such requirenents can be net by a variety of protocols
such as the Bidirectional Forwarding Detection (BFD) [ RFC5880]

[ RFC5882] and [Y.1731].

Thi s docunent specifies, in Section 2, a general channel for sending
OAM nessages between RBridges in a canpus using extensions to the
TRILL protocol and further specifies, in Section 3, use of this
channel for the BFD protocol. TRILL BFD can be used to provide rapid
detection of link continuity failure for TRILL Data franes.

1.1 Term nol ogy

The terni nol ogy and acronyns of [RFCtrill] are used in this document.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2 Additional Acronyns

The followi ng acronyns are used in this docunent in addition to those
defined in [RFCtrill]:

BFD - Bidirectional Forwardi ng Detection
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MH - Milti-Hop
OAM - (Operations, Adm nistration, and Mii ntenance
OV - OAM (Message Channel) Version

SL - Silent

1.3 Acknow edgenents

The authors would like to particularly thank David Katz, co-author of
[ RFC5880] and [ RFC5882]. Sone of the text is this docunent was
adapted from those RFCs.
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2. The TRILL OAM Message Channel

TRILL OAM nessages are transnmitted as TRILL Data franes. They are
primarily identified as OAM nessages by their Inner. MacDA and | nner
Et hertype. This Inner Ethertype is followed by a 32-bit TRILL OAM
Header used to indicate the OAM protocol of the follow ng OAM
protocol specific data. A TRILL Header bit option is provided that
may optionally be used to guarantee that frames sent over the TRILL
OAM Message Channel cannot accidentally be forwarded to end stations,
even by RBridges that are ignorant of the TRILL OAM Message Channel
nmechani sm

The di agram bel ow shows the overall structure of a TRILL OAM Message
Channel frame on a link between two RBridges:

Frame Structure Section of This Docunent
i .
| Qut er Link Header | Section 2.3 if Ethernet Link
;T TRILL Header | section 2.2
| lnner Ethernet Header | section 2.1.1
| TRILL OAM cnannel reader | Section 2.1.2
|+- CAM Pr ot ocoISpeC|f|cPaonad|+ See specific OAM protocol
" Uink Trailer (FCS i1 Ethernet) |
i +

The Sections 2.1 and 2.2 bel ow describe the Inner frame and TRILL
Header for frames sent in the TRILL OAM Message Channel . As al ways,
the Quter link header is whatever is needed to get a TRILL Data frame
fromone RBridge to the next, depends on link technol ogy, and can
change with each hop for nulti-hop OAM nessages. Section 2.3
describes the Quter link header for Ethernet. Section 2.4 goes into
further detail on the OAM Channel Bit Option. And Section 2.5
describes sonme details of TRILL OAM Message processi ng.

2.1 The OAM Message | nner Frame

The encapsul ated Inner frame within A TRILL CAM Message Channel frame
is as shown bel ow
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I nner Ethernet Header:
B i s T T S T et S S T S I T s sl s ol ST S S S
| Speci al 1 nner. MacDA |
B o T T e e e i S L e s ol ST S S S S S S S S
Speci al | nner. MacDA cont | I nner. MacSA |

!i-++++++++++++++++++++++++++++++++
| | nner. MacSA cont . |
B i sl o e S e e S S T sl st it S SRR R R S SR o S S it S SR
| Ethertype = C Tag (0x8100) | Priority, VLANID |
R i i T I S N e e i e e et S R R RIS R R R R I S S i el I S
TRI LL OAM Channel Header:

R e i e i i e T R S S e il sl S I R S S e S e s
| TRI LL- OAM Et hertype [

B i sl o e S e e S S T sl st it S SRR R R S SR o S S it S SR
| Fl ag | O/ | TR LL OAM Protocol |

B o T T e e e i S L e s ol ST S S S S S S S S
OAM Pr ot ocol Specific Infornation:
B E e r e s i s i o T T s S S S S 2

I
+ OAM Pr ot ocol Specific Data
|

2.1.1 I nner Ethernet Header

The special Inner.MacDA is one of two values: OAM RBridge-MAC if the
OAM nessage is unicast or All-OAMRBridges if the OAM nessage is
mul ti-destination (see Section 6).

The Inner. MacSA is selected by the RBridge originating the QAM
message. If it is a unicast MAC address, on decapsulation it will be
| earned as being attached to the ingress RBridge. If that learning is
not desired, the Inner. MacSA MAY be set to Al l-OAM RBri dges. Address
| earni ng on decapsul ati on does not occur if the source MAC has the
group bit on.

As with all TRILL encapsul ated franes, a VLAN tag MJST be present.
Use of a VLAN tag Ethertype other than 0x8100 is beyond the scope of
this docunment. Reconmendations for the frane priority are as foll ows:

- For one-hop known uni cast OAM nessages critical to network
connectivity, such as one-hop BFD for rapid link failure detection
in support of TRILL IS-1S, the RECOWENDED priority is 7.

- For multi-hop known unicast OAM nessages, the RECOVMENDED priority
is 6.

- For multi-destination OAM nessages, it is RECOMVENDED that the
priority be no higher than 5.
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Mul ti-destination TRILL OAM nessages are VLAN scoped so the

I nner.VLAN I D MJUST be set to the VLAN of interest. To the extent that
distribution tree pruning is in effect, such OAM nessages will only
reach RBridges advertising that they have appoi nted forwarder
connectivity to that VLAN.

For known uni cast OAM nessages, if the nessage is one-hop it is
RECOMVENDED t hat the I nner.VLAN ID be the Designated VLAN on that
hop. For multi-hop uni cast OAM nmessages, it is RECOMMENDED that the
I nner. VLAN I D be the default VLAN 1.

2.1.2 TRILL OAM Header

After the TRILL OAM Et hertype (see Section 6) is a four-byte quantity
with three sub-fields. The first, Flags, provides 16 bits of flags
whi ch, except as specified below, MJUST be sent as zero, transparently
copied by transit RBridges, and ignored on receipt. The next field,
OV, gives the OAM Header version and MJST be zero. Lastly, a 12-bit
field specified the particular TRILL OAM protocol to which the
message applies. See Section 6 for | ANA Considerations.

The flag bits are nunbered fromO to 15 as shown bel ow.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
B T T T S S e I
| SL| MH Avai | abl e Fl ags [
B L L E I I Spu Sy R i T T

Bit 0, which is the high order bit in network order, is defined as
the SL or Silent bit. If it is a one, it suppresses OAM Channel Error
messages due to the use of an unknown version or OAM protocol (see
Section 2.5.1). Bit 1 is the MHor Milti-Hop bit. It is used to
informthe destination OAM protocol that the nessage was intended to
be multi-hop (MH=1) or one-hop (Mi=0).

The TRILL OAM Protocol field specifies the OAM protocol that the QAM
Channel message relates to. Initial defined values are as listed
bel ow. See Section 6 for | ANA Considerations.

Protocol Nanme - Section of this Docunent

0x0001 OAM Channel Error - Section 2.5
0x0002 TRI LL BFD Control - Section 3.2
0x0003 TRI LL BFD Echo - Section 3.3

D. Eastl ake, et al [ Page 7]



| NTERNET- DRAFT RBri dges: OAM and BFD

2.2 The TRILL Header for OAM Messages

After the Quter |ink header (which for Ethernet ends with the TRILL
Et hertype) and before the encapsul ated frane, the OAM nessage’s TRILL
Header appears as fol |l ows:

B o I NI S R S S R T S T S S

| v=0|0 O| M Op-Len | Hops=0x3F
B i S S T s i S T st i S S S S S S S S i
[ Egress N ckname [ I ngress N cknane [
B e i i e o e e S T S e e s i i TR S

The TRILL Header version V, MJST be zero, the Mbit is set
appropriately as the OAM nessage i s known uni cast (M=0) or nulti-
destination (M=1), and Op-Len is set appropriately for the I ength of
the options area, if any, all as specified in [RFCrill].

When a TRILL OAM nessage is originated, the hop count field is always
set to the maxi mum val ue, Ox3F. For messages sent a known numnber of
hops, particularly one-hop nessages or nei ghbor echo nessages,
checking the Hops (Hop Count) field provides an additional validity
check as discussed in [ RFC5082].

The RBridge originating a TRILL OAM nessage pl aces a nickname that it
holds into the ingress nickname field.

There are several cases for the egress nicknane field. If the QAM
message is nmulti-destination, then the egress ni cknane designates the
distribution tree to use. If the OAM nessage is a nulti-hop unicast
message, then the egress nicknanme is a nicknane of the target

RBri dge; this includes the special case of an "echo" OAM nessage
where the originator places its own nicknane in both the ingress and
egress nicknane fields. If the OAM nessage i s a one-hop uni cast
message, there are two possibilities for the egress nicknane.

0 The egress nickname can bet set to a nicknane of the target
nei ghbor RBridge. This will usually work well but there is a snall
chance that, due to a nicknanme transient, the frame will actually
be delivered to sonme other RBridge in the canpus. Due to this
possibility, both here and in the nulti-hop unicast case, if a
TRILL OAM nessage is intended for a specific RBridge in the canpus
topol ogy, it is RECOMMENDED that the OAM protocol specific data
include the IS-1S Systenl D of the target RBridge for an added
check.

0 The special nicknane Any-RBridge may be used. This will guarantee
decapsul ati on at the inmedi ate nei ghbor RBridge regardl ess of the
state of nickname assignnments. RBridges supporting the TRILL OAM
Channel facility MJST recogni ze the Any-RBridge special nicknane
and accept TRILL Data frames having that value in the egress

D. Eastl ake, et al [ Page 8]



| NTERNET- DRAFT RBri dges: OAM and BFD

ni ckname field as being sent to themas the egress.

2.3 OAM Message Ethernet Link Header

If the link on which a TRILL OAM frane is transnmitted between

nei ghbor RBridges is Ethernet, the link header follows the usual
rules for a TRILL Data frame over Ethernet [RFCirill]. In particular,
the Quter. MacSA is the MAC address of the port fromwhich the frane
is sent. The Quter.MacDA is the MAC address of the next-hop RBridge
port for unicast TRILL OAM nessages or the All-RBridges nulticast
address for nulti-destination TRILL OAM nessages. |If an CQuter.VLAN
tag is present, it nust specify the Designated VLAN for that hop and
the priority nust be the same as in the Inner.VLAN tag.

2.4 The TRILL OAM Channel Bit Option

A critical ingress-to-egress TRILL Header bit option, QAM Channel, is
specified associated with the TRILL OAM Channel facility. This option
is NOT REQUI RED to appear in the TRILL Header in TRILL OAM nessage
franes. It serves two functions, as follows:

0 An RBridge indicates that it supports the TRILL OAM Channel
facility by advertising, in the link state database, its support
for this bit option.

o If this bit option is present in a TRILL OAM nessage frame, it
guarantees that, if the inner frame is decapsul ated by an RBridge
that does not inplenent the TRILL OAM Channel it will be discarded
rather than being locally flooded as a native frame out all ports
for which that RBridge is appointed forwarder for the |Inner.VLAN
However, if it is certain that all RBridges in the canpus
i mpl emrent the TRILL OAM Channel or if the possible Iocal flooding
of the inner frame as specified above is acceptable, there is NO
REQUI REMENT to include an options area or to set this particular
option bit in the TRILL Header options area even if an options
area i s included.

As with any other critical ingress-to-egress option, if the bit

options area is present and this bit option is set, then the summary
CltE bit MIST be set at the top of the options area.
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2.5 Processing TRILL OAM Messages

TRILL OAM nessages are designed to | ook Iike and, to the extent
practical, be processed as regular TRILL Data franes. On receiving a
TRILL OAM frane, the initial tests on the Quter.MacDA, Quter

Et hertype, TRILL Header V and Hop Count fields and the RPF check if
the frame is multi-destination, are all performed as usual. The
forwardi ng and/ or decapsul ati on decisions are the same as for a
regular TRILL Data frame with the exception that a RBridge

i npl ementing the TRILL OAM Channel MJST recogni ze the Any-RBridge
egress nicknane in unicast TRILL Data frames, decapsul ati ng and not
forwardi ng such frames if they nmeet other checks.

If the OQAM Channel critical ingress-to-egress bit option is present
and the egressing RBridge does not inplenent the TRILL OAM Channel ,
the frane is discarded. If other options are present, they nay affect
processing or cause the frame to be di scarded.

On decapsul ation, the special |nner.MacDA val ues of QAM RBri dge- MAC
(unicast) and Al'l -OAM RBridges (multicast) and/or the Inner Ethertype
of TRILL- OAM MUST be recogni zed to trigger processing as a TRILL QAM
message. |f the decapsul ati ng RBridge does not inplenent the TRILL
OAM Channel, it will treat the frane as a regular TRILL Data frane
and locally flood the decapsul ated native frame out all ports where
it is appointed forwarder for the I nner.VLAN

2.5.1 Processing the TRILL OAM Channel Header

Knowi ng that it has a TRILL OAM Channel nessage, the egress RBridge
| ooks at the OV (OAM Message Header version) and OAM Protocol fields.

If the OV field is non-zero or if the OAM Protocol field is a
reserved value or a value unknown to the egress RBridge, the egress
RBri dge returns an OAM Channel Error frame unless the "SL" (Silent)
flag is a one in the OAM nessage. An OAM Channel Error frane is a
mul ti-hop unicast TRILL OAM Channel nessage with the ingress nicknane
set to the nicknane of the RBridge detecting the error, and the
egress nicknane set to the value of the ingress nicknanme in the OAM
message for which the error was detected. For the protocol specific
data area, an OAM Channel Message Error frane has at |east the first
256 bytes (or less if less are available) of the erroneous

decapsul at ed OAM nessage starting with the Inner. MacDA. All RBridges

i mpl ementing the TRILL OAM Message Channel MJST recogni ze the OAM
Message Channel Error protocol value (0x001) and MJUST NOT generate an
OAM Message Channel Error nessage in response to a received OAM
Message Channel Error frame, even if they always set the "SL" flag is
all TRILL OAM nessages they send so they would not normally expect to
recei ve an OAM Channel Message Error frane.
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If the OV field is zero and the processing RBridge recognizes the QAM
Protocol value, it processes the nmessage in accordance with that OAM
pr ot ocol .

Errors within a recogni zed OAM Protocol are handl ed wi thin that
protocol and do not produce OAM Message Channel Error franes.

2.5.2 Native TRILL- OAM Fr anes

A TRILL OAM Message Channel frame MAY be generated, if provided for
by the OAM protocol involved, as the result of the receipt by an

RBri dge of a native frane with the TRILL- OAM Et hertype. Such a native
frame nust net the usual VLAN restrictions to be accepted by the

i ngress RBridge generating the TRILL OAM Message Channel frame. |If
the native frame’s destination MAC address is not one of the special
MAC destination addresses All-OAM RBridges or OAM RBri dge-MAC, it
MUST be changed to one of those two addresses before the frane is
encapsul at ed.

The decapsul ati on and processing of a TRILL OAM Message Channel frame
MAY, if provided for by the OAM protocol involved, result in the
sending of a native frame with the TRILL- OAM Et hertype out one or
more ports of the egress RBridge. The VLAN, and the MAC destination
addres, of the frame MAY be set to appropriate values before it is
transmtted.
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3. TRILL BFD

Using the TRILL OAM Message Channel facility, described in Section 2,
TRILL supports one-hop and nulti-hop BFD Control and nei ghbor BFD
Echo as detailed below Milti-destination BFD is beyond the scope of
t hi s docunent.

3.1 Sessions and Initialization

Wthin an RBridge canpus, there will be only a single TRILL BFD
Control session between two RBridges over a given interface visible
to TRILL. This BFD session nmust be bound to this interface. As
such, both sides of a session MJST take the "Active" role (sending
initial BFD Control packets with a zero value of Your Discrimnator),
and any BFD packet fromthe renpte nmachine with a zero val ue of Your
Di scrim nator MJST be associated with the session bound to the renote
system and interface.

Note that TRILL BFD provides OAMfacilities for the TRILL Data pl ane.
This is above whatever protocol is in use on a particular |ink, such
as PPP [TrillPPP]. Link technol ogy specific OAM protocols may be used
on a link between nei ghbor RBridges, for exanple Continuity Fault
Managenment [802.1ag] if the link is Ethernet. But such link [ayer QAM
and coordination between it and TRILL data plan | ayer OAM such as
TRILL BFD, is beyond the scope of this docunent.

If Iower |evel nechanisns, such as |ink aggregation [802.1AX], are in
use that present a single logical interface to TRILL IS-IS, only a
single TRILL BFD session can be established to any other RBridge over
this logical interface. However, link |ayer OQAM coul d be run
separately on each of the conponents of a |ink aggregation.

3.2 TRILL BFD Control Protocol

TRILL BFD Control franes are unicast TRILL OAM Message Channel franes
as described in Section 2 above suppl enented by the specifications
bel ow.

As a uni cast nessage, the Mbit in the TRILL Header is zero and the
I nner. MacDA is OAM RBridge- MAC. The TRILL OAM Protocol value is
0x002.

The protocol specific data associated with the TRILL BFD Control

protocol is as shown bel ow. See [RFC5880] for further information on
the fields after the initial System Ds.
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TRILL BFD Control Protocol Data:
B i s T T S T et S S T S I T s sl s ol ST S S S
| Target RBridge System D |
B T i S S i S T h T i S S S S e
| Target RBridge System D | Oig. RBridge System D |
B E e r e s i s i o T T s S S S S 2
[ Oiginating RBridge System D |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Vers | Diag | Sta| PJF|ClAIDM Detect Miult | Length |
B T i S S i S T h T i S S S S e
| My Di scrimnator |
B E e r e s i s i o T T s S S S S 2
[ Your Discrimn nator |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Desired Mn TX Interval |
B T i S S i S T h T i S S S S e
| Required M n RX Interval |
B E e r e s i s i o T T s S S S S 2
[ Required M n Echo RX I nterval [
B i s T T S T et S S T S I T s sl s ol ST S S S
Optional Authentication Section

B T i S S i S T h T i S S S S e
| Auth Type | Auth Len | Aut henti cation Data. .

B E e r e s i s i o T T s S S S S 2

3.2.1 One-Hop TRILL BFD Control

One-hop TRILL BFD Control is typically used in support of TRILL IS-1S
to rapidly detect link failure. Such TRILL BFD franes SHOULD be sent
with priority 7.

For nei ghbor RBridges RBl1 and RB2, each RBridge sends one-hop TRILL
BFD Control franmes to the other only if TRILL IS-1S has detected bi -
directional connectivity and both RBridges indicate support of TRILL
BFD i s enabl ed. The BFD Enabled TLV is used to indicate this as
specified in [RFCbfdtlv]. The indication of TRILL BFD support with
the BFD Enabl ed TLV overrides any indication of |ack of support
through failure to advertise support of the OAM Channel TRILL Header
bit option in the Iink state database.

3.2.2 BFD Control Franme Processing

The followi ng tests SHOULD be perfornmed on received TRILL BFD Control
franmes before generic BFD processing. (In sonme inplenentations, the
TRILL Header nmay not be available to the TRILL BFD nodul e i n which
case sone of these check are not possible.)
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Is the Mbit in the TRILL Header non-zero? |If so, discard the frane.
TRILL support of multi-destination BFD Control is beyond the scope
of this docunent.

If the MH OAM Header flag is zero, indicating one-hop, test that the
TRILL Header hop count received was Ox3F (i.e., is Ox3Eif it has
al ready been decrenmented) and if it is any other value discard the
frane. If the V\H OAMflag is one, indicating nulti-hop, test that
the TRILL Header hop count received was not |less than a
configurable value that defaults to 0x30. If it is less, discard
the frame.

Check that the target IS-1S SystemiD in the OAM protocol data is your
System D. If not, discard the frane.

If the MH OAM Header flag is zero, test that the originating Systenm D
is that of a neighbor RBridge. If not, discard the frane.

3.3 TRILL BFD Echo Protoco

A TRILL BFD Echo franme is a unicast TRILL OAM Message Channel frane,
as specified in Section 2, which should be bounced back by an

i medi at e nei ghbor because both the ingress and egress nicknanes are
set to a nickname of the originating RBridge. Normal TRILL Data frame
forwarding will cause the frane to be returned.

TRILL BFD Echo frames SHOULD only be sent on a link if a TRILL BFD
Control session has been established, TRILL BFD Echo support is

i ndi cated by the potentially echo responding RBridge, and the TRILL
BFD Echo originating RBridge wi shes to nake use of this optiona
feature.

Since the originating RBridge is the RBridge that will be processing
a returned Echo frame, the entire TRILL BFD Echo protocol specific
data area is considered opaque and left to the discretion of the
originating RBridge. Nevertheless, it is RECOWENDED that this data

i nclude information by which the originating RBridge can authenticate
the returned BFD Echo frame and confirmthe nei ghbor that echoed the
franme back. For exanple, it could include its own System D, the

nei ghbor’s Systenm D, a session identifier and a sequence count as
wel |l as a Message Aut hentication Code.

3.3.1 BFD Echo Frane Processing

The follow ng tests SHOULD be perfornmed on returned TRILL BFD Echo
franmes before other processing. (In some inplenmentations, the TRILL
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Header may not be available to the TRILL BFD Echo nodul e i n which
case these check are not possible.)

Is the Mbit in the TRILL Header non-zero? |f so, discard the frane.
TRILL support of multi-destination BFD Echo is beyond the scope of
this docunent.

The TRILL BFD Echo frame shoul d have gone exactly two hops so test
that the TRILL Header hop count as received was Ox3E (i.e., Ox3D
if it has already been decrenented) and if it is any other val ue
discard the frame. (The value of the MHflag is ignored for TRILL

BFD Echo protocol.)
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4. Managenent and Operations Considerations

The TRILL BFD paraneters at an RBridge are configurable... The
default values are ... TBD

It is required that the operator of an RBridge canpus configure the

rates at which TRILL BFD franmes are transnmitted on a link to avoid
congestion (e.g., link, I/0Q CPU and false failure detection.
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5. Allocations Considerations

The follow ng subsection give | ANA and | EEE Regi stration Authority
Consi derati ons.

5.1 | ANA Consi derati ons

In this section, the allocation procedures "Standards Action", "IETF
Revi ew', and "RFC Publication" are as specified in [RFC5226].

I ANA hereby allocates a previously unassigned TRILL Ni ckname as
fol | ows:

Any- RBri dge TBD ( OXFFCO suggest ed)

| ANA hereby allocates a previously unassigned TRILL Milticast address
as foll ows:

Al'l - OAM RBri dges TBD (01-80-C2-00-00-43 suggest ed)

| ANA hereby all ocates a previously unassigned TRILL critical ingress-
to-egress Bit Option as foll ows:

TBD OAM Opti on
| ANA al l ocates the followi ng block of 16 globally uni que uni cast MAC
addresses for use with the TRILL protocol and creates a sub-registry
in the TRILL Paraneter Registry for these addresses:
00- 00- 5E- xx-xx-x0 - QOAM RBri dge- MAC
00- 00- 5E- xx- xx-x1 to 00-00-5E- xx-xx-xF - available for allocation
(suggest ed 00-00-5E-00-03-00 through 00-00-5E- 00- 03- OF)

Al | ocation of unicast MAC val ues fromthe above block for TRILL use
is based on | ETF Revi ew.

| ANA creates an additional sub-registry in the TRILL Paraneter
Registry for TRILL OAM Protocols, with initial contents as foll ows:
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Pr ot ocol Use

0x000 Reser ved

0x001 OAM Channel Error
0x002 BFD Contr ol

0x003 BFD Echo

0x004- OxOFF Avail able for allocation (1)

0x100- OxFF7 Avai l abl e for allocation (2)

OxFF8- OXFFE For Experinental use, will not be allocated
OxFFF Reserved

(1) TRILL OAM protocol code points from 0x004 to OxOFF require an
| ETF Standards Action for allocation

(2) TRILL OAM protocol code points from 0x100 to OxFF7 require RFC
Publication to allocate a single value or | ETF Review to allocate
mul ti pl e val ues.

| ANA creates an additional sub-registry in the TRILL Paraneter
Regi stry for TRILL OAM Header Flags with initial contents as follows:

Flag Bit WMenonic Allocation

0 SL Si | ent
1 VH Mul ti-hop
2-15 - Avai |l able for allocation

Al'l ocation of TRILL OAM Header Flags is based on | ETF Standards
Action [ RFC5226] .

5.2 I EEE Regi stration Authority Considerations

The Ethertype <tbd> is assigned by the | EEE Registration Authority
for TRILL- QAM
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6. Security Considerations

The follow ng sections provide security considerations for the TRILL
OAM Message Channel and for TRILL BFD

See [RFCtrill] for general RBridge Security Considerations.

6.1 OAM Channel Security Considerations

-- TBD --

6.2 BFD Security Considerations

BFD Control franes can be secured by authenticati on nechani sns native
to BFD [ RFC5880] .

If shared secret IS-1S authentication is not in effect for the Hellos
exchanged by two nei ghbor RBridges then, by default, TRILL BFD
bet ween those RBridges is al so unsecured.

If shared secret 1S 1S authentication is in effect for the Hellos
exchanged by two nei ghbor RBridges then, by default, TRILL BFD
Control frames sent between those RBridges use BFD Keyed SHA1l

aut hentication with keying material derived as foll ows:

HVAC- SHAL ( ( "TRILL BFD Control" | smallerSystem D |
| arger System D ), 1S 1S-key )

where HVAC-SHAL is as specified in [RFC2104] (see al so [ RFC4634]),
"TRILL BFD Control" is the seventeen byte US ASCI| string indicated
which is then concatenated with the Systenml Ds of both of the nei ghbor
RBri dges sorted as unsigned 48-bit integers, and |S-1S-key is the
secret keying material being used for 1S 1S authentication on the
link. In the Authentication Section of the BFD Control frame QAM
protocol specific data, Auth Type would be 4, Auth Len would be 28,
and Auth Key IDis zero. The RBridges MAY be configured to use other
BFD security nodes or keying material including configuration to use
no security.

Aut hentication for TRILL BFD Echo SHOULD be provided but is a |oca

i npl ement ation i ssue as BFD Echo franes are only authenticated by
their sender when received in the formof Echo responses. However, if
TRILL 1S-1S and BFD Control are being authenticated to a nei ghbor and
BFD Echo is in use, BFD Echo frames to be returned by that nei ghbor
SHOULD be aut henticated and such authenticate SHOULD use different
keying material fromother types of authentication. For exanple, it
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coul d use keying naterial derived as foll ows:

HVAC-SHAL1 ( ( "TRILL BFD Echo" | smallerSystem D | |argerSystem D
), 1S-1Skey )

D. Eastl ake, et al [ Page 20]



| NTERNET- DRAFT RBri dges: OAM and BFD

7. Normative References

[ RFC2104] - Krawczyk, H., Bellare, M, and R Canetti, "HMAC. Keyed-
Hashi ng for Message Authentication", RFC 2104, February 1997.

[ RFC2119] - Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997

[ RFC5226] - Narten, T. and H Alvestrand, "CGuidelines for Witing an
| ANA Considerations Section in RFCs", BCP 26, RFC 5226, My
2008.

[ RFC5880] - D. Katz, D. Ward, "Bidirectional Forwarding Detection
(BFD)", June 2010.

[ RFC5882] - D. Katz, D. Ward, "Generic Application of Bidirectional
Forwardi ng Detection (BFD)", June 2010.

[RFCtrill] - R Perlman, D. Eastlake, D. Dutt, S. Gai, and A
Ghanwani, "RBridges: Base Protocol Specification", draft-ietf-
trill-rbridge-protocol-16.txt, in RFC Editor queue.

[ RFCbfdtlv] - C. Hopps, L. Gnsberg, "IS IS BFD Enabl ed TLV", draft-
ietf-isis-bfd-tlv-02.txt, work in progress, 4 January 2010.

8. Informative References

[802. 1AX] - I EEE, "IEEE Standard for Local and netropolitan area
networ ks / Link Aggregation", 802.1AX-2008, 1 January 2008.

[802. 1ag] - | EEE, "IEEE Standard for Local and metropolitan area
networks / Virtual Bridged Local Area Networks / Connectivity
Faul t Managenent", 802. lag-2007, 17 Decenber 2007.

[ RFC4634] - Eastlake 3rd, D. and T. Hansen, "US Secure Hash
Al gorithnms (SHA and HVAC-SHA) ", RFC 4634, July 2006.

[ RFC5082] - GII, V., Heasley, J., Meyer, D., Savola, P., Ed., and C
Pi gnataro, "The Generalized TTL Security Mechanism (GISM", RFC
5082, Cctober 2007

[Trill PPP] - Carlson, J., "PPP TRILL Protocol Control Protocol",

draft-ietf-pppext-trill-protocol-01.txt, work in progress, My
2010.
[Y.1731] - ITU T Recommendation Y.1731 (02/08), "OAM functions and

mechani sms for Ethernet based networks", February 2008

D. Eastl ake, et al [ Page 21]



| NTERNET- DRAFT RBri dges: OAM and BFD

Aut hors’ Addr esses

Donal d Eastl ake 3rd
Stellar Sw tches

155 Beaver Street
MI1ford, MA 01757 USA

Tel : +1-508- 333- 2270
EMai | : d3e3e3@nuil.com

Vi shwas Manr al

I P Infusion Inc.

1188 E. Arques Ave.
Sunnyval e, CA 94089 USA

Tel : +1- 408- 400- 1900
EMai | : vi shwas@ pi nfusi on. com
Dave Ward

Juni per Networks

1194 N. Mathil da Ave.
Sunnyval e, CA 94089-1206
USA

Phone: +1-408-745-2000
EMai | : dwar d@ uni per. net

Ayan Banerjee

Ci sco Systens

170 W Tasnman Drive

San Jose, CA 95138 USA

Phone: +1-408-525-8781
Emvai | : ayabaner @i sco. com

D. Eastl ake, et al [ Page 22]



| NTERNET- DRAFT RBri dges: OAM and BFD

Copyright, Disclaimer, and Additional |PR Provisions

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License. The definitive version of an | ETF
Docunent is that published by, or under the auspices of, the |IETF.
Versions of | ETF Docunents that are published by third parties,
including those that are translated into other |anguages, should not
be considered to be definitive versions of | ETF Docunents. The
definitive version of these Legal Provisions is that published by, or
under the auspices of, the | ETF. Versions of these Legal Provisions
that are published by third parties, including those that are
translated into other |anguages, should not be considered to be
definitive versions of these Legal Provisions. For the avoidance of
doubt, each Contributor to the | ETF Standards Process |icenses each
Contribution that he or she nakes as part of the | ETF Standards
Process to the | ETF Trust pursuant to the provisions of RFC 5378. No
| anguage to the contrary, or terns, conditions or rights that differ
fromor are inconsistent with the rights and |icenses granted under
RFC 5378, shall have any effect and shall be null and void, whether
publ i shed or posted by such Contributor, or included with or in such
Contri buti on.

D. Eastl ake, et al [ Page 23]






