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1.

I nt roducti on

Many applications that use SCTP as defined in [ RFC4960] want the
ability to "reset" a stream The intention of resetting a streamis
to set the stream sequence nunbers (SSNs) of the stream back to
"zero’ with a corresponding notification to the application |ayer
that the reset has been performed. Applications requiring this
feature want to "re-use" streanms for different purposes but stil
utilize the stream sequence nunber so that the application can track
the nmessage flows. Thus, without this feature, a new use of an old
streamwoul d result in nessage nunbers greater than expected unl ess
there is a protocol nmechanismto "reset the streams back to zero"
Thi s docunent al so includes nmethods for resetting the transport
sequence nunbers (TSNs), adding additional streans and resetting al
stream sequence nunbers

The socket APl for SCTP defined in [I-D.ietf-tsvwy-sctpsocket]
exposes the sequence nunmbers used by SCTP for user nessage transfer
Therefore, resetting them can be used by application witers. Please
note that the correspondi ng sequence nunber for TCP is not exposed
via the socket APl for TCP

Conventi ons
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

New Chunk Type

This section defines the new chunk type that will be used to re-

configure streans. Table 1 illustrates the new chunk type.
TS oo e e e e e e e e e e e eaaa o +
| Chunk Type | Chunk Narme |
s e +
| O0x82 | Re-configuration Chunk (RE-CONFIG |
Fom e e o o m e e e e e e e e e e e e e m e e e e o oo oo +
Table 1

It should be noted that the format of the RE-CONFI G chunk requires
the receiver to ignore the chunk if it is not understood and continue
processing all chunks that follow. This is acconplished by the use
of the upper bits of the chunk type as described in section 3.2 of

[ RFC4960] .
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Al'l transported integer nunbers are in "network byte order" a.k.a.,
Bi g Endi an.

3.1. RE-CONFI G Chunk

Thi s docunent adds one new chunk type to SCTP. The chunk has the
followi ng format:

0 1 2 3
01234567890123456789012345678901

T S
Type = 0x82 | Chunk Flags | Chunk Length |
T S S S ek

I
+-
\ \
/ Re- configuration Paraneter /
\ \
B i i S S i I e i S S R L e e e e
\ \
/ Re- configuration Paraneter (optional) /
\ \
B i S S T s i S T st i S S S S S S S S i
Chunk Type: 1 byte (unsigned integer)

This field holds the | ANA defined chunk type for the RE-CONFIG

chunk. The suggested value of this field for | ANA is 0x82.

Chunk Flags: 1 byte (unsigned integer)
This field is set to 0 by the sender and ignored by the receiver.

Chunk Length: 2 bytes (unsigned integer)
This field holds the Il ength of the chunk in bytes, including the
Chunk Type, Chunk Fl ags and Chunk Lengt h.

Re-configuration Paraneter
This field holds a Re-configuration Request Paraneter or a Re-
configuration Response Paraneter.

Not e that each RE- CONFI G chunk hol ds at | east one paranmeter and at
nmost two parameters. Only the foll owing conbinations are all owed:

1. Qut goi ng SSN Reset Request Paraneter.
2. I ncom ng SSN Reset Request Paraneter.

3. Qut goi ng SSN Reset Request Parameter, Incom ng SSN Reset Request
Par anet er .

Stewart, et al. Expi res June 10, 2012 [ Page 5]



Internet-Draft SCTP Stream Reconfiguration Decenber 2011

4. SSN TSN Reset Request Paraneter.
5. Add Qut goi ng Streans Request Parameter.
6. Add I ncom ng Streanms Request Paraneter.

7. Add CQut going Streams Request Paraneter, Add |Inconing Streans
Request Par aneter.

8. Re- configurati on Response Paraneter.
9. Re- configurati on Response Paraneter, Qutgoing SSN Reset Request
Par anet er .

10. Re-configuration Response Paraneter, Re-configuration Response
Par anet er .

If a sender transnmits an unsupported conbination, the receiver SHOULD
send an ERROR chunk with a Protocol Violation cause as defined in
section 3.3.10.13 of [RFC4960]).

4. New Paraneter Types

This section defines the new paranmeter types that will be used in the
RE- CONFI G chunk. Table 2 illustrates the new paraneter types.

| Parameter Type | Paraneter Nane |
| 0x000d | Qutgoing SSN Reset Request Paraneter |
| Ox000e | I'ncomi ng SSN Reset Request Paraneter |
| Ox000f | SSN TSN Reset Request Paraneter |
| 0x0010 | Re-configuration Response Paraneter [
| Ox0011 | Add Qutgoing Streams Request Paraneter |
| 0x0012 | Add Incom ng Streams Request Paraneter |

Table 2

It should be noted that the parameter format requires the receiver to
stop processing the paraneter and not to process any further
paranmeters within the chunk if the paraneter type is not recognized.
This is acconplished by the use of the upper bits of the paraneter
type as described in section 3.2.1 of [RFC4960].

Al'l transported integer nunbers are in "network byte order" a.k.a.,
Bi g Endi an.
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4.1. Qutgoing SSN Reset Request Paraneter

This paranmeter is used by the sender to request the reset of sone or
al | outgoing streans.

0 1 2

3
01234567890123456789012345678901

B T T i I T T o S S S e b S S S
| Par anet er Type = 0x000d | Parameter Length = 16 + 2 * N
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

|
| Re- configuration Request Sequence Nunber |
B E e r e s i s i o T T s S S S S 2
[ Re- confi gurati on Response Sequence Number [
B i i S S S o I e S S o s oI S S S Y
| Sender’ s Last Assigned TSN |
B o o S S S S e e ik i it i R e S S e T o ol ol s o S S
Stream Nunber 1 (optional) | Stream Nunber 2 (optional) |

Stream Nunmber N-1 (optional) | Stream Nunmber N (optional)
T R ik e e T S S e S S e R it it S SR R e S S e e

+
+
T
/
+
+

+-

/

B T S S e T S S s T S S S S S i S S
+-

Paraneter Type: 2 bytes (unsigned integer)
This field holds the | ANA defined paranmeter type for the Qutgoing
SSN Reset Request Paraneter. The suggested value of this field
for 1ANA i s 0x000d.

Paraneter Length: 2 bytes (unsigned integer)
This field holds the length in bytes of the paranmeter; the val ue
MUST be 16 + 2 * N, where N is the nunber of stream nunmbers
listed.

Re-configuration Request Sequence Nunber: 4 bytes (unsigned integer)
This field is used to identify the request. It is a nonotonically
i ncreasing nunber that is initialized to the sane value as the
Initial TSN nunmber. It is increased by 1 whenever sending a new
Re- configurati on Request paraneter.

Re-configurati on Response Sequence Nunber: 4 bytes (unsigned

i nt eger)
When this Qutgoing SSN Reset Request Paraneter is sent in response
to an Incom ng SSN Reset Request Paraneter this paraneter is also
an inplicit response to the incomng request. Then this field
hol ds the Re-configuration Request Sequence Nunber of the incomning
request. In other cases it holds the next expected Re-
configurati on Request Sequence Nunber m nus 1.
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Sender’s | ast assigned TSN. 4 bytes (unsigned integer)
This value holds the next TSN minus 1, in other words the last TSN
that this sender assigned.

Stream Nunber 1..N:. 2 bytes (unsigned integer)
This optional field, if included, is used to indicate specific
streans that are to be reset. |If no streans are listed, then al
streans are to be reset.

This paranmeter can appear in a RE-CONFI G chunk. This paraneter MJST
NOT appear in any other chunk type.

4.2. Inconming SSN Reset Request Paraneter

This parameter is used by the sender to request that the peer resets
sonme or all of its outgoing streans.

0 1 2
0123456789012345678901234567829
B T T s T S S S i i S S
| Par anmet er Type = 0x000e | Paranmeter Length = 8 + 2
R o o o b ks s st S S S S e T T el s SR S S S S S
| Re- configuration Request Sequence Nunber
B i e I T i sl S T e e e S e i T TR S R S e S
Stream Nunmber 1 (optional) | Stream Nunmber 2 (optional)

+-+- +
* N

- +-+

+

B S T o S S e e e A S S S S i
/

+

+

+

-

r

B o o S S S S e e ik i it i R e S S e T o ol ol s o S S
| Stream Number N-1 (optional) | Stream Nunber N (optional)
B i e I T i sl S T e e e S e i T TR S R S e S

Paranmeter Type: 2 bytes (unsigned integer)
This field holds the | ANA defined parameter type for the Incomn ng
SSN Reset Request Paraneter. The suggested value of this field
for 1 ANA is 0x000e.

Paraneter Length: 2 bytes (unsigned integer)
This field holds the length in bytes of the parameter; the val ue
MJST be 8 + 2 * N

Re-configuration Request Sequence Nunber: 4 bytes (unsigned integer)

This field is used to identify the request. It is a nonotonically
i ncreasing nunber that is initialized to the sane value as the
Initial TSN number. It is increased by 1 whenever sending a new

Re- configuration Request paraneter
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Stream Nunber 1..N 2 bytes (unsigned integer)
This optional field, if included, is used to indicate specific
streans that are to be reset. |If no streans are |isted, then al
streans are to be reset.

Thi s paraneter can appear in a RE-CONFIG chunk. This paraneter MJST
NOT appear in any other chunk type.

4.3. SSN TSN Reset Request Paraneter

This paranmeter is used by the sender to request a reset of the TSN

and SSN nunbering of all incom ng and outgoi ng streans.

0 1 2 3
01234567890123456789012345678901
B o o S S S S e e ik i it i R e S S e T o ol ol s o S S
| Par anet er Type = 0x000f | Paraneter Length = 8

B i e I T i sl S T e e e S e i T TR S R S e S

+
I
+
[ Re- confi gurati on Request Sequence Nunber [
B i s T T S T et S S T S I T s sl s ol ST S S S
Par aneter Type: 2 bytes (unsigned integer)

This field holds the | ANA defined paranmeter type for the SSN TSN

Reset Request Paraneter. The suggested value of this field for

I ANA i s 0x000f.

Paranmeter Length: 2 bytes (unsigned integer)
This field holds the length in bytes of the parameter; the val ue
MUST be 8.

Re- configuration Request Sequence Nunber: 4 bytes (unsigned integer)
This field is used to identify the request. It is a nonotonically
i ncreasing nunber that is initialized to the same value as the
Initial TSN nunber. It is increased by 1 whenever sending a new
Re- configurati on Request paraneter.

Thi s paraneter can appear in a RE-CONFIG chunk. This paraneter MJST
NOT appear in any other chunk type.

4.4, Re-configuration Response Paraneter

This parameter is used by the receiver of a Re-configuration Request
paraneter to respond to the request.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Par aneter Type = 0x0010 [ Paraneter Length [
B i i S S i I e i S S R L e e e e
[ Re- configurati on Response Sequence Number |
R R e R e s s e o S S e R e o o
| Resul t |
B i S S T s i S T st i S S S S S S S S i
[ Sender’s next TSN (optional) [
B i i S S i I e i S S R L e e e e
| Receiver’'s next TSN (optional) |
R R e R e s s e o S S e R e o o

Paranmeter Type: 2 bytes (unsigned integer)
This field holds the | ANA defined paraneter type for Re-
configurati on Response Paraneter. The suggested value of this
field for 1 ANA is 0x0010.

Par anmet er Type Length: 2 bytes (unsigned integer)
This field holds the length in bytes of the parameter; the val ue
MUST be 12 if the optional fields are not present and 20
ot herwi se.

Re- configurati on Response Sequence Nunber: 4 bytes (unsigned

i nt eger)
This value is copied fromthe request paraneter and is used by the
recei ver of the Re-configuration Response Paraneter to tie the
response to the request.

Result: 4 bytes (unsigned integer)
This value describes the result of the processing of the request.
It is encoded as given by the follow ng table

| Success - Nothing to do |
| Success - Perforned |
| Denied [
| Error - Wong SSN [
| Error - Request already in progress

| Error - Bad Sequence Number [
| I'n progress |

Tabl e 3
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Sender’s next TSN: 4 bytes (unsigned integer)
This field holds the TSN the sender of the response will use to
send the next DATA chunk. The field is only applicable in
responses to SSN TSN reset requests.

Receiver’'s next TSN. 4 bytes (unsigned integer)
This field holds the TSN the receiver of the response nust use to
send the next DATA chunk. The field is only applicable in
responses to SSN TSN reset requests.

Ei ther both optional fields (Sender’s next TSN and Receiver’s next
TSN) MJUST be present or none.

This paranmeter can appear in a RE-CONFI G chunk. This paraneter MJST
NOT appear in any other chunk type.

4.5, Add Qutgoing Streans Request Paraneter

This paranmeter is used by the sender to request that an additiona
nunber of outgoing streans (i.e. the receiver’s incom ng streans) be
added to the associ ation.

0 1 2 3
01234567890123456789012345678901
T S i i S S i i S S
| Par amet er Type = 0x0011 | Paranmeter Length = 12 |
B i S S T s i S T st i S S S S S S S S i
[ Re- configuration Request Sequence Nunber [
T o T i S R i S O h i S s
| Nunber of new streans | Reserved [
T i S T iy S S S S S

Paranmeter Type: 2 bytes (unsigned integer)
This field holds the | ANA defined paraneter type for the the Add
Qut goi ng Streans Request Paraneter. The suggested value of this
field for | ANA is 0Ox0011.

Paranmet er Length: 2 bytes (unsigned integer)
This field holds the length in bytes of the parameter; the val ue
MJUST be 12.

Re- configuration Request Sequence Nunber: 4 bytes (unsigned integer)
This field is used to identify the request. It is a nonotonically
i ncreasing nunber that is initialized to the same value as the
Initial TSN nunmber. It is increased by 1 whenever sending a new
Re- configuration Request paraneter.
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Nunber of new streams: 2 bytes (unsigned integer)
Thi s value hol ds the nunber of additional outgoing streans the
sender requests to be added to the association. Streans are added
in order and are consecutive, e.g. if an association has four
outgoing streans (0-3) and a requested is nmade to add 3 streans
then the new streanms will be 4, 5 and 6

Reserved: 2 bytes (unsigned integer)
This field is reserved. It SHOULD be set to 0 by the sender and
i gnored by the receiver.

Thi s paraneter MAY appear in a RE-CONFI G chunk. This paraneter MJST
NOT appear in any other chunk type.

4.6. Add Inconming Streans Request Paraneter

This paranmeter is used by the sender to request that the peer adds an
addi ti onal nunber of outgoing streans (i.e. the sender’s incom ng
streans) to the association

0 1 2 3
01234567890123456789012345678901
B T i it T s i S e i SR SR
| Par aneter Type = 0x0012 | Paraneter Length = 12 |
i T e i e s S e A C b o o R
| Re- configurati on Request Sequence Nunber |
B i S S T s i S T st i S S S S S S S S i
[ Nunber of new streans [ Reserved [
B T e b i i e e . S I SR S

Paraneter Type: 2 bytes (unsigned integer)
This field holds the | ANA defined parameter type for the the Add
I ncom ng Streams Request Paranmeter. The suggested value of this
field for I ANA is 0x0012.

Paraneter Length: 2 bytes (unsigned integer)
This field holds the length in bytes of the parameter; the val ue
MUST be 12.

Re-configuration Request Sequence Nunber: 4 bytes (unsigned integer)
This field is used to identify the request. It is a nonotonically
i ncreasing nunber that is initialized to the sane value as the
Initial TSN nunmber. It is increased by 1 whenever sending a new
Re- configurati on Request paraneter.
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Nunber of new streams: 2 bytes (unsigned integer)
Thi s value hol ds the nunber of additional incom ng streans the
sender requests to be added to the association. Streans are added
in order and are consecutive, e.g. if an association has four
outgoing streans (0-3) and a requested is nmade to add 3 streans
then the new streanms will be 4, 5 and 6

Reserved: 2 bytes (unsigned integer)
This field is reserved. It SHOULD be set to 0 by the sender and
i gnored by the receiver.

Thi s paraneter MAY appear in a RE-CONFI G chunk. This paraneter MJST
NOT appear in any other chunk type.

5. Procedures

This section defines the procedures used by both the sender and
receiver of a RE-CONFI G chunk. Various exanples of re-configuration
scenarios are given in Appendi x A

One inportant thing to renenber about SCTP streans is that they are
uni -directional. The endpoint for which a streamis an outgoing
streamis called the outgoing side, the endpoint for which the stream
is an inconing streamis called the incomng side. The procedures
outlined in this section are designed so that the inconmng side wll
al ways reset their stream sequence nunber first before the outgoing
side which neans the re-configuration request nust always originate
fromthe outgoing side. These two issues have inportant

ram fications upon how an SCTP endpoi nt might request that its
inconming streans be reset. In effect it nust ask the peer to start
an outgoing reset procedure and once that request is acknow edged | et
the peer actually control the reset operation

5.1. Sender Side Procedures
This section describes the procedures related to the sending of RE-
CONFI G chunks. A RE-CONFI G chunk i s conposed of one or two Type
Length Val ue (TLV) paraneters.

5.1.1. Sender Side Procedures for the RE-CONFI G Chunk

This SCTP extension uses the Supported Extensions Paraneter defined
in [RFC5061] for negotiating the support for it.

An SCTP endpoi nt supporting this extension MJST include the chunk

type of the RE-CONFI G chunk in the Supported Extensions Paranmeter in
either the INNT or INIT-ACK. Before sending a RE-CONFI G chunk the
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sender MUST ensure that the peer advertised support for the re-
configuration extension. |f the chunk type of the RE-CONFI G chunk
does not appear in the supported extensions |list of chunks, then the
sender MJST NOT send any re-configuration request to the peer, and
any request by the application for such service SHOULD be responded
to with an appropriate error indicating the peer SCTP stack does not
support the re-configuration extension

At any given time there MIUST NOT be nore than one request be in
flight. So if the Re-configuration Timer is running and the the RE-
CONFI G chunk contains at | east one request paranmeter the chunk MJST
be buffered.

After packagi ng the RE- CONFI G chunk and sending it to the peer the
sender MJST start the Re-configuration Timer if the RE-CONFI G chunk
contains at |east one request paraneter. |If it contains no request
paraneters, the Re-configuration Tinmer MJST NOT be started. This
timer MUST use the sane value as SCTP's Data transnission timer (i.e.
the RTO timer) and MJST use exponential backoff doubling the value at
every expiration. |If the timer expires, besides doubling the val ue,
the sender MUST retransmt the RE-CONFI G chunk, increnent the
appropriate error counts (both for the association and the
destination), and performthreshold nmanagenent possibly destroying
the association if SCTP retransni ssion threshol ds are exceeded.

5.1.2. Sender Side Procedures for the Qutgoing SSN Reset Request
Par anet er

When an SCTP sender wants to reset the SSNs of sone or all outgoing
streans it can send an Qutgoi ng SSN Reset Request Parameter provided
that the Re-configuration Timer is not running. The follow ng steps
must be fol |l owed:

Al: The sender MUST stop assigning new SSNs to new user data
provi ded by the upper layer for the affected streans and queue
it. This is because it is not known whether the receiver of the
request will accept or deny it and noreover, a |ost request
m ght cause an out-of-sequence error in a streamthat the
receiver is not yet prepared to handl e.

A2: The sender MUST assign the next re-configuration request
sequence nunber and MJST put it into the Re-configuration
Request Sequence Nunmber field of the Qutgoing SSN Reset Request
Paranmeter. The next re-configuration request sequence nunber
MUST then be increnented by 1.

Stewart, et al. Expi res June 10, 2012 [ Page 14]



Internet-Draft SCTP Stream Reconfiguration Decenber 2011

A3:

A5:

AB:

5.1. 3.

When

The Sender’s Last Assigned TSN MJUST be set to the next TSN the
sender assigns mnus 1.

If this Qutgoing SSN Reset Request Paraneter is sent in response
to an I ncom ng SSN Reset Request Paraneter the Stream Nunbers
MUST be copied fromthe Incom ng SSN Reset Request Paraneter to
the Qutgoi ng SSN Reset Request Parameter. The Re-configuration
Response Sequence Number of the Qutgoing SSN Reset Request

Par amet er MUST be the Re-configuration Request Sequence Number
of the Incom ng SSN Reset Request Paraneter. |f this Qutgoing
SSN Reset Request Paraneter is sent at the request of the upper

| ayer and the sender requests all outgoing streams to be reset

St ream Numbers SHOULD NOT be put into the Qutgoing SSN Reset
Request Paraneter. |f the sender requests only sone outgoi ng
streans to be reset these Stream Nunbers MJST be placed in the
Qut goi ng SSN Reset Request Paraneter. Re-configuration Response
Sequence Nunber is the next expected Re-configuration Request
Sequence Nunber of the peer ninus 1.

The Qut goi ng SSN Reset Request Parameter MJST be put into a RE-
CONFI G Chunk. The Qutgoing SSN Reset Request Paraneter MAY be
put together with either an Incom ng SSN Reset Request Paraneter
or an Re-configuration Response Parameter but not both. It MJST
NOT be put together with any other paraneter as described in
Section 3.1.

The RE- CONFI G chunk MJST be sent following the rules given in
Section 5.1.1.

Sender Side Procedures for the Incoming SSN Reset Request
Par amet er

an SCTP sender wants to reset the SSNs of some or all incom ng

streans it can send an I ncom ng SSN Reset Request Paraneter provided

t hat
nmust

B1:

B2:

Stewart,

the Re-configuration Tinmer is not running. The follow ng steps
be foll owed:

The sender MUST assign the next re-configuration request
sequence nunmber and MJST put it into the Re-configuration
Request Sequence Nunber field of the Incom ng SSN Reset Request
Paraneter. After assigning it the next re-configuration request
sequence nunber MJST be increnented by 1.

If the sender wants all incomng streanms to be reset Stream
Nunmbers SHOULD NOT be put into the Incom ng SSN Reset Request
Paraneter. |f the sender wants only sone inconming streans to be
reset these Stream Nunbers MJUST be filled in the Inconing SSN
Reset Request Paraneter.
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B3: The I ncom ng SSN Reset Request Parameter MJST be put into a RE-
CONFI G Chunk. It MAY be put together with an Qutgoi ng SSN Reset
Request Paraneter but MJUST NOT be put together with any other
par anet er .

B4: The RE-CONFI G chunk MUST be sent following the rules given in
Section 5.1.1.

When sending an Incomng SSN Reset Request there is a potential that
the peer has just reset or is in the process of resetting the sanme
streans via an Qutgoi ng SSN Reset Request. This collision scenario
is discussed in Section 5.2.3.

5.1.4. Sender Side Procedures for the SSN TSN Reset Request Paraneter

Wien an SCTP sender wants to reset the SSNs and TSNs it can send an
SSN/ TSN Reset Request Paraneter provided that the Re-configuration
Timer is not running. The follow ng steps nust be foll owed:

Cl: The sender MJST assign the next re-configuration request
sequence nunber and put it into the Re-configuration Request
Sequence Nunber field of the SSN TSN Reset Request Paraneter.
After assigning it the next re-configuration request sequence
number MJUST be increnmented by 1.

C2: The sender has either no outstanding TSNs or considers al
out st andi ng TSNs abandoned. The sender MJST queue any user data
suspendi ng any new transm ssions and TSN assi gnnent until the
reset procedure is finished by the peer either acknow edgi ng or
denyi ng the request.

C3: The SSN TSN Reset Request Parameter MJST be put into a RE-CONFI G
chunk. There MUST NOT be any other paraneter in this chunk

C4: The RE-CONFI G chunk MUST be sent following the rules given in
Section 5.1.1.

Only one SSN TSN Reset Request SHOULD be sent within 30 seconds,
whi ch is considered a maxi mum segnment lifetinme, the I P MSL.

5.1.5. Sender Side Procedures for the Re-configuration Response
Par anmet er

When an inplenentation receives a reset request paranmeter it nust

respond with a Re-configuration Response Paraneter in the foll ow ng
manner :
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D1: The Re-configuration Request Sequence number of the inconing
request MJST be copied to the Re-configuration Response Sequence
Nunmber field of the Re-configuration Response Paraneter

D2: The result of the processing of the incom ng request according
to Table 3 MJST be placed in the Result field of the Re-
configuration Response Paraneter.

D3: If the incom ng request is an SSN TSN reset request, the
Sender’s next TSN field MJUST be filled with the next TSN the
sender of this Re-configurati on Response Paraneter will assign
For other requests the Sender’s next TSN field, which is
optional, MJST NOT be used.

D4: If the incomng request is an SSN TSN reset request, the
Receiver’s next TSN field MIUST be filled with a TSN such that
the sender of the Re-configuration Response Paraneter can be
sure it can discard received DATA chunks with smaller TSNs. The
val ue SHOULD be the smallest TSN not acknow edged by the
recei ver of the request plus 2731. For other requests the
Receiver’s next TSN field, which is optional, MJST NOT be used.

5.1.6. Sender Side Procedures for the Add Qutgoing Streans Request
Par anmet er

When an SCTP sender wants to increase the number of outbound streans
to which it is able to send, it nmay add an Add Qutgoi ng Streans
Request paraneter to the RE-CONFI G chunk. Upon sending the request
the sender MUST await a positive acknow edgnent (Success) before
using any additional stream added by this request. Note that new
streans are added adj acent to the previous streans with no gaps.
This means that if a request is nade to add 2 streams to an
association that has already 5 (0-4) then the new streans, upon
successful conpletion, are streans 5 and 6. A new stream MJST use
the stream sequence nunber O for its first ordered nessage.

5.1.7. Sender Side Procedures for the Add I ncom ng Streans Request
Par anet er

Wien an SCTP sender wants to increase the nunber of inbound streans
to which the peer is able to send, it may add an Add | ncomi ng Streans
Request paraneter to the RE-CONFI G chunk. Note that new streans are
added adj acent to the previous streans with no gaps. This nmeans that
if arequest is nmade to add 2 streans to an associ ation that has
already 5 (0-4) then the new streans, upon successful conpletion, are
streans 5 and 6. A new stream MJST use the stream sequence nunber 0
for its first ordered nessage
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5.2. Receiver Side Procedures
5.2.1. Recei ver Side Procedures for the RE-CONFI G Chunk

Upon reception of a RE-CONFI G chunk each parameter within it SHOULD
be processed. If nultiple paraneters have to be returned, they MJST
be put into one RE_CONFI G chunk. |If the received RE- CONFI G chunk
contains at |east one request paraneter, a SACK chunk SHOULD be sent
back and MAY be bundled with the RE-CONFI G chunk. [If the received
RE- CONFI G chunk contains at |east one request and based on the

anal ysis of the Re-configuration Request Sequence Nunbers this is the
| ast received RE-CONFI G chunk (i.e. a retransmnission), the same RE-
CONFI G chunk MJST to be sent back in response as was earlier.

The decision to deny a re-configuration request is an adnministrative
deci sion and nmay be user configurable even after the association has
formed. |If for whatever reason the endpoint does not wi sh to process
a received request paranmeter it MJST send a correspondi ng response
paraneter as described in Section 5.1.5 with an appropriate Result
field.

I npl enentation Note: A SACK is recommended to be bundled with any re-
configuration response so that any retransmni ssion processing that
needs to occur can be expedited. A SACK chunk is not required for

this feature to work, but it will in effect help nmininmze the delay
in conpleting a re-configuration operation in the face of any data
| oss.

5.2.2. Receiver Side Procedures for the Qutgoing SSN Reset Request
Par anmet er

In the case that the endpoint is willing to performa streamreset
the follow ng steps nust be foll owed:

El: If the Re-configuration Tiner is running for the Re-
configurati on Request Sequence Nunber indicated in the Re-
configurati on Response Sequence Nunber field, the Re-
configurati on Request Sequence Nunmber MJST be marked as
acknow edged. If all Re-configuration Request Sequence Numbers
the Re-configuration Tiner is running for are acknow edged, the
Re-configuration Timer MJST be stopped.

E2: If the Sender’s Last Assigned TSN nunber is greater than the
cumul ati ve acknow edgnment point, then the endpoint MJST enter
"deferred reset processing”. In this node, any data arriving
with a TSN nunber larger than the 'senders | ast assigned TSN
for the affected stream(s) MJST be queued locally and held unti
the Cunul ati ve Acknow edgnment point reaches the ’'senders | ast
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5.

assi gned TSN nunber’. When the Cunul ati ve Acknow edgment poi nt
reaches the | ast assigned TSN nunber then proceed to the next
step. |If the endpoint enters "deferred reset processing”, it
MUST put a Re-configuration Response Paraneter into a RE- CONFI G
chunk indicating 'In progress’ and MJST send the RE-CONFI G

chunk.

E3: If no Stream Numbers are listed in the paraneter, then all
i ncom ng streams MJUST be reset to O as the next expected stream
sequence nunber. |f specific Stream Nunbers are listed, then

only these specific streans MJUST be reset to 0 and all other
non-1|isted stream sequence nunbers renai n unchanged.

E4: Any queued TSN s (queued at step E2) MJST now be rel eased and
processed normal ly.

E5: A Re-configuration Response Paranmeter MJST be put into a RE-
CONFI G chunk indicating successful processing.

E6: The RE- CONFI G chunk MJST be sent after the incom ng RE- CONFI G
chunk is processed conpletely.

2.3. Receiver Side Procedures for the Incom ng SSN Reset Request

Par anet er

In the case that the endpoint is willing to performa streamreset
the follow ng steps nust be foll owed:

F1: An Qutgoing SSN Reset Request Paraneter MJST be put into an RE-
CONFI G chunk according to Section 5.1.2.

F2: The RE- CONFI G chunk MJST be sent after the incom ng RE- CONFI G
chunk is processed conpletely.

When a peer endpoint requests an I ncom ng SSN Reset Request it is
possi ble that the | ocal endpoint has just sent an Qutgoi ng SSN Reset
Request on the sanme association and has not yet received a response.
In such a case the | ocal endpoint MJST do the follow ng:

o If the just sent Qutgoing SSN Reset Request Paraneter conpletely
overl aps the received Inconing SSN Reset Request Paraneter respond
to the peer with an acknow edgnent indicating that there was
"Not hing to do’

0 Oherw se process the Incom ng SSN Reset Request Paraneter
nornmal |y responding to the peer with an acknow edgnent. Note that
this case includes the situation where sone of the streans
requested overlap with the just sent Qutgoing SSN Reset Request.
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Even in such a situation the Incom ng SSN Reset MJST be processed

normal |y even though this nmeans that (if the endpoint elects to do
the streamreset) streans that are already at SSN O, will be reset
a subsequent tine.

It is also possible that the Incoming request will arrive after the
Qut goi ng SSN Reset Request just conpleted. |In such a case all of the
streans being requested will be already set to 0. If so, the |loca
endpoi nt SHOULD send back a Re-configurati on Response with the
success code "Nothing to do"

Note that in either race condition the |ocal endpoint could

optionally also performthe reset. This would result in streamns that
are already at sequence 0O being reset again to 0 which would cause no
harmto the application but will add an extra nessage to the network.

5.2.4. Receiver Side Procedures for the SSN TSN Reset Request Paraneter

In the case that the endpoint is willing to performan SSN TSN reset
the follow ng steps nust be foll owed:

Gl: Conpute an appropriate value for the Receiver’'s next TSN, the
TSN the peer should use to send the next DATA chunk. The val ue
SHOULD be the snmallest TSN not acknow edged by the receiver of
the request plus 2731

&: Conpute an appropriate value for the | ocal endpoint’s next TSN
i.e. the receiver of the SSN TSN reset chunk next TSN to be
assigned. The val ue SHOULD be the hi ghest TSN sent by the
receiver of the request plus 1.

@&3: The sane processing as if a SACK chunk with no gap report and a
cunul ati ve TSN ACK of Sender’s next TSN minus 1 was received
MUST be perf or ned.

(4: The sane processing as if a FWD-TSN chunk as defined in
[RFC3758] with all streanms affected and a new cunul ati ve TSN ACK
of Receiver’s next TSN minus 1 was received MJST be perforned

Gb: The next expected and outgoi ng stream sequence nunbers MJST be
reset to 0 for all inconming and outgoi ng streans.

&: A Re-configuration Response Parameter MJST be put into a RE-
CONFI G chunk i ndicating successful processing.
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5.

2

G7: The RE-CONFI G chunk MJST be sent after the inconing RE-CONFIG
chunk is processed conpletely.

5. Receiver Side Procedures for the Add Qutgoi ng Streans Request
Par amet er

When an SCTP endpoi nt receives a re-configuration request adding
additional streams, it MJST send a response paraneter either

acknow edgi ng or denying the request. |If the response is successful
the receiver MIST add the requested nunber of inbound streans to the
association, initializing the next expected stream sequence nunber to
be 0. The SCTP endpoi nt SHOULD deny the request if the nunber of
streans exceeds a linit which should be configurable by the
appl i cation.

5.2.6. Receiver Side Procedures for the Add Incom ng Streans Request

5.

2

Par anet er

When an SCTP endpoi nt receives a re-configuration request adding
additional incomng streans, it MJST either send a response paraneter
denyi ng the request or sending a correspondi ng Add Qutgoi ng Streans
Request Paraneter following the rules given in Section 5.1.6. The
SCTP endpoi nt SHOULD deny the request if the nunber of streans
exceeds a linit which should be configurable by the application

7. Receiver Side Procedures for the Re-configuration Response
Par anet er

On receipt of a Re-configuration Response Paraneter the follow ng
must be perforned:

Hi: If the Re-confguration Timer is running for the Re-configuration
Request Sequence Nunber indicated in the Re-configuration
Response Sequence Nunber field, the Re-configuration Request
Sequence Nunber MJST be nmarked as acknow edged. |If all Re-
configurati on Request Sequence Nunbers the Re-configuration
Timer is running for are acknow edged, the Re-configuration
Ti mer MUST be stopped. |If the timer was not running for the Re-
configurati on Request Sequence Nunber, the processing of the Re-
configurati on Response Paraneter is conplete.

H2: If the Result field indicates 'In progress’, the tinmer for the
Re- configurati on Request Sequence Number is started again. |If
the tinmer runs off, the RE-CONFI G chunk MUST be retransmtted
but the corresponding error counters MJST NOT be increnented.
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H3: If the Result field does not indicate successful processing the
processing of this response is conplete.

H4: |If the request was an Qutgoi ng SSN Reset Request the affected
streans MJUST now be reset and all queued data shoul d be
processed now and assi gning of stream sequence nunbers is
al | oned agai n.

H5: If the request was an SSN TSN Reset Request new data MJST be
sent from Receiver’s next TSN and begi nning with stream sequence
nunber O for all outgoing streans. All inconing streans MJUST be
reset to 0 as the next expected stream sequence nunber. The
peer will send DATA chunks starting with Sender’s next TSN

H6: |If the request was to add outgoing streamnms, the endpoint MJIST
add the additional streans to the association. Note that an
i mpl ementation nay all ocate the nenory at the tinme of the
request, but it MJST NOT use the streams until the peer has
responded with a positive acknow edgnent.

6. Socket API Considerations
Thi s section describes how the socket APl defined in
[I-D.ietf-tsvwg-sctpsocket] needs to be extended to make the features
of SCTP re-configuration available to the application
Pl ease note that this section is informational only.

6.1. Events
When t he SCTP_ASSOC CHANGE notification is delivered and both peers
support the extension described in this document,
SCTP_ASSOC SUPPORTS RE CONFI G should be listed in the sac_info field.
The union sctp_notification {} is extended to contain three new

fields: sn_strreset_event, sn_assocreset_event, and
sn_strchange_event:
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union sctp_notification {
struct {
uintl6_t sn_type
uintl6 t sn_flags;
uint32_t sn_l ength;
} sn_header;

struct sctp_streamreset_event sn_strreset_event;
struct sctp_assoc_reset_event sn_assocreset_event;
struct sctp_stream change_event sn_strchange_event;

}

The correspondi ng sn_type values are given in Table 4.

o e e e e e e e oo o e m e e e e e e e e e e e e e e e e e ao oo +

| sn_type | valid field in union sctp_notification

e e o m e e e e +

| SCTP_STREAM RESET_EVENT | sn_strreset_event [

| SCTP_ASSOC RESET_EVENT | sn_assocreset_event |

| SCTP_STREAM CHANGE EVENT | sn_strchange_event |

o e e e e e e e oo o e m e e e e e e e e e e e e e e e e e ao oo +
Tabl e 4

These events are delivered when an incom ng request was processed
successfully or the processing of an outgoi ng request has been
fi ni shed.

6.1.1. Stream Reset Event
The event delivered has the follow ng structure:

struct sctp_streamreset_event ({
uintl6 t strreset_type;
uintl6 t strreset flags;
uint32_t strreset_|ength;
sctp_assoc_t strreset_assoc_id;
uintl6 t strreset_streamlist[];

b
strreset_type: It should be SCTP_STREAM RESET_EVENT.

strreset _flags: This fieldis formed fromthe bitwi se OR of one or
more of the following currently defined flags:
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SCTP_STREAM RESET | NCOM NG _SSN:  The streamidentifiers given in
strreset_streamlist[] refer to inconm ng streans of the
endpoi nt .

SCTP_STREAM RESET _QUTGO NG SSN:  The streamidentifiers given in
strreset_streamlist[] refer to outgoing streans of the
endpoi nt .

SCTP_STREAM RESET_DENI ED: The correspondi ng request was deni ed by
t he peer.

SCTP_STREAM RESET_FAI LED: The correspondi ng request fail ed.

At | east one of SCTP_STREAM RESET | NCOM NG _SSN and
SCTP_STREAM RESET _OUTGO NG SSN is set. SCTP_STREAM RESET DEN ED
and SCTP_STREAM RESET FAILED are nutually exclusive. If the
request was successful, none of these are set.

strreset _length: This field is the total length in bytes of the
delivered event, including the header.

strreset _assoc_id: The association id field, holds the identifier
for the association. Al notifications for a given association
have the sane association identifier. For one-to-one style
sockets, this field is ignored.

strreset_streamlist: The list of streamidentifiers this event
refers to. An enpty list identifies all streans as being reset.
Dependi ng on strreset flags the identifiers refer to incomng or
out goi ng streans or both.

6.1.2. Association Reset Event
The event delivered has the follow ng structure:

struct sctp_assoc_reset_event {
uint16_t assocreset_type;
uint16_t assocreset fl ags;
ui nt 32_t assocreset _| engt h;
sctp_assoc_t assocreset_assoc_id;
uint32 t assocreset | ocal tsn
uint32_t assocreset renote_tsn
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assocreset _type: It should be SCTP_ASSOC RESET_EVENT.

assocreset _flags: This field is formed fromthe bitwi se OR of one or
nore of the following currently defined flags:

SCTP_ASSOC RESET DENI ED: The correspondi ng out goi ng request was
deni ed by the peer.

SCTP_ASSOC RESET_FAI LED: The correspondi ng out goi ng request
failed.

SCTP_ASSOC RESET DENI ED and SCTP_ASSOC RESET_FAI LED are rmut ual
exclusive. |If the request was successful, none of these are set.

assocreset _length: This field is the total length in bytes of the
delivered event, including the header

assocreset _assoc_id: The association id field, holds the identifier
for the association. Al notifications for a given association
have the sanme association identifier. For one-to-one style
sockets, this field is ignored.

assocreset _|ocal _tsn: The next TSN used by the endpoint.

assocreset _renote_tsn: The next TSN used by the peer.
6.1.3. Stream Change Event

The event delivered has the follow ng structure:

struct sctp_stream change_event {
uint16_t strchange_type
uint16_t strchange_fl ags
uint32_t strchange_l ength;
sctp_assoc_t strchange_assoc_id;
uint16_t strchange_instrnms;
uint16_t strchange_outstrns;

b
strchange _type: It should be SCTP_STREAM CHANGE EVENT.

strchange_flags: This fieldis formed fromthe bitwi se OR of one or
nore of the following currently defined flags:

SCTP_STREAM CHANGE_DENI ED:  The correspondi ng request was deni ed
by the peer.
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SCTP_STREAM CHANGE_FAI LED:  The correspondi ng request fail ed.

SCTP_STREAM CHANGE_DENI ED and SCTP_STREAM CHANGE_FAI LED ar e nutua
exclusive. |If the request was successful, none of these are set.

strchange_length: This field is the total length in bytes of the
delivered event, including the header

strchange_assoc_id: The association id field, holds the identifier
for the association. Al notifications for a given association
have the sane association identifier. For one-to-one style
sockets, this field is ignored.

strchange_instrms: The nunber of streans that the peer is allowed to
use out bound.

strchange _outstrms: The nunber of streans that the endpoint is
al | owed to use out bound.

6.2. Event Subscription

Subscribing to events as described in [I-D.ietf-tsvwg-sctpsocket]
uses a setsockopt() call with the SCTP_EVENT socket option. This
option takes the followi ng structure that specifies the association
the event type (using the sanme value found in the event type field)
and an on/of f bool ean.

struct sctp_event {
sctp_assoc_t se_assoc_id;
uintl6 t se_type;
uint8_t se_on;

H

The user fills in the se type with the sane value found in the
strreset _type field i.e. SCTP_STREAM RESET_EVENT. The user will
also fill in the se_assoc_id field with either the association to set
this event on (this field is ignored for one-to-one style sockets) or
one of the reserved constant values defined in
[I-D.ietf-tsvwg-sctpsocket]. Finally the se_on field is set with a 1
to enable the event or a 0 to disable the event.

6.3. Socket Options
The follow ng tabl e describes the new socket options which make the
re-configuration features accessible to the user. They all use
| PPROTO SCTP as their |evel

If a call to setsockopt() is used to issue a Re-configuration request
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while the Re-configuration tiner is running, setsockopt() will return
-1 and error is set to EALREADY
o e e e e e e e oo o m e e e e e e e oo oo oo +-- - - - +-- - - - +
| option name | data type | get | set |
oo e e e ia oo - o e e e e e e ee oo +--- - - +--- - - +
| SCTP_ENABLE _STREAM RESET | struct sctp_assoc_val ue | X | X
| SCTP_RESET_ STREAMS | struct sctp_reset_streans | | X
| SCTP_RESET_ASSOC | sctp_assoc_t | | X
| SCTP_ADD_STREAMS | struct sctp_add_streans [ | X
oo e e e e eie oo n o m e e e e e eee o +--- o= +--- o= +
Table 5
.3.1. Enable/Di sable Stream Reset (SCTP_ENABLE_STREAM RESET)

This option allows a user to control whether the SCTP inplenentation
processes or denies inconing requests in STREAM RESET chunks.

The default is to deny all incom ng requests.

To set or get this option the user fills in the follow ng structure:

struct sctp_assoc_val ue {
sctp_assoc_t assoc_id;
uint32_t assoc_val ue;

H

assoc_id: This paraneter is ignored for one-to-one style sockets.
For one-to-many style sockets this paraneter indicates which
associ ation the user is perfornming an action upon.

assoc_value: It is formed fromthe bitwise OR of one or nore of the
followi ng currently defined fl ags:

SCTP_ENABLE RESET STREAM REQ Process received | nconi ng/ Qut goi ng
SSN Reset Requests if this flag is set, deny themif not.

SCTP_ENABLE _RESET_ASSOC REQ Process received SSN TSN Reset
Requests if this flag is set, deny themif not.

SCTP_ENABLE CHANGE ASSOC REQ  Process received Add Qut goi ng
Streanms Requests if this flag is set, deny themif not.

The default value is !(SCTP_ENABLE _RESET STREAM REQ
SCTP_ENABLE_RESET_ASSOC_REQ SCTP_ENABLE_CHANGE_ASSOC_REQ) .

Pl ease note that using the option does not have any inpact on
et al.
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subscribing to any related events.
6.3.2. Reset Incom ng and/or Qutgoing Streans (SCTP_RESET STREAMS)

This option allows the user to request the reset of incom ng and/or
out goi ng streans.

To set or get this option the user fills in the follow ng structure:

struct sctp_reset_streans {
sctp_assoc_t srs_assoc_id;
uintl6 t srs_flags;
uint16_t srs_nunber_streans;
uintl6 t srs_streamlist[];

H

srs_assoc_id: This paraneter is ignored for one-to-one style
sockets. For one-to-many style sockets this parameter indicates
whi ch association the user is performing an action upon

srs_flags: This paraneter describes which class of streams is reset.
It is fornmed fromthe bitwise OR of one or nore of the follow ng
currently defined flags:

*  SCTP_STREAM RESET_| NCOM NG
*  SCTP_STREAM RESET_OUTGO NG

srs_nunber _streans: This paraneter is the nunber of elenents in the
srs_streamlist. |If it is zero, the operation is performed on al
streans.

srs_streamlist: This paraneter contains a list of stream
identifiers the operation is perfornmed upon. It contains
srs_nunber _streans elenents. |If it is enpty, the operation is
performed on all streams. Depending on srs_flags the identifiers
refer to incom ng or outgoing streans or both.

6.3.3. Reset SSN TSN ( SCTP_RESET_ASSCC)
This option allows a user to request the reset of the SSN TSN

To set this option the user provides an option_val ue of type
sctp_assoc_t.

On one-to-one style sockets the option_value is ignored. For one-to-

many styl e sockets the option_value is the association identifier of
the association the action is to be performed upon
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6.3.4. Add Inconing and/or Qutgoing Streans (SCTP_ADD STREAMS)

This option allows a user to request the addition of a nunmber of
i ncom ng and/ or outgoi ng streans.

To set this option the user fills in the follow ng structure:

struct sctp_add_streans {
sctp_assoc_t sas_assoc_id;
uintl1l6 t sas_instrns;
uintl16 t sas_outstrns;

}

sas_assoc_id: This paranmeter is ignored for one-to-one style
sockets. For one-to-many style sockets this paranmeter indicates
whi ch association the user is perforning an action upon

sas_instrns: This paranmeter is the nunber of incoming streans to
add.

sas_outstrms: This paraneter is the nunber of outgoing streans to
add.

An endpoint can limt the nunber of incom ng and outgoi ng streans by
using the sinit_max_instreans field in the struct sctp_initnsg{} when
i ssuing an SCTP_INIT socket option, as defined in
[I-D.ietf-tsvwg-sctpsocket]. An incom ng request asking for nore
streans than allowed will be denied

7. Security Considerations

The SCTP socket APl as described in [I-D.ietf-tsvwg-sctpsocket]
exposes the sequence nunbers of received DATA chunks to the
application. An application mght expect themto be nonotonically

i ncreasing. Wen using the re-configuration extension this mght no
| onger be true. Therefore the applications nust enable this
extension explicitly before it is used. |In addition, applications
nmust subscribe explicitly to notifications related to the re-
configuration extension before receiving them

SCTP associ ations are protected against blind attackers by using the
verification tags. This is still valid when using the re-
configuration extension. Therefore this extension does not add any
additional security risk to SCTP in relation to blind attackers.

When the both sequence nunbers are reset, the maxi num segnent
lifetime is used to avoid the wap-around for the TSN
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8. | ANA Consi derati ons
[ NOTE to RFC- Editor:

"RFCXXXX" is to be replaced by the RFC nunber you assign this
docunent .

]
[ NOTE to RFC- Editor:

The suggested val ues for the chunk type and the chunk paraneter
types are tentative and to be confirmed by | ANA

]

This docunment (RFCXXXX) is the reference for all registrations
described in this section. The suggested changes are descri bed
bel ow.

8.1. A New Chunk Type
A chunk type has to be assigned by IANA. It is suggested to use the

val ues given in Table 1. | ANA should assign this value fromthe poo
of chunks with the upper two bits set to '10’

This requires an additional line in the "Chunk Types" registry for
SCTP:

Chunk Types

I D Val ue Chunk Type Ref er ence
130 Re-conf i guration Chunk (RE- CONFI G) [ RECX000]

The registration table as defined in [ RFC6096] for the chunk flags of
this chunk type is enpty.

8.2. Six New Chunk Paraneter Types
Si x chunk paraneter types have to be assigned by IANA. It is
suggested to use the values given in Table 2. | ANA shoul d assign
these values fromthe pool of paraneters with the upper two bits set
to ' 00

This requires six additional lines in the "Chunk Paranmeter Types"
registry for SCTP:
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10.

10.

10.

Chunk Paraneter Types

I D Val ue Chunk Paraneter Type Ref er ence
13 Qut goi ng SSN Reset Request Paraneter [ RFCXXXX]
14 I ncom ng SSN Reset Request Paraneter [ RFCXXXX]
15 SSN TSN Reset Request Paraneter [ RFCXXXX]
16 Re- configurati on Response Paraneter [ RFCXXXX]
17 Add Qut goi ng Streans Request Paraneter [ RFCXXXX]
18 Add I ncom ng Streans Request Paraneter [ RFCXXXX]
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Appendi x A,  Exanpl es of the Re-configuration procedures
Pl ease note that this appendix is informational only.
The foll owi ng nessage fl ows between an Endpoint A and an Endpoint Z
illustrate the described procedures. The tine progresses in downward

di rection.

The followi ng exanple illustrates an Endpoint A resetting streaml1
and 2 for just its outgoing streans.

E- A E-Z
—————————— [RE-CONFI G OQUT-REQ X/ 1,2)]---------->
mmmmmmmme o [ RE-CONFI G(RESP: X) ] --------------
The followi ng exanmple illustrates an Endpoint A resetting stream1l

and 2 for just its incom ng streans.

E-A E-Z
----------- [RE-CONFIG(IN-REQ X/ 1,2)]---------->
Cememmans [RE-CONFIG(OQUT-REQ Y, X/ 1,2)]----------
------------- [ RE-CONFIG(RESP: V)] -------------->
The following exanple illustrates an Endpoint A resetting all streans

in both directions.

E-A E-Z
----- [ RE- CONFI G QUT- REQ X, Y- 1| I NN REQ X+1)]---->
<------ [ RE- CONFI G( RESP: X] QUT- REQ Y, X+1)]-------
————————————— [RE-CONFIGRESP: V)] -------------->
The following exanple illustrates an Endpoint A requesting the

streams and TSNs be reset. At the conpletion E-A has the new sending
TSN (sel ected by the peer) of B and E-Z has the new sending TSN of A
(al so sel ected by the peer).

E-A E-Z
------------ [ RE-CONFIG(TSN-REQ X) ] ------------>
<--m-- [ RE- CONFI G( RESP: X/ S-TSN=A, R-TSN=B)]-----
The followi ng exanple illustrates an Endpoint A requesting to add 3

addi ti onal outgoing streans.
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E-A E-Z
-------- [ RE- CONFI G(ADD_OUT_STRMB: X/ 3)]-------->
S [ RE-CONFIG(RESP: X)] --------------
The following exanple illustrates an Endpoint A requesting to add 3

addi tional incoming streans.

E-A E-Z
--------- [ RE- CONFI G ADD_I N_STRVS: X/ 3) ] -------->
<- - --[ RE- CONFI G{ADD_OUT_STRVB-REQ Y, X/ 3)]------
------------- [ RE- CONFI G(RESP: Y) ] <= ---=---=---=>
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