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Background (1)

 Our network scenario
 When there are two or more relay agents 

between client and DHCP server, Under 
mechanism defined in RFC3046, only one  
relay agent can insert relay agent information. 

 But we need to permit two or more relay 
agents to convey theire own information (e.g. 
interface ID) to DHCP server. (see draft-
huang-dhc-relay-ps-00)

To solve the problem, many discussion was made. 
Finally Ted lead to define a mechanism similar to IPv6 
in “draft-ietf-dhc-dhcpv4-relay-encapsulation-00”
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Background (2)

 We do our experiment according to draft-ietf-dhc-
dhcpv4-relay-encapsulation-00 

 The draft describes: the DHCP or BOOTP message from 
client to server should be encapsulated the fixed-length 
header and relay segment into a new message form by 
L2RA and L3RA. Using the encapsulation, server can 
know the topology of client and distribute IP address, 
make the forwarding decision exactly.
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Background (3)
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When client message go thought a relay agent,
RA encapsulate it into a new message like that.
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 We build three hosts in VMware Workstation. One is 
client, One is server, the third one connecting the other 
two hosts with two networks is L3RA. 

 ClientL3RAServer

 We modify and run isc dhcp-4.2.0 version in three hosts 
for our experiment.

 

Experimental environment

server

client

L3RA
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Functions we implement

 L3RA 
 Encapsulate message into a new message form.
 Add some sub-options into relay segment, such as Circuit ID, Link 

selection. 
 Decapsulate RELAYREPLY message.

 Server
 Decapsulate RELAYFORWARD message.
 Construct RELAYREPLY message and send to relay agent. 

 In order to show new packet form in wireshark software, we 
modify wireshark-1.4.1 code (packet-bootp.c) as this 
specification. 
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Experimental result (1)
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Experimental result (2)

Fixed-length header 
and relay segment

L3RA constructs the RELAYFORWARD message by adding fixed-
length header and relay segment.
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Experimental result (3)
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Experimental result (4)
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Experimental result (4)

server

client

L3RA

Thursday, November 11, 2010



12

Summary & Next step work
 Summary

 Current draft has a clear description of how to implement. Based on 
it, we implement a demo almost with no problem, though we don’t 
have much experience on draft implementation.

 The implementation proves that the new mechanism does work

 Next step work
 Because of limitation of VMware Workstation, we did’t implement 

L2RA yet. We will think about how to simulate a L2RA which 
implement the specification.

 For redundancy, relay agent usually config two or more DHCP 
servers. We should consider to add mechanism to deal with scenario 
of two or more servers.
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Thank You
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