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1.

I nt roducti on

The Secure Real -tinme Transport Protocol (SRTP) [RFC3711] is a profile
of the Real-tinme Transport Protocol (RTP) [RFC3550], and it provides
confidentiality, nessage authentication, and replay protection to
both RTP and RTCP (Real -time Transport Control Protocol).

SRTP was designed to protect real-time point-to-point conmunications
and is, as presently defined, not aimed for conmmunication solutions
that include non-trusted store-and-forward mn ddl eboxes, i.e.

m ddl eboxes that should not have access to cleartext nedia, but stil
shoul d have access to other data in order to retransmt nedia
according to RTP standard procedures.

Media in need of end-to-end (e2e) protection could e.g. be real-time
voi ce and video information/nedia clips for internal use by personne
in enterprises or authorities. There are also nultinedia tel ephony
applications utilizing nmedia nail boxes and ot her store-and-forward
functions that need e2e protection. Protection e2e could al so be
needed to protect subscribed media |like comrercial -free radio and
television that is distributed over the Internet.

A typical use case is store-and-forward nedia distributions systens.
Many of those systens require that nmedia is confidentiality protected
e2e between the nmedia source and the nmedia rendering device; this to
prevent illegitimate nmedia intercept or sharing. At the sane tine

t he conmuni cati on shoul d be hop-by-hop (hbh) protected to prevent
mal i ci ous users fromperform ng denial of service attacks by sending
bogus data to store-and-forward m ddl eboxes. Methods |ike the
Packet -switched Stream ng Service (PSS) [3GPP.26.234] exhibit the
properties needed for secure store-and-forward operation, but they
are part of larger franeworks tailored for very specific use cases.
Thus, it would be desirable to be able to offer use of SRTP as a
general |ightweight mechanismto achieve this type of protection

Trying to use SRTP with store-and-forward ni ddl eboxes reveals two
mai n probl ens:

The first problemis due to the fact that the incom ng and out goi ng
RTP streans in general are independent; received RTP packets cannot
just be stored and later retransnmitted. This in particular inplies
that SRTP with currently defined transforns cannot be applied. For
details, see Section 3.

It should be noted that store-and-forward of media in nost cases
requires that side information is avail able when retransmitting
received nedia. Such side information, e.g. RTP tinestanp
information, may cone fromthe RTP header, RTCP messages, and session
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definition data.

The second problemis due to the fact that to provide both e2e and
hbh protection, two i ndependent security contexts with associated
protection nechani sns have to coexist; a feature unavailable in SRTP
as currently specified. To resolve these problens, SRTP needs
extensions that in an efficient and coherent way support store-and-
forward use cases.

The objective of this docunent is to explore use cases for a SRTP
store-and-forward sol ution, derive associated requirenents, present,
and di scuss an approach for a sol ution

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

Definitions of terns and notation will, unless otherw se indicated,
be as defined in [ RFC3711].

o0 The termauthentication will be used to denote nessage
aut hentication and nmessage integrity protection.

o0 By RTP transport protection or sinmply transport protection, we
mean protection (confidentiality, authentication, etc.) of
streaned RTP packets. This is provided by SRTP according to
[ RFC3711] .

0 By nedia protection, we simlarly nean e2e protection of the
application payloads carried in RTP. SRTP provides medi a
protection, but only during transport (see above). A (protected)
media streamsinilarly refers to (protected) nedi a payl oads
streamed using RTP.

0 A store-and-forward e2e session is defined as the set of store-
and-forward e2e protected data produced under a single so called
e2e (cryptographic) context. A store-and-forward e2e session may

conprise several so called store-and-forward sources, i.e. severa
distinct logical e2e nedia streans to be protected by the sane e2e
cont ext .

0 A store-and-forward hbh session is defined as the set of store-
and-forward hbh protected data produced under a single so called
hbh cont ext.
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3.

Sel ect ed SRTP Background Facts

SRTP as currently specified has the properties described bel ow, which
explain why it cannot be directly used in store-and-forward
applications. The description also indicates how a SRTP store-and-
forward sol ution could be designed.

0

Al'l current SRTP transforms use the RTP header as input. AES-CIR
uses the SSRC and t he packet index to calculate the IV
(Initialization Vector), AES-f8 uses even nore header paraneters,
and HVAC- SHA1 authenticates the full RTP header. The SSRC is
typically determined by the key nanagenment protocol and the packet
i ndex includes the RTP sequence nunber, which should be randomy
chosen according to RTP [RFC3550]. All this neans that there are
no standard conpliant ways to receive SRTP protected packets in
one streamand later just retransnit the packets as they were
received.

Even if the SRTP rel evant RTP paraneters |like SSRC and the SRTP

i ndex coul d be determ ned beforehand for the retransm ssion
stream it would not allow a client to randomy seek in a stream
wi t hout renegotiating the session, as it would lead to

m sal i gnment between the packet index used for streanmi ng and the
packet index used by SRTP at the originator. |If the user junps to
a different part of the stream it is inpossible to continue

i ncreasing the RTP sequence nunmber stepwi se while at the sane tine
keeping it equal to the sequence nunber needed for decryption
Junpi ng backward (e.g. nmedia rewi nd) would cause even nore
problens as the retransnitted packets woul d be di scarded by the
SRTP replay protection

The encryption key and the authentication key are both derived
fromthe sane master key in SRTP, see Figure 1. This means that a
client which is able to derive e.g. the authentication key wll

al so al ways have access to the encryption key naking it inpossible
to use say the session encr_key for e2e protection and the session
aut h_key for hbh protection.
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Packet index ------- +
%

S + S + Session encr_key
| | Mast er key | R LR >
| External +---------------- >| Key | Session auth_key
[ Key [ | Derivation +------------------ >
| Managenent +---------------- >| | Session salt_key
[ [ Master salt [ LR T >
Fom e e o + Fom e e o +

Figure 1: SRTP key derivation

4, Use Cases

The use cases bel ow were chosen to illustrate nmedia streaning

scenari os where the current SRTP specification [ RFC3711] does not
provide sufficient functionality. These use cases provi de context
and general rationale for the requirenments presented in Section 5.

Note that the necessary key distribution and nedi a session setup is
out of scope for this docunent, and will thus not be discussed in any
detail in the use cases below. However, as key managenent is an
integral part of a conplete store-and-forward sol ution, sone
approaches to the necessary key distribution and nedi a session setup
for sone of the use cases are discussed in Appendi x A

4.1. Trust Model and Assunptions

The trust nodel assumed in this docunment includes two parties who

wi sh to comuni cate securely via one or nore honest but curious

m ddl eboxes. This nmeans that the conmunicating parties trust the

m ddl ebox to deliver the nedia as expected, but they do not trust it
with cleartext data. |In the use cases below, there is no exanpl e of
mul tiple (sequential) mddl eboxes, but it is a natural generalization
and it seens warranted to cover this case as well.

4.2. Media Distribution Use Cases
4.2.1. Stream ng Pre-encrypted Mdia

A content provider wants to distribute high value nmedia to clients.
The content provider distributes the nedia via a stream ng server
that shoul d not have access to cleartext media, typically because the
content provider does not trust it. |In one scenario, the content
provider streans the nmedia to the streaning server where the nedia is
stored in a protected format. |n another scenario, the protected
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nmedia may be delivered to the streaming server via e.g. file
transfer. These use cases correspond to the use of pre-encryption in
medi a distribution. 1In both cases, protected nedia is available in
the stream ng server for later transmssion to different clients.

Even in cases when the stream ng server could be trusted with
cleartext data there are reasons why one would like to avoid
performng encryption in the stream ng server itself. One reason is
to use pre-encryption to offload the stream ng server the task of
encrypting the media. |If the nedia is pre-encrypted, the stream ng
server only needs to add integrity protection (for hbh protection) to
the encrypted nedia before streaning it to the clients. dients are
trusted by the content provider and have access to the encryption
key. When a client receives a packet, the authenticity is checked
using a security context shared with the stream ng server and the
decryption is performed using a security context shared with the
content provider.

4.2.2. Video on Demand

Sone protected nedia is offered as video on denand where users can
wat ch sel ected video clips at any tine. The nedia is unicasted and
the clients are offered random seek functionality which allow themto
quickly junp to any part of the video. Oher features offered may be
rendering with speed translation as in fast forward and sl ow notion
rendering. These features can be used to skip parts of the video or
junp backward to see interesting parts again. The problemhere is
junpi ng back and forth and perform ng rendering speed translations in
an e2e protected nedia streamw th associated inplications on
synchroni zation and interactions with replay protection

4.2.3. Caching Protected Media in the Network

H gh val ue encrypted nedia (e.g. Internet Protocol Television
(IPTV), and radio) is broadcasted in a network. Only clients trusted
by the content provider have access to the encryption key. A network
node i s enhancing distribution by caching of the nedia, but is not
trusted by the content provider and has therefore no access to the
encryption keys. A client that m ssed the begi nning of a program

m ght streamthe nedia fromthe network cache instead of listening to
the broadcast. Due to the trust nodel where the content provider
only trusts the clients, the nedia needs to be e2e protected.
Nevert hel ess, the nedia al so needs to be hbh integrity protected to
prot ect agai nst denial -of-service (DoS) attacks.
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4.2.4. Recording Encrypted Media at Hone

H gh val ue encrypted nedia (e.g. IPTV, and radio) is broadcasted in
a network. Only clients trusted by the content provider have access
to the encryption key. A user is recording the nedia on a HDD (Hard
Di sk Drive), but does not yet have a license, or have a |icense that
does not allow cleartext copying. The nedia is therefore stored in
protected format on the HDD. There is however, a strong need for the
HDD to be able to check the integrity of the media before it is
stored. Oherwise, a DoS attack may fill the HDD with garbage.

4.3. Answering Machi ne Use Cases
4.3.1. Storing/Caching Encrypted Media

Operators commonly provide an answering machine service to their
custoners. 1In this case, the communicating parties (the caller and
the callee) may not wish to disclose the nedia to any other party,
and hence want to apply encryption between each other. This requires
that they are able to establish a shared key. The answering machi ne
acts as a store-and-forward m ddl ebox, which stores encrypted data
and retransmits it to the callee. The answering nmachine may act as a
streamnmi ng server when sending the data to the callee, and will then
not use the exact sane RTP headers on the outgoing SRTP traffic as
was used on the incoming SRTP traffic. SRTP as specified in
[RFC3711] will not work in this case, since parts of the RTP header
are input to the encryption/authentication transforns.

An alternative forwarding of the recorded nedia fromthe answering
machine to the callee could be by file transfer, e.g. sending the
recorded nedia in the format that was used to store it. Such
forwardi ng woul d not be according to SRTP, but would still yield end-
to-end protection of the media. Note however, that decryption and
rendering would be simlar to part of an enhanced SRTP sol ution

4.3.2. Transport Protection

To avoid that the answering machine is filled up with bogus data, it
is necessary for the answering machine to authenticate the sender of
the traffic, and further, to verify the authenticity of the inconing
traffic. This poses a problemfor SRTP as of [RFC3711] in that the
message aut hentication requires a session key shared with the
answering machi ne, but the encryption key shall as discussed above
not be available to it. This inplies that there is a need for two

i ndependent security contexts, one end-to-end and one hop-by-hop

When the callee retrieves the nedia fromthe answeri ng nachi ne,
message aut hentication is also beneficial. There are two
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4.

3.

possibilities. Since the answering nmachine is trusted to maintain
and redistribute the nmedia, it may be sufficient to provide nessage
aut henti cati on between the answering machine and the callee. In
addition, here it would be necessary to have a separati on between the
e2e protection and the hbh protection. A second option is that
authentication is applied fromthe caller to the callee. However, if
the authentication is applied in that way, the answering nachine wl|
not be able to verify the integrity of the incomng traffic fromthe
caller. It is of course also possible that message authentication is
desired for any conbination of endpoints, i.e. between the caller and
the callee, between the caller and the answering machi ne, and between
the answering nmachi ne and the call ee.

3. Playback of Media Stream

When a user listens to the nessages stored on the answering machi ne,
it is useful to be able to rewind and/or fast forward in the nedia
stream For SRTP as of [RFC3711], this is not possible. The reason
for that is that even if the same payl oads can be reinserted in the
stream by the answering machi ne, the RTP sequence nunber is steadily
i ncreasing on a per packet basis. Since the synchronization of the
encryption transforns is based on the RTP sequence nunber, the
decryption will fail. |In addition, nmessage authentication wll fai
since the authentication according to [ RFC3711] shall cover the
header of the RTP packet. This inplies that the payl oad and the
medi a have to be protected by a nmechanismthat is independent of
paraneters used in the transport protocol

4.3.4. Miltiple Callers

4.4.

Several messages may be left on the answering nachine, received in
different sessions and possibly fromdifferent callers. The result
of this is that different contexts (keys) were used to encrypt the
medi a. Depending on how the callee retrieves the nessages fromthe
answering nmachine, different options are possible. One optionis to
retrieve each nessage as a separate stream and in this case, a
separate session is required per nmessage. Another optionis to
somehow switch security contexts wthin an ongoi ng hbh session

Centralized Conferencing Use Case

Anot her use case is a conference bridge that either is not to be
trusted with the cleartext nmedia or do not have the processing power
to decrypt and re-encrypt the nmedia froma | arge number of
participants. In this case, the conference bridge cannot act as a
m xer, but in sone cases, that may be a reasonable assunption. In
this setting, the nedia nay be repackaged by the conferencing server
into RTP packets with different headers conpared to the inconing
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traffic. As described in Section 3, this causes authentication and
decryption to fail in SRTP. An exanple is Push-To-Tal k sol utions,
where only one user at atinme is allowed to talk. Another exanple
where this is especially interesting are video conferencing
applications, were a conference server does not work as a nedia

nm xer, but rather as hub for the conference participants. In such a
setup, the application of group based approaches for security may be
desirable for the e2e protection of mnedia.

5. Requirenents
The use cases above show that to enable store-and-forward in an
extended SRTP, it has to in an efficient way support the follow ng
requirenents:

0 Transport independent nedia protection

It SHALL be possible to have nedia protection that is independent
of RTP paraneters

To allow retransm ssion of received protected nedia, a transform
for protecting the RTP payload that is independent of RTP
transport parameters is needed.

The medi a protecti on MIST cover both nessage authenticati on and
confidentiality protection

It SHALL be possible to protect several e2e protected nedia
streans with a single e2e context.

The requirenents inply that the nedia protection format has to
i nclude a SRTP SaF Source (SSS) field for robust operation. The
SSS can be thought of as an "e2e SSRC'

0 Media source authentication

It SHALL be possible to provide e2e source authentication of the
medi a stream

In a group setting, source authentication is here neant to ensure
that the nessage originated froma menber of the group. This
requirenent is fulfilled if media has authentication protection in
a transport independent manner.

0 Support of playback of protected nmedia streans

A client SHALL be able to do random seek in a protected nedia
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stream

Note that as playback functions |ike retransm ssion and random
seek capability are features in the described use cases, replay
protection cannot be required for transport independent nedia
protection. This inplies a Packet Unique Value (PU) used on e2e
basis in order for the receiver to identify a nedia payl oad’s
position within the overall nedia stream

o Transport protection

It SHALL be possible to provide transport protection that is
i ndependent of the nmedia protection

The transport protection MJST be able to provide confidentiality,
aut hentication, and replay protection for RTP and at | east
aut hentication and replay protection for RTCP

This requirement maps well agai nst SRTP as of [RFC3711].
Transport protection is also a means to provide replay protection
of the media on a hop-by-hop basis.

0 Separation of security contexts

It MJUST be possible to have i ndependent security contexts for the
transport independent media protection and the transport
protection.

This nmeans in particular that there has to be two distinct naster
keys, one for e2e nmedia protection and one for hbh transport
protection.

0 Change of transport independent nedia protection security context

It MJUST be possible to signal to the receiver the current nmedia
protection security context to use. It MJST be possible to change
the e2e security context wthin an ongoi ng hbh session

This is needed to allow single streamnultiplexing of e.qg.
protected nedia "clips" which were generated using different
transport independent media protection security contexts

The requirenents inply that the nedia protection format has to
include a Crypto Context Indicator (CCl) field for robust
operation. The CCl can be thought of as a generalized MK and nay
be defined to also include all the MKI based functionality defined
in [ RFC3711].
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6. Solution Qutline

In this section, a first outline on howto introduce the needed new
functionality and transforns in SRTP is presented. For a conplete
description, including a packet fornmat specification and a detail ed
transform description, see [|-D. naslund-srtp-saf].

6.1. Overview

The stated requirenents above seem possible to neet by inplenenting a
few minor additions to SRTP. These additions mainly address new SRTP
transforns, introduction of nedia and transport protection crypto
context definitions, together with key handling and key derivation

A hi gh-1level description of the proposed new SRTP functionality is as
follows: The first step is to performa transport independent nedia
protection operation. The coverage of this transformis the RTP

payl oad only. This operation could either be done with an

Aut henti cated Encryption (AE) transform or with separate encryption
and authentication transforns. The media protection should rely on
two explicit values for cryptographic synchronization, the Packet

Uni que Value (PW) and the SRTP SaF Source (SSS), which are forwarded
in the payl oad.

After the steps nmaking up the transport independent nmedia protection
have been performed, the protection processing proceeds as currently
defined by [RFC3711], which results in the addition of the required
transport protection

Keyi ng for transport protection is perfornmed as described in

[ RFC3711] and uses the SRTP internal key derivation function. The
key derivation function operates on a naster key and a master salt,
where the nmaster key is denoted hbh key.

The keying for the nedia protection is defined in an equival ent way,
produci ng keying material for the nmedia transform The e2e keying
material is based on another naster key, the e2e key, which is

i ndependent of the hbh key. Also for the e2e context, a master salt
is defined. The key derivations used to derive the e2e keying
material could preferable use the key derivation function defined in
[ RFC3711].

Note that with the approach taken, only the nedia protection

endpoints will have to inplenment the new SRTP functionality with
combi ned nedia and transport transform and handling of two security
contexts. In the following, we will denote such a conbined transform

a Conpound Transform (CT). The store-and-forward m ddl ebox can rely
solely on [ RFC3711], using already existing functionality for store-
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and- forward operation, given that the transport transformin the
compound transformis equivalent to a transform defined for

[ RFC3711]. However, there are sone practical reasons why also the
m ddl ebox needs to have sone "know edge" of the e2e part of the
protection, see bel ow

Note that with the approach taken, only the nedia protection
endpoints will have to inplement the handling of two security
contexts. One of the defined transfornms of [RFC3711] is used for the
transport protection (using the hbh key). A store-and-forward

m ddl ebox should be able to reuse a [ RFC3711] conpli ant

i mpl ementation of SRTP to first receive and then resend the nedi a.
However, there are sone practical reasons why also the niddl ebox
needs to have some "know edge" of the e2e part of the protection, see
bel ow.

For RTCP the solution principles described for RTP applies. However,
the main application for RTCP is to control the traffic over one hop
whi ch neans that e2e encryption cannot be applied in general

However, note that there are RTCP application nmessages, which m ght
benefit fromhaving e2e integrity protection

6.2. SRTP Store-and-Forward Cryptographi c Contexts

SRTP mai ntai ns a cryptographic context, containing master key(s),
cryptographic transforns, etc., for the associated SRTP session
Exactly how the paraneters in the cryptographic context are agreed
upon is a session setup issue and out of scope of SRTP. SRTP assunes
that a cryptographic context or rather the nmaster key therein, is
shared only between nutually trusted parti es.

e2e context (media protection)

Qo et e e e e e e e e e e e e e e e e e e e e e e e ee o >
+---+ +---+ +---+
| S| | M| | R
+---+ +---+ +---+
Comm e e e eeea oo > Cemmmmmmmmemeemeaoao-- >
hbh context 1 hbh context 2

(transport protection) (transport protection)
Fi gure 2: Context sharing (Sender, M ddl ebox, Receiver)

The SRTP cryptographic context concept is reusable for the proposed
solution. Conceptually, the originator and the intended end-receiver
share an e2e nmedia security context, while a hbh transport security
context is shared by an endpoint and an internediary or by two
intermedi aries, see Figure 2
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To conply with the trust nodel of the use cases above, the master
key(s) in the e2e context MJST be cryptographically independent of,
and MUST NOT be deducible from the master key of any hbh context.
The key managenent protocol (s) used MJUST therefore be able to
negoti ate keys satisfying these requirenents.

The identification of the hbh context should be as defined in

[ RFC3711], while the used e2e context is either inplicitly identified
in the session setup or its identification relies on the proposed
crypto context indicator (CCl).

A sender will use two cryptographic contexts: an e2e context used for
payl oad protection to the end-receiver, and a hbh context used to
secure the SRTP transport to the (first) internediary. Simlarly,
the end-receiver will use two contexts. An internedi ary node
however, will only use one standard SRTP context for each session

In other words, an e2e context is used to achi eve transport

i ndependent nedia protection as required in Section 5, and an hbh
context is simlarly used to achieve transport protection

For both e2e and hbh contexts, it is assuned that cryptographic
context paraneters, such as master key and salt (if needed) are
included. Fromthese, session keys/salts are derived simlarly to
[ RFC3711] .

If several senders’ payloads are multiplexed within the same stream
froma server to a receiver (as discussed in Section 4.3.4) the
receiver may need to switch between e2e contexts within an ongoi ng
hbh session. This can be inplenented using a nechanismsinilar to
the SRTP MKI field in the e2e context (what is referred to as CC
above). The hbh context woul d, however, not need any change but
could rely on an MKI field according to the current definition in

[ RFC3711].

6.3. Store-and-Forward Packet For mat
The packet format is conposed of an "inner" e2e (sender-receiver)
part enbedded in an "outer" hbh (sender-m ddl ebox or mi ddl ebox-

receiver) part.

Wth fields and processing as defined above, the SRTP store-and-
forward packet format should | ook approxinmately like Figure 3

B RS B +----- +----- +----- +----- +----- +----- +
| hbh + e2e | e2e | e2e | e2e | hbh | hbh | hbh

| RTP Header + Encrypted Payload | PUV | SSS | MAC| CCl | MKI | MAC |
TS e e e e o n +--- o= +--- o= +--- o= +--- o= +--- o= +--- o= +
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Fi gure 3: SRTP store-and-forward packet fornat
The additional fields added by the inner e2e security processing are:

0 SSS: SRTP SaF Source is a value used by the SRTP SaF transform as
an identifier for the SaF source within a SaF e2e session. Thus,
SSS MUST be unique for all SaF sources within the SaF e2e session

o PUV: Packet Unique Value for the e2e transform The PUV shall be
uni que for each e2e encrypted payl oad being generated by a SaF
source within a SaF e2e session.

0 MAC (e2e): This field is used to carry payl oad aut hentication data
ele.

0 CCl: Crypto Context ldentifier is used to signal hbh, which e2e
crypt ographi c context to use.

The hbh RTP header, hbh MAC, and hbh MKI are in one-to-one
correspondence with respective fields of [RFC3711] and will not be
di scussed further.

6.4. Replay Protection

When the RTP data is hbh transport protected between server and
receiver, replay protection on the transport level is provided as the
hbh protection offers the sane security features as [ RFC3711]. As
mentioned, it is assuned that the server is trusted not to attenpt
replay of data on nedia |level, unless the user requests it and thus,
thisis inline with the trust nodel.

It is possible to inmplenent replay protection on the nmedia level for
e2e transfornms when the PUV is a counter. This has to be done on the
application layer for the applications that requires it.

7. Commented Exanpl e Usage

In this exanple use case, it is assuned that a single sender S wants
to send a single e2e protected nedia streamto a receiver R W nake
the natural (and necessary) assunption that the sender is nade aware
(e.g. by session setup signaling) that the nedia will be delivered/
stored in a niddlebox M Simlarly, we assune the middlebox is aware
that it is acting as a m ddl ebox.

We assune the crypto contexts are defined to provide
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0 Integrity and confidentiality e2e (the nedia part)
0 Integrity hbh (the transport part)

Clearly, other conbinations are also possible. Any of the 15

possi ble (non-trivial) conbinations of the security services
confidentiality and integrity for the hbh and the e2e part could be
specified for use. However, we feel that integrity and
confidentiality on e2e basis conbined with hbh integrity will be
sufficient in npst cases.

How the crypto contexts are setup (which key managenent protocol to
use etc.) is out of scope. Still, it can be noted that in principle
it could be done by having e.g. two M KEY [ RFC3830] exchanges, one
between S and M and one between S and R

1. S defines an e2e crypto context and forwards it to R The e2e
protection is configured to use both integrity and
confidentiality protection. Note that for store-and-forward
operation, the e2e crypto context has to be decided unilaterally
by the sender.

2. S sets up an SRTP session with M to have data forwarded to R, an
hbh crypto context is agreed between them The hbh context
defines transport authentication and NULL transport encryption
whi ch corresponds to transforns defined for [ RFC3711].

3. S starts to transmt SRTP towards M in effect using k e2e for
e2e nedia protection and k_hbh for hbh transport authentication

4. Since Mis aware of its role as a (receiving) niddl ebox, M
configures itself to verify integrity but not to decrypt the
payl oad. M stores the (protected) payl oads together with
rel evant side information to be used when the nedia is forwarded.
Note that M woul d perform exactly the sane operations when
storing unprotected nmedia for later forwarding.

5. Later, R sets up a session with Mto render the stored nedia. As
R contacts a m ddl ebox, an hbh crypto context, independent of the
previous contexts, is agreed between Rand M In the reply, M
i ncludes the e2e context that was received fromsS

6. Since Mis aware of its role as a (sending) m ddl ebox, the
m ddl ebox configures itself to not encrypt the payl oads but only
to add hbh transport authentication. Mthen transmts the
authenticated nedia streamto R
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7. Wen receiving the SRTP packets fromM R first verifies the hbh
transport authentication and then checks e2e nedia authentication
and decrypts the payloads to retrieve the plaintext media.

8. Inplications on SRTP

As the SRTP specification allows new transforns, the new transforns
can be added with only mnor inplications.

The handling of dual security contexts (in the endpoints) is however
a new feature, which will have to be introduced in SRTP.

The Key Derivation Function defined in [RFC3711] can be reused for
both the e2e and the hbh security contexts.

9. Security Considerations
9.1. Media protection Transform

Any fixed keystream out put, generated fromthe sane inputs (i.e. key
and 1V) MJUST only be used to encrypt once. Reusing such a key-stream
(commonly called a "two-time pad") would al nbst certainly conprom se
security.

The new e2e transform acconplish packet-uni queness by inclusion of
the PUV and stream uni queness by inclusion of the SSSin the IV
formation. Thus, the SSS MJUST be uni que anong all the RTP streans
within the sane RTP session that share the sane e2e naster key.
Mast er keys MAY be shared between streans bel onging to the sanme RTP
session, but it is RECOMMENDED t hat each stream have its own naster
key.

Wth the above conditions fulfilled, the security |evel of the nedia
protection transformw ||l equal the level offered by [ RFC3711].

9.2. Replay Protection

Replay protection is only provided on hbh basis. Note that the
requi renents on random seek in the nmedia streamrul es out any genera
replay protection mechani smapplied on an e2e basis, and that this
threat falls outside the assuned trust nodel. Still, the PU used
offers possibility to inplenent application specific replay

prot ecti on mechani sns.
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| ANA Consi der ati ons

To signal that the new transforns are used, each rel evant key
managenent protocol needs to register the new transforns including
numbering scheme and syntax with | ANA
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Appendi x A. Key Managenent

This informative appendi x di scusses possible ways to establish SRTP
cryptographic contexts for store-and-forward scenarios. As described
above there are two cryptographic contexts, i.e., an e2e context and
an hbh context, and they should be independent of each other.

An hbh context is identified by the triplet <SSRC, destination IP
address, destination port nunmber> as defined in [ RFC3711]. Al
currently avail abl e key managenent protocols that support SRTP, e.g.
M KEY, SDES, and DTLS-SRTP, can be used between sender/receiver and
m ddl ebox or between two mi ddl eboxes for negotiating hbh naster keys
and ot her security parameters

The e2e context nust also be identified and the identifier can be any
transport independent value that uniquely determ nes the

crypt ographi c context between a sender and a receiver. For instance,
the sender could assign a unique id to the content to be transnitted
and use such a Content ID (CID) to identify the e2e context. The CID
is then sent to the m ddl ebox at session setup tine, and the Cl D and
the e2e context are sent to the receiver at any tine before the
receiver is to render the nmedia. Note that the CI D discussed here is
not the sane as the proposed CCl. The CC may be thought of as a

nmut ant, short, in-band alias for the CID and is only used on hbh
basis. The nmapping between CID and CCl is then sent out-of-band for
each hop, e.g. at session set-up for the respective hop. The

recei ver can thus (eventually) map the CCl received in SRTP packets
to the correct CID and retrieve the correspondi ng e2e cryptographic
cont ext .

Therefore, for the e2e context additional information, i.e. CID and
(C D, CCA)-mapping, needs to be transmitted, along with the key
managenent protocol nessages. Below we give two exanpl es, addressing
medi a distribution and answeri ng machi ne use cases respectively. In
t he exanpl es we use M KEY over SIP/RTSP, but other key nanagenent
protocol s that support SRTP can al so be used

A. 1. Key Managenent Exanple for Media Distribution

An exanpl e of session setup sequence for a nmedia distribution use
case (e.g. Video on denmand) is shown in Figure 4. An end user (R
sends a SIP INVITE to the nedia service (S) to request the delivery
of certain content. S replies with a 200 K nessage, which includes
the CID and a M KEY nessage contai ni ng e2e master key and ot her
paraneters. |In case of pre-encrypted content, the e2e context is the
same for all users that are authorized to play the content.

The pre-encrypted content is stored in the streanmi ng server (M.
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When the end user wants to play the content, R sends an RTSP DESCRI BE
message to Min order to obtain session description. Mreplies with
200 OK, carrying a MKEY nessage for setting up the hbh context
between M and R

+o- -+ +o- -+ +o- -+
| S| | M| | R
P P P
I NVI TE
ot o o o o o e o o e o e o o e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmme—o -
200 K {M KEY e2e S-R, CI D}
................................................................... >
ACK
o o o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e — e ==
DESCRI BE
oo m o e o o e e e e e e e e e e e e e e mmia— o
200 OK {M KEY hbh MR Cl D}
_________________________________ >
SETUP
Qo o o o e e o e e e e e e e e e e e e e e e e mmmem— o
200 K
_________________________________ >

Figure 4: Session setup sequence for nedia distribution
A. 2. Key Managenent Exanple for Answering Machine

Typically, a caller (Sl) tries to reach the intended callee (R
directly. If Ris not online, S1 is notified and redirected to an
answering machine (M. Sl then knows it should run SRTP SaF. To
signal that, S1 sends an INVITE with two M KEY nessages, one for
setting up the e2e context between S1 and R, and the other for the
hbh context between S1 and M M cannot process the first M KEY
message but stores it. By processing the second M KEY nessage, M
agrees the hbh context with Si.

Anot her caller (S2) also wants to talk to R Simlarly, a hbh context
is established between S2 and M and M stores the e2e M KEY nessage
fromS2 that is intended for R

Later when R gets online and tries to retrieve stored data fromM R
sends an INVITE to M and negotiates the hbh context between them In
the reply, Mincludes the two M KEY nessages carrying the e2e
contexts that were received from Sl and S2 respectively, and adds the
mappi ngs between contexts and CCls. A session setup sequence is
shown in Figure 5.
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INVITE {M KEY hbh S1-M M KEY e2e Sl1-R}
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+-- -+
| M|
+-- -+

200 OK {(M KEY e2e S1-R CCl1), (MKEY e2e S2-R, CCl2)}

Figure 5: Session setup sequence for answering machi ne
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