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Abst r act

S/M ME uses certificates for authenticating and encrypting nessages.
Users want their mail user agents to securely associate a certificate
with the sender of an encrypted and/or signed nessage. DNSSEC

provi des a mechanismfor a zone operator to sign DNS information
directly. This way, bindings of certificates to users within a

domai n are asserted not by external entities, but by the entities
that operate the DNS. This document describes how to use secure DNS
to associate an S/MME user’s certificate with the the intended

domai n nane.

| MPORTANT NOTE: This draft is intentionally sketchy. It is neant as
a possible starting point for the DANE WG if it wants to consider
maki ng a protocol simlar to TLSA, as described in
draft-ietf-dane-protocol, but that applies to SSMM. The W5 may or
may not want to adopt such work, or if it does, may want to use a
very different schene fromthe one described here.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 4, 2011.
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1.

1.

I nt roducti on

S/'M ME [ RFC5751] nessages often contain a certificate. This
certificate assists in authenticating the sender of the nessage and
can be used for encrypting nessages that will be sent in reply. In
order for the SIMME receiver to authenticate that a nmessage is from
the sender whomis identified in the nessage the receiver’'s nail user
agent (MJA) nust validate that this certificate is associated with
the purported sender. Currently, the MJA nust trust a trust anchor
upon which the sender’s certificate is rooted, and nust successfully
validate the certificate

Sone people want a different way to authenticate the association of
the sender’s certificate with the sender w thout trusting the CA

G ven that the DNS administrator for a domain nane is authorized to
give identifying informati on about the zone, it nakes sense to allow
that adnministrator to also nake an authoritative binding between
emai | nessages purporting to cone fromthe domain nane and a
certificate that m ght be used by soneone authorized to send mail
fromthose servers. The easiest way to do this is to use the DNS

[[ More here about additional uses, such as CM5 that is not S/MME
where the certificates have enail addresses for the subject nane. ]]

.1. Certificate Associ ations

In this docunent, a certificate association is based on a
cryptographi c hash of a certificate (sonetines called a
"fingerprint") or on the certificate itself. For a fingerprint, a
hash is taken of the binary, DER-encoded certificate, and that hash
is the certificate association; the type of hash function used can be
chosen by the DNS administrator. Wen using the certificate itself
in the certificate association, the entire certificate in the nornal
format is used. This docunent also only applies to PKIX [ RFC5280]
certificates.

Certificate associations are made between a certificate or the hash
of a certificate and an email address (sonetimes called an "RFC 822
address" or a variation of that tern). A DNS query can return
multiple certificate associations, such as in the case of a mail user
who i s changing fromone certificate to another

2. Securing Certificate Associations

Thi s docunent defines a secure nmethod to associate the certificate
that is in an SSMME enail nessage (or was received in sonme simlar
fashion) with a domain name using DNS protected by DNSSEC. Because
the certificate association was retrieved based on a DNS query, the
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domain nane in the query is by definition associated with the
certificate.

DNSSEC, which is defined in RFCs 4033, 4034, and 4035 ([ RFC4033],

[ RFC4034], and [ RFC4035]), uses cryptographic keys and digita
signatures to provide authentication of DNS data. Infornmation
retrieved fromthe DNS and that is validated using DNSSEC i s thereby
proved to be the authoritative data. The DNSSEC si gnature MJIST be
validated on all responses in order to assure the proof of origin of
t he dat a.

This docunment only relates to securely getting the DNS i nformation
for the certificate association using DNSSEC, other secure DNS
mechani sms are out of scope.

1.3. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

A note on term nol ogy: Sone people have said that this protocol is a
formof "certificate exclusion". This is true, but in a very unusua
sense. That is, a DNS reply that contains two of the certificate
types defined here inherently excludes every other possible
certificate in the universe other than those found with a pre-inmage
attack agai nst one of those two. The certificate type defined here
is better thought of as "enuneration" of a small nunber of
certificate associations, not "exclusion" of a near-infinite nunber
of other certificates.

Some of the termnology in this draft nay not match with the
term nol ogy used in RFC 5280. This will be fixed in future versions
of this draft, with help fromthe PKIX community. In specific, we
need to say (in a PKIX-appropriate way) that when we say "valid up
to" and "chains to", full RFC 5280 path processing including
revocation status checking is intended.

2. Getting SIMME Certificate Associations fromthe DNS
Thi s docunent defines a new DNS resource record type, "SM MEA'. A

query on a prepared donain name for the SM MEA RR can return one or
nmore records of the type SM MEA. The SM MEA RRType is TBD
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2.1. Requested Donmi n Nane
Domai n nanmes are prepared for requests in the foll ow ng manner

1. The user nane (the "left-hand side" of the enmil address, called
the "local -part" in RFC 2822 [ RFC2822]) becones the |eft-nost
| abel in the prepared domain nane. This does not include the "@
character that separates the left and right sides of the emil
address.

2. The string " _sminecert" becones the second | eft-nost |abel in the
prepared donai n nane.

3. The dommin nane (the "right-hand side" of the email address,
called the "domain" in RFC 2822) is appended to the result of
step 2 to conplete the prepared donmi n nane.

For exanple, to request a SM MEA resource record for a user whose
address is "chris@xanpl e.cont, you would use
"chris._smnmecert. exanple.cont in the request.

[[ Need to discuss back-quoting, such as for chris.smth@xanple.com
becom ng chris\.smth. _sminmecert. exanple.com]]

2.2. Format of the Resource Record

[[ This will be the same as for TLSA because there is no reason for
the two to diverge. Lots of text lifted fromthe TLSA docunent. ]]

2.3. Mking Certificate Associations

[[ Stuff here that sounds |ike TLSA but is actually about S/M ME
senders and receivers. Lots of text |ifted fromthe TLSA docunent.

1]

2.4. Presentation Format

The RDATA of the presentation format of the SM MEA resource record
consists of two nunmbers (certificate and hash type) followed by the
bytes containing the certificate or the hash of the associated
certificate itself, presented in hex. An exanple of a SHA-256 hash
(type 2) of an end-entity certificate (type 1) woul d be:

chris. _smimecert. exanple.com |IN SM MEA (
1 2 5c¢1502a6549c423be0a0aa9d9al6904de5ef Of 5¢98
c735f cca79f 09230aa7141 )

An exanpl e of an unhashed CA certificate (type 2) would be:
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chris._sminecert. exanple.com |IN SM MEA (
2 0 308202c5308201ada00302010202090. .. )

Because the length of hashes and certificates can be quite |ong,
presentation format explicitly allows |ine breaks and white space in
the hex val ues; those characters are renoved when converting to the
wire format.

2.5. Wre Fornat
The wire format is:

1111111111222222222233
01234567890123456789012345678901
B T i S S e I  Th s i S S S S S T S S S S

Cert type [ Hash type [
B e s T T S S S S S

+- +
| /
" /
/ /
/ Certificate for association /
/ /
+- +

B S T i S S e e e e s s i S S e S o

The wire format for the RDATA in the first exanple given above woul d
be:

chris. _smimecert.exanple.com | N TYPE65534 \# 34 ( 01025c1502a6549c42
3beOalaa9d9a16904de5ef Of 5¢98c735f cca79f 09230aa7141 )

The wire format for the RDATA in the second exanpl e given above woul d
be:

chris. _smmecert.exanple.com | N TYPE65534 \# 715 0200308202c¢5308. . .
Note that in the precedi ng exanpl es, "TYPE65534" is given as an
exanple. That RR Type is in the I ANA "private use" range; the real
RR Type for SMMEA will be issued by | ANA as described in the | ANA
Consi derati ons section bel ow

3. Use of SSMME Certificate Associations in S/M ME

[[ Stuff here that sounds |ike TLSA but is actually about S/M ME
senders and receivers. Lots of text lifted fromthe TLSA docunent.

1]

Hof f man & Schl yter Expi res Septenber 4, 2011 [ Page 6]



Internet-Draft DNS Cert Linkage for S/M ME March 2011

4. | ANA Consi derations

[[ Mostly copied from TLSA but using "SM MEA" instead. ]]

5. Security Considerations
[[ Stuff here that sounds |ike TLSA but is actually about S/M ME

senders and receivers. Lots of text |lifted fromthe TLSA docunent,
but with sone significant differences. ]]
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