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Abst r act

TLS and DTLS use certificates for authenticating the server. Users
want their applications to verify that the certificate provided by
the TLS server is in fact associated with the domai n nane they
expect. DNSSEC provides a nechanismfor a zone operator to sign DNS
information directly. This way, bindings of keys to dommins are
asserted not by external entities, but by the entities that operate
the DNS. This docunment describes how to use secure DNS to associate
the TLS server’'s certificate with the intended donmai n nane.
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1. Introduction

The first response fromthe server in TLS may contain a certificate.
In order for the TLS client to authenticate that it is talking to the
expected TLS server, the client nust validate that this certificate
is associated with the donmain name used by the client to get to the
server. Currently, the client nust extract the domain name fromthe
certificate, nmust trust a trust anchor upon which the server’s
certificate is rooted, and nust successfully validate the
certificate.

Sone people want a different way to authenticate the association of
the server’s certificate with the intended domai n nane wi t hout
trusting a CA. Gven that the DNS adm nistrator for a domain name is
aut horized to give identifying informati on about the zone, it makes
sense to allow that adm nistrator to also nake an authoritative

bi ndi ng between the domain nane and a certificate that mnmight be used
by a host at that donmain name. The easiest way to do this is to use
t he DNS.

This docunment applies to both TLS [ RFC5246] and DTLS [4347bis]. In
order to nake the docunent nore readable, it nostly only tal ks about
"TLS", but in all cases, it nmeans "TLS or DTLS". This docunent only

relates to securely associating certificates for TLS and DTLS with
host nanes; other security protocols are handled in other docunents.
For exanple, keys for |IPsec are covered in [RFC4025] and keys for SSH
are covered in [ RFC4255].

1.1. Certificate Associations

In this docunent, a certificate association is based on a
cryptographi c hash of a certificate (sonetines called a
"fingerprint") or on the certificate itself. For a fingerprint, a
hash is taken of the binary, DER-encoded certificate, and that hash
is the certificate association; the type of hash function used can be
chosen by the DNS admninistrator. When using the certificate itself
in the certificate association, the entire certificate in the normal
format is used. This docunment only applies to PKIX [ RFC5280]
certificates.

Certificate associations are made between a certificate or the hash
of a certificate and a domai n nane. Server software that is running
TLS that is found at that domain name would use a certificate that
has a certificate association given in the DNS, as described in this
docunent. A DNS query can return nmultiple certificate associations
such as in the case of different server software on a single host
using different certificates (even if they are nornmally accessed with
di fferent host names), or in the case that a server is changing from
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one certificate to another
1.2. Securing Certificate Associations

Thi s docunent defines a secure nmethod to associate the certificate
that is obtained fromthe TLS server with a domai n nane usi ng DNS
protected by DNSSEC. Because the certificate association was
retrieved based on a DNS query, the domain nane in the query is by
definition associated with the certificate.

DNSSEC, which is defined in RFCs 4033, 4034, and 4035 ([ RFC4033],

[ RFC4034], and [ RFC4035]), uses cryptographic keys and digita
signatures to provide authentication of DNS data. Infornmation
retrieved fromthe DNS and that is validated using DNSSEC i s thereby
proved to be the authoritative data. The DNSSEC si gnature MJST be
validated on all responses in order to assure the proof of origin of
t he dat a.

This docunment only relates to securely getting the DNS information
for the certificate association using DNSSEC, ot her secure DNS
mechani sms are out of scope.

1.3. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

A note on term nol ogy: Sone people have said that this protocol is a
formof "certificate exclusion". This is true, but only in the sense
that a DNS reply that contains two of the certificate types defined
here inherently excludes every other possible certificate in the

uni verse (other than those found with a pre-inmage attack agai nst on
of those two). The certificate type defined here is better thought
of as "enuneration" of a small nunber of certificate associations,

not "exclusion" of a near-infinite nunber of other certificates.

Some of the termnology in this draft nay not match with the
term nol ogy used in RFC 5280. This will be fixed in future versions
of this draft, with help fromthe PKIX community. In specific, we
need to say (in a PKIX-appropriate way) that when we say "valid up
to" and "chains to", full RFC 5280 path processing including
revocation status checking is intended.

2. Getting TLS Certificate Associations fromthe DNS

Thi s docunment defines a new DNS resource record type, "TLSA". A
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query on a prepared donmain name for the TLSA RR can return one or
nmore records of the type TLSA. The TLSA RRType is TBD.

2.1. Requested Domain Nane
Domai n nanes are prepared for requests in the foll ow ng manner.

1. The decimal representation of the port number on which a TLS-
based service is assunmed to exist is prepended with an underscore
character ("_") to becone the left-nobst |abel in the prepared
domai n narne.

2. The protocol nane of the transport on which a TLS-based service
is assuned to exist is prepended with an underscore character
("_") to become the second left-nost |abel in the prepared domain
nane. The transport nanes defined for this protocol are "tcp"
"udp" and "sctp".

3. The dommin nane is appended to the result of step 2 to conplete
the prepared domai n nane.

For exanple, to request a TLSA resource record for an HTTP server
running TLS on port 443 at "ww. exanpl e.cont, you woul d use

" 443. tcp. ww. exanple.cont' in the request. To request a TLSA
resource record for an SMIP server running the STARTTLS protocol on
port 25 at "mail.exanple.conm', you would use

" _25. tcp.mail.exanple.cont.

2.2. Format of the Resource Record

The format of the data in the resource record is a binary record with
three val ues, which MJST be in the order defined here:

0 A one-octet value, called "certificate type", specifying the
provi ded association that will be used to match the target
certificate. This will be an | ANA registry in order to nake it
easier to add additional certificate types in the future. The
types defined in this docunment are

1 -- Acertificate that identifies an end entity
2 -- Acertification authority's certificate
Both types are structured using the RFC 5280 formatting rul es and

use the DER encoding. As described later in this docunent, type 1
certificates do not need to correctly use all PKIX senmantics.
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0 A one-octet value, called "reference type", specifying how the
certificate association is presented. This value is defined in a
new | ANA registry. The types defined in this docunment are

0 -- Full certificate
1 -- SHA-256 hash of the certificate
2 -- SHA-512 hash of the certificate

Usi ng the sane hash algorithmas is used in the signature in the
certificate will make it nore likely that the TLS client will
understand this TLSA dat a.

o The "certificate for association”. This is the bytes containing
the full certificate or the hash of the associated certificate
(that is, the certificate or the hash of the certificate itself,
not of the TLS ASN. 1Cert object).

Certificate types 1 and 2 explicitly only apply to PKI X-formatted
certificates. |If TLS allows other formats later, or if extensions to
this protocol are made that accept other formats for certificates,
those certificates will need certificate types.

2.3. Mking Certificate Associations

The two certificate types for TLS have very different semantics. A
TLS client conformng to this protocol receiving a certificate for
association of type 1 MJST conpare it, using the specified hash type,
with the end entity certificate received in TLS. A TLS client
conforming to this protocol receiving a certificate for association
of type 2 MIUST treat it as a trust anchor for that domain nane.

Certificate type 1 (a certificate that identifies an end entity) is
mat ched against the first certificate offered by the TLS server. The
certificate for association is used only for exact matching, not for
chained validation. Wth reference type 0, the certificate
association is valid if the certificate in the TLSA data matches to
the first certificate offered by TLS. Wth reference types other
than 0, the certificate association is valid if the hash of the first
certificate offered by the TLS server natches the value fromthe TLSA
dat a.

Certificate type 2 (certification authority’ s certificate) can be
used in one of two ways. Wth reference type 0, the certificate in
the TLSA resource record is used in chaining fromthe end entity
given in TLS. The certificate association is valid if the first
certificate in the certificate bundle can be validly chained to the
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trust anchor fromthe TLSA data. Wth reference types other than O,
if the hash of any certificate past the first in the certificate
bundl e from TLS mat ches the trust anchor fromthe TLSA data, and the
chain in the certificate bundle is valid up to that TLSA trust
anchor, then the certificate association is valid. Alternately, if
the first certificate offered chains to an existing trust anchor in
the TLS client’s trust anchor repository, and the hash of that trust
anchor matches the value fromthe TLSA data, then the certificate
association is valid.

The end entity certificate from TLS, regardl ess of whether it was

mat ched with a TLSA type 1 certificate or chained to a TLSA type 2 CA
certificate, nmust have at least one identifier in the subject or
subjectAltNane field of the matched certificates matches the expected
identifier for the TLS server. Further, the TLS session that is to
be set up MJST be for the specific port nunber and transport name
that was given in the TLSA query. The matching or chai ning MIST be
done within the life of the TTL on the TSLA record.

2.3.1. Format of Certificates Used to ldentify End Entities

When presented with a type 1 certificate, the TLS client MJST NOT
verify the correct PKIX semantics for the keyCertSign bit of the
keyUsage extension, nor of the the basicConstraints extension. This
i s because PKI X (RFC 5280) makes it clear that all self-signed
certificates are CA certificates and cannot be end entity
certificates. The |ast paragraph of section 3.2 of RFC 5280 says:

"This specification covers two classes of certificates: CA
certificates and end entity certificates. CA certificates nay be
further divided into three classes: cross-certificates, self-issued

certificates, and self-signed certificates. ... Self-issued
certificates are CA certificates in which the issuer and subject are
the sane entity. ... Self-signed certificates are self-issued

certificates where the digital signature may be verified by the
public key bound into the certificate. Self-signed certificates are
used to convey a public key for use to begin certification paths.
End entity certificates are issued to subjects that are not

aut horized to issue certificates.”

This nmeans that a self-signed certificate (one where the subject and
i ssuer are the sane, and the public key in the certificate can be
used to directly evaluate the signature on the certificate) nust
follow all the PKIX semantics rules for CAs, and probably need to
follow all the policy rules as well. This is clearly not what people
who want a sinple way to associate their public signing key with
their domain nane in an end entity certificate that can be used in
TLS.
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Because of these PKIX requirenents on end entity certificates, the
processing rules for TLSA are very different for certificates that
identify end entities directly and CA certificates that can be used
to validate PKIX end entity certificates. The rules here allow self-
signed certificates offered as type 1 certificates to not follow al
the PKI X semantics rul es.

2. 4. Present ati on For mat

The RDATA of the presentation format of the TLSA resource record
consists of two nunbers (certificate and hash type) followed by the
bytes containing the certificate or the hash of the associated
certificate itself, presented in hex. An exanple of a SHA-256 hash
(type 1) of an end entity certificate (type 1) would be:

_443. tcp. ww. exanpl e.com | N TLSA (
1 1 5¢1502a6549c423be0al0aa9d9a16904deb5ef Of 5¢98
c735f cca79f 09230aa7141 )

An exanpl e of an unhashed CA certificate (type 2) would be:

_443. tcp. ww. exanpl e.com | N TLSA (
2 0 308202¢5308201ada00302010202090. .. )

Because the length of hashes and certificates can be quite |ong,
presentation format explicitly allows |ine breaks and white space in
the hex val ues; those characters are renoved when converting to the
wire format.

2.5. Wre Format
The wire format is:
1111111111222222222233
01234567890123456789012345678901
g S T
Cert type | Hash type |

B T S o e i AT S S

+
/
/
/
Certificate for association /
/
+

+-
-
/
/
/
S T

The wire format for the RDATA in the first example given above woul d
be:

_443. tcp. ww. exanpl e.com | N TYPE65534 \# 34 ( 01015c1502a6549c42
3be0al0aa9d9a16904de5ef Of 5¢98c735f cca79f 09230aa7141 )
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The wire format for the RDATA in the second exanpl e given above woul d
be:

_443. _tcp. ww. exanpl e.com | N TYPE65534 \# 715 0200308202c5308201a. .

Note that in the precedi ng exanples, "TYPE65534" is given as an
exanple. That RR Type is in the 1 ANA "private use" range; the rea
RR Type for TLSA will be issued by I ANA, as described in the | ANA
Consi derati ons section bel ow.

3. Use of TLS Certificate Associations in TLS

In order to use one or nore TLS certificate associati ons described in
this docunment obtained fromthe DNS, an application MIST assure that
the certificates were obtained using DNS protected by DNSSEC. TLSA
records must only be trusted if they were obtained froma trusted
source. This could be a | ocal host DNS resol ver answer with the AD
bit set, an inline validating resolver library primed with the proper
trust anchors, or obtained froma renote naneserver to whi ch one has
a secured channel of comruni cation

If a certificate association contains a hash type that is not
understood by the TLS client, that certificate association MIST be
mar ked as unusabl e.

An application that requests TLS certificate associations using the
met hod described in this docunent obtains zero or nore usable
certificate associations. |If the application receives zero usable
certificate associations, it processes TLS in the normal fashion.

If a match between one of the certificate association(s) and the
server’s end entity certificate in TLS is found, the TLS client
continues the TLS handshake. |If no match between the usable
certificate association(s) and the server’'s end entity certificate in
TLS is found, the TLS client MJST abort the handshake with an
"access_deni ed" error

4. Mandatory-to-Inplenment Algorithns
DNS systens conforming to this specification MJST be able to create
TLSA records containing certificate types 1 and 2. DNS systens
conformng to this specification MIST be able to create TLSA records
usi ng hash type 0 (no hash used) and hash type 1 (SHA-256), and
SHOULD be able to create TLSA records using hash type 2 (SHA-512).

TLS clients confornming to this specification MIST be able to
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correctly interpret TLSA records containing certificate types 1 and
2. TLS clients conforming to this specification MJST be able to
compare a certificate for association with a certificate from TLS
usi ng hash type 0 (no hash used) and hash type 1 (SHA-256), and
SHOULD be abl e to nmake such conparisons with hash type 2 (SHA-512).

At the time this is witten, it is expected that there will be a new
famly of hash algorithms called SHA-3 within the next few years. It
is expected that sonme of the SHA-3 algorithms will be nandatory
and/ or recommended for TLSA records after the algorithns are fully
defined. At that tinme, this specification will be updated.

5. | ANA Consi derations

5.1. TLSA RRtype
Thi s docunent uses a new DNS RRType, TLSA, whose value is TBD. A
separate request for the RRType will be subnmitted to the expert
reviewer, and future versions of this docunent will have that val ue
i nstead of TBD.

5.2. TLSA Certificate Types
This docunent creates a new registry, "Certificate Types for TLSA

Resource Records". The registry policy is "RFC Required". The
initial entries in the registry are:

Val ue Short description Ref erence
0 Reserved [ Thi s]

1 Certificate to identify an end entity [ Thi s]

2 CA' s certificate [ Thi s]
3-254 Unassi gned

255 Private use

Applications to the registry can request specific values that have
yet to be assigned.

5.3. TLSA Hash Types
This docunment creates a new registry, "Hash Types for TLSA Resource

Records". The registry policy is "Specification Required". The
initial entries in the registry are:
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Val ue Short description Ref erence

0 No hash used [ Thi s]

1 SHA- 256 NI ST FI PS 180-3
2 SHA- 512 NI ST FI PS 180-3
3-254 Unassi gned

255 Private use

Applications to the registry can request specific values that have
yet to be assigned.

6. Security Considerations

The security of the protocols described in this docunment relies on
the security of DNSSEC as used by the client requesting A AAAA and
TLSA records.

A DNS admi ni strator who goes rogue and changes both the A/ AAAA and
TLSA records for a domain name can cause the user to go to an

unaut hori zed server that wll appear authorized, unless the client
perforns certificate validation and rejects the certificate. That
adm ni strator could probably get a certificate i ssued anyway, so this
is not an additional threat.

The values in the TLSA data will be normally entered in the DNS
through the same systemused to enter A/ AAAA records, and other DNS
information for the host nanme. |f the authentication for changes to
the host information is weak, an attacker can easily change any of
this information. Gven that the TLSA data is not easily hunman-
readabl e, an attacker m ght change those records and A/ AAAA records
and not have the change be noticed if changes to a zone are only
moni tored visually.

If the authentication nechanismfor adding or changing TLSA data in a
zone is weaker than the authentication nmechani smfor changing the

A AAAA records, a man-in-the-mddle who can redirect traffic to their
site may be able to inpersonate the attacked host in TLS if they can

use the weaker authentication mechanism A better design for

aut henticating DNS woul d be to have the sane | evel of authentication

used for all DNS additions and changes for a particul ar host.

SSL proxies can sonetimes act as a man-in-the-mddle for TLS clients.
In these scenarios, the clients add a new trust anchor whose private
key is kept on the SSL proxy; the proxy intercepts TLS requests,
creates a new TLS session with the intended host, and sets up a TLS
session with the client using a certificate that chains to the trust
anchor installed in the client by the proxy. |In such environnents,
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the TLSA protocol will prevent the SSL proxy from functioning as
expect ed because the TLS client will get a certificate association
fromthe DNS that will not match the certificate that the SSL proxy
uses with the client. The client, seeing the proxy’'s new certificate
for the supposed destination will not set up a TLS session.
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