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Abst r act

Thi s docunment describes a procedure for configuring a host’s |IPv6
address which prefix is allocated froma DHCPv6 server while it’'s
interface identifier is independently generated by the host. The
met hod is applicable to Cryptographically Generated Addresses (CGA).
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1.

I nt roducti on

[ RFC3315] describes the operation of address assignment by a DHCP
server. A client uses a Solicit nessage to di scover DHCP servers
configured to assign addresses. A server sends an Advertise nessage
in response to announce the availability of the server to the client.
The client then uses a Request nessage to request addresses. The
server then returns addresses in a Reply nmessage. The operation
assunes that the server is responsible for the assignnent of an

i ntegral address which include prefix and interface identifier parts
as described in [ RFC4291].

[ RFC3633] defines Prefix Del egation options providing a nechanismfor
aut omat ed del egation of |Pv6 prefixes using the DHCPv6. This

mechani smis intended for delegating a long-lived prefix froma

del egating router to a requesting router. The practice of separating
prefix assignment frominterface identifier assignnent is only used
for routers not hosts.

[ RFC3972] describes a method for binding a public signature key to an
| Pv6 address in the Secure Nei ghbor Di scovery (SEND) protoco

[ RFC3971]. The basic idea is to generate the interface identifier
(i.e., the rightnost 64 bits) of the |Pv6 address by conputing a
crypt ographi ¢ hash of the public key. That is, the host decides its
interface identifier. As for the prefix part of the CGA it is
probably got through Router Advertisenment nmessage defined in

[ RFC4861], or through DHCPv6 operations defined in this docunent.

[I-D.ietf-csi-dhcpv6-cga-ps] describes potential issues in the

i nteracti on between DHCPv6 and CGA. A usage of DHCPv6 for generating
CGA is proposed in the docunent to facilitate separation of prefix
and interface identifier assignment. A host’s |IPv6 address prefix is
all ocated froma DHCPv6 server while interface identifier is

i ndependently generated by the host.

Ter i nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The ternminology in this docunent is based on the definitions in
[ RFC3315], in addition to the ones specified in this section
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derivative prefix: A prefix is derived fromanother prefix. For
exanple, a /64 prefix is derived froma /48 prefix, that is, the
/64 prefix has the sane |eftnost 48 bits with the /48 prefix.

aut hori zed prefix: A specific router is given a specific set of
subnet prefixes to advertise; other routers have an authorization
to advertise other subnet prefixes. In [RFC3971],Certification
Pat h Adverti sement message is used to convey authorized prefixes

3. Address Auto-configuration in SEND

Rout er Advertisenents in [RFC4861] allow routers to inform hosts how
to perform Address Auto-configuration. For exanple, routers can
speci fy whet her hosts should use DHCPv6 and/or statel ess address
configuration. |In Router Advertisenent nessage, Mand O bits are
used for indication of address auto-configuration node.

What ever address auto-configuration node a host uses, the follow ng
two parts are necessary for the host to fornmulate it’s | Pv6 address:

o Aprefix part. In [RFC3971], Certification Path Solicitation and
Certification Path Advertisenment nmessages are designed for
verifying routers being authorized to act as routers.
Certification Path Adverti senent nessage can al so be used to
verify that routers are authorized to advertise a certain set of
subnet prefixes. |n stateless auto-configuration node, the
prefixes in Router Advertisenent nessage should be a subset of
aut hori zed prefixes, or derivative prefixes from authorized
prefixes. In the stateful auto-configuration node, Section 4
illustrates a procedure for prefix allocation froma DHCPv6
server.

0 An interface identifier. The basic idea of [RFC3972] is to
generate the interface identifier (i.e., the rightnost 64 bits) of
the 1 Pv6 address by conputing a cryptographi c hash of a public key
of a host. The host is responsible for interface identifier
gener ati on.

4, DHCPv6 Operation

Figure 1 shows the operation of separating prefix assignment and
interface identifier generation
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Figure 1: DHCPv6 Operation

A host uses a Solicit nmessage to discover DHCP servers configured
to assign prefixes for the host. Identity Association for Prefix
Del egation Option (1A PD) is defined in [ RFC3633] for prefix

del egati on between a requesting router and del egating router.
Referring to the definition, we design Identity Association for
Prefix Assignnent Option (IA-PA) in Section 5.1 for prefix
assignnent froma DHCPv6 server to a host. The host uses hints
for prefix assignnent preference. The hints are authorized
prefixes advertised by an authorized router through Certification
Pat h Adverti sement defined in [RFC3971].

Based on the hints, the DHCP server assigns one or nore prefixes
to the host. The assigned prefixes SHOULD be a subset of the

aut hori zed prefixes or derivative prefixes of the authorized
prefixes. Identity Association for Prefix Assignment Option in
Section 5.1 is used for conveying the assigned prefixes. |If
there is not a proper prefix available, a status-code is returned
to the host and the procedure is termnated.

The host generates an interface identifier and fornulates a

conbi ned | Pv6 address by concatenating the assigned prefix and
the self-generated interface identifier. There are many ways to
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generate interface identifier. [RFC3972] defines a nmethod to
generate the interface identifier by conmputing a cryptographic
hash of a public key of the host.

4. The host sends a Request nessage for confirm ng usage of the
conbi ned address. An | A Address option described in Section 5.3
SHOULD be included to convey the conbi ned address.

5. The DHCP server SHOULD verify the uni queness of the conbined IP
address, and send Reply with | A Address option to grant the usage
of the conbined address. Oherwi se, a status code is included to
deny the usage of the conbi ned address.

5. DHCPv6 Options
In this section, one new option is defined, Identity Association for
Prefix Assignnent Option . At the sane tine, we extend the usage of
existing options, IA PD Prefix and | A Address option

5.1. Identity Association for Prefix Assignment Option
The 1A PA option is used to carry a prefix assignment identity
associ ation, the paraneters associated with the A PA and the

prefixes associated with it.

The format of the I A PA option is:
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| A_PA-options
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opti on- code:
option-I engt h:

I Al D

T1:

T2:

| A_PA-options:

OPTI ONLI A_PA (TBA1)
12 + length of I A PA-options field.

The unique identifier for this | A PA the | Al D nust
be uni que anong the identifiers for all of this
host’s | A PAs.

The tine at which the host should

contact the DHCPv6 server from which the

prefixes in the I A PA were obtained to extend the
lifetimes of the prefixes assigned to the | A PA
Tl is atime duration relative to the current tine
expressed in units of seconds.

The time at which the host shoul d

contact any avail abl e DHCPv6 server to extend
the lifetimes of the prefixes assigned to the
IAPA T2 is atine duration relative to the
current tinme expressed in units of seconds.

Options associated with this | A _PA

The details of the fields are sinilar to the | A PD option description

in [ RFC3633] .

The difference is here a DHCP server and a host

i nvol ved, while a delegating router and requesting router involved in

[ RFC3633] .
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5.2. 1A PD Prefix option

IA PD Prefix option in [RFC3633] is reused here. Oiginally the
option is used for conveying prefix informati on between a del egating
router and a requesting router. Here the |A PD Prefix option is used
to specify I Pv6 address prefixes associated with an A PAin

Section 5.1. The I A PD Prefix option nust be encapsulated in the

| A PA-options field of an | A _PA option

5.3. | A Address Option

The | A Address option in [RFC3315] is reused here. It nust be
encapsulated in the Options field of an A NA or A TA option. [|A NA
and | A TA are al so described in [ RFC3315].

A host sends a DHCPv6 nessage with an | A Address option to a DHCPv6
server for validating the usage of an address in the option

6. Applicability

In point-to-point |ink nodel, DHCPv6 operation with host generating
interface identifier described in this docunent may be used.

[ RFC4968] provides different IPv6 link nodels that are suitable for
802. 16 based networks and a point-to-point |ink nodel is reconmrended.
Al so, 3GPP and 3GPP2 have earlier adopted the point-to-point |ink
nmodel based on the recommendations in [ RFC3314]. |In this nodel, one
prefix can only be assigned to one interface of a host (nobile
station) and different hosts (nobile stations) can’'t share a prefix.
The uni que prefix can be used to identify the host. It is not
necessary for a DHCP server to generate an interface identifier for
the host. The host may generates it’'s interface identifier as
described in [RFC4941]. An interface identifier could even be
generated via random nunber generation

7. | ANA consideration
Thi s docunment defines a new DHCPv6 [ RFC3315] option, which nmust be
assigned Option Type values within the option nunbering space for

DHCPv6 nessages

The OPTION_I A PA Option (TBA1l), described in Section 5.1

8. Security Considerations

Security considerations in DHCPv6 are described in [ RFC3315].
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To guard agai nst attacks through prefix assignment and address
confirmati on, a host and a DHCPv6 server SHOULD use DHCP

aut hentication as described in section "Authentication of DHCP
messages"” of [RFC3315].
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