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Abstract

DHCP Forcerenew all ows for the reconfiguration of a single host by
forcing the DHCP client into a Renew state on a trigger fromthe DHCP
server. In Forcerenew Nonce Authentication the server exchanges a
nonce with the client on the initial DHCP ACK that is used for
subsequent validation of a Forcerenew nessage.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenmber 11, 2011.
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

This docunment may contain material from | ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document nmay not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages other
than Engli sh.
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1.

I nt roducti on

The DHCP Reconfigure Extension defined in [ RFC3203] is a usefu
mechani sm al | owi ng dynanic reconfiguration of a single host triggered
by the DHCP server. |Its application is currently linited by a

requi renent that FORCERENEW nessage is al ways authenticated using
procedures as described in [RFC3118]. Authentication for DHCP

[ RFC3118] is mandatory for Forcerenew, however as it is currently
defined [RFC3118] requires distribution of constant token or shared-
secret out-of-band to DHCP clients. The nmandatory authentication was
originally notivated by a legitimte security concern whereby in sone
networ k environnents a FORCERENEW nessage can be spoofed. However

in sonme networks native security nechani sns al ready provide
sufficient protection against spoofing of DHCP traffic. An exanple
of such network is a DSL Forum TR-101 [ TR-101] conpliant access
network. In such environnents the mandatory coupling between
FORCERENEW and DHCP Aut henti cation [RFC3118] can be relaxed. This
docunent defines extensions to Authentication for DHCP(v4) Messages

[ RFC3118] to create a new authentication protocol for DHCPv4

For cerenew [ RFC3203] nessages; this nethod does not require out-of-
band key distribution to DHCP clients. The Forcerenew Nonce is
exchanged between server and client on initial DHCP ACK and is used
for verification of any subsequent Forcerenew nessage

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Message aut hentication

The FORCERENEW nessage nust be authenticated using either [ RFC3118]
or the proposed Forcerenew Nonce Authentication protocol

1. For cer enew Nonce Aut hentication

The Forcerenew nonce aut hentication protocol provides protection
agai nst mi sconfiguration of a client caused by a Forcerenew nessage
sent by a nalicious DHCP server. In this protocol, a DHCP server
sends a Forcerenew nonce to the client in the initial exchange of
DHCP nessages. The client records the Forcerenew nonce for use in
aut henti cati ng subsequent Forcerenew nessages fromthat server. The
server then includes an HVAC conputed fromthe Forcerenew nonce in
subsequent Forcerenew nessages
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Both the Forcerenew nonce sent fromthe server to the client and the
HVAC i n subsequent Forcerenew nessages are carried as the

Aut hentication information in a DHCP Aut hentication option. The
format of the Authentication information is defined in the follow ng
section.

The Forcerenew nonce protocol is used (initiated by the server) only
if the client and server are not using any other authentication
protocol and the client and server have negotiated to use the

For cer enew Nonce Authentication protocol.

3.1.1. Forcerenew Nonce Protocol Capability Option

A DHCP client indicates DHCP Forcerenew Nonce Protocol capability by
i ncl udi ng a FORCERENEW NONCE_CAPABLE(<TBD>) option in DHCP Di scover
and Request nessages sent to the server.

A DHCP server that does not support Forcerenew Nonce Protocol

aut henti cati on shoul d ignore the FORCERENEW NONCE_CAPABLE( <TBD>)
option. A DHCP server indicates DHCP Forcerenew Nonce Protocol
preference by including a FORCERENEW NONCE CAPABLE(<TBD>) option in
any DHCP O fer messages sent to the client.

A DHCP client MJUST NOT send DHCP nessages with authentication options
where the protocol value is Forcerenew Nonce Authentication(<TBD>).

The FORCERENEW NONCE _CAPABLE option is a zero length option with code
of <TDB> and format as foll ows:

The client would indicate that it supports the functionality by
i nserting the FORCERENEW NONCE_CAPABLE option in the DHCP Di scover

and Request nessages. |If the server supports Forcerenew nonce
aut hentication and is configured to require Forcerenew nonce
aut hentication, it will insert the FORCERENEW NONCE_CAPABLE option in
the DHCP O fer nessage.
Server Cient Server
(not sel ect ed) (sel ect ed)
%

Begins initialization

v v
| | |
| |
| | |
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Conmits configuration

Creates 128-bit Forcerenew Nonce

Di scards | ease

[ RFC3118] defined an extensi ble DHCPv4 aut hentication option which

supports nulti

option fornmat.

The following fields are set

pl e protocols.

Forcerenew Nonce Aut hentication Protocol:

pr ot ocol

Mles, et al.

<TBD (| ANA) >
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The For cerenew Nonce Protocol
of the DHCP authentication option defined in [ RFC3118]

makes use
re-using the

in an DHCP aut hentication option for the
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algorithm1
RDM 0

The format of the Authentication information for the Forcerenew Nonce
Aut henti cati on Protocol is:

0 1 2 3
01234567890123456789012345678901
B S T S S e T A i i i S S

I Type | Val ue (128 bits) |
B ol autt SRR R SR S |

. +-+-+-+-+-+-+-+-:|-
L—-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
Type Type of data in Value field carried in this option:
1 Forcerenew Nonce val ue (used in ACK nessage)
2 HVAC- MD5 di gest of the nessage ( FORCERENEW nessage)
Value Data as defined by field

3.1.3. Server considerations for Forcerenew Nonce Authentication

The use of Forcerenew Nonce Protocol is dependent on the client
indicating its capability through the FORCERENEW NONCE_CAPABLE( <TBD>)
DHCP option in any DHCP Di scover or Request nessages. The DHCP

Di scovery or Request nessage fromthe client MJST contain the
FORCERENEW NONCE_CAPABLE(<TBD>) option if the Forcerenew Nonce
Protocol is to be used by the server. The absence of the

FORCERENEW NONCE_CAPABLE(<TBD>) option indicates to the server that

t he Forcerenew Nonce Authentication protocol is not supported and
thus the server MJST NOT include a Forcerenew Nonce Protocol

Aut henti cation option in the DHCP Ack.

The server indicates its support of the Forcerenew Nonce Protocol

aut henti cation by including the DHCP FORCERENEW NONCE_ CAPABLE( <TBDP>)
option in the DHCP Ofer nessage. The server SHOULD NOT include this
option unless the client has indicated its capability in a DHCP

D scovery nessage . The presence of the

FORCERENEW NONCE_CAPABLE(<TDB>) option in the DHCP offer may be used
by clients to prefer Forcerenew nonce Protocol authentication-capable
DHCP servers over those servers which do not support such capability.
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The server selects a Forcerenew nonce for a client only during
Request/ Ack nmessage exchange. The server records the Forcerenew
nonce and transmts that nonce to the client in an Authentication
option in the DHCP Ack nmessage.

The Forcerenew nonce is 128 bits | ong, and MJST be a
cryptographically strong random or pseudo-random nunber that cannot
easily be predicted. The nonce is inbedded as a 128-bit val ue of the
Aut hentication informati on where type is set to 1 (Forcerenew nonce
Val ue) .

To provide authentication for a Forcerenew nessage, the server

sel ects a replay detection value according to the RDM sel ected by the
server, and conputes an HVAC- MD5 of the Forcerenew nessage using the
For cerenew nonce for the client. The server conputes the HVAC MD5
over the entire DHCP Forcerenew nessage, including the Authentication
option; the HVAC-MD5 field in the Authentication option is set to
zero for the HVAC-MD5 conputation. The server includes the HVAC MD5
in the authentication information field in an Authentication option

i ncluded in the Forcerenew nmessage sent to the client with type set
to 2 (HVAC- MD5 digest).

3.1.4. dient considerations for Forcerenew Nonce Authentication

The client MJST indicate Forcerenew nonce Capability by including the
FORCERENEW NONCE_CAPABLE( <TBD>) DHCP option (Section 2.1.1) in all
DHCP Di scover and Request nessages. DHCP servers that support

For cer enew nonce Protocol authentication MJST include the DHCP

For cer enew Nonce protocol authentication option in DHCP Offers with
type set to zero(0), allowing the client to use this capability in
sel ecting DHCP servers should nultiple Ofers arrive.

A DHCP server has indicates its support through the inclusion of the
FORCERENEW NONCE_CAPABLE(<TBD>) option in the DHCP O fer. The client
MUST val i date the DHCP Ack message contains a Forcerenew Nonce in a
DHCP aut hentication option. |If the server has indicated capability
for Forcerenew Nonce Protocol authentication in the DHCP Offer and a
subsequent Ack omits a valid DHCP authentication option for the

For cerenew Nonce Protocol, the client MUST send a DHCP Decline
message and return to the DHCP Init state.

The client will receive a Forcerenew Nonce fromthe server in the
initial DHCP Ack nmessage fromthe server. The client records the
For cerenew Nonce for use in authenticating subsequent Forcerenew
nessages.

To authenticate a Forcerenew nessage, the client conputes an HVAC- MD5
over the DHCP Forcerenew nessage, using the Forcerenew Nonce received
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fromthe server. |If this conputed HVAC- MD5 mat ches the value in the
Aut hentication option, the client accepts the Forcerenew nessage.

4. Acknow edgenents

Comments are solicited and should be addressed to the DHC WG nai |l i ng
list (dhcwg@etf.org) and/or the authors. This contribution is based
on work by Vitali Vinokour. Major sections of this draft use

nodi fied text from[RFC3315]. The authors wi sh to thank Ted Lenon
and Bernie Volz for their support.

5. | ANA Consi der ati ons

This docunent requests |ANA to all ocate an option code for the newy
defined DHCP opti on FORCERENEW NONCE CAPABALE as described in the
t ext.

Thi s docunment requests |ANA to all ocate a DHCP Aut henti cati on
Option(90) protocol nunber be assigned for Forcerenew Nonce
Aut henti cation, per [RFC3118].

Thi s docunent requests |ANA to create a new nanespace associated with
t he Forcerenew Nonce Authentication protocol: algorithm per
[ RFC3118].

6. Security Considerations

As in sone network environments FORCERENEW can be used to snoop and
spoof traffic, the FORCERENEW nessage MJST be authenticated using the
procedures as described in [RFC3118] or this proposal. 1In this
proposal any party able intercept the nonce exchange coul d

i npersonate a server and thus offers no protection from nman-in-the-

nm ddl e attacks. FORCERENEW nessages failing the authentication
shoul d be silently discarded by the client.

6. 1. Protocol vulnerabilities

The mechani sm described in this document is vulnerable to a denial of
service attack through flooding a client with bogus FORCERENEW
messages. The cal cul ations involved in authenticating the bogus
FORECERENEW nessages nmay overwhel mthe device on which the client is
runni ng.

The mechani sm descri bed provi des protection against the use of a
FORCERENEW nessage by a nalicious DHCP server to mount a denial of
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service or man-in-the-nddle attack on a client. This protocol can
be conprom sed by an attacker that can intercept the initial nmessage
in which the DHCP server sends the nonce to the client.
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