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Abst ract

The Di aneter base protocol specifies nechani sns whereby a given realm
may advertise Di aneter nodes and the supported transport protocol
However, these nechanisns do not reveal the Di aneter applications
that each node supports. A peer outside the real mwould have to
performa Dianmeter capability exchange with every node until it

di scovers one that supports the required application. This docunent
updat es RFC3588 "Di aneter Base Protocol" and describes an inprovenent
usi ng an extended format for the Straightforward-Nam ng Authority

Poi nter (S-NAPTR) Application Service Tag that allows for discovery
of the supported applications without doing D aneter capability
exchange bef orehand.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on February 4, 2012
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1. Introduction

The Di aneter base protocol [RFC3588] specifies three nechanisns for
the D aneter peer discovery. One of these involves the D aneter

i npl ementation performng a Naming Authority Pointer (NAPTR) query

[ RFC3403] for a server in a particular realm These NAPTR records
provide a mapping froma domain, to the DNS Service Locator (SRV)
record [ RFC2782] or A/ AAAA record [RFC1035][ RFC3596] for contacting a
server with the specific transport protocol in the NAPTR services
field.

The extended NAPTR usage for Di aneter peer discovery defined by this
docunment is based on the Straightforward- NAPTR (S- NAPTR) Dynanmnic

Del egation Di scovery System (DDDS) Application defined in [ RFC3958].
Thi s docunment updates the Di aneter peer discovery procedure described
in Section 11.6 of [RFC3588] and defines S-NAPTR Application Service
and Application Protocol Tag values that permt the discovery of

D aneter peers that support a specific D aneter application and
transport protocol

2. Term nol ogy

The Di aneter base protocol specification (Section 1.4 of [RFC3588])
and the Straightforward- NAPTR (S- NAPTR) DDDS application (section 2.1
in [RFC3958]) define the terninology used in this docunent.

3. Extended NAPTR Service Field Formt

The NAPTR Service Field format defined by the S-NAPTR DDDS
application in [RFC3958] follows this Augnmented Backus-Naur Form
(ABNF, [RFC5234]):

servi ce-parns
app- service
app- pr ot ocol
experinental -service
experi nent al - prot oco

i ana-regi st ered-service
i ana-r egi st er ed- prot ocol

[ [app-service] *(":" app-protocol)]
experinental -service [/ iana-registered-service
experinental - protocol / iana-registered-protoco
"x-" 1* 30ALPHANUMSYM

x-" 1* 30ALPHANUMSYM

ALPHA *31ALPHANUMSYM

ALPHA *31ALPHANUMSYM

ALPHA = W&41-5A / %61-7A ; A-Z/ a-z
DAT = 9&30-39 ; 0-9

SYM = Ww2B/ W2D/ W2 ; "+ /[ “-" [ "."
ALPHANUMSYM = ALPHA / DIG T / SYM

; The app-service and app-protocol tags are linmted to 32
; characters and nust start with an al phabetic character
; The service-parns are considered case-insensitive.
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This specification refines the "iana-registered-service" tag
definition for the discovery of Dianeter agents supporting a specific
D aneter application as defined bel ow

i ana-regi stered-service =/ aaa-service

aaa- service "aaa+ap" appln-id

appl n-id 1*10DIG T
; Application identifier expressed as
; a decimal integer wthout |eading
; Zeros.

The appln-id elenent is the Application Identifier used to identify a
specific Dianeter Application. The Dianmeter Application Identifier
is a 32-bit unsigned integer and val ues are allocated by | ANA as
defined in [ RFC3588].

This specification also refines the "iana-registered-protocol" tag
definition for the discovery of Dianeter agents supporting a specific
D aneter transport protocol as defined bel ow.

i ana-regi st ered-protocol =/ aaa-protocol /
aaa- pr ot ocol "di aneter." aaa-transport
aaa-transport "tep" / "sctp" / "tls.tcp"

The S-NAPTR Application Protocol tags defined by this specification
MUST NOT be parsed in any way by the querying application or
resolver. The delimter (".") is present in the tag to inprove
readability and does not inply a structure or nanmespace of any kind.
The choice of delimter (".") for the Application Protocol tag
follows the format of existing S-NAPTR Application Protocol tag
registry entries but this does not inply that that it shares
semantics with any other specifications that create registry entries
with the sane format.

The S-NAPTR Application Service and Protocol tags defined by this
specification are unrelated to the | ANA Service Nane and Transport
Protocol Port Nunmber Registry (see [I-D.ietf-tsvwg-iana-ports]).

The maxi num | ength of the NAPTR service field is 256 octets including
one octet length field (see Section 4.1 of RFC 3403 and Section 3.3
of [RFC1035]).

3.1. | ETF Standard Track Di ameter Applications
A Di aneter agent MJST be capabl e of using the extended S-NAPTR
Application Service Tag for dynanmi c discovery of a D aneter agent

supporting Standard Track applications. Therefore, every |ETF
Standard Track Di anmeter application MJST be associated with a "aaa-
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3.

2.

service" tag formatted as defined in this specification and all ocated
in accordance with the | ANA policy (see Section 7).

For exanple, a NAPTR service field val ue of:
" aaat+ap6: di aneter. sctp’

Means that the Dianeter node in the SRV or A/ AAAA record supports
the Dianmeter Session Initiation Protocol (SIP) Application (’6)
and SCTP as the transport protocol.

Vendor - speci fic Di aneter Applications

S- NAPTR Application Service and Application Protocol Tag val ues can
al so be used to discover Diameter peers that support a vendor-
specific D aneter application. |In this case, the vendor-specific

D ameter application MIUST be associated with a "aaa-service" tag
formatted as defined in this specification and allocated in
accordance with the | ANA policy (see Section 7).

For exanple, a NAPTR service field val ue of:
"aaa+apl6777251: di aneter. sctp’

Means that the Dianeter node in the SRV or A/ AAAA record supports
the Dianmeter 3GPP S6a Application ('16777251') and SCTP as the
transport protocol.

Backwar ds Conpatibility

Domai n Nanme System (DNS) administrators SHOULD al so provision | egacy
RFC 3588 style NAPTR records [ RFC3403] in order to guarantee
backwards conpatibility with | egacy RFC 3588 conpliant D aneter
peers. |If the DNS admi nistrator provisions both extended S-NAPTR
records as defined in this specification and | egacy RFC 3588 NAPTR
records, then the extended S-NAPTR records MJST have higher priority
(e.g. lower order and/or preference values) than | egacy NAPTR
records.

Ext ended NAPTR-based Di aneter Peer Discovery

The Di anmeter Peer Discovery principles are described in Section 5.2
of [RFC3588]. This specification updates the NAPTR query procedure
in the D aneter peer discovery nechani smby allow ng the querying
node to determ ne which applications are supported by resol ved

D anet er peers.
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The extended format NAPTR records provide a mapping froma domain to
the SRV record or A/ AAAA record for contacting a server supporting a
specific transport protocol and Di aneter application. The resource
record will contain an enpty regul ar expression and a repl acenent

val ue, which is the SRV record or the A/ AAAA record for that
particul ar transport protocol

The assunption for this nechanismto work is that the DNS

adm nistrator of the queried domain has first provisioned the DNS
with extended format NAPTR entries. The steps bel ow repl ace the
NAPTR query procedure steps in Section 5.2 of [RFC3588].

a. The Dianeter inplenmentation performs a NAPTR query for a server in
a particular realm The Diameter inplenentation has to know in
advance which realmto | ook for a Dianeter agent in and which
Application ldentifier it is interested in. For exanple, the
real m coul d be deduced fromthe Network Access ldentifier (NAI) in
the User-Nanme AVP or extracted fromthe Destination-Real m AVP

b. If the returned NAPTR service fields contain entries fornmatted as
"aaatapX Y" where "X" indicates the Application Identifier and "Y"
i ndi cates the supported transport protocol (s), the target realm
supports the extended format for NAPTR-based Di aneter peer
di scovery defined in this docunent.

If "X'" contains the required Application lIdentifier and "Y"

mat ches a supported transport protocol, the D aneter

i npl ementation resolves the "replacenent” field entry to a
target host using the | ookup nethod appropriate for the "fl ags"
field.

If "X' does not contain the required Application Identifier or
"Y" does not match a supported transport protocol, the Dianeter
i mpl enent ati on abandons the peer discovery.

c. If the returned NAPTR service fields contain entries formatted as
"aaat+apX' where "X' indicates the Application Identifier, the
target real msupports the extended format for NAPTR-based Di aneter
peer discovery defined in this docunent.

If "X" contains the required Application Identifier, the

Di ameter inplenmentation resolves the "replacement” field entry
to a target host using the | ookup nethod appropriate for the
"flags" field and attenpts to connect using all supported
transport protocols followi ng the order specified in section
2.1 of [RFC3588].
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d.

5. 1.

As

If "X' does not contain the required Application lIdentifier
the Dianeter inplenmentation abandons the peer discovery.

If the returned NAPTR service fields contain entries formatted as
"aaa: X' where "X' indicates the supported transport protocol (s),
the target real msupports Di aneter but does not support the
extended format for NAPTR-based Di aneter peer discovery defined in
thi s docunent.

If "X'" matches a supported transport protocol, the Dianeter

i npl ementation resolves the "replacenent” field entry to a
target host using the | ookup nethod appropriate for the "fl ags"
field.

If the returned NAPTR service fields contain entries formatted as
"aaa", the target real msupports Dianmeter but does not support the
extended fornmat for NAPTR-based Di aneter peer discovery defined in
this docunent. The Dianeter inplenentation resolves the
"replacenent" field entry to a target host using the | ookup mnet hod
appropriate for the "flags" field and attenpts to connect using
all supported transport protocols followi ng the order specified in
section 2.1 of [RFC3588].

If the target real m does not support NAPTR-based Di aneter peer
di scovery, the client proceeds with the next peer discovery
mechani sm described in Section 5.2 of [RFC3588].

Exanpl es

an exanple, consider a client that wi shes to discover a D aneter

server in the exl.exanple.comreal mthat supports the Credit Contro
Application. The client performs a NAPTR query for that domain, and
the foll owi ng NAPTR records are returned:

Thi

order pref flags service regexp repl acenent

IN NAPTR 50 50 "s" "aaa: di aneter.sctp" ""
_dianmeter._sctp.exl. exanpl e. com

IN NAPTR 50 50 "s" "aaa+apl: di aneter.sctp" ""
_dianmeter._sctp. exl. exanpl e.com

IN NAPTR 50 50 "s" "aaa+ap4: di aneter.sctp" ""

_dianeter. _sctp.exl. exanpl e. com

s indicates that the server supports NASREQ (I D=1) and Credit

Control (1D=4) Applications over SCTP. |If the client supports SCTP

it
_di

will be used, targeted to a host determ ned by an SRV | ookup of
anmet er. _sctp. exl. exanpl e. com

That SRV | ookup woul d return

Jones,
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v Priority Wight Port Tar get
INSRV O 1 3868 serverl. ex1l. exanpl e. com
INSRV O 2 3868 server 2. ex1l. exanpl e. com

As an alternative exanple, a client that wi shes to discover a

Di ameter server in the ex2.exanple.comreal mthat supports the NASREQ
application over SCTP. The client performs a NAPTR query for that
domai n, and the follow ng NAPTR records are returned:

D order pref flags service regexp repl acenent
I N NAPTR 150 50 "a "aaa: di aneter. stcp"

server l. ex2. exanpl e. com

I N NAPTR 150 50 "a" "aaa:dianeter.tls.tcp" ""
server 2. ex2. exanpl e. com

I N NAPTR 150 50 "a" "aaatapl: di aneter.stcp” """
server 1. ex2. exanpl e. com

I N NAPTR 150 50 "a "aaatapl: di aneter.tls.tcp" ""

server 2. ex2. exanpl e. com

This indicates that the server supports NASREQ (1 D=1) over SCTP and
TLS/ TCP via hosts serverl. ex2. exanpl e.com and server 2. ex2. exanpl e. com
respectively.

6. Usage Cuidelines

D anmeter is a peer to peer protocol whereas nost of the applications
that extend the base protocol behave like client/server applications.
The role of the peer is not advertised in the NAPTR tags and not even
communi cated during Diameter capability negotiation (Capabilities-
Exchange- Request and Capabilities- Exchange- Answer nessage exchange).
For this reason, NAPTR-based Di ameter peer discovery for an
application defining client/server roles should only be used by a
client to discover servers.

7. 1 ANA Consi derations
7.1. | ETF Dianmeter Application Service Tags

I ANA is requested to reserve a value of "aaa" for Dianmeter in the

S- NAPTR Application Service Tag registry created by [ RFC3958]. | ANA
is also requested to reserve the foll owi ng S-NAPTR Application
Service Tags for existing | ETF Dianeter applications in the same
registry
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o e e o - o +
| Tag | Dianeter Application |
Fom e e e e e o e e e e e e e e e e m o +
| aaa+apl | NASREQ [ RFC3588] [
| aaa+ap2 | Mobile | Pvd [ RFC4004] [
| aaa+ap3 | Base Accounting [ RFC3588] |
| aaa+ap4 | Credit Control [RFC4A006] |
| aaat+ap5 | EAP [ RFC4072] |
| aaa+ap6 | SIP [RFCA740] [
| aaa+ap7 | Mobile IPv6 | KE [ RFC5778] |
| aaa+ap8 | Mobile IPv6 Auth [ RFC5778] |
| aaa+ap9 | QoS [ RFC5866] |
| aaa+ap4294967295 | Rel ay [ RFC3588] |
s B +
Future | ETF Di aneter applications MJIST reserve the S-NAPTR

Appli cation

Service Tag corresponding to the allocated Di aneter

Application ID as defined in Section 3.

7.2.

3GPP Di aneter Application Service Tags

I ANA is requested to reserve the followi ng S-NAPTR Application
Service Tags for existing 3GPP Dianeter applications in the S NAPTR
Application Service Tag registry created by [ RFC3958].

B B +
| Tag | Dianeter Application |
S o e e e e e e e oo oo +
| aaa+apl6777250 | 3GPP STa [TS29.273] |
| aaa+apl6777251 | 3GPP S6a [ TS29.272] |
| aaa+apl6777264 | 3GPP SWn [ TS29. 273] |
| aaa+apl6777267 | 3GPP S9 [ TS29. 215] [
S o e e e e e e e oo oo +

Future 3GPP Di aneter applications can reserve entries in the S NAPTR
Application Service Tag registry created by [ RFC3958] which
correspond to the allocated Diameter Application IDs as defined in

Section 3.

7. 3.

W MAX Forum Di aneter Application Service Tags

| ANA is requested to reserve the followi ng S-NAPTR Application
Service Tags for existing WMAX Forum Di aneter applications in the
S-NAPTR Application Service Tag registry created by [ RFC3958].

Jones, et al.
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W MAX Networ k Access Authentication and
Aut hori zation Diameter Application (VWAAADA)

[ W MAX]

aaa+apl6777281

I I I
| | |
| aaa+apl6777282 | W MAX Network Accounting Di ameter Application [
I | (WNADA) [ W MAX] I
| aaa+apl6777283 | WMAX M P4 Dianeter Application (WMDA) [WMAX] |
| aaatapl6777284 | WMAX M P6 D anmeter Application (WWBDA) [ WMAX] |
| aaa+apl6777285 | W MAX DHCP Di aneter Application (WDDA) [ W MAX]

| aaa+apl6777286 | W MAX Location Authentication Authorization |
[ | Diameter Application (WAADA) [ W MAX] |
| aaa+apl6777287 | W MAX Policy and Charging Control R3 Policies |
| | Dianeter Application (WMAX PCC-R3-P) [W MAX] |
| aaa+apl6777288 | W MAX Policy and Charging Control R3 Ofline

| | Charging Dianeter Application (WMX PCC R3-C0FC) |
I | [ W MAX] I
| aaa+apl6777289 | W MAX Policy and Charging Control R3 Ofline |
| | Charging Prime Diameter Application (W MAX |
| | PCC-R3-OFC- PRI ME) [ W MAX] |
| aaa+apl6777290 | W MAX Policy and Chargi ng Control R3 Online [
| | Charging Dianeter Application (WMX PCCR3-QC) |
I | [W MAX] I
oo o e e e e e +

Future W MAX Forum Di aneter applications can reserve entries in the
S- NAPTR Application Service Tag registry created by [ RFC3958] which
correspond to the allocated Dianeter Application IDs as defined in

Section 3.

7.4. Vendor-Specific Dianeter Application Service Tags

Vendor - Specific Dianeter Application IDs are allocated by | ANA
according to the "First Cone First Served" policy and do not require
an | ETF specification. However, the S-NAPTR Application Service Tag
registry created by [ RFC3958] defines a registration policy of
"Specification Required" with a further stipulation that the
"specification" is an RFC (of any category). |If a Vendor-Specific

D anmeter Application requires the functionality defined in this
docunent, an RFC of any category MJST be published which reserves the
S- NAPTR Application Service Tag corresponding to the Vendor-Specific
D aneter Application ID as defined in Section 3.

7.5. Dianmeter Application Protocol Tags

| ANA is requested to reserve the followi ng S-NAPTR Application
Protocol Tags for the Dianeter transport protocols in the S NAPTR

Jones, et al. Expi res February 4, 2012 [ Page 10]
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Application Protocol Tag registry created by [ RFC3958].

Fom e e e e e Fom e - +
| Tag | Protocol

e . +
| dianeter.tcp | TCP |
| dianeter.sctp | SCTP |
| dianeter.tls.tcp | TLS/TCP |
Fom e e e e e Fom e - +

Future Di aneter versions which introduce new transport protocols MJST
reserve an appropriate S-NAPTR Application Protocol Tag in the
S- NAPTR Application Protocol Tag registry created by [ RFC3958].

8. Security Considerations

Thi s docunent specifies an enhancenent to RFC 3588 Di aneter base
protocol defined NAPTR service field format and al so nodifications to
the NAPTR processing | ogic defined. The enhancenents and

nmodi fications are based on the S-NAPTR, which is actually a
simplification of the NAPTR, and therefore the same security

consi derations described in RFC 3588 are applicable to this docunent.
No further extensions are required beyond the security nechani sns

of fered by RFC 3588. However, a malicious host doing S-NAPTR queries
| earns applications supported by D aneter agents in a certain realm
faster, which mght help the nalicious host to scan potential targets
for an attack nore efficiently when sone applications have known

vul nerabilities.
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10. Editor’s Notes
This section to be renoved prior to publication
This draft updates sections of RFC3588 that are al so being updated by
RFC3588bis. At the tinme this draft was started, it was uncertain
whet her RFC3588bi s woul d be published first. The authors of this

draft decided to proceed optim stically assum ng this draft would be
published first with the understandi ng that minor updates are
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11.

required if this is not the case.

The application-neutral aspects of Diameter S-NAPTR usage (e.g "aaa:
di anmeter.sctp") were also contributed to RFC3588bis to ensure that it
woul d be functionally conplete if it got published first and this
draft would cone along later to add the application-specific S-NAPTR
entries (e.g."aaat+tap5: di aneter.sctp").

Dependi ng on the publication order, the S-NAPTR Application Service
Tag registry value of "aaa" and the S-NAPTR Application Protocol Tags
val ues ("dianmeter.tcp"/"dianeter.sctp"/"dianmeter.tls.tcp") will need
to be renoved either fromthis draft or RFC3588bi s.
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