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Abst ract

The Internet Key Exchange protocol version 2 (IKEv2) is a conmponent
of the IPsec architecture and is used to perform nutual
authentication as well as to establish and to naintain | Psec security
associ ati ons (SAs) between the respective parties. |KEv2 supports
several different authentication nechani sns, such as the Extensible
Aut henti cation Protocol (EAP), certificates, and shared key.

D ameter interworking for Mbile | Pv6 between the Hone Agent, as a
D aneter client, and the Di aneter server has been specified.
However, that specification focused on the usage of EAP and did not
i ncl ude support for shared key based authentication available with
| KEv2. This docunent specifies the |KEv2 Server to the Dianeter
server conmuni cati on when the | KEv2 Peer authenticates using the

I nternet Key Exchange v2 with Shared Key.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 17, 2012.
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1.

I nt roducti on

The Internet Key Exchange version 2 (I KEv2) protocol [RFC5996] is
used to nutually authenticate two parities and to establish a
security association (SA) that can be used to efficiently secure the
conmuni cati on between the | KEv2 Peer and Server, for exanple, using
Encapsul ating Security Payl oad (ESP) [ RFC4303] and/or Authentication
Header (AH) [RFC4302]. The IKEv2 protocol allows several different
mechani sms for authenticating a | KEv2 Peer to be used, such as the
Ext ensi bl e Authentication Protocol, certificates, and shared key.

From a service provider perspective, it is inportant to ensure that a
user is authorized to use the services. Therefore, the | KEv2 Server
must verify that the I KEv2 Peer is authorized for the requested
services possibly with the assistance of the operator’s D aneter
servers. [RFC5778] defines the hone agent as a Dianeter client to
the Di ameter server conmunication when the nobil e node authenticates
using the I KEv2 protocol w th the Extensible Authentication Protocol
(EAP) [RFC3748] or using the Mobile I Pv6 Authentication Protocol

[ RFC4285]. This document specifies the | KEv2 Server to the Dianeter
server conmuni cati on when the | KEv2 Peer authenticates using the

I nternet Key Exchange v2 with Shared Key.

Figure 1 depicts the reference architecture for this document.

| Di anet er |

| Server |

Back-End | 1 KEv2 Server<->HAAA Server
Support | Interaction

Protocol | (this docunent)
%
I + I +
| I KEv2 | Front-End Protocol |IKEv2 Server/ |
| Peer R >| Di aneter Cient|
SRR + | KEv2 LR +

Figure 1: Architecture Overview

An exanpl e use case for this architecture is Mbile | Pv6 depl oynent
in which the Mdbile I Pv6 signaling between the Mbile Node and the
Home Agent is protected using | Psec. The Mbile node acts as the
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| KEv2 Peer and the Home Agent acts as an |KEv2 server. In this use
case Internet Key Exchange v2 (1 KEv2) with shared key based initiator
aut hentication is used for the setup of the IPsec SAs. The HA
obtains the shared key using the Dianmeter application specified in
thi s docunent.

Thi s docunent does not assune that the | KEv2 Server has the shared
key (SK) with the IKEv2 Peer. Instead it assunes that the SK
provided to the I KEv2 Peer, as well as the SK delivered to the | KEv2
Server by the Dianeter Server, are established or derived using the
same rules. Furthernore, it assunes that these rules are agreed to
by the external protocol on a Peer side providing the key to the

| KEv2 Peer, and on the Di aneter Server side providing the key to the
| KEv2 Server. This docunent allows for the SK to be obtained for a
specific | KEv2 session and exchanged between | KEv2 Server and the
Hone Aut hentication, Authorization and Accounting (HAAA) server. The
protocol provides IKEv2 attributes to allow the HAAA to conpute the
SK specific for the session if desired (see Section 10). This is
acconpl i shed through the use of a new Di ameter application
specifically designed for perform ng | KEv2 authorization deci sions.
Thi s docunment focuses on the | KEv2 server, as a Diameter client,
communi cating to the Dianeter server, and specifies the D aneter
application needed for this conmunication. Oher protocols

| everaging this Dianeter application MAY specify their own SK
derivation scheme For exanple see [X S0047] and [ X S0058]. This
docunent specifies the default procedure for derivation of the SK
used in I KEv2 aut hentication when protocols |everaging this D aneter
application do not specify their own derivation procedure. Selection
of either default or other SK derivation procedure is done by the
external protocol between the Peer side providing the key to the

| KEv2 Peer, and the Dianeter Server, and is outside the scope of this
docunent .
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2. Requirenents notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.1. Abbreviations

AH Aut henti cati on Header

AVP Attribute Value Pair

EAP Ext ensi bl e Aut henti cati on Protoco
ESP Encapsul ati ng Security Payl oad
ESP Hone Aut hentication, Authorization and Accounting
| KEv2 I nternet Key Exchange version 2
NA| Net wor k Access Identifier

PSK Pr e- Shared Key

SA Security Associ ation

SK Shar ed Key

SPI Security Paraneter |ndex
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3. Application lIdentifier

This specification defines a new Di aneter application and its
respective Application ldentifier:

Di aneter |KE SK (IKESK) TBDL by | ANA

The 1 KESK Application Identifier is used when the | KEv2 Peer is to be
aut henticated and aut horized using | KEv2 with SK-based
aut henti cati on.
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4. Protocol Description
4.1. Support for IKEv2 and Shared Keys

Wien | KEv2 is used with SK-based initiator authentication, the

D amet er commands | KEv2- SK- Request/ Answer defined in this docunent
are used between | KEv2 server and a Hone AAA server (HAAA) to

aut horize the | KEv2 Peer for the services. Upon receiving the

| KE_AUTH nessage fromthe | KEv2 Peer, the | KEv2 Server uses the
information received in ID [RFC5996] to identify the | KEv2 Peer and
the SPI if available to determine the correct SK for this | KEv2 Peer.
If there is no SK found associated with this | KEv2 Peer, the | KEv2
Server MUST send an Aut horize-Only (Auth-Request-Type set to

"Aut hori ze-Only") Dianeter |KEv2-SK-Request message to the HAAA to
obtain the SK. If the ID payload extracted fromthe | KE_AUTH
message contains an identity that is neaningful for the Dianeter
infrastructure, such as a Network Access ldentifier (NAlI), it SHALL
be used by the | KEv2 Server to popul ate the User-Nane AVP in the

D aneter nessage. Oherwise it is out of scope of this docunent how
the 1 KEv2 server maps the value received in ID payload to the User-
Nane AVP and whet her the User-Name AVP is included or not in the

| KEv2- SK- Request nessage. The | KEv2 Server SHALL al so include in the
same Di aneter nessage the | KEv2- Nonces AVP with the initiator and
responder nonces (N and Nr) exchanged during initial |KEv2 exchange.
Finally, the I KEv2 Server SHALL include in the | KEv2-SK-Request
message the | KEv2-ldentity AVP. Initiator-ldentity AVP SHALL be
popul ated with the ID field extracted fromthe | KE_ AUTH nessage. |If
I Dr payload was included in the | KE AUTH nessage received fromthe

| KEv2 Peer, the I KEv2 Server SHALL al so i nclude Responder-ldentity
AVP popul ated with the received IDr.

The 1 KEv2 Server sends the | KEv2-SK-Request nmessage to the | KEv2
Peer’s HAAA. The Di aneter message is routed to the correct HAAA as
per [ RFC3588].

Upon receiving Dianmeter | KEv2-SK-Request nmessage fromthe | KEv2
Server, the HAAA SHALL use the User-Nane AVP (if present) and/or
Initiator-ldentity AVP to retrieve the associ ated keying material .
When the default SK generation procedure specified in this docunent
is used, the Peer side that provides the SK to the | KEv2 Peer, as
well as the Dianeter Server, SHALL use the sane SK derivation which
follows the nmethodology simlar to that specified in Section 3.1 of
[ RFC5295], specifically:

SK = KDF(PSK, key label | "\0" | NN | N | ID | length)

Wher e:
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0 KDF is the default key derivation function based on HVAC SHA- 256
as specified in Section 3.1.2 of [RFC5295].

0 Pre-Share Key (PSK) is the key available to the protocol
| everaging this Dianeter application, e.g., the long termshared
secret, or the Extended Master Session Key (EMBK) as the result of
prior EAP authentication etc. Selection of this value is left up
to the protocol |everaging this D aneter application.

0 Key label is set to 'skdikev2@etf.org' .
o | denotes concatenation
0o "\0" is a NULL octet (0xO00 in hex)

0 Length is a 2-octet unsigned integer in network byte order of the
output key length in octets.

When applications using this protocol define their own SK generation
algorithmit is strongly RECOWENDED that the nonces Ni and Nr are
used in the conputation. It is also RECOVWENDED that |ID be used.

| Dr SHOULD NOT be used in the SK generation algorithm Applications
that want to use IDr in the conputation should take into
consideration that the IDr asserted by the | KEv2 peer nay not be the
sane as the IDr returned by the | KEv2 responder. This nismatch wll
result in different SKs being generated. The HAAA returns the SK to
the 1 KEv2 Server using the Key AVP as specified in
[I-D.ietf-dinme-Ilocal-keytran].

Once the | KEv2 Server receives the SK fromthe HAAA the | KEv2 Server
verifies the | KE_ AUTH nessage received fromthe |KEv2 Peer. |If the
verification of AUTH is successful, the | KEv2 Server sends the | KE
message back to the | KEv2 Peer.

4.2. Session Managenent

The HAAA may naintain Dianeter session state or may be statel ess.
This is indicated by the presence or absence of the Auth-Session-
State AVP included in the Answer nessage. The |IKEv2 Server MJST
support the Authorization Session State Machi ne defined in [ RFC3588].

4.2.1. Session-Terni nation- Request/ Answer
In the case where HAAA is nmintaining session state, when the | KEv2
Server terminates the SAit SHALL send a Session-Terni nati on- Request

(STR) nessage [RFC3588] to informthe HAAA that the authorized
session has been term nated.
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The Session-Term nati on- Answer (STA) nessage [ RFC3588] is sent by the
HAAA to acknowl edge the notification that the session has been
term nat ed.

4.2.2. Abort-Session-Request/ Answer
The Abort- Sessi on- Request (ASR) nessage [ RFC3588] is sent by the HAAA
to the IKEv2 Server to terminate the authorized session. Wen the
| KEv2 Server receives the ASR nessage, it MJST delete the
corresponding | KE_ SA and all CHI LD SAs set up through it.

The Abort- Sessi on- Answer (ASA) nessage [RFC3588] is sent by the | KEv2
Server in response to an ASR nessage.

Cakul ev, et al. Expires May 17, 2012 [ Page 9]
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5. Command Codes for Dianeter |KEv2 with SK

This section defines new Conmand- Code val ues that MJST be supported
by all Dianeter inplenmentations conforming to this specification.

o e e e o - TR Fom e e S S +
[ Command- Nane | Abbrev. | Code | Reference | Application |
s Fomm e oo - Fomm - - - o m e e oo o - o m e e oo o - +
| I KEv2-SK-Request | |IKESKR | TBD2 | Section 5.1 | | KESK |
{ | KEv2- SK- Answer | | KESKA { TBD2 { Section 5.2 { | KESK |
o e e e o - TR Fom e e S S +

Tabl e 1: Command Codes
5.1. | KEv2-SK- Request (I KESKR) Conmand

The | KEv2- SK- Request nessage, indicated with the Comrand- Code set to
TBD2 and the 'R bit set in the Command Flags field, is sent fromthe
| KEv2 Server to the HAAA to initiate IKEv2 with SK aut horization. In
this case, the Application-1D field of the D ameter Header MJST be
set to the Dianeter IKE SK Application ID (value of TDB1).

Message fornat

<| KEv2- SK- Request > :: = < Di aneter Header: TBD2, REQ PXY >
Session-1d >

Aut h- Application-1d }
Ori gi n- Host  }
Oigin-Realm}

Desti nation-Real m}
Aut h- Request - Type }
Desti nati on- Host |
NAS- | dentifier ]

NAS- | P- Addr ess ]
NAS- | Pv6- Addr ess |
NAS- Port |
Oigin-State-1d ]
User - Nane ]

Key- SPI ]

| KEv2- 1 dentity }

Aut h- Sessi on-State |

| KEv2- Nonces }
Proxy-1nfo ]

Rout e- Record ]

* %

L e e P L L Lo Lo Fo L F P e e e P

AVP ]

*
—_—
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The | KEv2- SK- Request nessage MUST include a | KEv2- Nonces AVP
containing the NN and Nr nonces exchanged during initial |KEv2
exchange. The | KEv2- SK- Request nessage MAY contain a Key-SPl AVP
(Key-SPI AVP is specified in [I-D.ietf-dine-local-keytran]). |If
included, it contains the Security Parameter Index (SPl) that HAAA
SHALL use, in addition to the other parameters (e.g., Initiator-
Identity), to identify the appropriate SK. The | KEv2- SK- Request
message MJST include | KEv2-ldentity AVP. The Initiator-ldentity AVP
SHALL contain ID as received in | KE_ AUTH message. Responder -
Identity AVP SHALL be included in the | KEv2- SK- Request nessage, if
| Dr payl oad was included in the | KE AUTH nessage received fromthe
| KEv2 Peer. |f included, Responder-ldentity AVP contains the
received |Dr.

5.2. [ KEv2- SK- Answer (1 KESKA) Conmand

The | KEv2- SK- Answer (| KESKA) nessage, indicated by the Comuand- Code
field set to TBD2 and the 'R bit cleared in the Command Flags field,
is sent by the HAAA to the I KEv2 Server in response to the | KESKR
command. In this case, the Application-ID field of the D aneter
Header MJST be set to the Dianmeter I KE SK Application ID (val ue of
TDB1) .

Message fornat

<I KEv2- SK- Answer > ::= < Di aneter Header: TBD2, PXY >
Session-1d >

Aut h- Application-1d }

Aut h- Request - Type }

Resul t - Code }

Ori gi n- Host  }
Oigin-Realm}

User - Nane ]

Key ]

Responder-ldentity ]

Aut h- Sessi on-State |
Error- Message |

Error- Reporting-Host ]

Fai | ed- AVP ]
Oigin-State-1d ]

Redi r ect - Host ]

Redi r ect - Host - Usage ]

Redi r ect - Max- Cache-Ti me |
Proxy-1nfo ]

Rout e- Record ]

* %
e L L L Lo T F Fe o T e L P e tatn tann Y Y

AVP ]

*
—_—
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If the authorization procedure is successful then the | KEv2- SK- Answer
message SHALL include the Key AVP as specified in
[I-D.ietf-dine-local-keytran]. The value of the Key-Type AVP SHALL
be set to I KEv2-SK (TBD3). The Keyi ng-Material AVP SHALL contain the
SK. If Key-SPI AVP is received in | KEv2- SK- Request, Key-SPI AVP
SHALL be included in Key AVP. The Key-Lifetinme AVP may be included
and if it is included then the associated key SHALL NOT be used by
the receiver of the answer if the lifetine has expired. Finally,
Responder-ldentity AVP may be incl uded.
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6. Attribute Value Pair Definitions
This section defines new AVPs for the KEv2 with SK
6. 1. | KEv2- Nonces

The | KEv2- Nonces AVP (Code TBD4) is of type Grouped and contains the
nonces exchanged between the | KEv2 Peer and the | KEv2 Server during
| KEv2 initial exchange. The nonces are used for SK generation.

| KEv2- Nonces ::= < AVP Header: TBD4>
{Ni}
{Nr}
*[ AVP]

6.1.1. N

The NI AVP (AVP Code TBD5) is of type CctetString and contains the
IKEv2 initiator nonce as contained in Nonce Data field.

6.1.2. N

The Nr AVP (AVP Code TBD6) is of type CctetString and contains the
| KEv2 responder nonce as contained in Nonce Data field.

6.2. IKEv2-ldentity

The | KEv2-ldentity AVP (Code TBD7) is of type G ouped and contains
the Initiator and possibly Responder identities as included in
| KE_AUTH nmessage sent fromthe IKEv2 Peer to the | KEv2 Server.

| KEv2-Identity ::= < AVP Header: TBD7>
{Initiator-ldentity}
[ Responder -1 dentity]
*[ AVP]

6.2.1. Initiator-ldentity
The Initiator-ldentity AVP (AVP Code TBD8) is of type G ouped and

contains the identity type and identification data of the ID payl oad
of the | KE_AUTH nessage.

Initiator-ldentity ::= < AVP Header: TBD8>
{I D Type}
{Identification-Data}
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*[ AVP]
6.2.1.1. 1D Type

The | D-Type AVP (AVP Code TBDO) is of type Enunmerated and contains
the 1D type value of ID payload of the | KE_ AUTH nessage.

6.2.1.2. ldentification-Data
The ldentification-Data AVP (AVP Code TBD10) is of type CctetString
and contains the Identification Data field of ID payload of the
| KE_AUTH nessage.
6.2.2. Responder-ldentity
The Responder-ldentity AVP (AVP Code TBDl11l) is of type G ouped and

contains the identity type and identification data of the I Dr payl oad
of the | KE_AUTH nessage.

Responder-ldentity ::= < AVP Header: TBD38>
{I D Type}
{ldentification-Data}

* [ AVP]

6.2.2.1. |D Type

The |1 D-Type AVP (AVP Code TBDO) is of type Enunmerated and contains
the ID type value of IDr payload of the | KE_AUTH nessage.

6.2.2.2. ldentification-Data
The ldentification-Data AVP (AVP Code TBD10) is of type OctetString

and contains the Identification Data field of |IDr payload of the
| KE_AUTH nmessage.
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7. AVP Cccurrence Tabl es

The follow ng tables present the AVPs defined or used in this
docunent and their occurrences in Dianeter nessages. Note that AVPs
that can only be present within a G ouped AVP are not represented in
this table.

The table uses the foll owi ng synbol s:

0:

The AVP MUST NOT be present in the nmessage.
O+:

Zero or nore instances of the AVP MAY be present in the nessage.
0- 1:

Zero or one instance of the AVP MAY be present in the nessage.
1:

One instance of the AVP MIUST be present in the nessage.

T +

| Conmand- Code |

|[--------- Fomm - oo - - +
AVP Name | 1KESKR | | KESKA |
------------------------------- I et &
Key | 0 | 0-1 |
Key- SPI | 0-1 | 0 |
| KEv2- Nonces | 1 | 0 |
| KEv2- 1 dentity [ 1 [ 0 [
Responder -1l dentity [ 0 [ 0-1 [

N N +

| KESKR and | KESKA Commands AVP Tabl e
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8.

AVP Fl ag Rul es

The follow ng table describes the Di aneter AVPs, their AVP Code
val ues, types, and possible flag values. The D aneter base [ RFC3588]
specifies the AVP Flag rules for AVPs in Section 4.5.

Fom e e e e e e e e oo +
| AVP Fl ag rul es |

B e +----+

AVP  Defi ned | | | SHOULD| MUST]|

Attribute Name Code in Val ue Type | MUST| MAY] NOT | NOT|
T e e LT oot
| Key TBD Note 1 G ouped | M| P | | V |
o mmm e e e e e e e e e e e e e e e e e e e e e e e B +----+
| Keyi ng- Mat eri al TBD Note 1 CctetString] M| P | | V |
. S e oot
| Key-Lifetine TBD Note 1 Integer64 | M| P | | V|
eSS e LT oot
| Key- SPI TBD Note 1 Unsigned32 | M| P | | V |
o mmm e e e e e e e e e e e e e e e e e e e e e e e B +----+
| Key- Type TBD Note 1 Enunerated | M| P | | V |
. S e oot
| I KEv2- Nonces B4 6.1 G ouped | M| P | V|
e e LT oot
| Ni TBD5 6.1.1 CctetStringl] M| P | | V|
o mmm e e e e e e e e e e e e e e e e e e e e e e e B +----+
| Nr TBD6 6.1.2 CctetStringl] M| P | | V |
. S e oot
| | KEv2-ldentity TBD7 6.2 G ouped | M| P | V|
eSS e LT oot
|[Initiator-ldentity TBD8 6.2.1 G ouped | M| P | | V |
o mmm e e e e e e e e e e e e e e e e e e e e e e e B +----+
| 1 D Type TBD9 6.2.1.1 Enunerated | M| P | | V |
. S e oot
| Identification-Data TBD10 6.2.1.2 CctetString] M| P | | V|
e e LT oot
| Responder-ldentity TBDl11 6.2.2 G ouped | M| P | | V |
o mmm e e e e e e e e e e e e e e e e e e e e e e e B +----+

AVP Fl ag Rul es Tabl e

Note 1: Key, Keying-Material, Key-Type, Key-SPl and Key-Lifetine AVPs
are defined in [I-D.ietf-dine-|ocal-keytran].
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9. | ANA Consi derations

Upon publication of this memp as an RFC, 1 ANA is requested to assign
val ues as described in the foll owi ng sections.

9.1. Conmand Codes

I ANA is requested to allocate a conmand code value for the follow ng
new command from t he Conmand Code nanespace defined in [ RFC3588].

Conmand Code | Val ue

| KEv2- SK- Request / Answer | TBD2

9.2. AVP Codes
This specification requires ANA to register the follow ng new AVPs
fromthe AVP Code nanespace defined in [ RFC3588].
o |KEv2-Nonces - TBD4
o N - TBD5
o N - TBD6
o |KEv2-Identity - TBD7
o Initiator-ldentity - TBD8
o |ID Type - TBD9
o ldentification-Data - TBD10O

0 Responder-ldentity - TBDl1

The AVPs are defined in Section 6.
9.3. AVP Val ues

I ANA is requested to create a new value for the Key-Type AVP. The
new val ue TBD3 signifies that | KEv2 SK i s being sent.
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9.4. Application ldentifier

This specification requires 1ANA to all ocate one new val ue "Di anet er
I KE SK' fromthe Application Identifier nanespace defined in

[ RFC3588] .

Application Identifier | Val ue
_______________________________ .
Di aneter | KE SK (1 KESK) | TBD1L
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10.

Security Considerations

The security considerations of the Diameter Base protocol [RFC3588]
are applicable to this docunent (e.g., it is expected that D aneter
protocol is used with security nmechani smand that D aneter nessages
are secured).

In addition, the assunption is that the | KEv2 Server and the D aneter
Server where the SKis generated are in a trusted rel ationship.

Hence, the assunption is that there is an appropriate security
mechani smto protect the comunication between these servers. For
exanpl e the | KEv2 Server and the Di ameter server woul d be deployed in
the sane secure network or would utilize transport |ayer security as
specified in [ RFC3588].

The Di aneter nessages between the | KEv2 Server and the HAAA may be
transported via one or nore AAA brokers or D aneter agents. 1In this
case, the I KEv2 Server to the Di ameter server AAA communication is
hop- by-hop protected, hence relies on the security properties of the
i ntermedi ati ng AAA inter- connection networks, AAA brokers, and

D aneter agents. Furthernore, any agents that process | KEv2- SK-
Answer nessages can see the contents of the Key AVP

To mtigate the threat of exposing long lived PSK, this specification
expects that the HAAA derives and returns the associated SK to the

| KEv2 Server. Gven that SK derivation is security-critical, for the
SK derivation this specification recormmends the use of short |ived
secrets, possibly based on a previous network access authentication
if such secrets are available. To ensure key freshness and to limt
the key scope, this specification strongly recommends the use of
nonces included in | KEv2- SK- Request. The specifics of key derivation
depend on the security characteristics of the systemthat is

| everaging this specification (for exanple see [X S0047] and

[ X. S0058]), therefore this specification does not define how the

D aneter server derives required keys for these systens. For systens
and protocols that |everage this Diameter application but do not
specify the key derivation procedure, this docunment specifies the
default key derivation procedure that preserves expected security
characteristics.
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