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Abstract

Domai n Nane System Security Extensions (DNSSEC) allow cryptographic
signatures to be used to validate responses received fromthe Donain
Nanme System (DNS). A DNS client which validates such signatures is
known as a validator.

The choice of appropriate root zone trust anchor for a validator is
expected to vary over tine as the correspondi ng cryptographic keys
used in DNSSEC are changed.

Thi s docunent provides gui dance on how validators m ght determi ne an
appropriate trust anchor for the root zone to use at start-up, or
when ot her nechani sns intended to allow key rollover to be tolerated
gracefully are not avail abl e.
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1. Definitions

The ternms Key Signing Key (KSK) and Trust Anchor are used as defined
in [ RFC4033].

The term Validator is used in this document to nmean a Validating
Security-Aware Stub Resol ver, as defined in [ RFC4033].
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2

I nt roducti on

The Domai n Nane System (DNS) is described in [ RFC1034] and [ RFC1035].
DNS Security Extensions (DNSSEC) are described in [ RFC4033],
[ RFC4034] and [ RFC4035].

The root zone of the DNS was signed using DNSSEC in July 2011, and
many top-level domain registries have since signed their zones,
installing secure delegations for themin the root zone. A single
trust anchor for the root zone is hence increasingly sufficient for
val i dators

Validators are deployed in a variety of environments, and there is
variation in the amount of system administration that m ght
reasonably be expected to be avail able. For exanple, enbedded
devi ces m ght never be adninistered by a human operator, whereas
val i dat ors depl oyed on general - purpose operating systens in
enterprise networks mght have technical staff available to assist
with their configuration.

Thi s docunent includes descriptions of mechani snms for validator

boot strappi ng, intended to be sufficient for enbedded devices. The
i mpl ementati on of those nechani sns might be automatic in the case of
unattended devices, or nanual, carried out by a systens

adm ni strator, depending on |ocal circunstances.

The choice of appropriate trust anchor for a DNSSEC Validator is
expected to vary over tine as the correspondi ng KSK used in the root
zone is changed. The DNSSEC Policy and Practice Statenent (DPS) for
the root zone KSK mai ntai ner [ KSK-DPS] specifies that schedul ed KSK
rollover will be undertaken according to the senmantics specified in
[ RFC5011]. Validators which are able to recogni se and accommobdat e
those semantics should need no additional support to be able to

mai ntain an appropriate trust anchor over a root zone KSK roll over
event.

The possibility remains, however, that [RFC5011] signalling will not
be available to a validator: e.g. certain classes of energency KSK
roll over may require a conprom sed KSK to be di scarded nore quickly
than [ RFC5011] specifies, or a validator nmight be off-line over the
whol e key-roll event.

Thi s docunent provi des gui dance on how DNSSEC Val i dat ors m ght
determ ne an appropriate set of trust anchors to use at start-up, or
when ot her nechani sns intended to allow key rollover to be tolerated
gracefully are not avail abl e.

The boot strappi ng procedures described in this docunent are al so
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expected to be useful for a deployed, running validator which is not
abl e to accommodate a KSK roll wusing [ RFC5011] signalling.
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3. Sunmary of Approach

A validator that has no valid trust anchor initialises itself as
foll ows.

3.1. Initial State

A validator inits initial state is capable of sending and receiving
DNS queries and responses, but is not capable of validating
signatures received in responses.

A validator must confirmthat its local clock is sufficiently
accurate before trust anchors can be established, and before
processi ng of DNSSEC si gnatures can proceed. Discussion of tining
consi derations can be found in Section 4.

3.2. Trust Anchor Retrieva
Once the local clock has been synchronised, a validator nmay proceed
to gather candidate trust anchors for consideration. D scussion of
trust anchor retrieval can be found in Section 5.

3.3. Trust Anchor Sel ection
Once a set of candidate trust anchors has been obtained, a validator
attenpts to find one trust anchor in the set which is appropriate for
use. This process involves verification of cryptographic signatures,
and is discussed in Section 6.

3.4. Full Operation

The val i dat or now has an accurate trust anchor for the root zone, and
i s capabl e of validating signatures on responses fromthe DNS
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4.

Ti mi ng Consi derations

DNSSEC signatures are valid for particular periods of time, as
specified by the adm nistrator of the zone containing the signatures.
It follows that any validator nust nmmintain an accurate |ocal clock
in order to verify that signatures are accurate.

Trust anchors correspond to KSKs in particul ar zones. Zone

adm nistrators may choose to replace KSKs fromtime to tinme, e.g. due
to a key conprom se or |ocal key nmanagenent policy, and the
correspondi ng appropriate choice in trust anchor will change as KSKs
are repl aced.

Trust anchors for the root zone in particular are published with

i ntended validity periods, as discussed in Section 5. A validator
maki ng use of such trust anchors also requires an accurate |oca
clock in order to avoid configuring a local trust anchor which
corresponds to an old key.

Val i dators shoul d take appropriate steps to ensure that their |oca
clocks are set with sufficient accuracy, and in the case where | oca
clocks are set with reference to external tinme sources over a network
[ RFC5905] that the tinme information received fromthose sources is
aut henti c.
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5. Retrieval of Candidate Trust Anchors

Candi date trust anchors nmay be retrieved using several mechani sns.
The process of gaining trust in particular candidate trust anchors
before using themis discussed in Section 6.

5.1. Retrieval of Trust Anchors from Local Sources

A trust anchor which is packaged with validator software can never be
trusted, since the corresponding root zone KSK may have rolled since
the software was packaged, and the trust anchor nmay be derived froma
root zone KSK that was retired due to conpromni se

Val i dators shoul d never use local trust anchors for bootstrapping.
5.2. Retrieval of Trust Anchors fromthe DNS

The current root zone trust anchor is a hash (in DS RDATA format) of
a menber of the root zone apex DNSKEY RRSet that has the SEP bit set.
Such a trust anchor could be derived froma response to the query "

I N DNSKEY?", but there is no nechanismavailable to trust the result:
wi t hout an existing, accurate trust anchor the validator has no neans
to gauge the authenticity of the response.

Val i dat ors shoul d never derive trust anchors from DNSKEY RRSet s
obtai ned fromthe DNS

5.3. Retrieval of Trust Anchors fromthe Root Zone KSK Manager

The Root Zone KSK Manager publishes trust anchors corresponding to
the root zone KSK as described in [I-D.jabl ey-dnssec-trust-anchor].

A full history of previously-published trust anchors, including the
trust anchor recomended for imedi ate use, is nmade available in an
XML docurnent at the followi ng stable URLs:

o <http://data.iana.org/root-anchors/root-anchors. xm >

0 <https://data.iana.org/root-anchors/root-anchors. xm >

Validity periods for each trust anchor packaged in the root-
anchors. xm docunent are provided as XM. attributes, allow ng an
appropriate trust anchor for inmrediate use to be identified (but see
Section 4).

I ndi vidual trust anchors are al so packaged as X 509 identity

certificates, signed by various Certificate Authorities (CAs). URLs
to allow those certificates to be retrieved are included as optiona
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el ements in the XM. docunent.
For automatic bootstrapping, the recommended approach is as follows.
1. Retrieve <http://data.iana.org/root-anchors/root-anchors.xm >

2. ldentify the trust anchors which are valid for current use, with
reference to the current time and date.

3. Retrieve the corresponding X 509 identity certificates for the

key identified in the previous step, for use in establishing
trust in the retrieved trust anchor (see Section 6).
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6. Establishing Trust in Candi date Trust Anchors

Once a candi date trust anchor has been retrieved, the validator nust
establish that it is authentic before it can be used. This docunent
recomends that this be carried out by checking the signatures on
each of the X. 509 identity certificates retrieved in the previous
step until a certificate is found which matches a CA trust anchor

This verification phase requires that validators ship with a usefu
set of CA trust anchors, and that corresponding identity certificates
are published by the root zone KSK nmanager. |n sone cases validator

i mpl ementors may decide to use conmercial CA services, perhaps a
subset of the "browser list" that is commonly distributed with web
browsers; alternatively a vendor nmay instantiate its own CA and nake
arrangenents with the root zone KSK manager to have the correspondi ng
identity certificate | ocations published in root-anchors. xmn.

The CA trust anchors packaged with validators shoul d have an expected
lifetime in excess of the anticipated life of the validator. As a
protection against CA failure, validators are recommended to ship
with nmore than one CA trust anchor.
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7. Failure to Locate a Valid Trust Anchor

A validator that has failed to locate a valid trust anchor may re-try
the retrieval and trust establishnment phases indefinitely, but nust

not performvalidation on DNS responses until a valid trust anchor
has been identified.
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8. | ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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9. Security Considerations

Thi s docunment di scusses an approach for automatic configuration of
trust anchors in a DNSSEC vali dator
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Appendi x B. Editorial Notes
This section (and sub-sections) to be renoved prior to publication
B.1. Discussion
This is not a working group docurment. However, the topics discussed
in this docunent are consistent with the general subject area of the
DNSOP wor ki ng group, and di scussion of this document coul d reasonably
take place on the corresponding nailing |ist.

B.2. Change History

00 Initial draft.
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