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Abstract

Thi s docunent describes issues surrounding the tinming of events in
enforcing key policy within DNSSEC. It presents timelines for
various key rollovers and changes into the policy with respect to the
key signing scheme. It explicitly identifies the relationships

bet ween the various paraneters affecting the process.
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1. Introduction

A zone is managed according to a given security policy. Such a
policy may enforce DNSSEC keys to be used and for how |l ong. Wen
enforcing a lifetinme on DNSSEC keys, key rollovers nust to take
place. In addition, changes in the policy may trigger certain key
roll over events. Key rollovers are tine critical, nultiple steps
processes. This document describes issues surrounding the timng of
events in the rolling of DNSSEC keys.

[Mt Editorarial comments are indicated by square brackets and editor
initials]

1.1. Key Rollover Considerations

A key is used with a purpose: An operational decision has been nade
to secure the zone with DNSSEC. That decision |leads to a key being
created, published in the zone and used for signing. Policy may
enforce a lifetime on keys. As a result, current active keys need to
be replaced with new keys. The new key becones active, while the
current key is retired. The keys need to be introcuded into and
renoved fromthe zone at the appropriate tines. Considerations that
nmust be taken into account are:

0 Speed: A rollover should occur as fast and sinple as possible.
However, DNSSEC records are not only held at the authoritative
naneserver, they are also cached at client resolvers. The data on
these systens can be interlinked, neaning a validating may try to
validate a signature retrieved froma cache with a key obtai ned
separately. The rollover process needs to happen in such a way
that at all times through the rollover the information is
consi stent.

0 Size of the zone and the DNS response: A rollover can be speed up
by introducing the DNSSEC records prenmaturely. However, adding
arbitrary signatures increases the size of your zone and DNS
responses significantly. To keep the sizes of the zone and
responses as small as possible, you nmight want to consider to
i ntroduce the DNSSEC records only when they are required, For the
same reason, dead keys and signatures nust be renoved
periodically.

0 Size of the DNSKEY RRset and the priming response: You can choose
to keep the size of the DNSKEY RRset to a minimum to make prinng
responses smaller in size. The larger the packet, the nore
resol vers nmay have problens retrieving the response. O her
responses nay have nore signatures, since the initial size is
relatively small. The DNSKEY RRset is usually already quite |arge
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and shoul d not grow too nuch anynore.

0 Interactions with the Parent: A KSK sonetinmes needs its
corresponding DS record to be published at the parent zone, while
its predecessor needs to renove its DS record fromthe parent
zone. Such a request requires additional operational work and can
be a sufficient delay. Ildeally, the interactions with the parent
is kept to a m ninum

1.1.1. Key Coals
W have identified three different goals for a key:

0 Activate key: Make validating resolvers use the key's associ at ed
i nformati on to perform authentication

0 Renove key: Make validating resolvers forget about the key's
associ ated i nformation.

0 Stand-by key: Pre-publish information for this key to speed up a
future (unschedul ed) roll over

Each key rollover and change in key signing schene can now be
descri bed by one or nore goals that are put on a key.

1.2. Termnol ogy

The ternminology used in this docunent is as defined in [ RFC4033] and
[ RFC5011] .

2. Key Definitions
2.1. Key Types

Keys can be used to authenticate information within the zone. Such
keys are said to be ZSKs. In addition, keys can be used to

aut henticate the DNSKEY RRset in the zone. These keys are said to be
KSKs. Keys can be marked to be ZSK and KSK at the same tine, for
exanple in a Single Type Signing Schenme (STSS)

Despite that ZSK and KSK only descri be the usage of a key, the terns
are often used for identifiying a key. Thus when we tal k about a
ZSK, we actually nean that the key is used as ZSK. I n the sane
spirt, a KSKis a key that is used as KSK

DNSSEC recogni ses the classification of keys with its SEP bit set and

not set. Usually if a key is used as KSK, the SEP bit is set.
However, draft-ietf-dnsext-dnssec-bis-updates [dnssec-bis] says that
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a SEP bit setting has no effect on how a DNSKEY nay be used. Policy
det erm nes whether the bit should be set, depending on the key’s
usage.

2.2. Key States Unravel ed

We use unravel ed key states to seperately represent the key and its
associated information. There can be up to three pieces of key
associated information: the public key (in DNSKEY format), its
created signatures (the RRSIG records) and the secured del egation
(the corresponding DS record). The state of the piece of information
is defined by 'RRtype State’

Key conditions are essentially what are called key states in
draft-ietf-dnsop-dnssec-key-timng [key-timng]. A key can have
multiple conditions at the same tine.

A piece of information nmay exist in up to two places: it can be
present in the corresponding zone and it may live in resolver caches.
This is true for every piece of associated information. Therefore,
all of the three pieces of information follow the sanme state di agram

Generated --> Introduced --> Propagated --> Wthdrawn --> Dead.

Gener at ed: The i nformati on has been generated, but is not available
in the zone. In this state, no resolvers are able to fetch this
i nformati on.
- The key condition is said to be Generated, if no information has
passed the Introduced state yet.

I ntroduced: The information is introduced and, as a result, may be
available in the zone. |In this state, there may be resol vers that
fetch this information.

- The key condition is said to be Published if it has its DNSKEY
state in |ntroduced.

- The key condition is said to be Active if it has its RRSIG state
in Introduced (for ZSKs).

- The key condition is said to be Submitted, or ActiveDS, if it
has its DS state in Introduced (for KSKs).

Pr opagat ed: The information is available in the zone and enough
time has passed to have it propagated into all resolver caches.
As a result, all resolvers fetch this information from cache of
fromthe authoritative nane server.
- The key condition is said to be Known if it has its DNSKEY state
i n Propagat ed.
- The key condition is said to be Safe if it has its RRSIG state
in Propagated (for ZSKs).
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- The key condition is said to be SafeDS if it has its DS state in
Propagat ed (for KSKs).

W t hdr awn: The information is being withdrawn fromthe zone, but
may still be available in the zone. |In this state, the
information can still live in resolver caches.

- The key condition is said to be Renmoved if it has its DNSKEY
state in Wthdrawn.

- The key condition is said to be Retired if it has its RRSIG
state in Wthdrawn (for ZSKs).

- The key condition is said to be RetiredDS if it has its DS state
in Wthdrawn (for KSKs).

Dead: The information is not available in the zone anynore and
enough tine has passed to have it expire fromall resolver caches.
- The key condition is said to be Forgotten if it has its DNSKEY
state in Dead.
- The key condition is said to be Expired if it has its RRSIG
state in Dead (for ZSKs).
- The key condition is said to be ExpiredDS if it has its DS state
in Dead (for KSKs).

A key state can now be represented as the triplet (DNSKEY State,
RRSI G State, DS State). For exanple:

S(Kc) = (DNSKEY Propagated, RRSIG Introduced, DS Generat ed)

tells us that key Kc is published in the zone and all the resolvers
that have a copy of the DNSKEY RRset, have one that includes Kc. In

other words, Kc is said to be Known. In addition, the key is Active
as it is being used for signing RRsets: RRSIG records made with Kc
have been introduced in the zone. However, there may still be some

resol ver caches that are unaware of these signatures. Finally, the
corresponding DS record is said to be Generated and has thus not yet
been submitted to the parent.

For conveni ence, we can represent a ZSK as a tuple (DNSKEY State,
RRSI G State), because the DS record is only used with KSKs. And we
can represent a KSK as a tuple (DNSKEY State, DS State), because the
RRSI G state only refers to ZSKs. The RRSIG record over the DNSKEY
RRset shoul d be published at the sane tinme when the correspondi ng
DNSKEY record is published. Therefore, both records will propagate
and expire at the sanme tinme fromresol ver caches

2.3. Delay Timngs

For every change we make in the zone, we have to take into account
several del ays
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Sof tware Del ay (Dsfw): The time it takes for the software to
i ntroduce the new information in the zone. This delay can vary
al ot depending on the information that needs to be introduced.
One can inmagine that the software needs nore tinme to sign a
conpl ete zone than when it pre-publishes a DNSKEY record. [Mu
Dsfw maps to Dsgn fromthe key-timng draft]

Propagati on Del ay (Dprp): The tine it takes for any change
i ntroduced at the master to replicate to all slave servers.

TTL Delay (Dttl): The tine it takes to expire the previous
informati on fromthe resol ver caches. This delay depends on what
RRsets need to expire fromthe caches. |If not explicitly

menti oned otherwi se, Dttl is considered the maxi mum TTL of the
informati on that needs to expire fromcaches. O herw se,

Dittl (RRtype) shows which specific RRsets need to expire. [MM TTL
termnology in key-timng draft: TTLds, TTLkey, TTLkeyC, TTLsoa,
TTLsoaC, TTLsoaP, TTLsig)]

Regi stration Delay to the Parent (Dreg): The tine it takes to get
the DS record to be placed into the parent zone, after it is
submitted.

Propagation Delay of the Parent (DprpP): The tine it takes for any

change introduced at the parent master to replicate to all parent
sl ave servers.

Despite these delays nmay vary for the different rollover nethods, we
can identify the propagation delay to the caches as:

DcacheZ = Dsfw + Dprp + Ditl
DcacheK = Dsfw + Dprp + Dttl ( DNSKEY)
DcacheP = Dreg + DprpP + Dttl (DS)

where DcacheZ is the propagation delay to the caches for information
published in our zone, DcacheK is the propagation delay to the caches
for our DNSKEY RRset and DcacheP is the propagation delay for

i nformati on published in our parent zone.

3. Key Rollovers

There are many different key rollover nmethods. 1In Section 1.1, we
have seen that there are several properties to prefer one nmethod over
the other. Though there are many different type of key rollovers,

all nethods share the sanme goal. There is a current key (Kc) that
needs to becone Forgotten-Retired and a successor key (Ks) that needs
to become Known- Saf e.
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3.1. ZSK Roll overs

The two nost comon roll over nethods for ZSKs are Doubl e-Signature
and Pre-Publication. Both are described in RFC4641 [ RFC4641].
draft-ietf-dnsop-dnssec-key-timng [key-timng] also introduces ZSK
Doubl e-RRSI G rol | over. Doubl e-Signature is the fastest way to
rollover a ZSK. Pre-Publication mninizes the nunber of signatures
over the RRsets in the zone and responses. Doubl e-RRSI G keeps the
size of the DNSKEY RRset to a m ni mum

3.1.1. Doubl e-Signature

This involves introducing the new key into the zone and using it to
create additional RRSIG records; the old key and existing RRSIG
records are retained. During the period in which the zone is being
signed, client resolvers are always able to validate RRSIGs: any
conbi nati on of old and new DNSKEY RRset and RRSIG al |l ows at | east one
signature to be validated

Once the signing process is conplete and enough tinme has el apsed to
allow all old information to expire fromcaches, the old key and
signatures can be renoved fromthe zone. As before, during this
peri od any conbi nati on of DNSKEY RRset and RRSIGwi |l all ow
validation of at |east one signature.

Doubl e- Signature is the fastest way to rollover to a new key, since
all new information is published right away. The drawback of this
method is a noticeable increase in the size of the DNSSEC dat a,
affecting both the overall size of the zone and the size of the
responses.

Only when Ks is said to be Known, e.g. the DNSKEY record of Ks is
known to all validating resolvers, we can renove the signatures nade
with Kc. And only when we can ensure that all validators only use
the information of Ks for authentication, we can renove the DNSKEY
record for Kc. |In other words, Ks needs to be Known and Safe, before
we can renove Kc. Thus, we first have to introduce all new
information into the zone. Once all has been propagated, we can
withdraw all information of Kc fromthe zone.
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The tineline diagramis shown bel ow

February 2011

11 12| I3l [4] ]
Ke I I I I I
- RRSIG |----]------- | ----| DcacheZz|
- DNSKEY |----]------- | ----] DcacheK]

I I I I I

Trem Tf or
Tret Texp

Ks I I I I I
- RRSIG | | Dcachez| ----]------- [---
- DNSKEY | | DcacheK| ----]------- [ ---

I I I I I

Tgen Tpub Tkno

Tact Tsaf

Fi gure: ZSK Doubl e- Si gnature Rol | over.
Event 1: Key Ks is generated at the generate tinme (Tgen).
S(Ks) = (DNSKEY Generated, RRSIG Generated)
C(Ks) = Generated
Event 2: Key Ks is added to the DNSKEY RRset and is inmmediately used
to sign the zone; existing signatures in the zone are not renoved.
This is Ks' publish time (Tpub) and Ks is said to be Published. It
is also Ks' active tinme (Tact), the tine when Ks is said to be
Active. Because the Doubl e-Signature rollover is in place, we now

tenporarily have two active keys.

Tpub(Ks) >= Tgen(Ks), Tact (Ks) Tpub( Ks)

S(Ks) = (DNSKEY I ntroduced, RRSIG |Introduced)
C(ks) = Published Active
Event 3: The information for Ks must be published | ong enough to

ensure that the information have reached all validating resolvers
that may have RRsets fromthis zone cached. At the point in tine
that the DNSKEY RRset including Ks has been propagated and Ks is said
to be Known (Tkno). At the point in tine that the other RRsets
including a signature of Ks have been propagated (Tsaf), Ks is said
to be Safe.

Tkno(Ks) >= Tpub(Ks) + DcacheK
Tsaf (Ks) >= Tact(Ks) + Dcachez
S(Ks) = (DNSKEY Propagat ed, RRSI G Propagat ed)
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C(ks) = Known Safe

Note that we could already retire Kc, i.e. stop signing with Kc,
after DcacheK. It does not matter if not all signatures of Ks have
been Propagated, since the resolver can validate RRsets with both Kc
and Ks. If the validator fetches a RRset fromthe cache, it uses the

DNSKEY of Kc for validation. Oherwise, it can use the DNSKEY of Ks.

Event 4: Once we have a successor key that is said to be Propagated,
we can retire Kc. This is Kc' retire tine (Tret) and Kc is said to
be Retired. And once we have a successor key that is said to be
Safe, we can renove Kc. Therefore, it is also K¢’ renoval tine
(Trem), the time that Kc is said to be Renpved.

Tret (Kc) >= Tkno(Ks)
Trem(Kc) >= MAX(Tsaf (Ks), Tsaf DS(Ks))

S( Kc)
C(ke)

Event 5: Fromthe perspective of the authoritative server, the
rollover is conplete. After sonme delay, Kc and its signatures have
expired fromthe caches. This delay is the nmaxi num of Dcachez,
DcacheK. This is Tfor, the tinme that the key is said to be Forgotten
and Texp, the time that the key is said to be Expired.

(DNSKEY W't hdrawn, RRSI G Wt hdrawn)
Renoved Retired

Tfor(Kc) >= Trem(Kc) + DcacheK
Texp(Kc) >= Tret(Kc) + Dcachez

S( Kc)
C(Kce)

3.1.2. Pre- Publication

( DNSKEY Dead, RRSI G Dead)
Forgotten Expired

Wth Pre-Publication, the new key is introduced into the DNSKEY
RRset, |eaving the existing keys and signatures in place. This state
of affairs remains in place for long enough to ensure that any DNSKEY
RRsets cached in client validating resolvers contain both keys. At
that point signatures created with the old key can be replaced by
those created with the new key, and the old signatures can be
renoved. During the re-signing process it doesn’t matter which key
an RRSIG record retrieved by a client was created with; clients with
a cached copy of the DNSKEY RRset will have a copy containing both
the old and new keys.

Once the zone contains only signatures created with the new key,

there is an interval during which RRSIG records created with the old
key expire fromclient caches. After this, there will be no
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si gnatures anywhere that were created using the old key, and it can
can be renoved fromthe DNSKEY RRset.

Pre-Publication is nore conpl ex than Doubl e-Signature - introduce the
new key, approxinmately one TTL later sign the records, and
approximately one TTL after that renopve the old key. It also takes

nmore tine than the Doubl e-Signature nethod. The delay is because we
don’t want to publish signatures of both keys at the same tinme. As
an advant age, the anpunt of DNSSEC data is kept to a m ni mum which
reduces the inpact on perfornance.

The tineline diagram | ooks like this:

11 12| I3l [4] IS 16| | 7]
Ke | | | | | | |
- RRSIG |----]|------- | ----] DcacheZz| | |
- DNSKEY |----]------- [----]------- | ----| DcacheK
I I I I I I I
Tret Texp Trem Tf or
Ks | | | | | | |
- RRSIG | [ [ | Dcachez| ----]------- [ ---
- DNSKEY | | DcacheK| ----|------- [----]------- | ---

I I I I I I I
Tgen Tpub Tkno Tact Tsaf

Fi gure: ZSK Pre-Publication Rollover
Event 1: Key Ks is generated at the generate tine (Tgen).

S(Ks)
Q(Ks)

Event 2: The DNSKEY record of Ks is put into the zone, i.e. it is
added to the DNSKEY RRset which is then re-signed with the current
KSK. The tinme at which this occurs is Ks' publication tine (Tpub),
and the key is now said to be Published. Note that the key is not
yet used to sign records

(DNSKEY Gener ated, RRSIG Gener at ed)
Gener at ed

Tpub(Ks) >= Tgen(Ks)

S(Ks)
C(Ks)

Event 3: Before Ks can be used, the DNSKEY record for Ks nust be
publ i shed for |ong enough (DcacheK) to guarantee that any resol ver
that has a copy of the DNSKEY RRset al so includes this key. 1n other
words, that any prior cached information about the DNSKEY RRset has

(DNSKEY | ntroduced, RRSIG Cenerat ed)
Publ i shed
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expired. After this delay, the key is said to be Known and coul d be
used to sign records. The time at which this event occurs is Tkno,
whi ch is given by:

Tkno(Ks) >= Tpub(Ks) + DcacheK

S(Ks)
Q(Ks)

Event 4: At sone point in tine, the decision is nade to actually
start signing the zone using the successor key. This will be when
the current key has been in use for an interval equal to the ZSK
lifetime. This point intime is Ks' active tine (Tact), the tinme
that Ks is said to be Active. It is also K¢’ retire tinme (Tret), the
time that Kc is said to be Retired.

(DNSKEY Pr opagat ed, RRSI G Cener at ed)
Known

Tact (Ks) >= Tkno(Ks), Tret(Kc) == Tact (Ks)

S(Kc) = (DNSKEY Propagated, RRSIG Wt hdrawn)

C(Kc) = Known Retired

S(Ks) = (DNSKEY Propagated, RRSIG |Introduced)

C(Ks) = Known Active

Event 5: Kc needs to be retained in the zone whilst any RRSIG records
created by the retired key are still published in the zone or held in
resol ver caches. In other words, Kc should be retained in the zone

until all RRSIG records created by Ks have been propagated. This
time is Ks' safe tine (Tsaf), the tine that Ks is considered to be
Saf e. Consequently, at the sane tinme Kc is considered to be Expired.

Tsaf (Ks) >= Tact(Ks) + Dcachez

S(Kc) = (DNSKEY Propagated, RRSIG Dead)

C(Kc) = Known Expired

S(Ks) = (DNSKEY Propagat ed, RRSI G Propagat ed)
C(Ks) = Known Safe

Event 6: Wen all new signatures have been propagated, Kc can be
renoved fromthe zone and the DNSKEY RRset re-signed with the current
KSK. This tine is Kc' renoval tinme (Trem), the tinme that Kc is

consi dered to be Renoved.

Trem(Kc) >= Tsaf (Ks)

S( Kc)
C(Ke)

Event 7: Fromthe perspective of the authoritative server, the

(DNSKEY Wt hdrawn, RRSI G Dead)
Renoved Expired
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rollover is conplete. After sone delay, The DNSKEY record for Kc has
expired fromthe caches. This is Tfor, and the key is said to be
For gott en.

Tfor(Kc) >= Trem(Kc) + DcacheK

S( Kc)
C(Ke)

3.1.3. Doubl e-RRSI G

(DNSKEY Dead, RRSI G Dead)
Forgotten Expired

Thi s invol ves introducing the new signatures first, while existing
signatures are being retained. This state of affairs remains in

pl ace for long enough to ensure that all RRsets cached in client
validating resolvers contain two signatures. The DNSKEY RR can now
be switched. For the period of time before the predecessor key has
been expired fromall caches, it does not matter if the validator
uses the cached key or the successor key that is in the zone. Both
correspondi ng signatures can be retrieved fromthe cache or fromthe
name server.

Once the signing process is conplete and enough tinme has el apsed to
allow all old information to expire fromcaches, the old signatures
can be renoved fromthe zone. As before, during this period any
combi nati on of DNSKEY RRset and RRSIGwi |l allow validation of at

| east one signature.

Doubl e-RRSIG i s al so nore conpl ex than Doubl e-Signature - first

i ntroduci ng the signatures, then switch the key and finally renove
the olds signatures. It also takes nore tinme than the Doubl e-
Signature method. The delay is because we cannot publish the public
data of both keys at the sane tine. As an advantage, the DNSKEY
RRset is kept to a m ni num which reduces the inpact on prinng

per f or mance.
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The tineline diagramis shown bel ow

11 12| I3l [4] |5 16| | 7]
Ke I I I I I I I
- RRSIG |----]------- | ----| Dcachek| [ |
- DNSKEY |----]------- [----]------- | ----] DcacheZz]
I I I I I I I
Trem Tfor Tret Texp
Ks I I I I I I I
- RRSIG | | Dcachez| ----]------- [----]------- | ---
- DNSKEY | | | | DcacheK| ----|------- [ ---

I I I I I I I
Tgen Tact Tsaf Tpub Tkno

Fi gure: ZSK Doubl e- RRSI G Rol | over.
Event 1: Key Ks is generated at the generate time (Tgen).

S( Ks)
C(Ks)

Event 2: The zone is signed with Ks but existing sighatures are
retained. The DNSKEY RR for Ks remmi ns unpublished. The tine at
which this occurs is Ks' active time (Tact), and the key is now said
to be Active.

(DNSKEY Gener ated, RRSI G Cener at ed)
Gener at ed

Tact (Ks) >= Tgen(Ks)

S(Ks)
C(Ks)

Event 3: Before we can switch the DNSKEY from Kc to Ks, the
signatures of Ks nust be published for |Iong enough (DcachezZ) to
guarantee that any resolver that has a copy of any RRset, also has
both signatures. In other words, that any cached information is
doubl e signed. After this delay, the key is said to be Safe. The
time at which this event occurs is Tsaf, which is given by:

(DNSKEY Generated, RRSIG |ntroduced)
Active

Tsaf (Ks) >= Tact(Ks) + Dcachez

S(Ks)
C(Ks)

Event 4: At some point in time, the decision is made to publish Ks.
This point intine is Ks' publish tine (Tpub), the tine that Ks is
said to be Published. At the sane tine, the DNSKEY RR for Kc is
renoved fromthe zone, and Kc is said to be Renbved.

(DNSKEY Gener ated, RRSI G Propagat ed)
Saf e
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Tpub(Ks) >= Tsaf (Ks), Trem(Kc) == Tpub(Ks)

S(Kc) = (DNSKEY Renpbved, RRSI G Propagat ed)
C(Kc) = Renpved Safe

S(Ks) = (DNSKEY I ntroduced, RRSIG Propagat ed)
C(Ks) = Published Safe

Event 5: The signatures of Kc need to be retained in the zone until
the DNSKEY RR has expired fromall resolver caches. Wen this
happens, Ks is said to be Known (Tkno) and Kc is said to be Forgotten
(Tfor).

Tfor(Kc) >= Trem(Kc) + DcacheK
Tkno(Ks) >= Tpub(Ks) + DcacheK

S(Kc) = (DNSKEY Dead, RRSI G Propagat ed)

C(Kc) = Forgotten Safe

S(Ks) = (DNSKEY Propagat ed, RRSI G Propagat ed)
C(Ks) = Known Safe

Event 6: The signatures of Kc can be renoved when the DNSKEY RR for
Ks has been propagated. This tinme is K¢’ retire tine (Tret), the
time that Kc is considered to be Retired.

Tret (Kc) >= Tsaf (Ks)

S( Kc)
C(Ke)

Event 7: Fromthe perspective of the authoritative server, the
rollover is conplete. After sone delay, all signatures of Kc have
expired fromthe caches. This is Texp, and the key is said to be
Expi r ed.

(DNSKEY Dead, RRSI G Wt hdr awn)
Forgotten Retired

Texp(Kc) >= Tret(Kc) + Dcachez

S( Kc)
C(Kce)

3.2. KSK Rollovers

(DNSKEY Dead, RRSI G Dead)
Forgotten Expired

The nmost common rol l over nethod for KSKs is Doubl e-Si gnature,
described in RFC4641 [ RFC4641]. Two nore nmethods are identified in
draft-ietf-dnsop-dnssec-key-tinming [key-timng]: Doubl e-DS and

Doubl e-RRset. Doubl e-RRset is the fastest way to rollover a KSK,

whi | e Doubl e- Si gnature mninzes the nunber of required interactions
to the parent, and Doubl e-DS keeps your DNSKEY RRset as small as
possi bl e.
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Note that with these type of rollovers, we do not have to worry
whether the information within the zone is authentic. W assune that
there exists one or nore ZSKs in the DNSKEY RRset that takes care of
this during the rollover.

3.2.1. Doubl e- RRset

Wth Doubl e-RRset, the new KSK is added to the DNSKEY RRset which is
then signed with both the old and new key, and the new DS record
added to the parent zone. After waiting a suitable interval for the
old DS and DNSKEY RRsets to expire fromvalidating resol ver caches,
the ol d DNSKEY and DS record are renoved.

Only when Ks is said to be Known, e.g. the DNSKEY record of Ks is
known to all validating resolvers, we can renove the DS record of Kc.
And only when can ensure that all validators can use the DS record
for Ks to build the secure chain of trust, we can renove the DNSKEY
record of Kc. In other words, Ks needs to be Known and Saf eDS.

Thus, we first have to introduce all new information into the zone.
Once all has been propagated, we can withdraw all information of Kc
fromthe zone.

The tineline diagram | ooks |like this:

[1] |2 | 3] | 4 | 5
Ke I I I I I
- DNSKEY |[----|------- |----- | DcacheK]
- DS [----]------- [----- | DcacheP|
I I I I I
Trem Tf or
Tret DS TexpDS
Ks | | | |
- DNSKEY | DcacheK]| - - - - - [------- | ---
- DS | DcacheP| - -- - - [------- | ---

|
I
I
I I I I I
Tgen Tpub Tkno
Tact DS Tsaf DS

Fi gure: KSK Doubl e- RRset Rol | over.
Event 1: Ks is generated at tinme Tgen.

S( Ks)
C(Ks)

Event 2: Ks is introduced into the zone; it is added to the DNSKEY
RRset, which is then signed by all currently active KSKs (including

(DNSKEY Gener ated, DS Cener at ed)
Gener at ed
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Kc and Ks). In addition, the DS record is subnitted to the parent.
This is Ks' publish time (Tpub), the tinme that Ks is said to be
Published. It is also Ks’ submt tine (TactDS), the tine that the DS
record for Ks is Submitted (ActiveDS).

Tpub(ks) >= Tgen(Ks), TactDS(Ks) == Tpub(Ks)

S( Ks)
C(ks)

After the registration delay, the DS is published in the parent.

(DNSKEY | ntroduced, DS Introduced)
Publ i shed ActiveDS

Event 3: The information for Ks must be published | ong enough to
ensure that the information have reached all validating resolvers
that may have the DNSKEY or DS RRset fromthis zone cached. At the
point in tinme that the DNSKEY RRset including Ks has been propagated
(Tkno), Ks is said to be Known. At the point in tinme that the DS
RRset of Ks has been propagated (Tsaf), Ks is said to be SafeDS.

Tkno(Ks) >= Tpub(Ks) + DcacheK, TsafDS(Ks) >= Tact DS(Ks) + DcacheP

S(Ks)
C(Ks)

Note that we could already send the request to the parent to wthdraw
the DS record of Kc after DcacheK. |t does not matter if the DS
record for Ks has not yet been propagated, since the resolver can

aut henticate the DNSKEY RRset with both Kc and Ks. |f the validator
fetches a DS RRset fromthe cache, it uses Kc. Oherwise, it can use
Ks.

(DNSKEY Propagat ed, DS Propagat ed)
Known Saf eDS

Event 4: Once we have a successor key that is said to be Known, we
can withdraw the DS record for Kc. This is K¢’ retire time (Tret),
the time that Kc is said to be RetiredDS. |If Ks is also said to be
Saf eDS, we no longer need to retain Kc in the zone. It is also Kc’
removal time (Trem), the tine that Kc is said to be Renoved.

Tret DS(Kc) >= Tkno(ks)
Trem(Kc) >= MAX(Tsaf DS(Ks), Tkno(Ks))

S( Kce)
QA Ke)
Event 5: Fromthe perspective of the authoritative server, the

rollover is conplete. After sonme delay, Kc and its DS have al so
expired fromthe caches.

(DNSKEY W't hdrawn, DS Wt hdr awn)
Renoved RetiredDS

Tfor (Kc) >= Trem(Kc) + DcachK
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TexpDS(Kc) >= TretDS(Kc) + DcacheP

S( Kc)
C(Ke)

3.2.2. Doubl e-Signature

(DNSKEY Dead, DS Dead)
Forgotten Expired

Wth Doubl e-Signature, the new KSK i s added to the DNSKEY RRset which
is then signed with both the old and new key. After waiting for the
old RRset to expire fromcaches, the DS record in the parent zone is
changed. After waiting a further interval for this change to be
reflected in caches, the old key is renoved fromthe RRset.

If you want to mnimze the nunber of interactions to the parent,
this rollover method is preferred over the Doubl e-RRset nmethod. As a
consequence, you have to wait with submitting the DS record of Ks,
until it is safe to withdraw the DS record of Kc.

The tining diagram for such a rollover is:

[1] |2 | 3 | 4 | 5| | 6| 17|
Ke | | | | |
 DNSKEY |- [-=-oo-[<oooe | ooooc oo DoacheK
- bS |----]------- |----- | DcacheP| | |
] | | | | |
TretDS TexpDS Trem Tf or
Ks | L | | |
- DNSKEY | | DcacheK]| - - - - - [--mmm-- |--em-- [-ecmnn [---
- DS | | | | DcacheP| - --- - - . | ---

I I I I I I I
Tgen Tpub Tkno TactDS TsafDS

Fi gure: KSK Doubl e- Si gnature Rol |l over.
Event 1: Ks is generated at tine Tgen.

S( Ks)
C(Ks)

Event 2: Ks is introduced into the zone; it is added to the DNSKEY
RRset, which is then signed by Ks and all currently actice KSKs
(including Kc). This is the publication tine (Tpub), the tine that
Ks is said to be Published.

(DNSKEY Gener ated, DS Cener at ed)
Gener at ed

Tpub(Ks) >= Tgen(Ks)

S(Ks) = (DNSKEY I ntroduced, DS Gener at ed)
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C(Ks) = Published

Event 3: Before we can submt the corresponding DS, the DNSKEY record
for Ks nust be published for |ong enough (DcacheK) to guarantee that
any resolver that has a copy of the DNSKEY RRset al so includes this

key. |In other words, that any prior cached infornmation about the
DNSKEY RRset has expired. This tinme is Tkno and Ks is said to be
Known.

Tkno(Ks) >= Tpub(Ks) + DcacheK

S(Ks) = (DNSKEY Propagated, DS Generat ed)

C(Ks) = Known

Event 4: At some later time, the DS RR corresponding to Ks is
submitted to the parent zone for publication. |In addition, the

request has been nmade to renove the DS RR corresponding to Kc from
the parent zone. This tine is Ks' subnmit time (TactDS), the tine

that Ks is considered to be Subnitted. It is also Kc' retire tine
(TretDS), the time that Kc is considered to be RetiredDS.

Tact DS(Ks) >= Tkno(Ks)
Tret DS(kc) == Tact DS(Kc)

S(Kc) = (DNSKEY Propagated, DS Wt hdrawn)
C(Ks) = Known RetiredDS
S(Ks) = (DNSKEY Propagated, DS Introduced)
C(Ks) = Known ActiveDS

After the registration delay, the DS is published in the parent.

Event 5: At some time later, all validating resolvers that have the
DS RRset cached will have a a copy that includes the new DS record.

This is Ks' safe tine (TsafDS), the tinme that the new KSK is said to
be SafeDS. Consequently, Kc is said to be ExpiredDS (TexpDS).

Tsaf DS(Ks) >= Tact DS(Ks) + DcacheP
TexpDS(Kc) >= Tret DS(Kc) + DcacheP

S(Kc) = (DNSKEY Propagated, DS Dead)

C(kc) = Known ExpiredDS

S(Ks) = (DNSKEY Propagated, DS Propagated)
C(Ks) = Known Saf eDS

Event 6: Wien the new DS record has been propagated, the DNSKEY
record of Kc can be renoved fromthe zone. This is Kc' renoval tine
(Trem), the tinme that Kc is said to be Renobved.
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Trem(Kc) >= Tsaf DS(Ks)

S( Kc)
C(Ke)
Event 7: Fromthe perspective of the authoritative server, the

rollover is conplete. After sone delay, The DNSKEY record for Kc has
al so expired fromthe caches.

(DNSKEY W't hdrawn, DS Dead)
Renoved Expi redDS

Tfor(Kc) >= Trem(Kc) + DcacheK

S( Kc)
C(Kce)

3.2.3. Doubl e-DS

(DNSKEY Dead, DS Dead)
Forgotten ExpiredDS

In this case, first the new DS record is published. After waiting
for this change to propagate into the caches of all validating
resolvers, the KSK is changed. After waiting another interval,
during which the old DNSKEY RRset expires from caches, the old DS
record is renoved.

If you want to keep the size of the DNSKEY RRset to a mininmum this
rollover nmethod is preferred over Doubl e-RRset. |t does require the
addi tional administrative overhead of two interactions with the
parent to roll a KSK.

The tineline diagram | ooks like this:

11 12| | 3 | 4] IS5 6] | 71
Ke I I I I I I I
- DNSKEY |----]------- [------- | DcacheK]| [ |
- DS |reee]eeeeee- |- |- [----- | Dcachep|
I I I I I I I
Trem Tfor TretDS TexpDS
Ks I I I I I I I
- DNSKEY | | | | DcacheK]| - - - - - [------- | ---
- DS | |DcacheP|------- RS |----- [EEREEEE |---

I I I I I I I
Tgen TactDS Tsaf DS Tpub Tkno

Fi gure: KSK Doubl e-DS Rol | over.
Event 1: Ks is generated at tinme Tgen.

S(Ks)
C(Ks)

(DNSKEY Gener ated, DS CGener at ed)
Gener at ed
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Event 2: Before we introduce the new key Ks into the zone, we are
going to subnit the new DS. W can do that, because there exists a
valid chain of trust for the same algorithm (Kc). This tinme is Ks’
submit tine (TactDS), the time that the DS record for Ks was
subnmitted and is said to be ActiveDS.

Tact DS(Ks) >= Tgen(Ks)

S(Ks)
C(Ke)

After some delay, the DS becones available in the parent zone.

(DNSKEY Generated, DS Introduced)
Acti veDS

Event 3: Some time later, the new DS RRset has been propagated. This
is Ks’ safe tinme (TsafDS), the tine that Ks is said to be SafeDS.

Tsaf DS(Ks) >= Tact DS(Ks) + DcacheP

S(Ks)
Q(Ks)

Event 4: Because there are now two trust anchors a resol ver can use,
we can switch the KSK in the DNSKEY RRset. W stop signing with Kc
and sign the DNSKEY RRset with Ks. This time is Ks' publish tinme
(Tpub), the time that Ks is said to be Published. It is also Kc’
renoval time (Tren), the time that Kc is said to be Renoved.

(DNSKEY Gener ated, DS Propagat ed)
Saf eDS

Tpub(Ks) >= Tsaf DS( Ks)
Trem(Kc) == Tpub(Ks)

S(Kc) = (DNSKEY W't hdrawn, DS Propagat ed)
C(Kc) = Renpved Saf eDS

S(Ks) = (DNSKEY I ntroduced, DS Propagated)
C(Ks) = Published SafeDS

Event 5: W have to wait before Kc has been expired fromthe caches,
before we can withdraw the DS record of Kc. Wen the DNSKEY RRset
that includes Kc has been expired, Kc is said to be forgotten and Ks
is said to be Known. This happens at Ks’ known time, given by:

Tkno(Ks) >= Tpub(Ks) + DcacheK
Tf or (Kc) == Tkno(Ks)

S(Kc) = (DNSKEY Dead, DS Propagat ed)

C(Kc) = Forgotten SafeDS

S(Ks) = (DNSKEY Propagated, DS Propagated)
C(Ks) = Known SafeDS
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Event 6: Now that we have a key Ks that is said to be Propagated and
SafeDS, we are ready to withdraw the DS for Kc. W call this Kc’
retire time (TretDS), the tine that we don’'t need a secure del egation
for Kc anynore.

Tret DS(Kc) >= Tkno( Ks)

S( Kc)
Q(Ke)
Event 7: Fromthe perspective of the authoritative server, the

rollover is conplete. After sone delay, The DS record for Kc has
expired fromthe caches. This is Texp, given by:

(DNSKEY Dead, DS Wt hdr awn)
Forgotten RetiredDS

Texp(Kc) >= Tret(Kc) + DcacheP

S(Kc) = (DNSKEY Dead, DS Dead)
C(Kc) = Forgotten ExpiredDS
3.2.4. Interaction with Configured Trust Anchors

Zone nmanagers may want to take into account the possibility that sonme
validating resolvers may have their KSK configured as a trust anchor
directly, as described in [RFC5011]. This influences the value of
DcacheK, the time to guarantee that any resolver that has a copy of
the newest DNSKEY RRset.

3.2.4.1. Adding a KSK

When the new key is introduced, the delay DcacheK between Tpub and
Tkno is also subject to the condition:

DcacheK = MAX(DcacheK, 2 * (querylnterval + x * retryTine) + c)

The right hand side of this expression is two tines the Active
Refresh tine defined in section 2.3 in [ RFC5011]. This ensures that
the successor key is at |east seen tw ce by 5011-enabl ed val i dators.
The paraneter x is the maxi rum nunber of retries that is taken as a
safety margin, in case an Active Refresh fails. The parameter c is a
constant that can be taken as an additional safety nargin.

Most probably, this delays the time when a key is said to be Known.
3.2.4.2. Renpbving a KSK
When the current key is ready to be renoved fromthe zone, it is

instead said to be Revoked. The REVOKE bit is said and the key is
publ i shed for DcacheK tine:

Mekki ng Expi res August 29, 2011 [ Page 22]



Internet-Draft DNSSEC Key Tining Considerations Bis February 2011

DcacheK = MAX(DcacheK, (querylnterval + x * retryTine) + c)

The right hand side of this expression is the Active Refresh tine
defined in section 2.3 in RFC5011 [RFC5011]. This ensures that the
revoked key is at |east seen once by 5011-enabl ed validators.

After that delay, we can guarantee that every 5011-enabl ed resol ver
has seen the revoked key and it may be renoved fromthe zone.

Anot her DcacheK del ay, the key has fully expired fromall the

resol ver caches

3.3. Rollovers in a Single Type Signing Schene

In situations where you use a Single Type Signing Schene, you can
combi ne one of the ZSK rollover nmethods with one of the KSK roll over
met hods. However, not all conbinations are possible. The KSK

Doubl e-DS rol l over is only suitable for conbining with the ZSK
Doubl e- RRSI G rol | over, because both keep the DNSKEY RRset to a

m ni mum si ze. The other ZSK rollovers require a period where both
the current key and its successor are being served at the sane tine.

The KSK Doubl e- RRset nethod is suitable with both the other ZSK
rol |l over nethods, but does not gain any advantages when conbined with
the ZSK Pre-Publication nethod. Therefore, we can | eave that

combi nation out. The KSK Doubl e-Signature nethod is suitable with
both the ZSK Doubl e- Si gnature and the ZSK Pre-Publication met hod.

To conclude, we can identify four different rollover nethods for the
Si ngl e Type Signing Schene.

3.3.1. Doubl e- RRset

This is a conbination of the ZSK Doubl e-Signature rollover and the
KSK Doubl e- RRset rollover. The new KSK is added to the DNSKEY RRset,
and all RRsets are then signed with both the old and new key, and the
new DS record added to the parent zone. After waiting a suitable
interval for the old DS and all zone RRsets to expire fromvalidating
resol ver caches, the old DNSKEY and DS record are renoved.

Doubl e-RRset is the fastest way to replace keys in a Single Type

Si gning Schene. However, it does have a | ot of disadvantages of - it
requires two signatures and two keys during the period of the
rollover, as well as two interactions with the parent.
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The tineline diagram|ooks like this:

[ 12| I3[ 4] | 5]
Ke I I I I
- RRSIG |----]------- [----- | Dcachez|
- DNSKEY |----|------- | ----- | DcacheK
- DS |[----]------- | ----- | DcacheP
I I I I I
Trem Tf or
Tret Texp
TretDS TexpDS
Ks I I I I I
- RRSIG | | DcacheZ| - - - - - |------- | ---
- DNSKEY | | DcacheK] - - - - - |[------- | ---
- DS [ | DcacheP| - - - - - [------- [---
I

I I I I
Tgen Tpub Tkno

Tact Tsaf
Tact DS Tsaf DS

Fi gure: STSS Doubl e- RRset Rol | over

The rollover nethod is alnost the same as that of the KSK Doubl e-
RRset rollover, except we now have to take DcacheZ into account.

3.3.2. Doubl e-Si gnature

This is a conbination of the ZSK Doubl e-Si gnature rollover and the
KSK Doubl e- Si gnature rollover. The new key is added to the DNSKEY
RRset and all RRsets are then signed with both the old and new key.
After waiting for the old RRsets to expire fromcaches, the DS record
in the parent zone is changed. After waiting a further interval for
this change to be reflected in caches, the old key is renoved from
the DNSKEY RRset, and all RRsets are signed with the new key only.

This rollover ninimzes the nunber of interactions with the parent
zone. However, for the period of the rollover all RRsets are stil
signed with two keys, so increasing the size of the zone and the size
of the response.
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The tining diagramfor such a rollover is:

[ 12| I3[ 4] | 5] | 6] | 7]
Ke I I I I I
- RRSIG |----]------- [----- [------- [------ | Dcachez|
- DNSKEY |[----|------- [----- [------- [------ | DcacheK
- DS |[----]------- | ----- | DcacheP| | |
I I I I I I I
TretDS TexpDS Trem Tf or
Tr et Texp
Ks I I I I I I
- RRSIG | | DcacheZz| - - - - - [------- [------ [------- | ---
- DNSKEY | | DcacheK] - - - - - [------- [------ [------- [ ---
- DS | | | | DcacheP| - - ---- |[------- [---
I I I I I I I
Tgen Tpub Tkno TactDS TsafDS
Tact Tsaf

Fi gure: STSS Doubl e- Si gnature Rol | over.

The rollover diagramis al nost the sane as that of the KSK Doubl e-
Signature rollover, except we now have to take DcacheZ into account.

3.3.3. Pre-Publication

This is a conbination of the ZSK Pre-Publication rollover and the KSK
Doubl e- Si gnature rollover and requires only one interaction with the
parent. |In addition, your non-DNSKEY RRsets require only one
signature during the rollover. |If speed is not an issue, this
rollover method is considered to be the best practice in a Single
Type Signing Scheme environnent.

The new key is added to the DNSKEY RRset and the DNSKEY RRset is then
signed with both the old and new key. Oher RRsets will only be
signed with the old key. Only after the DS has been switched, the
signatures of other RRsets are replaced with that of the new key.
After waiting a further interval for this change to be reflected in
caches, the old key is removed fromthe RRset, and is signed with the
new key only.
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The tineline diagram|ooks like this:

11 12| 13l 14 | 5| | 6] 71 18] | 9l
Ke I I I I I I I I I
- RRSIG |----]------- [----- [------- [------- | Dcachez| | |
- DNSKEY |----]------- [----- [------- [------- [------- | ----| DcacheK
[ T R B it T A N S

TretDS TexpDS Tret Texp Trem Tf or

Ks I I I I I I I I I
- RRSIG | | | | | | Dcachez| ----|------- |
- DNSKEY | | DcacheK] - - - - - [------- [------- [------- |----]------- |
- bs I I I | DcacheP| - ------ |------- |----1------- I

| | | | | | | | |
Tgen Tpub Tkno TactDS TsafDS Tact Tsaf

Fi gure: STSS Pre-Publication Rollover.
Event 1: Key Ks is generated at the generate tinme (Tgen).

S(Ks)
C(Ks)

Event 2: The DNSKEY record of Ks is put into the zone, i.e. it is
added to the DNSKEY RRset which is then re-signed with the Ks and all
other current KSKs (including Kc). The time at which this occurs is
Ks' publication tinme (Tpub), and the key is now said to be Published.
Note that the key is not yet used to sign other RRsets.

(DNSKEY Generated, RRSIG Generated, DS Generat ed)
Gener at ed

Tpub(Ks) >= Tgen(Ks)

S( Ks)
C(Ks)

Event 3: Before we can switch the DS, the DNSKEY record for Ks nust
be published for |ong enough (DcacheK) to guarantee that any resol ver
that has a copy of the DNSKEY RRset also includes this key. After
this delay, the key is said to be Known and the DS record may be
submitted. The tine at which this event occurs is Ks' known tine
(Tkno), which is given by:

(DNSKEY | ntroduced, RRSIG Generated, DS CGenerated)
Publ i shed

Tkno(Ks) >= Tpub(Ks) + DcacheK

S(Ks) = (DNSKEY Propagat ed, RRSIG CGenerated, DS Cener at ed)
C(ks) = Known
Event 4: The time that the DS record of Ks is subnitted is at Ks’
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submit tine (TactDS). Ks is said to be ActiveDS. At the sane tine,
the DS record of Kc is withdrawn (TretDS) and Kc is said to be
Ret i r edDS.

Tact DS(Ks) >= Tkno(Ks) Tret DS(Kc) == Tact DS(Ks)

S(Kc) = (DNSKEY Propagated, RRSIG Propagated, DS W thdrawn)
C(Kc) = Known Safe RetiredDS

S(Ks) = (DNSKEY Propagated, RRSIG Generated, DS Introduced)
C(Ks) = Known ActiveDS

Some tine later, the new DS RRset is published at the parent.

Event 5: Some tine |ater, we can guarantee that all validating
resol vers use the DS RRset that includes a copy of the DS record of
DS. At this tine, Ks' safe tine (TsafDS), Ks is said to be SafeDS.
But we still use Kc as ZSK

Tsaf DS(Ks) >= Tact DS(Ks) + DcacheP
TexpDS(Kc) >= Tret DS(Kc) + DcacheP

S(Kc) = (DNSKEY Propagated, RRSIG Propagated, DS Dead)
C(kc) = Known Safe ExpiredDS

S(Ks) = (DNSKEY Propagated, RRSIG Generated, DS Propagated)
C(Ks) = Known Saf eDS

Event 6: At some point in tine, the decision is nmade to actually
start signing the zone using the successor key. This will be when
the current key has been in use for an interval equal to the ZSK
lifetime. This point intinme is Ks' active tine (Tact), the tinme
that Ks is said to be Active. It is also K¢’ retire tinme (Tret), the
time that Kc is said to be Retired.

Tact (Ks) >= Tsaf DS( Ks)
Tret (Kc) == Tact (Ks)

S(Kc) = (DNSKEY Propagated, RRSIG Wt hdrawn, DS Dead))

C(Kc) = Known Retired ExpiredDS

S(Ks) = (DNSKEY Propagated, RRSIG Introduced, DS Propagated))

C(Ks) = Known Active SafeDS

Event 7: Kc needs to be retained in the zone whilst any RRSIG records
created by the retired key are still published in the zone or held in
resol ver caches. In other words, Kc should be retained in the zone

until all RRSIG records created by Ks have been propagated. This
time is Ks' safe tine (Tsaf), the tine that Ks is considered to be
Safe, and Kc' expiration tinme (Texp), the tinme that Kc is considered
to be Expired.
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Tsaf (Ks) >= Tact(Ks) + Dcachez
Texp(Kc) == Tsaf (Ks)

S(Kc) = (DNSKEY Propagated, RRSIG Dead, DS Dead)

C(Kc) = Known Expired ExpiredDS

S(Ks) = (DNSKEY Propagated, RRSIG Propagated, DS Propagated)
C(Ks) = Known Safe Saf eDS

Event 8: Wien all new signatures have been propagated, Kc can be
renoved fromthe zone and the DNSKEY RRset re-signed with the current
KSK. This tine is Kc' renoval tinme (Trem), the time that Kc is

consi dered to be Renoved.

Trem(Kc) >= Tsaf (Ks)

S( Kce)
C(Ke)

Event 9: Fromthe perspective of the authoritative server, the
rollover is conplete. After sone delay, The DNSKEY record for Kc has
expired fromthe caches. This is Tfor, the time that the key is said
to be Forgotten.

(DNSKEY W thdrawn, RRSIG Dead, DS Dead)
Renoved Expired ExpiredDS

Tfor(Kc) >= Trem(Kc) + DcacheK

S( Kc)
C(Ke)

3.3.4. Doubl e-DS

(DNSKEY Dead, RRSI G Dead, DS Dead)
Forgotten Expired ExpiredDS

This is a conbination of the ZSK Doubl e-RRSI G rol | over and the KSK
Doubl e-DS rol l over. This keeps your DNSKEY RRset to a mininmum size,
but at the cost of double signatures in your zone and double DS at

t he parent.

The new signatures are added to the zone and the new DS is subnitted.
Once all signatures and the DS record have been propagated, the
DNSKEY is switched. After waiting a further interval for this switch
to be reflected in caches, the old signatures are renoved and the old
DS is withdrawn fromthe parent zone.
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The tineline diagram|ooks like this:

11 12| 13l 14 | 5| | 6] 71 18] | 9l
Ke I I I I I I I I I
- RRSIG |----]------- [----- [------- [------- | Dcachez| | |
- DNSKEY |----]------- [----- [------- [------- [------- | ----] Dcachek|
[ T R B it T A N S

TretDS TexpDS Tret Texp Trem Tf or

Ks I I I I I I I I I
- RRSIG | | | | | | Dcachez| ----|------- |
- DNSKEY | | DcacheK] - - - - - [------- [------- [------- |----]------- |
- bs I I I | DcacheP| - ------ |------- |----1------- I

| | | | | | | | |
Tgen Tpub Tkno TactDS TsafDS Tact Tsaf

Fi gure: STSS Doubl e-DS Rol | over.
Event 1: Key Ks is generated at the generate tinme (Tgen).

S(Ks)
C(Ks)

Event 2: Before we introduce the new key Ks into the zone, we are
going to add the new signatures and subnit the new DS. This tinme is
Ks’ active tine (Tact), the tinme that Ks is said to be Active. It is
al so Ks’ subnit tinme (TactDS), the tinme that the DS record for Ks was
subnmitted and is said to be ActiveDS.

(DNSKEY Generated, RRSIG Generated, DS Generat ed)
Gener at ed

Tact (Ks) >= Tgen(Ks)
Tact DS(Ks) >= Tgen(Ks)

S(Ks)
C(Ke)

After some delay, the DS becones available in the parent zone.

(DNSKEY Generated, RRSIG Introduced, DS I|ntroduced)
Active ActiveDS

Event 3: Some time |later, the new signatures and the new DS RRset
have been propagated. This is Ks' safe tine (Tsaf, TsafDS), the tine
that Ks is said to be Safe and Saf eDS.

Tsaf (Ks) >= Tact(Ks) + Dcachez
Tsaf DS(Ks) >= Tact DS(Ks) + DcacheP

S(Ks)
C(Ks)

(DNSKEY Generated, RRSIG Propagated, DS Propagated)
Saf e Saf eDS
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Event 4: Because there are now two trust anchors a resolver can use,
we can switch the KSK in the DNSKEY RRset. This time is Ks' publish
time (Tpub), the tinme that Ks is said to be Published. It is also
Kc' renpval tinme (Tren), the tine that Kc is renoved fromthe zone.

Tpub(Ks) >= MAX(Tsaf DS(Ks), Tsaf (Ks))
Trem(Kc) == Tpub(Ks)

S(Kc) = (DNSKEY W't hdrawn, RRSIG Propagated, DS Propagated)
C(Kc) = Renobved Safe Saf eDS

S(Ks) = (DNSKEY I ntroduced, RRSIG Propagated, DS Propagated)
C(Ks) = Published Safe SafeDS

Event 5: We have to wait before the signatures of Kc and its
correspondi ng DS record have been expired fromthe caches, before we
can withdraw the DNSKEY record of Kc. When the DNSKEY RRset that

i ncludes Kc has been expired, Ks is said to be Known and Kc is said
to be Renoved. This happens at Ks' known time, given by:

Tkno(Ks) >= Tpub(Ks) + DcacheK, Trenm(Kc) == Tkno(Ks)

S(Kc) = (DNSKEY Dead, RRSIG Propagated, DS Propagat ed)

C(Kc) = Forgotten Safe SafeDS

S(Ks) = (DNSKEY Propagat ed, RRSI G Propagated, DS Propagated)
C(Ks) = Known Safe SafeDS

Event 6: Now that we have a key Ks that is said to be Propagated and
Saf eDS, we are ready to withdraw the signatures and DS for Kc. W
call this Kc' retire time (Tret, TretDS), the tine Kc is said to be
Retired and RetiredDS.

Tret (Kc) >= Tkno(Ks)
Tret DS(Kc) >= Tkno(Ks)

S( Kce)
C(Kce)

Event 7: Fromthe perspective of the authoritative server, the
rollover is conplete. After sone delay, The signatures of Kc and its
correspondi ng DS record have expired fromthe caches.

(DNSKEY Dead, RRSI G Wthdrawn, DS Wt hdrawn)
Forgotten Retired RetiredDS

Texp(Kec) >= Tret(Kc) + Dcachez
TexpDS(Kc) >= TretDS(Kc) + DcacheP

S( Kc)
C(Ke)

(DNSKEY Dead, RRSI G Dead, DS Dead)
Forgotten Expired ExpiredDS
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3.4. Stand-by Keys

Al t hough keys will usually be rolled according to sonme regul ar
schedul e, there may be occasi ons when an energency rollover is
required, e.g. if the active key is suspected of being conproni sed.
The aimof the emergency rollover is to allow the zone to be re-
signed with a new key as soon as possible. As a key nust be ready to
sign the zone, having at |east one additional key (a stand-by key) in
this state at all tinmes will m nimse del ay.

In the case of a ZSK, a stand-by key only nakes sense with the Pre-
Publ i cation nmethod, since with the Doubl e-Si gnature and Doubl e- RRSI G
met hods, the stand-by key would be used for signing. The goal is to
make t he stand-by key Known. This goal is reached at Tkno, step 3 in
the Pre-Publication nmethod tineline diagram

A successor key nust always be published soon enough so that the key
lifetime of the predecessor key does not exceed. That neans that the
successor ZSK Ks must at |atest be published DcacheK del ay before the
lifetime of the predecessor ZSK kc has reached:

Tpub(Ks) <= Tact(Kc) + Lzsk - DcacheK

Here, Lzsk is the lifetime of ZSKs according to policy.

In the case of a KSK, a stand-by key only nakes sense with the
Doubl e- DS net hod, since in the other cases, the key would be needed
to sign the DNSKEY RRset. The goal is to get the stand-by key in the
Saf eDS condition. This goal is reached at TsafDS, step 3 in the
Doubl e- DS net hod tineline di agram

The DS record for the successor KSK Ks shoul d be propagated to the
caches before the key lifetime of the predecessor KSK Kc exceeds:

Tact DS(Ks) <= Tact(Kc) + Lksk - DcacheP
Here, Lksk is the lifetime of KSKs according to policy.
Because a stand-by KSK only nmakes sense with the Doubl e-DS et hod,
stand-by keys in a STSS is not applicable. This is because the
Doubl e-DS nethod is not easy integratable with one of the ZSK
rol |l over methods.

4. Policy rollover
Besi des your schedul ed and unschedul ed key rollovers, changes in

policy may occur. The initial transition is enabling DNSSEC. The
counterpart, disabling DNSSEC, is al so possible. Two other policy
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changes we have encountered are are algorithmrollover and changi ng
si gni ng schenes.

4.1. Enabling DNSSEC

When a zone nekes the transition fromgoing insecure to secure, the

initial set of keys safely need to be introduced into the zone. The
goals of this event is to make a ZSK (Kz) and a KSK (Kk) both Known

and Saf e.

One nust take into account that resol ver caches may hol d unsi gned
RRsets. Therefore, validating resolvers should not know about the
initial DNSKEY RRset before all unsigned RRsets have been expired
fromthe caches. This nmeans that the zone must be fully signed,
before the DS associated with the initial KSK is published. Only if
you are afraid that a key scraper fetches your DNSKEY RRset too soon
you should wait with publishing your DNSKEY RRset until enough tine
has el apsed for all unsigned RRsets to expire fromall resolver
caches. The ZSK and KSK can be the sane key, for exanple in a Single
Type Signing Schene.

The tineline diagramis shown bel ow.

[1] |2 | 3 | 4| | 5
Kz I I I I I
- RRSIG | | DcacheZ| - ----- [------- | ---
- DNSKEY | | DcacheK] - - ---- [------- [ ---
I I I I I
Tgen Tpub Tkno
Tact Tsaf
Kk | | | |
- DNSKEY | DcacheK| - --- - - [------- [ ---
- DS | | | DcacheP) - - -

I
|
I
I I I I I

Tgen Tpub Tkno  TactDS Tsaf DS

Fi gure: Enabling DNSSEC.
Event 1: Kk and Kz are generated. W call this Tgen, the tine that

the keys were Generated (note that Tgen for Kk could be different
that Tgen for Kz).

S(Kk) = (DNSKEY Cenerated, DS Generated)
C(Kk) = Generated

S(Kz) = (DNSKEY Generated, RRSIG Generated)
C(Kk) = Generated
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Event 2: The keys are put into the zone and are imedi ately used for
signing. Because there exists no pointer to the fact that our zone

i s DNSSEC enabl ed, the DNSKEY and RRSI G records may be introduced at
the sane tine. This is the publish tinme (Tpub), the tine that the
keys are Published. It is also Kz' active tine (Tact), the tine that
Kz is said to be Active.

Tpub(Kk) >= Tgen(KKk)
Tpub(Kz) >= Tgen(Kz)
Tact (Kz) == Tpub(Kz)

S(KK) = (DNSKEY I ntroduced, DS Gener at ed)
C(Kk) = Published

S(Kz) = (DNSKEY I ntroduced, RRSIG |Introduced)
C(Kz) = Published Active

Event 3: Before we can subnit the DS record, Kz nust be considered
Known and Safe. Once that has happened, we are done for the ZSK
This time is Kz known tinme (Tkno).

Tkno(Kk) >= Tpub(Kk) + DcacheP
Tkno(Kk) == Tkno(Kz)
Tsaf (Kz) >= Tact(Kz) + Dcachez

S(KKk) = (DNSKEY Propagated, DS Gener at ed)
C(Kk) = Known

S(Kz) = (DNSKEY Propagated, RRSIG Propagat ed)
C(Kz) = Known Safe

Because this is the first DNSKEY for this zone, the Dttl for the
DNSKEY RRset is Ingc, the negative cache interval fromthe zone’'s SCA
record, calcul ated according to RFC2308 [ RFC2308] as the ni ni mum of
the TTL of the SOA record itself and the MNIMUM field in the

record’ s paraneters:

Ingc = min(TTL(S®A), M N MM

Event 4: Once we are sure of the fact that the DNSKEY RRset and all
RRSI G records have reached the caches, we may subnmt the DS to the
parent. W call this TactDS, the tine that the DS has been subnitted
to the parent.

Tact DS(Kk) >= Tkno( Kk)

S(Kk)
C( Kk)

Event 5: Some tine later, the DS has been published in the parent

(DNSKEY Propagat ed, DS Introduced)
Known ActiveDS
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zone. Sone nore tine later, all resolvers that have a copy of the DS
RRset have one that includes the DS record of KKk.

Tsaf DS(Kk) >= Tact DS(Kk) + DcacheP

S(KK)
C( Kk)

Because this is the first DS for this zone, the Ditl for the DS RRset
is Ingc, for the sane reason as in step 3 for the DNSKEY RRset.

(DNSKEY Pr opagat ed, DS Propagat ed)
Known Saf eDS

4.2. Disabling DNSSEC

When a zone deci des for whatever reason to go back to the Insecure
status, the set of keys safely need to be removed fromthe zone. W
assune that there is a KSK (Kk) and a ZSK (Kz) that are Known and
Safe. The goals of this event is to nake Kk and Kz both Forgotten
and Expi red.

The tineline diagramis shown bel ow

1ol 1] | 3] | 4] ]
Kz I I I I I
- RRSIG |----]------- [------ | Dcachez|
- DNSKEY |----]------- [------ | DcacheK]
I I I I I
Trem Tf or
Tret Texp
Kk I I I I I
- DNSKEY |----]------- [------ | DcacheK]
- DS | ----| DcacheP| | |
I

I I I I
TretDS TexpDS Trem Tf or

Fi gure: Disabling DNSSEC.

Event 1: The DS record of Kk needs to be withdrawmn. This tine is Kk’
retire time (TretDS), the tine that Kk is said to be RetiredDS.

S( Kk)
QA Kk)
Event 2: W have to wait until the DS record of Kk has expired from

all resolver caches. This tinme is Kk’ expire tine (TexpDS), the tine
that Kk is said to be ExpiredDS.

(DNSKEY Propagat ed, DS Wt hdrawn)
Known RetiredDS
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TexpDS(Kk) >= Tret DS(Kk) + DcacheP

S(Kk)
C(Kk)
Event 3: Now that we can guarantee that no secure chain of trust to

Kk exist anynore, we can retire the ZSK and wi thdraw both keys. This
time is Trem the time that the keys are rempved fromthe zone.

(DNSKEY Propagat ed, DS Dead)
Known ExpiredDS

Trem(Kk) >= TexpDS( Kk)
Trem(Kz) == Tren(Kk)
Tret (Kz) == Trem(kz)

S(Kk) = (DNSKEY Wt hdrawn, DS Dead)

C(Kk) = Renoved ExpiredDS

S(Kz) = (DNSKEY W't hdrawn, RRSI G Wt hdrawn)

C(Kz) = Renoved Retired

Event 4: After sonme delay, all information about the keys have

expired fromthe caches.

Tfor(Kk) >= Trem(Kk) + DcacheK
Tfor (Kz) == Tfor(Kk)
Texp(Kz) >= Tret(Kz) + Dcachez

S(Kk) = (DNSKEY Dead, DS Dead)
C(Kk) = Forgotten ExpiredDS
S(Kz) = (DNSKEY Dead, RRSI G Dead)
C(Kz) = Forgotten Expired

4.3. Algorithm Rol | over

When changi ng al gorithnms, you can either add, renove or replace an
algorithm Adding and renoving an al gorithmfollow the sane tim ngs
as enabling and disabling DNSSEC. Replacing an al gorithm can be done
with a STSS Doubl e-Si gnature rollover or a KSK and ZSK Doubl e-
Signature Rollover at the same time. [MM This needs nore text, but
I am awaiting the discussion about algorithmrollover and how to
interpret section 2.2 of RFC 4035]

4.4, KSK-ZSK Split or Single Type Signing Schene
When changi ng signi ng schemes, you should follow the tinelines of the

nmost restricting signing scheme. The STSS signing scheme nmakes sone
rol | over conbinations unsuitable, thus it can be considered the nost

restricted signing schene. In the case of noving to a KSK-ZSK Split,
Ks is used as the successor key in the STSS rollover nmethods, and it
now reflects both the successor ZSK and KSK. In the case of noving
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away froma KSK-ZSK Split, Kc is used as the predecessor key in the
STSS rol l over nethods, and it now reflects both the predecessor ZSK
and KSK. [MM This could perhaps al so use nore expl anati on. ]

5. | ANA Consi derati ons
This meno includes no request to | ANA
6. Security Considerations

Thi s docunent does not introduce any new security issues beyond those
al ready discussed in RFC4033 [ RFC4033], RFC4034 [ RFC4034]. RFC4035
[ RFC4035] and RFC5011 [ RFC5011].
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8. Changes with key-timng draft

This docunment builds further on draft-ietf-dnsop-dnssec-key-tinng
[key-tim ng]. The nost inportant changes with respect to that
docunent are:

- Introduced the concept of Rollover Considerations (Speed vs Size vs
Interactions), that causes the existence of different key rollover
scenari os.

- Introduced the concept of Key Coal s.

- Key States are unraveled to represent the status of each piece of
informati on seperately. Provides nore flexibility. Used for

conbi ning rollover nethods in a Single Type Singing Schene.

- What were Key States in the key-timng draft, are now called Key
Conditions. A key can have nore than one condition

- Four new Key Conditions are introduced: Known, Safe, Forgotten and

Expired, to represent whether infornmation about the key exist in
resol ver caches. The key conditions Ready and Dead are deprecat ed.
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- Timelines for STSS Rollovers.
- Tinelines for enabling and di sabling DNSSEC.

- Text about policy rollover, such as algorithmrollover and changi ng
si gni ng schenes.
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