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Abst r act

Thi s docunment describes a way to support a Hl P-enabl ed host to have
the ability to conmunicate with | egacy hosts. By |leveraging a proxy
to bridge the communication between H P host and non-H P hosts, this
docunent does not need the extensions to the H P protocol
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1.

I nt roducti on

H P protocol [RFC5201] establishes an | P-layer comuni cations context
(called H P associ ation) between two hosts prior to conmunicati ons.

It al so defines a packet format and procedures for updating an active
H P association. H P offers nany well-defined features to end hosts

such as security, integrity protection, nobility and multi-hom ng.

H P was designed to work with unnodified applications[RFC5338]. To
ease increnental deploynment, it is inportant to support the
transition of |egacy hosts towards Hl P-enabled host. In the first
phrase of this transition, sonme |egacy hosts are turning on their
abilities to support H P, but nost of them especially internet
servers have not been H P-aware. There should be a mechani smt hat
supports a Hl P-enabl e host to communicate with non-H P enabl ed | egacy
host s.

[1-D. el en-hi p-proxy] defines H P protocol extensions that allow a
non-H P host to use the services of a H P-aware proxy node and have
capabilities to comunicate with a H P host.
[I-D.irtf-hiprg-proxies] investigates the H P proxies for both
directions. The scenario introduced in this docunent is slightly
different in that the proxy is located in the | ocal network when
serving the H P host to communicate with the non-H P host.

Thi s docunment describes a way to support a H P-enabl ed host to have
the ability to communicate with | egacy hosts. By |everaging a proxy
to bridge the communication between H P host and non-H P hosts, this
docunent does not need the extensions to the H P protocol
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2. Proposed Mechani sm
2.1. Overview

In [I-D. nel en-hip-proxy], H P-proxy generates a Host ldentity for
each legacy host it will represent in the network. |nstead of
creating a static identity for each | egacy host, this docunent

speci fies a nmechani sm of proxy dynam cally assigning a host identity
for each non-H P host. The proxy will serve as the end point of the
H P base exchange. After the H P association is established, the
proxy will be in charge of translation between the H P packet and

| egacy | P packets. The proxy will encapsul ates the H P packet

payl oad into the I P header, so that the non-H P host will participate
into the comunicate as usual. [I-D.irtf-hiprg-proxies]

This solution does not introduce any H P protocol extention. The
proxy that intercepts the conmunication will take the responsibility
of holding the comunication. Both the H P aware initiator and non-
H P responder will be kept transparent about the proxy.

2.2. Proposal Wwal karound

oo + oo + R +
| HI P Host | |  Proxy | | non-H P host|
[ + oo + oo +

| 1.DNS Query QIYPE=HI P | |

|----m-mmmm e >| I

| 2.DNS Response H T&HI [ [

| <-----mmmmm oo I I

| 3.DNS Query QIYPE=A | |

---------------------------- >| |

| 4.DNS Response | P-A | |

| <o | |

| 5-8. [ [

| BASE EXCHANGE(I 1, R1,12,R2) | [

I > |

I I

| 9. H P PACKET FORNMAT | 10. LEGACY | P PACKET |
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11. H P PACKET FORNMAT | 12. LEGACY | P PACKET [

Fi gure 1: Proposed Mechani sm
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Most applications translate the donain name into one of nore IP
addresses before data plane conmunication. H P is no exception. The
Hl P-enabl ed host first |aunches the DNS query to retrieve the renote
host’s HH/HI T or RVS address. Wthout knowing if the renote host
supports H P-based exchange, the H P host is expecting to receiving
the renote host HI P based ldentities.

The proxy, which intercepts the DNS query, will iteratively forward
the query to the global DNS to find an answer. |If the responder is
H P enabled, it will have its H or H T registered in the DNS and the
proxy will get an answer. However, if the responder is not HP
aware, and only have type A or AAAA records in the DNS system the
query for QIYPEEHIP will fail. On detecting that the responder is
not H P aware, the DNS proxy will use a temporary H/H T (T-1D)
generated locally and reply this tenporary H/H T to the initiator
The proxy will associate the T-IDwith the I P address of the
responder. After the HIP RR query reponse, the Type-A query response
is followed, via which the initiator get the the I P address of the
proxy node.

The H P base exchange will proceed between the initiator and the
proxy (step.5-8). Then, the H P association is established between
the initiator and the proxy, i.e., between the host’s H and the
tenporary H assigned to the reponder by the proxy. |If the initiator
starts data conmuni cation towards the responder, the proxy on the
data path will be responsible for the tranlation between H P packets
and | P packets. First, the proxy will de-capsul ate the packet and
decrypte the packet to get the original |IP packet inside. By

i nspecting the H P header after the |IP header, the proxy is aware of
the destination’s HT/LSI. If the HHT and LSI is mapped to one of
the responder’s | P address, the proxy will translate the packet with
the destinati on address as the responder’s | P address, and source
address as the proxy I P address. The destination port is kept
unchanged, but the source port can be dynanically assigned.

2.3. Host ldentity Managenent

TBD.
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3. Security Considerations

TBD.
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4. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.

Cao, et al. Expi res Septenber 7, 2011 [ Page 7]



Internet-Draft

5.

H P Legacy Host March 2011

Nor mat i ve Ref erences

[I-D.irtf-hiprg-proxies]

Zhang, D., Xu, X., and S. Shen, "lnvestigation in H P
Proxies", draft-irtf-hiprg-proxies-01 (work in progress),
Cct ober 2010.

[1-D. el en-hi p- proxy]

[ RFC5201]

[ RFC5205]

[ RFC5338]

Cao,

et al.

Melen, J., Ylitalo, J., and P. Salnela, "Host ldentity
Pr ot ocol - based Mbbil e Proxy", August 2009,
<draft-nel en-hi p-proxy-02.txt (work in progress)>.

Moskowitz, R, N kander, P., Jokela, P., and T. Henderson,
"Host ldentity Protocol"”, RFC 5201, April 2008.

Ni kander, P. and J. Laganier, "Host Identity Protocol
(H P) Domai n Nane System (DNS) Extensions", RFC 5205,
April 2008.

Henderson, T., N kander, P., and M Komu, "Using the Host

Identity Protocol with Legacy Applications”, RFC 5338,
Sept enber 2008.

Expi res Septenber 7, 2011 [ Page 8]



Internet-Draft H P Legacy Host

Aut hors’ Addr esses

Zhen Cao

Chi na Mbbil e

28 Xuanwunenxi Ave, Xuanwu Di strict
Beijing 100053

Chi na

Emai | : zehn. cao@nmai | . com

Feng Cao

Chi na Mbile

28 Xuanwunenxi Ave, Xuanwu Di strict
Bei ji ng 100053

Chi na

Emai | . fengcao@hi nanobil e. com
Hui Deng

Chi na Mbile

28 Xuanwunenxi Ave, Xuanwu Di strict
Beijing 100053
Chi na

Emai | : denghui @hi nanobi | e. com

Cao, et al. Expi res Septenber 7, 2011

March 2011

[ Page 9]






