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Abstract

This docunent states the requirenents of the WbSocket Protocol. The
goal of the docunent is to provide a stable base for protocol design
and rel ated di scussion

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 15, 2011
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

HTTP [ RFC2616] is a client/server protocol, where the HITP servers
store the data and provide it when it is requested by clients. Wen
used to retrieve data froman HTTP server, the client sends HITP
requests to the server, and the server returns the requested data in
HTTP responses. So the client has to poll the server continuously in
order to receive new data.

Recently, techniques that enable bidirectional comunication over
HTTP have becone nore pervasive. Those techniques reduce the need to
pol | continuously the server thanks to the usage of HTTP hangi ng
requests and nultiple connections between the client and the server
[1-D.ietf-hybi-design-space].

The goal of HyBi is to provide an efficient and cl ean two-way
conmuni cati on channel between client and server

The conmuni cati on channel wll:

0 Allow each side to, independently fromthe other, send data when
it iswilling and ready to do so

0 Rely on a single TCP connection for traffic in both directions.

0 Reduce the high overhead produced by HTTP headers in each request/
response.

The goal of this work is to provide the set of requirenents for the
WebSocket Protocol

In the followi ng sections we list and anal yse the requirenents from
the perspective of clients and servers.

Ter m nol ogy

Thi s docunment uses the follow ng HyBi-related terns:

connection: A transport layer virtual circuit established between a
client and a server for the purpose of conmunication

frane: The basic unit of WebSocket communication, consisting of a
structured sequence of octets matching the syntax defined in the
actual protocol and transnmitted on the established commruni cation
channel
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message: user nessage: a block of related data with identified
boundaries. A nessage may conprise nultiple franes.

origin server: The server on which a given resource resides or is to
be created.

WebSocket handshake: The process (and associated capability
negoti ation) that sets up the WebSocket communi cati on channel

WebSocket conmmuni cation channel: After the WebSocket handshake is
conplete, the resultant bi-directional comunication path between
client and server over the transport (e.g., TCP, or SSL over TCP)

WebSocket sub-protocol: The negotiated sub-protocol for use on a
WebSocket communi cation channel that dictates fram ng, encoding,
etc.

2.1. Requirements Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

3. WebSocket Requirenents

The follow ng requirenents for the WebSocket Protocol have been
identified both in the HyBi wg input docunent
[I-D.ietf-hybi-thewebsocketprotocol] and in the HyBi mailing |ist
di cussi on.

REQ 1. The WbSocket Protocol MJST run directly on top of the
transport protocol (over which the comunication was running up to
and includi ng the WbSocket handshake). The transport protocol is
limted to TCP.

REQ 2: The WebSocket Protocol MJST be able to handle (send and
recei ve) nessages on the transport protocol (over which the
communi cati on was running up to and including the WbSocket
handshake) .

Reason: transfer data as message obviates the need for the receiver
to parse/handl e partial content.
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REQ 3: The protocol MJST support the ability to fragnment a nmessage
into frames of a given | ength.

REQ 4: It MJST be possible to send a nessage when the total size is
ei ther unknown or exceeds a fixed buffer size.

Reason: This will allow dynam ¢ nmessages to be constructed and sent
wi thout the need to buffer the entire message.

REQ 5: Textual data MJST be encoded as UTF-8.

REQ 6: The protocol MJST support and clearly distinguish between
textual and binary data types (e.g. binary) via a comon fram ng
with explicit Iength indication.

REQ 7: The WbSocket protocol MJST allow HTTP and WbSocket
connections to be served fromthe same port. Consideration MJST
be given:

* to provide WebSocket services via nodules that plug in to
exi sting web infrastructure.

* to making it possible and practical to inplenent standal one
i mpl ement ati ons of the protocol w thout requiring a fully
conform ng HTTP inpl ement ati on.

Reason: Sone server devel opers would Iike to integrate WbSocket
support into existing HTTP servers. |In addition, the default HITP
and HTTPS ports are ofter favoured for traffic that has to go through
a firewall, so service providers will likely want to be able to use
WebSocket over ports 80 and 443, even when running a Wb server on
the sane host. However there could be scenarios where it is not
opportune or possible to setup a proxy on the sane HITP server

REQ 8: If using an HTTP Upgrade exchange in the WbSocket
handshake, the protocol MJST be HTTP conpatible up to and
i ncludi ng the Upgrade exchange.

REQ 9: The protocol SHOULD nake it possible and practical to reuse
exi sting HTTP conponents where appropri ate.

Reason: Reusing existing well-debugged software decreases the nunber
of inplenmentation errors as well as the possibility to introduce
security hol es, and increases devel opnment speed, especially when the
WebSocket server is inplemented as nodules that plug in to existing
popul ar Wb servers.
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3.1. WbSocket dient Requirenents

REQ 10: The WebSocket Client MJST be able to set up a conmunication
channel with a WebSocket Server using a well-defined handshake.

REQ 11: The WebSocket Protocol MJST provide for graceful close of
an active WebSocket connection on request fromthe user
Appli cation

Reason: a clean shutdown signals that the other endpoint has
definitely received all the nmessages sent prior to the close, so
there is no protocol uncertainty about what has been processed and
what can be retried on another connection

REQ 12: WebSocket Protocol MJST al so all ow ungraceful close, either
on request fromthe user application or as a result of a detected
error condition.

REQ 13: The WebSocket Client MJST be able to request the server
during the handshake, to use a specific WbSocket sub-protocol

REQ 14: The WebSocket Client MJST have the ability to send and
clearly distinguish between arbitrary text or binary content to
the server on the established conmuni cation channel

3.2. WebSocket Server Requirenents

REQ 15: The WebSocket Server that accepts to set up a conmunication
channel with a WebSocket Cient MJST use a well-defined handshake.

REQ 16: The WebSocket Server MJST have the ability to send and
clearly distinguish between arbitrary text or binary content to
the client on the established comunicati on channel

3.3. WebSocket Proxies Requirenments

Todo

REQ 17: The WebSocket protocol MJST work over existing proxies to
the sane extent as HITP or HITTPS al ready does.

Reason: This is in line with Req on HTTP conpli ance.
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3.4. WebSocket Security Requirenments

REQ 18: The WebSocket Protocol MJST use the Origin-based security
nmodel commonly used by Web browsers to restrict which Wb pages
can contact a WbSocket sever when the WebSocket protocol is used
froma Wb page.

REQ 19: When used directly (not froma Wb page), the WbSocket
Prot ocol MJST use a security nodel equivalent to that of direct
HTTP or HTTPS usage.

REQ 20: WbSocket should be designed to be robust agai nst cross-
protocol attacks. The protocol design should consider and
mtigate the risk presented by WebSocket clients to existing
servers (including HTTP servers). It should al so consider and
mtigate the risk to WebSocket servers presented by clients for
other protocols (including HTTP)

Reason: As the WebSocket protocol is expected to be often used in
browsers, a careful design is necessary to mitigate the chances for
hostil e JavaScript to use WebSocket for a cross-protocol attack

agai nst vanilla HTTP resources or non-HITP servers. Mre the design
shoul d prevent the possibility for cross-site XM.H t pRequest (using
CORS or XDormi nRequest) to be used for a cross-protocol attack

agai nst WebSocket resources, potentially violating integrity (though
not confidentiality).

Subsequent di scussion in the working group has detern ned consensus

on the use of nmasking as one of the mechanisns to mitigate this
concern

4. Security Considerations

5. | ANA Consi derati ons

This requi rements docunent does not mandate any i medi ate | ANA
actions. However, such | ANA considerations may arise fromfuture
HyBi specification docunents which try to neet the requirenents given
her e.
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Appendi x A.  Change Log (to be renoved by RFC Editor before publication)
From version -01 to version -02
0o In Req. 1, clarified that the transport protocol is TCP

o0 Explicit nention of masking as one of the mechanisns to use in
order to mtigate cross-protocol attacks.

0 Mved Requirenents Language to term nology section
0 CGot rid of MUST in intro.
From version -00 to version -01

o Mdified definition of a Message to reflect recent consensus that
it may conprise nultiple frames.

o Added definitions for WebSocket handshake, WbSocket communi cati on
channel and WebSocket sub-protocol
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0 Updated references to official |ETF docunments, noved "design-
space" to informational

0 Added a new requirenent to support the ability to fragnment a
message into frames of a given length

0 Reworded Req 5 to reflect recent consensus on "binary+data" as
well as comon framing with explicit length indication

0 Reworded Req 7 to reflect recent consensus (declared in
Maastricht) on "HTTP conpliance"”

0 Reworded Req 12 and 13 into a single Req on the client being able
to send text or binary content. Elided nention of "discrete
bl ocks” as the structure of nessages is captured el sewhere.

0 Reworded Req 15 and 16 into a single Req on the server being able
to send text or binary content. Elided nention of "discrete
bl ocks" as the structure of nessages is captured el sewhere.

0 Added a requirement in the proxies requirenments section along the
I ines of the HTTP conpliance requirenent, per consensus declared
in Maastricht.

o Modified security requirenent when used fromoutside a browser to
avoid wording in ternms of a security nodel equivalent to that of
br owser - based usage

0 Various editorial changes.
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