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Abstract

Route Fl ap Danping (RFD) was first proposed to reduce BGP churn in
routers. Unfortunately, RFD was found to severely penalize sites for
bei ng wel | -connect ed because topol ogical richness anplifies the
nunber of update nessages exchanged. Many operators have turned RFD
off. This docunment recomends adjusting a few RFD al gorithnic
constants and limts, to reduce the high risks with RFD, with the
result being danping a non-trivial anount of long term churn without
penal i zi ng wel | -behaved prefixes’ nornmal convergence process.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submitted in full conformance with the

provi sions of BCP 78 and BCP 79. This docunent may not be nodified,
and derivative works of it may not be created, and it may not be
publ i shed except as an Internet-Draft.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Pel sser, et al. Expi res Septenber 8, 2011 [ Page 1]



Internet-Draft Maki ng Route Flap Danping Usabl e March 2011

This Internet-Draft will expire on Septenmber 8, 2011
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1.

Suggest ed Readi ng

It is assuned that the reader understands BGP, [RFC4271] and Route
Fl ap Danping, [RFC2439]. This work is based on the neasurenents in
t he paper [pel sser2011].

I nt roduction

Route Fl ap Danping (RFD) was first proposed (see [ripel78] and

[ RFC2439]) and subsequently inplenented to reduce BGP churn in
routers. Unfortunately, RFD was found to severely penalize sites for
bei ng wel | -connect ed because topol ogical richness anplifies the
nunber of update nessages exchanged, see [nmao2002]. Subsequently,
many operators turned RFD of f, see [ripe378]. This docunent
recomends adjusting a few RFD algorithmc constants and limts, with
the result being danping of a non-trivial anmount of long termchurn
wi t hout penalizing well-behaved prefixes’ normal convergence process.

Very few prefixes are responsible for a | arge anount of the BGP
messages received by a router, see [huston2006] and [ pel sser2011].

For exanple, [pelsser2011] showed that only 3% of the prefixes were
responsi bl e for 36% percent of the BGP nessages at a router with rea
feeds froma Tier-1 and an I nternet Exchange Point during a one week
experinent. Only these very frequently flapping prefixes should be
damped. The val ues recomended in Section 6 achieve this. Thus, RFD
can be enabl ed, and sone churn reduced.

The goal is to, with absolutely mninmal change, aneliorate the danger
of current RFD inplenentations and use. It is not a panacea, nor is
it a deep and thorough approach to flap reduction

Suppress Threshol d Versus Churn

By turning RFD back on with the values recommended in Section 6 churn
is reduced. Moreover, with these val ues, prefixes going through
normal convergence are generally not danped.

[ pel sser2011] estimates that, with a suppress threshold of 6,000, the
BGP update rate is reduced by 19% conpared to a situation w thout RFD
enabled. Wth this 6K suppress threshold, 90% fewer prefixes are
danmped conpared to use of a 2K threshold. 1.e. far fewer well-
behaved prefi xes are danped

Setting the suppress threshold to 12K | eads to very few danped
prefixes (1.7% of the prefixes danped with a threshold of 2K, in the
experinments in [pel sser2011] yielding an average hourly update
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reduction of 11% conpared to not using RFD.

e m e e e e e e oo - Fom e e e e e o m e e e e e e e e e aa oo +
| Suppress Threshold | Danped | nstances | Update Rate (one hour |

| | bi ns) |
oo o e e e o - o e e e e e e ee oo +
| 2k | 43342 | 53.11% |
| 4k | 11253 | 74.16% |
| 6k | 4352 | 81. 03% |
| 8k | 2104 | 84. 85% |
| 10k | 1286 | 87.12% |
| 12k | 720 | 88. 74% |
| 14k | 504 | 89.97% |
| 16k | 353 | 91. 01% |
| 18k | 311 | 91. 88% |
| 20k | 261 | 92. 69% |
o e e o e e o - o m e e e e e eee o +

Danped Prefixes Versus Churn

Table 1

4. RFD Paraneters

The following RFD paraneters are common to all inplenentations. Some
may be adj usted by the operator, some not.

oo e e e e eie oo s [ SR Fom e e TS +

| Parameter | Tunable? | Cisco | Juniper |

o m e e e e e oo - [ R [ R, T +
W t hdr awal No 1000 1000
Re- Adverti senent No 0 1000
Attribute Change No 500 500

I I I I I
| | | | |
I I I I I
| Suppress Threshold | Yes | 2000 | 3000 |
I I I I I
I I I I I
I I I I I

Hal f-Life (nin) Yes 15 15
Reuse Threshol d Yes 750 750
Max Suppress Tine (mn) Yes 60 60

o e e e e e e e e oo Fom e - Fom e - Fomm e o +

RFD Paramaters of Juni per and G sco

Table 2
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5.

Maxi mum Penal ty

It is inportant to understand that the paraneters shown in Table 2
and the inplenentation’s sanpling rate, inpose an upper bound on the
penalty val ue, which we can call the ’conputed naxi mum penal ty’

In addition, BGP inplenmentations have an internal constant which we
will call the ’'maxi num penalty’ which the current conputed penalty
may not exceed.

Recommendat i ons
The foll owi ng changes are recomended

Rout er Maxi mum Penalty: The internal constant for the naxinmum
penalty value MJUST be raised to at |east 50, 000.

Default Configurable Parameters: |In order not to break existing
operational configurations, BGP inplenmentati ons SHOULD NOT change
the default values in Table 2

M ni mum Suppress Threshold: Operators wi shing danping which is nuch
| ess destructive than current, but still sonewhat aggressive
SHOULD configure the Suppress Threshold to no | ess than 6, 000.

Conservative Suppress Threshol d: Conservative operators SHOULD
configure the Suppress Threshold to no less than 12, 000.

Cal cul ate But Do Not Danp: | nplenentations MAY have a test node
where the operator could see the results of a particular
configuration without actually danping any prefixes. This wll
allow for fine tuning of paranmeters w thout |osing reachability.

Security Considerations

It is well known that an attacker can generate false flapping to
cause a victinms prefix(es) to be danped

As the recommendations nerely change paraneters to nore conservative
val ues, there should be no increase in risk

In fact, the paraneter change to nore conservative val ues should
slightly mtigate the false flap attack
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8.

10.

10.

10.

| ANA Consi der ati ons

Thi s docunent has no | ANA Consi der ati ons.
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