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Abst ract

The current BGP Graceful Restart mechanismlinits the usage of BGP

G aceful Restart to BGP protocol nessages other than a BGP
NOTI FI CATI ON nessage. This docunment defines an extension to the BGP
Graceful Restart that permts the Graceful Restart procedures to be
performed when the BGP speaker receives a BGP NOTI FI CATI ON Message
Thi s docunent al so defines a new BGP NOTI FI CATI ON Cease Error subcode
to prevent BGP speakers supporting the extension defined in this
docunent from performng a G aceful Restart.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on August 5, 2011

Copyright Notice
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docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunents
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

This docunment may contain material from | ETF Docunents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.
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1. Introduction

For many cl asses of errors, the BGP protocol must send a NOTI FI CATI ON
message and reset the peering session to handle the error condition.
The BGP Graceful Restart extension defined in [RFC4724] requires that
normal BGP procedures defined in [ RFC4271] be foll owed when a

NOTI FI CATI ON nessage is sent or received. This docunent defines an
extension to BGP Graceful Restart that permits the Gaceful Restart
procedures to be perfornmed when the BGP speaker receives a

NOTI FI CATI ON nessage. This permits the BGP speaker to avoid flapping
reachability and continue forwarding while the BGP speaker restarts
the session to handle errors detected in the BGP protocol.

Thi s docunent defines a BGP NOTI FI CATI ON cease Error subcode for the
Cease Error code to prevent BGP speakers supporting the extension
defined in this docunent fromperfornmng a Gaceful Restart.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Mdifications to BG G aceful Restart Capability
The BGP G aceful Restart Capability is augnented to signal the
Graceful Restart support for BGP NOTI FI CATI ON nessages. In

particular, the flags field for Address Fam |y is augnented as
fol | ows:
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N e +
| Restart Flags (4 bits) |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e memeem o +
| Restart Tine in seconds (12 bits) [
TN +
| Address Fanmily ldentifier (16 bits) [
T +
| Subsequent Address Family ldentifier (8 bits) |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e memeem o +
| Flags for Address Fanmily (8 bits) [
. +
I I
NN +
| Address Family ldentifier (16 bits) |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e memeem o +
| Subsequent Address Fanmily ldentifier (8 bits) [
. +
| Flags for Address Fanmily (8 bits) [
NN +

Fl ags for Address Famly:

This field contains bit flags relating to routes that were
advertised with the given AFl and SAFI.

01234567
Bl i T R e
| FIN| Reserved |
R R EE R o o

The second nost significant bit "N' is defined as a BG G acef ul
Notification bit, which is used to indicate the G aceful Restart
support for BGP NOTI FI CATI ON nessages. BGP speaker indicates the

G aceful Restart support for BGP NOTI FI CATI ON nessages and its
ability to handl e the new BGP NOTI FI CATI ON Cease message subcode and
the format for a BGP NOTI FI CATI ON Cease nessage defined in [ RFC4486]
when the Graceful NOTIFICATION bit is set (value 1).

3. BGP Hard Reset Subcode

A new BGP Cease nessage subcode is defined known as BGP Hard Reset
Subcode. The value of this subcode is 9.

Whenever a BGP speaker receives a NOTI Fl CATI ON nessage with the Cease
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Error code and Hard Reset Error subcode, the speaker MJST terninate
the BGP session followi ng the standard procedures in [ RFC4271].

4, Qperation

A BGP speaker that is willing to receive and send BGP NOTI FI CATI ON
messages in G aceful nmode should advertise the BGP G acef ul
Notification Flag "N' using the Gaceful Restart Capability as
defined in [ RFC4724].

When a BGP Speaker receives a BGP NOTI FI CATI ON nessage, it SHOULD
follow the standard rules of the receiving speaker nmentioned in
[RFCAT724] for all AFI/SAFIs for which it has announced the BGP

G aceful Notification flag. The BGP speaker generating a BGP

NOTI FI CATI ON nessage SHOULD fol |l ow the standard rul es of the

recei ving Speaker in [RFC4724] for all AFI/SAFls that were announced
with the BGP Gaceful Notification flag.

Once the session is re-established, both BGP speakers MJST set their
"Forwarding State" bit to 1 if they want to apply planned graceful
restart. The handling of the "Forwarding State" bit should be done
as specified by the procedures of the Receiving speaker in [ RFC4724]
are applied.

As part of this extension, possible consecutive restarts SHOULD NOT
delete a route (fromthe peer) previously marked as stale, until
required by rules nentioned in [ RFC4724].

5.  Acknow edgenent s
The authors would like to thank Robert Raszuk for the review and
comrent s.

6. | ANA Consi derations
Thi s docunment defines a new BGP Cease message subcode known as BGP
Hard Reset Subcode. | ANA nmantains the |list of existing BGP Cease
message subcodes. This docunent proposes defining a new BGP Cease
message subcode known as BGP Hard Reset Subcode with the val ue 9.

7. Security Considerations

This extension to BGP does not change the underlying security issues
i nherent in the existing [RFC4724] and [ RFC4271]
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