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Abst r act

Thi s docunment defines a new Qutbound Router Filter (ORF) type for
BGP, terned "One-tinme Address Prefix Qutbound Route Filter", which
woul d all ow a BGP speaker to send to its BGP peer a route refresh
request with a set of address-prefix-based filters to nake the peer
re-advertise only the specific routes matching the filters to the
speaker. This ORF-type enabl es a BGP speaker to replay or recover
sone specific "problematic" routes without requiring its peer to re-
advertise the whole Adj-RIB-Qut of a specific address fanily, which
makes the trouble shooting operation (such as packets tracking) nore
efficient and reduces the inpact on network stability. This filter
does not change the outbound route filters on BGP peers and shoul d
only be used for one-tine filtering.

Status of this Meno

This Internet-Draft is submtted to |ETF in full confornmance with
the provisions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a nmaxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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This Internet-Draft will expire on Septenmber 7, 2011
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
warranty as described in the Sinplified BSD License.

Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].
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1. Introduction

The Qut bound Route Filtering Capability defined in [ RFC5291]
provi des a mechani smfor a BGP speaker to send to its BGP peer a set
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of Qutbound Route Filters (ORFs) that can be used by its peer to
filter its outbound routing updates to the speaker

During some network mai nt enance, BGP speaker only needs to retrieve
some specific "problematic" routes fromits peer if the routes are
possi bly lost or contain sonme problenmatic attributes for sone reason
but send ROUTE-REFRESH will |ead to the peer re-advertising its
whol e Adj -RI B-Qut. Such | arge nunbers of updates include a |ot of
unnecessary routes whi ch woul d make troubl e shooting operation (such
as packets tracking) nore difficult, and is a waste of processing
resources and bandwi dth. Wth the increase of |PV6 deploynent, this
probl em coul d be nore significant. Even configured with ORF
nmechani sm as defined in [ RFC5291], on receipt of a ROUTE- REFRESH
message, the peer will re-advertise all the routes matching current
out bound route filters, i.e., the whole Adj-Ri b-Qut for this BGP
speaker. Since in this case the BGP speaker does not want to change
the outbound route filters on its peer, this problemcannot be

sol ved by current ORF nechani sm

Thi s docunment defines a new Qutbound Router Filter (ORF) type for
BGP, terned "One-time Address Prefix Qutbound Route Filter", which
woul d all ow a BGP speaker to send to its BGP peer a route refresh
request with a set of address-prefix-based filters to nmake the peer
re-advertise only the specific routes matching the filters to the
speaker. This ORF-type enabl es a BGP speaker to replay or recover
sone specific "problematic" routes without requiring its peer to re-
advertise the whole Adj-RI B-OQut of specific address fanmily, which
makes the trouble shooting operation (such as packets tracking) nore
efficient and reduces the inpact on network stability. This filter
does not change the outbound route filters on BGP peers and shoul d
only be used for one-time filtering.

Consi der the follow ng scenario: In an Inter-AS environment, if
ASBR- A received a mal forned UPDATE from ASBR-B and treated it as
wi thdraw. For Operator-A, the |log on the ASBR-A was not enough to
j udge whet her the UPDATE was incorrectly sent by ASBR-B or
incorrectly processed by ASBR-A. A good nethod is to replay and
debug the packets. One-tine Prefix ORF is a | ow inpact way to
refresh the UPDATE.

2. One-tine Address Prefix ORF- Type
Thi s docunent defines a new ORF type: One-tinme Address Prefix ORF.

In the follow ng description, the sending speaker sends a one-tinme

Zeng, et al. Expi res Septenber 7, 2011 [ Page 3]



Internet-Draft One-tine Address-Prefix Based ORF March 2011

ORF request and the receiving speaker receives it and sends back the
routes to satisfy the request.

As specified in the [RFC5291], an ORF entry is a tuple of the form
<AFl / SAFI, ORF-Type, Action, Match, ORF-value> an ORF consists of
one or nore ORF entries that have a common AFI/SAFI and ORF- Type. An
ORF is identified by <AFl/SAFlI, ORF-Type>.

The format of One-tinme Address Prefix ORF-Type entry is the same as
the encodi ng of Address Prefix ORF in [RFC5292], the specific fields
are defined as foll ows:

Since the semantics of this new ORF-Type is always "one-tine
filtering" and has no inpact on existing ORFs, the Action field MJST
be i gnored.

The matching rules of the One-tine Address Prefix ORF are the sane
as defined in Address-Prefix-Based ORF [ RFC-5292].

The ORF entries of this type are used as one-tinme filters that MJST
not change any previously installed ORF entry on the receiving
speaker .

3. Qperation

The capability negotiation of <AFI/SAFlI, One-tine Address Prefix
ORF> MUST NOT del ay the advertisenment of routes with this AFI/ SAFI.

The received One-tine Address Prefix ORF entries SHOULD only be used
for one-tinme route filtering and MJUST NOT be saved locally. The
received One-tine Address Prefix ORF entries MJUST NOT nodify the
outbound route filters on the receiving speaker (either locally
configured or received fromthe sendi ng speaker through ORF).

On recei pt of ROUTE- REFRESH nessage with One-tine Address Prefix ORF
entries, the receiving speaker SHOULD re-advertise to the sending
speaker the routes fromthe Adj-RIB-Qut associated with the sending
speaker which pass the entries carried in the One-tinme Address
Prefix ORF as well as the locally saved ORFs (if any) received from
t he sendi ng speaker.

Since different processing orders may lead to different results, the
One-tine ORFs and the regular ORFs SHOULD not be encoded in one
route-refresh nessage.

During the period when the receiving speaker is sending updates to
satisfy the One-tinme ORF request, it may experience other routing
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activity that will require it to send updates unrelated to the One-
time ORF request. It is pernitted to send these updates before it
has conpl eted sending the One-tinme ORF rel ated updates.

Simlarly, if a route that passes the One-tine ORF has al ready

been sent and the receiving speaker experiences routing activity
that changes this route and the receiving speaker has not yet sent
all routes to satisfy the One-tine ORF request, it is permitted to
send the changed route i medi ately.

Details about how to interoperate when both One-tinme ORF Capability
and t he Enhanced Route Refresh Capability as described in [ Enhanced-
Refresh] are enabled will be discussed in the next version

4. Security Considerations

This extension to BGP does not change the underlying security issues
in [ RFC4271].

5. I ANA Consi der ati ons

Thi s docunment specifies a new Qutbound Route Filtering (ORF) type,
One-tine Address-Prefix ORF. The value of the ORF-type needs to be
assigned by the | ANA
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