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Abst ract

In sone application scenarios, it is necessary to be able to identify
an user when COGN is deployed. This docunent defines a new | Pv4d
header option for host identification, which contains NAT nmappi ng
information, e.g. the internal source |IP address before translation.
Each time a NAT device perfornms translation on an | P packet, NAT
mappi ng i nformation will be added in the I P header. Wth the NAT
mappi ng i nformation, it will be easy to identify a host.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 8, 2011.
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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1.

1.1

1.2

\Ma

I nt roducti on

Sone existing applications, e.g. web server, FTP server, etc, may
need to perform operations based on the user’s |IP address, e.qg.
controlling the nunber of sessions, anti-virus filtering, traffic
control against malicious attack, account security assistance, etc.

In the initial phase of IPv6 transition, CG\s are depl oyed to resol ve
the 1 Pv4 public address depletion problem Due to dynam c address
mappi ng, sone services and applications which require the know edge

of the source address will have problens. It is possible to query
NAT | og server or CGNto find out a user’s source address
[ID. draft-zhang-v6ops-cgn-source-trace], but this will inpose high

performance requirenments on the NAT | og server or CGN, and usually
this kind of service is only available for | aw enforcenent departnent
of the operators thensel ves.

If the address mapping information is carried as an | Pv4 header
option, it will help those services and applications work, with

m ni mum i npact to the network.

An alternative solution is proposed by draft-w ng-nat-reveal -option
[draft-wi ng-nat-reveal -option]. The solution is based on TCP option
al t hough quite sone interesting applications are based on TCP, but
there are still some scenarios it cannot cover, e.g., user traffic
moni toring and anal ysis, and sone UDP based applicati ons.

Requi renents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Ter m nol ogy

The following terns are used in this docunent:

BNG Broadband Network Gateway

CPE: Custoner Prem ses Equi pnent

CGN: Carrier Grade NAT

U D: User Identification

UE: User Equi pnent
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2. 1.

2. 2.

2. 3.
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Moti vati ng Scenari os

Fom e e e e e e e e e + Fom e e e e e e e e e + [ S +
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Fi gure 1: NAT444 Depl oynent

Dynamic | P address mapping in CGN will cause problens for services
and applications which require know edge of the source |P address.
This section describes sone typical scenarios where normal operations
cannot be carried out without sonme mitigating neasures such as those
proposed in this docunent.

Limt The Nunber OF Sessions From An | P Address

Some downl oad services need to linmt the nunber of concurrent
sessions froma sane | P address. But if CGNis deployed, multiple
users nmay be sharing the sane | P address, so that such a nechani sm
will prevent some users from accessing services properly.

Anti-virus Filtering And Linmting Malicious Attack Traffic

Sone existing traffic nonitoring and anal ysis devi ces gat her
statistics and performanalysis, to enable anti-virus filtering based
on the source | P address of packets. Sone servers apply security
policies based on source | P address to prevent malicious attacks

[ RFCA732]. For exanple, servers can refuse malicious users according
to their source |IP address to prevent drunk nail, malicious
registration, etc. Deploynment of CGN will inpact the correct
operation of traffic nonitoring and anal ysis.

Account Security Assistance

Sone existing services provide user account security guarantees by
conbi ning aut hentication and the user’s | P address. For exanple, the
server can log the user’s I P address each time the user logs in, and
if the user logs in with an IP address different fromthe |ast one or
the nmost often used one, the server can informthe user, and may ask
the user for extra authentication information. The depl oynent of CGN
will stop this kind of assistance from worKking.
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3. User ldentification (U D) |Pv4d Header Option
3.1. Option Format

The U D option consists of an option header and one or nobre instances
of the NAT Mappi ng sub-option. The NAT Mappi hg sub-option is

described in the next section. The UDoptionis illustrated in
Fi gure 2.
0 1 2 3

01234567890123456789012345678901
T S T i T S S s i S s
| Type | Length | Num | Reserved |
B i s T T S T et S S T S I T s sl s ol ST S S S

NAT Mappi ng(s)
e e e e e e e e e e e e e e e e e b e e e e e e e e e e e e e et
Figure 2: U D |Pv4d Header Option Format
The fields of the option header are defined as foll ows:
Type:

The option type, which has the format specified in [RFCO791] and
the follow ng specific sub-field val ues:

Copied flag: 1 (copy into fragnents)
Option class: 2 (debuggi ng and neasurenent)
Option nunber: TBD

Lengt h:
Total length of the option in octets. As specified in [RFC0O791],
the I ength val ue includes the Type and Length octets in its count.
Al so as specified in [ RFC0791], the maxi num value of Length is 40
octets mnus the length of any other |Pv4 header options that are
present.

Num

The nunber of appended NAT Mappi ng sub-option instances.
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3. 2.
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Reserved: al ways O.
NAT Mappi ng Sub-option

Each i nstance of the NAT Mappi ng sub-option records the source of the
packet fromthe point of view of the NAT addi ng that instance.
Dependi ng on the scenario, that source can be identified by an |IPv4d
address, | Pv6 address, or one of several types of tunnel plus host or
context identifier, depending on whether DS Lite or Gateway-lnitiated
DS Lite is used. The format of the NAT Mapping sub-option is shown
in Figure 3.

0 1 2 3
01234567890123456789012345678901
B i s i I e S e ok o
[ Sequence [ TId Length | Poi nt er [
B o i S e e i o S e S S e e
Context/ Host ldentifier (depending on |dTyp)
B e i S T e S e o R B S i i S S e S S O el S e e e

R o ol I S S
| 1dTyp | TIdTyp
B e i SR R R S
+

B o o ks s S S e i el T R e S S e o o o o o =

Tunnel ldentifier (depending on TldTyp)
+++++++++++++++++++++++++++++++++

| Paddi ng |
R e R e i i o i B S O e e e i i b NI R D S R S S o S e o
Fi gure 3: NAT Mappi ng Sub-option Format
The fields of the NAT Mappi ng sub-option are as foll ows:
I dTyp:
Type of context or host identifier. For native transport, this is
either I Pv4 address or I Pv6 address. For DS Lite [ID.DS-Lite], it
is always | Pv4 address. For Gateway-lnitiated DS Lite
[ID.G-Ds-Lite], it is the type of the context identifier. This
docunment specifies the follow ng values for |dTyp:
00: reserved
01: | Pv4 address;
02: | Pv6 address;
03: GRE key;

04: |1 Pv6 Fl ow Label
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Al other values are reserved.
Tl dTyp:

Type of tunnel identifier. For native IP transport, this is NULL.
For DS Lite, it is |IPv6 address. For Gateway-Initiated DS Lite,
it can be IPv4 or IPv6 address or MPLS VPN ID. Hence this
docunent specifies the follow ng values for TIdTyp:

00: NULL;
01: | Pv4 address;
02: | Pv6 address;
03: MPLS VPN I D.
Al'l other values are reserved.
Sequence:

Sequence nunber of the NAT Mappi ng sub-option instance, indicating
the order in which it was added to the option. The sequence
nunber is assigned to the instance when it is created, and never
changes after that. As a result, downstreamentities can know if

i nstances have been del eted because of |ack of space if the first

i nstance present in the option does not have a sequence nunber
equal to 1.

TId Length:

Length of the tunnel identifier. This is equal to O if the TIdTyp
is NULL, 4 if the TIdTyp is IPv4 address, 16 if the TIdTyp is | Pv6
address, and 7 if the TIdTyp is MPLS VPN I D.

Poi nter:

The sum of the lengths of the Context/Host ldentifier field, the
Tunnel ldentifier field, and the Padding field, effectively
pointing to the end of the sub-option instance.

Cont ext/ Host ldentifier

The source address of the incom ng packet, for native transport.
The source address of the decapsul ated packet, for DS Lite. The
context identifier value, for Gateway-Initiated DS Lite. The
length of this field is 16 for an |IPv6 address and 4 for all other
types. A context identifier of type Fl ow Label MJST be
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constructed by placing the Flow Label in the |east significant
bits of the word in network byte order and setting the nost
significant bits to zeroes.

Tunnel ldentifier:

For native transport, this field is enpty. For tunnel ed
transport, it is the IPv4 or | Pv6 source address in the outer
header or the MPLS VPN ID of the tunnel

Paddi ng:

Always 0. Present only when needed to extend the Tunne
Identifier to a four-octet boundary (i.e., when the identifier is
an MPLS VPN I D).

Pr ocedur es
1. Procedures At a NAT

If a NAT conforming to this specification receives a packet that it
will forward as an | Pv4 packet, then

o if the incom ng packet (after decapsulation if applicable) was an
| Pv6 packet, or if it was an |Pv4 packet but contained no UD
header option, and if sufficient space exists in the | Pv4d header
to permit it, the NAT MJUST add the U D option containing a single
i nstance of the NAT Mappi ng sub-option. The sequence nunber of
the i nstance MUST be 1.

o if the incom ng packet (after decapsulation if applicable) is an
| Pv4 packet containing the U D header option, the NAT MJST append
an instance of the NAT Mapping sub-option to the existing sequence
of instances. The sequence nunber of the new instance MJST be the
sequence nunber of the preceding instance increnented by 1. For
the settings of the remaining fields of the instance, see bel ow
If the result is to cause the | Pv4 header to exceed its limt of
60 octets [RFCO791], the NAT MJST del ete the NAT Mappi ng sub-
option with the | omwest sequence nunber fromthe U D option. The
NAT MUST repeat this action until the | Pv4 header |ength does not
exceed 60 octets. If as a result, no nore sub-option instances
remain in the U D option, the NAT MUST delete the option itself.

In either case, the remaining fields are set according to the
particul ar transport mechani smin use.
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3. 3.

2. Procedures At an Edge Device O Firewall

Dependi ng on |l ocal policy, edge routers or firewalls conformng to
this specification MAY strip off the U D option on the outgoing
interfaces if necessary, e.g., because the application server or end
user nmay not be able to recognize the U D option, or because there
may be potential interoperability issues in the comunication between
I SPs due to this option. In this case, the UD option is stil

useful for user traffic nonitoring and analysis in the operator’s

net wor k.

3.3.3. Procedures At O her Routers

\Ma

O her routers along the packet path should pass the option al ong
unchanged and copy it to fragments when fragnmentation occurs, sinply
in conformity to [ RFC0O791]. For greater certainty, routers
conformng to this specification MIST behave as just descri bed.

Maxi mum Transmi ssi on Unit

Because | Pv4 header options are inserted into packets, which wll
change the length of an | P packet, a NAT Device MJST nodify the MIU
value in an | CVMP nessage accordi ngly when receiving or generating a
| CMP Packet Too Big error nessage.

NAT configuration

There SHOULD be a configurable parameter on the NAT for the
admi ni strator to enabl e/ di sable use of the U D option

I npact To Existing Devices

The U D option is in the IP header, and conplies with the fornmat
defined in [RFC0791]. As nentioned in Section 3.3.3, any network
devices that fully support [RFC0791] should handl e the U D option
wi t hout any change. User term nal devices do not have to support
this option.

Resol ving the user identification problemvia the UD option protects
the existing investnent and does not require extra cost while being
compatible with existing user and network devices. Obviously the
consum ng applications such as downl oad services, traffic nonitoring
and anal ysis, and enhanced identification need to be nodified to nake
use of the information provided by the U D option
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7.

10.

10.

10.
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Security Considerations

TBD.

| ANA Consi der ati ons

Thi s docunment defines a new | Pv4 option type, which shall be

all ocated by 1ANA. This requires IANA to set up a new registry for
I Pv4 options. The initial population of this registry consists of
the options defined in [RFC0791], plus the new option added by this
specification. [Need to deternmine if any other options have been
defined. Registry fornmat to be added later.]
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