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Abst ract

The protocol Mbile |IPv4d may use a nunber of encapsul ati on net hods
between an MN and its HA. The UDP nethod is used to perform NAT
Traversal (if a NAT sits between MN and HA) whereas |P-in-IP nethod
may be used if there is no NAT (CoA is a publicly routable address).
Al t hough these nethods are individually specified, a nmechanism for
changi ng between one to another is not, which may | ead to incoherent
i mpl emrent ati ons.

This draft briefly presents the scenario of a MN perform ng a
handover between private space (NAT) and public space (non-NAT), the
i mpl ement ati on problem (type of tunnel can not be changed
dynanically), and sonme potential solutions as textual nodifications,
better inplenentations, or protocol extensions.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on Septenmber 8, 2011
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

This docunment may contain material from | ETF Docunents or | ETF
Contri butions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the | ETF Trust the right to allow
nmodi fi cations of such material outside the | ETF Standards Process.
W thout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
than Engli sh.
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1. Requirenments notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2

I nt roducti on

Dynami cal ly changing the type of a tunnel interface is an

i mpl ementation difficulty which appeared during an experinentation of
typi cal vehicular networks. The protocol Mbile | Pv4 and extensions
for traversal of NAT devices, as well as network nmobility extensions
are used.

In this draft we describe a scenario of a noving network in a public
transportation vehicle. The vehicle successively connects to two
different types of wireless access networks (WFi and 3Gt), by
perform ng autonmatic handovers, w thout affecting the sessions run on
passenger devi ces.

The problem arising in some existing inplenentations of Hone Agent
(not supporting dynam ¢ change of the tunnel type) is further

expl ained. Also, a brief analysis of RFC texts describing Mbile
I Pv4 and IP-in-UDP is perforned, potentially giving way for a new
mechani sm for dynanmi ¢ Tunnel Type Change to accommodat e handovers
bet ween private and public space.

Several solutions are proposed to alleviate this problem In one
solution, only behaviour is nodified (software inplenentation at MR
and HA); in another, existing nessages are exchanged differently
(deletion prior to newregistration); finally, a new nmessage fornmat
may be proposed to solve this probl em
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3.

Scenari o and Probl em

The scenario relates to the use of Internet in vehicles of public
transportation. A bus of the RATP public transportation agency of
the City of Paris is equipped with special Routers and wirel ess
access hardware. The bus offers stable WFi access to passengers.
Whi | e noving around, it successively connects to two different

Wi rel ess access systens available on its trajectory: WFi of operator
Naxos (private space) and 3G+ of operator Orange (public space). The
router equipnent within the vehicle perforns automatic handovers

bet ween these two wirel ess access systens, depending on coverage and
signal strength. Thanks to the use of standard Mbile | P and

sof tware enhancenents inplenented in the Router, the connectivity
events occuring on the Router are invisible to the passenger

equi prent; put sinply, the sessions run by passengers are not

af fected by bus handovers.

In protocol terns, the scenario consists of a noving network changing
attachnent between a privately addressable | P space and a public
space. W consider the co-located Care-of Address node of Mbile

| Pv4 (not the Foreign Agent node).

The noving network is managed by a Mobile Router (a kind of Mbile
Node) and contains a Local Fixed Node playing the role of passenger
equi pment (e.g. an off-the-shelf laptop running Wndows or MacOS)
Al t hough the LFN runs a typical TCP/IP stack, it does not run IP
mobility software (LFN does not run Mbile IPv4). The MR runs the
typical Mbile | Pv4 protocol with NEMOv4 extensions.

The MR has two distinctive egress physical interfaces to connect to
WFi and to 3G+ networks respectively. The HA is placed in the
Internet infrastructure and comrunicates with MR to establish tunnels
of various types. LFNis deployed within the noving network and runs
TCP/ I P applications with the Correspondent Node.

The two rel evant topologies for this scenario are illustrated in the
following two figures. They depict a handover from public to private
and fromprivate to public, respectively.
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R [omeee s \ R
| HA|----|] Internet |----|] CN
e | / ---- CN: Correspondent Node
/ \ HA: Home Agent
/ _____
/ | NAT |
/ .....
/ \
| SGSN| | AR |
3Gt | | WFi
(public) (private)
_______ > handover
0 o
3G+ | | WFi
........... M\: Mobile Router with
|  MN | | LFN | two egress interfaces
___________ LFN:. Local Fixed Node
| | I n-vehicle

In the figure above we depict the handover from public space to
private space
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- [-------- \ -
| HA|----|] Internet |----|] CN
---- \-eme- - - - / ---- CN: Correspondent Node
/ \ HA: Home Agent
/ \
NAT \
/ \
| AR | | SGSN |
WFi | | 3G+ private: address 10.x.y.z
(private) (public) public: 90.z.u.t

....... > handover

0o o
WFi| |3G+
----------- M\: Mbobile Router with
| MN | | LEN | two egress interfaces
----------- LFN: Local Fi xed Node
[ [ I n-vehicle

In this latter figure, the WFi access offered by the Access Router
is using a private address space. It uses DHCP to deliver |IP Care-of
Addr esses which are non-routable in the Internet. On the other hand,
the SGSN 3G+ wirel ess access offers | P addresses which are publicly
routable in the Internet (public space).

Once connected on WFi, the MR sends a Registration Request to HA

i ndi cating establishnent of tunnel type encapsul ati on UDP
(alternatively, the HA may detect the presence of NAT by sinply
conparing addresses in the RegReq nessage). To satisfy this request,
the HA establishes a virtual interface whose type is | P-in-UDP, such
that to ease the traversal of the intermediary NAT. Then, connecting
on 3G+ provokes the MR to send a RegReq to HA, but this tinme
demandi ng an encapsul ati on of type IP-in-1P (because if NAT is not
present, the UDP encapsulation is not necessary).

The problem stens fromthe inpossibility of the HA to dynanmically
change the encapsul ation type of a virtual interface which is already
established. Hence, the HAis not able to re-use the previously
established tunnel and a new virtual interface needs to be

est abl i shed.

In practice (with some HA software inplenmentation), this leads to HA
not constructing the IP-in-1P virtual interface, or to build
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successively several interfaces for the same Home Address (whereas
only one is needed). In other variations, the MR uses one single
type of encapsul ati on which rmay enconpass nost types of access
networks: e.g. it may righteously use |P-in-UDP encapsul ati on on
private access networks and, unnecessarily, on public access networks
as well. This constant use of |P-in-UDP encapsul ati on works ok on
public space as well, but involves the use of additional bytes in the
headers (conpared to IP-in-1P) even though UDP is not needed on non-
NAT net wor ks.

In the reverse scenario, it is considered that the MR perforns a

handover from public space to private space (from3G+t to WFi, in
other words fromnon-NAT to NAT). In this case, if there is no
change in the type of tunnel - use IP-in-UDP - then the ongoing

session may be interrupted.

In specification, when readi ng RFC5944 "Mobile IPv4", it is not clear
whet her or not the MNis allowed to request dynamically changing the
type of a tunnel, once a registration is already present at the HA
The docunent does allow the use of various types of encapsul ation
(presumably when no registration present), but it is not clear

whet her a change in type is allowed, or forbidden, once a
registration is already in place. Besides, RFC5944 does not specify
the use of |P-in-UDP

Encapsul ati on of type IP-in-UDP for NAT Traversal when using Mbile
IP is described in RFC3519 "Mbile I P Traversal of Network Address
Transl ati on (NAT) Devices". This docunent focuses on the use of
Mobile I P in domains exclusively using NAT. The docunent does
nmention the use of |P-in-UDP "when appropriate” which nakes think
that | P-in-UDP may be used alternatively (in a dynanic manner) with
I P-in-1P encapsul ati on

For exanple, RFC3519 states that: "Wen using sinultaneous bindings,
each binding may have a different type (i.e., UDP tunnelling bindings
may be m xed with non-UDP tunnelling bindings)."

This may be interpreted as that the intention of RFC3519 is for HAto
mai ntain simultaneously multiple tunnels for a uni que Hone Address
(for exanple an IP-in-1P tunnel and a IP-in-UDP tunnel). |If done, in
some inplenmentation, this leads to a difficulty of the forwarding
algorithmto choose the outgoing interface, because the distinctive
factor (Home Address) is the same for the two interfaces.

In another part of the document RFC3519, it is specified that the HA
shoul d decline a request to register |P-in-UDP tunnelling when the
RegReq’ s addresses match, unless MR uses the F(orce) flag (section
4.6, page 18). This behaviour nmay lead to a behavi our where the MR
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needs to re-require a registration (IP-in-IP this time) or, worse,
insists on requesting |IP-in-UDP although not behi nd NAT,

This is illustrated in the foll owi ng nessage exchange di agram
Initially, the MRis connected on WFi in private space, and perforns
a handover to 3G+ public space.

MR HA
I I
| RegReq UDP |
|---mmmmmm e >|
[ RegRep UDP [
| <o |
I I
--+- - - - - - - - - - - - - +- Handover
I
[ RegReq UDP [
R R >|
| RegRep Decl i ne |
| < |
| ? I
| RegReq I P-1 P |
|- >
[ RegRep | P-1P |
[ <o |

By RFC3519, the HA declines the request because it realizes MRis not
really behind a NAT (the CoA and src addresses in RegReq nmatch).
However, it has no nmeans to indicate to MR the reason of this
declination. The only error code is "64 reason unspecified'. Upon
reception of this nmessage, the MR is not able to decide whether the
reason may be a nenory exhaustion on HA, wong security, or sinply
refusal to build IP-in-UDP when not behind NAT. Hence, it is
difficult for MRto take appropriate action
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4.

Sol utions as Specification and I npl enentati on Changes

It is possible that the specifications of Mbile | Pv4d and NAT
Traversal to be inproved. It nmay be possible to be nore precise in
the textual descriptions to cover cases of handover frompublic to
private addressing space. For exanple, one would specify that the HA
stores the current type of a tunnel, receives a RegReq, conpares the
tunnel type received to the current, and if change is needed then the
current tunnel is deleted and a new one is built.

It is also possible that inplenentation behaviours on HA and MR are
sinply rendered nore intelligent. They can inplenment this behaviour
(dynami cal Iy change the tunnel type) w thout needing any new bit in
the message formats, hence no protocol extensions.
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5.

Trivial Protocol Solution

Prot ocol solutions include new uses of existing nmessages, or the
addition of new bits in existing nmessage formats and suggest new
prot ocol behavi our upon reception of these new bits or when
generating them

A trivial solution to address this problemis to request deletion
prior to constructing a tunnel of type different than the existing.
This means that the MR nust detect the change in access (fromprivate
to public, or vice-versa) and first send a Registration Request which
demands a de-registration of the current binding Hone Address -
Care-of Address. It then imediately sends a Registrati on Request
for the creation of a new binding, with the new tunnel type.

This solution has been tested successfully with an HA i npl enentation
whi ch exhi bited the said problem of changing the tunnel type.

In the following figure we illustrate a nessage exchange show ng
first a Registration Request with type UDP when the MR is attached on
private space WFi, followed by a de-registration, and then by a new
Regi stration with tunnel type IP-in-IP.

WN HA
| |
[ RegReq UDP [
R PR R P EEEETE >
[ RegRep UDP [
| < |
I I
| |
--+- - - - - - - - - - - - - +- Handover
I
[ RegReq UDP del ete |
R ERE P EEEETE >
| RegRep UDP |
| <o |
I I
| RegReq I P-1P |
|- >
[ RegRep | P-1P |
| <o |
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6. Tunnel Type Change

A nore advanced nechani sm - Tunnel Type Change - consists in defining
new options in the Registration Request indicating that this is a
type-changing registration (the type of the tunnel nust change), as
illustrated in the followi ng figure

[ RegReq UDP

I
I
I
I
-==+- - - - - - - - - - - - - +- Handover
I
I

Thi s message exchange is obviously shorter than the trivial mechani sm
presented in the previous section

This nethod requires extensions to the HA software: the HA woul d have
to be able to interpret new fields in the RegReq nessage and
eventual |y generate new reply codes. If we allow nodifications to be
perfornmed on the HA (assune a software inplenentation effort), then
it is reasonable to assune that easier inplenentation would be to
modi fy locally the HA (instead of generating new ki nds of nessages):
mai ntain local logic triggering a deletion followed by creation of a
new tunnel. It is a subject of further investigation to bal ance the
trade-of fs between | ocal inplenmentation and nessage extension
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7. Security Considerations

The SPI used for protecting Registration Request could be used for
protecting al so the sane nessage extended for Tunnel Type Change.
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