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Abstract

The RELQOAD protocol can be applied in different kinds of scenarios,
including the Internet, carrier’'s dedicated network, enterprise
network, etc. This document sunmarizes the network managenent
scenari os by anal yzing typical application nodel for each of the
above three kinds of scenarios.
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1. Introduction

The RELQAD protocol is a peer-to-peer (P2P) signaling protocol, which
provi des an abstract storage and nessagi ng service between a set of
cooperating peers that formthe overlay network. It can be applied
in different kinds of scenarios, including the Internet, carrier’s
dedi cated network, enterprise network, etc. This docunent summarizes
t he networ k managenment scenarios by anal yzing typical application
nmodel for each of the above three kinds of scenarios.

2. Term nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

We use the terninology and definitions from Concepts and Term nol ogy
for Peer to Peer SIP [I-D.ietf-p2psip-concepts] and the RELOAD Base
Protocol [I-D.ietf-p2psip-base] extensively in this docunent.

SNIVP; Si npl e Net work Managenent Protocol .

3.  Network Managenent Scenarios for RELOAD Applied on The Internet

There are a variety of application nodels for RELOAD on the Internet,
this docunent only anal yses one of the typical application nodel
naned "Public P2P Vol P Service Providers" [cite P2PVol P scenari o].

As stated in the draft of application scenarios for RELOAD,
centralized operation and rmanagenent is required for RELOAD in this
application nodel. Here we will analyse two aspects of the network
managenent requirenents for this application nodel

From the vi ewpoi nt of the service provider, they need to ensure
network stability and efficient operation. On the one hand, the
provi der needs to nonitor and control their own devices, and view
network utility and | oad of the devices; on the other hand, because
of its openness to user nodes, it is necessary to prevent malicious
user nodes from attacking the service network and abnornal user nodes
fromdisturbing the service network, so the action of user nodes need
be nonitored and controlled. Furthernore, human intervention nay be
needed when the built-in mechanisnms in RELOAD is not able to sol ve

t he networ k probl ens.

From the vi ewpoi nt of adm nistrator of enterprise users who use the

service fromthe public P2P Vol P service provider, they need to
ensure their own network security, defense external network attacks
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and viruses; It is needed to prevent commercial secret |eakage; It is
al so needed to Iinmt user function to prevent nisuse enterprise VolP
services; It is needed to reasonably distribute traffic flows to

i mprove user experience using limted bandwi dth. As an exanpl e,
Skype plans to provide adm nistration tools for enterprise users to
resol ve the problemthat Skype nmay be bl ocked by enterprise networks.
(Note: This quotes from http://ww. best-voi p-revi ew. conl news/
2010_06_Skype_of f ers_net wor k_managenent tools_to _control _their_softwa
re. htn z)

According to the above requirements, we put forward the foll ow ng
net wor k managenent scenarios for RELOAD used on the Internet:

a. Mnitoring and controlling the service provider’s own devices,
such as view ng and nodi fying the configuration paranmeters of the
devices, nonitoring the load and running state of accessed
nodes(or super nodes) and the nunber of client nodes that access
accessed nodes(client nodes include RELOAD client and application
client).

b. Viewing and collecting various network data, such as routing
table, the data stored in nodes, real-tine status information of
nodes, in order to find out the operational status of the
networ k, such as capacity of network, quality of service, network
topol ogy informati on. These are the decision-making basis for
optimzation and adj ustnment of the network.

c. Alarmfor abnormal events, such as congestion, nessage process
failures, routing failures, link failures, etc.

d. Disposal of abnormal nodes, for exanple, finding illegal user
nodes and forcing it to exit the network, finding fault nodes
that can’t perform RELOAD rel ated responsibilities and requiring
themto rejoin or forcing themto quit. These ensure the health
of the network.

e. Providing network nanagenment tool for enterprise users. The
adm nistrator of the enterprise may control specific data flow
t hrough RELOAD nodes, and limt application functions, and
configure the comunication port by this tool

4. Network Management Scenarios for RELOAD Applied on Carrier’s
Dedi cat ed Net wor k
DHT- based Vol P service is studied in DSN project of ITUT (SGL3 Q19).

Its architecture and processes were devel oped by referring RELOAD.
Al though it has not yet been clearly adopted which protocol will be
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adopted in the project, but it is feasible that RELOAD i s used here.
And it is very possible that RELOAD is adopted by the Vol P service of
DSN. The following figure is the architecture figure defined in DSN

o o e e e e e e e meemeioao - + Fomme oo - +
| [------- \ [------- \' | |
| | TOCF |----  ----- | NEF | | | Managenet |
| I / | | I I | plane

I I I I I I
I I I I I I
| /------ \ [------- \' e \ | |

| | | ----- | SCF |--| I I I
| | I \--mme - - I | RLF | I [/------ \
| | I [ | ---- [---------- [------ [l M|
| | I [ 1 \------ / I I [\------ I
| | EF | | e I I I I
| | I I I I I I I I
| |- \ - \ | |
| | |*****| CDF |*************| | | | |
| | I \--mmom- / | RFE | | I I
| | |***************************| | | | |
| \------ / I I | |
o o e e e e e e e meemei—oo - + Fomme oo - +

RLF in the above figure is equivalent to the peer of RELOAD. And NEF
is equivalent to the Enrollnment server of RELOAD. And M- is the
function of network managenent. The specific descriptions of every
function are as foll ows:

RLF (Resource Location Functions):

Resource registration

Locate resources (content, Relay Node, subscription data, service
capability, etc.);

Store and nmaintain resource information

Routi ng of DSN nessage;

Construction and managenent (such as updating routing tables,
transferring resources when a new node joins the overlay network, and

so on.)of overlay network;

Retrieve optim zation information from TOCF(Traffic Optim zation
Control Functions).
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NEF (Node Enrol ment Functions):
Provi de bootstrap information for the DSN Node to join the DSN
Assign globally unique Node ID to the DSN Nodes

Configure paranmeters and information related to joining of the DSN
Node;

Apply Authentication/Authorization to DSN Node;

Mai ntain the Node profile of all enrolled nodes (e.g. Node ID, Zone
information and etc), which can be requested by RLF;

M- (Managenent Functions):
DSN network and service adm nistration
DSN noni toring and di agnosi s

Statistics and Accounting which includes collection of information
related to usage and contribution of DSN services.

It is a telecomclass application network built by tel ecom operators,
and the Managenent Function is clearly defined in the architecture
draft so as to achi eve network managenent. In this kind of
applications, the core network devices are provided by tel ecom
operators. As the nunber of the devices is |large and network

topol ogy changes frequently, it is very difficult to nmanage devices
one by one, so the need for centralized operati on and managenent is
obvi ous. Mdreover, the existing tel ecomnetworks were equi pped with
the appropriate network nanagenent systens. In this kind of
application nodel, we will analyze the needs for network managenent
mai nly fromthe perspective of network operators:

Firstly, in order to ensure network stability and efficient
operation, the network operators need to nmonitor and control the
networ k devices to ensure utility and | oad of the core devices.

Secondly, the network operators need to effectively locate failure
when an exception occurs in the system

For these requirenments, we propose the follow ng specific network
nmanagenent scenari os:

a. Mnitoring and controlling network devices. Such as view ng and

nmodi fying the configuration paraneters of the devices, nonitoring
| oad and running state of the devices, controlling the functions
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5.

and roles of these devices in the network.

b. Viewing and collecting various network data, such as routing
table, the data stored in nodes, real-tine status information of
nodes, in order to find out the operational status of the
networ k, such as the capacity of network, the quality of service,
network topology information. These are the deci si on-naking
basis for network optim zation and adj ust nent.

c. Abnornal nodes alarm such as congestion, nessage process
failures, routing failures, link failures, etc.

d. Wen an exception occurs, the operators may find the |ocation and
the cause of failure by tracing process flow and signaling or
doi ng diagnostic test. It will provide effective help to resolve
the failure.

Net wor k Managenent Scenarios for RELOAD Applied on Enterprise
Net wor k

RELOAD can be applied in a variety of application nodels in
controll ed private network, which was put forward in the draft of
application scenarios for RELOAD. The need for centralized operation
and nmanagenment was clearly stated in the application nodel naned "P2P
for Redundant SIP Proxies" in this draft. This docunment anal yses the
need of network managenent only for this kind of application nodel

Firstly, in order to ensure network stability and efficient
operation, the IT departnent of enterprise needs to nonitor and
control network devices to ensure reasonable utilization rate and no
over | oad.

Secondly, the IT departnent of enterprise needs to ensure the network
security, to defense external network attacks and viruses; It is
needed to prevent commercial secret |eakage; It is needed to linit
user functions to prevent m suse of network resources; It is needed
to reasonably distribute traffic flows to inprove the user’s
experience under the limted bandw dt h.

Thirdly, the network operators need to effectively locate failure
when an exception occurs in the system

For these requirenments, we propose the follow ng specific network
nmanagenent scenari os:
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a. Mnitoring and controlling the network devices, such as view ng
and nodi fying the configuration paranmeters of the devices,
monitoring |load and running state of the accessed nodes(or super
nodes) and the nunber of client nodes that access accessed
nodes(client nodes include RELOAD Client and Application dient).

b. Viewing and collecting various network data, such as routing
table, the data stored in nodes, real-tinme status information of
nodes, in order to find out the operational status of the
network, such as the capacity of the network, the quality of
service, network topology information. These are the decision-
maki ng basis for optinization and adjustnment of the network

c. Abnornmal nodes alarm such as congestion, nessage process
failures, routing failures, link failures, etc.

d. Disposal of abnornmal nodes, for exanple, finding illegal user
nodes and forcing it to exit the network, finding fault nodes
that can’t perform RELOAD rel ated responsibilities and requiring
themto rejoin or forcing themto quit, and doing correspondi ng
treatnent. These ensure the health of the network.

e. The manager may control specific data flow through RELOAD nodes
and limt application functions, and configure the comunication
port, in order to control the actions of users.

f. Wen an exception occurs, the operators may find the |ocation and
the cause of failure by tracing process flow and signaling or
doi ng diagnostic test. It will provide effective help to resolve
the failure.

6. Summary of the Network Managenent Scenarios for RELQAD

Di f ferences Anbng These Scenari os
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10.

Accordi ng to above anal ysis, we think whether RELOAD is applied on
the Internet or carrier’s dedicated network or enterprise network,
net wor k managenent is always involved in sone application nodels and
scenarios. So it is necessary to study the network nanagenent
solution for RELOAD and to define its corresponding inplenmentation
pr ot ocol

Rel ati onshi p bet ween Networ k Managenent Protocol and Di agnostic
Pr ot ocol

A di agnostic nechani smwas proposed in [I-D.ietf-p2psip-di agnostics],
which is an extension to RELQAD protocol and defines the nmethod how
to nonitor the connection between peers and the node status. Wile
the SNWP usage for reload protocol focus on howto apply SNWP to
manage DHT overlay considering its particular network circunstance
There are sone correl ations between the network nmanagenent protoco
and the diagnostic protocol. But they are applied respectively
between different network elenents. The network nmanagenent protoco

i s used between the network nanagenment server and the nanaged peers.
The di agnostic protocol is used between two peers in the overl ay.
These two protocols can fulfill network nanagenment functions through
col l aboration. For exanple, the network managenent server sends SNWP
message to Peer to trigger diagnostic operation. After RELOAD Peer
receives the nmessage, it will do diagnostic test through RELOAD

di agnosti c message and generate result data. Finally, this REOAD
Peer will report the diagnostic result to the network managenent
server through SNMP nessage

Security Considerations
The security requirements of the various application scenarios vary
trenmendously. They should be discussed in nore detail in this
docunent .

| ANA Consi derations

Thi s docunent has no | ANA Consi der ati ons.
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11.

11.
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