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Abst r act

Port Control Protocol (PCP) provides a nechanismto pre-configure a
port on a NAT device, a firewall, etc., so that |P packets of
applications initiated fromnetwork side can be "port forwarded" to
the correct user. PCP is a client-server protocol and the PCP client
needs to be provisioned with the FQDN of the server. In a broadband
networ k, customrer information is usually stored on a RADI US server
and DHC protocol is used to populate user’s configuration
information. This nmeno proposes a new RADI US attribute to carry the
FQDN of a PCP server, such that while the PCP server information is
configured on a RADIUS server, the information can be conveyed to NAS
via RADI US protocol, and the co-located DHCP/ DHCPv6 server can then
popul ate the information to PCP client.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on July 9, 2011
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1.

I nt roducti on

Port Control Protocol (PCP) [I-D.ietf-pcp-base] provides a nmechani sm
to control how incom ng packets are forwarded by upstream devices
such as NATs and firewalls. PCP is a client-server protocol where a
PCP client may reside on a host, a CPE, etc., which comunicates with
a PCP server that nmay reside anywhere in a network

A PCP client nust know the Fully Qualified Domain Nane of a PCP
server, before it can communicate with the later in order to perform
the relevant functions defined by PCP

The draft [I-D. bpw pcp-dhcp] defines DHCPv6 and DHCP opti ons which
are neant to be used by a PCP client to discover a PCP server nane.
However, provisioning for nanme of the PCP server is required on a
DHCP/ DHCPv6 server before it can popul ate these information

Aut o- configuration on a DHCP/ DHCPv6 is possible in a broadband
network, where typically, user profile is naintained on a RADI US
server and RADI US protocol [RFC2865] is used to convey user related
information to other network el enments including a host and CPE.
[I-D.ietf-radext-ipv6-access] describes a typical broadband network
scenario in which the Network Access Server (NAS) acts as the access
gateway for the users (hosts or CPEs) and the NAS enbeds a DHCPv6
Server function that allows it to locally handl e any DHCPv6 requests
i ssued by the clients.

In such environnent, PCP server’'s nane can be configured on a RADI US
server, which then passes the infornation to a NAS that co-Ilocates
with the DHCP/ DHCPv6 server, which in turn popul ates the |ocation of
the PCP server.

This meno defines a new RADIUS attribute that can be used to carry
the FQDN of a PCP server.

Ter i nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The following terns are defined in [I-D.ietf-pcp-base]:

- Port forwarding
- PCP
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3.

- PCP client
- PCP Server

PCP Server Configuration using RADI US and DHCP/ DHCPv6

Figure 1 illustrates how RADI US protocol works together wth DHCPv6,
to allow a user (host or CPE) to learn automatically the FQDN of a
PCP server in case of a PPP Session that carries IPv6 traffic.

The Network Access Server (NAS) operates as a client of RAD US and as
DHCPv6 Server for DHCPv6 protocol. The NAS initially sends a RAD US
Access Request nessage to the RADI US server, requesting

aut hentication. Once the RADI US server receives the request, it
validates the sending client and if the request is approved, the
RADI US server replies with an Access Accept nessage including a list
of attribute-value pairs that describe the paraneters to be used for
this session. This list may al so contain the nane of a PCP server.
When the NAS receives a DHCPv6 nessage containing the PCP Server
Option, the NAS shall use the nanme returned in the RADIUS attribute
as defined in this neno to popul ate the DHCPv6 PCP Server option
defined in [I-D. bpw pcp-dhcp]
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PCP NAS AAA
dient Server
I I
----PPP LCP Config Request------ > [

I
----Access- Request ---->|

<- Access- Accept--------- |
( PCP- server - nane)

<----- PPP LCP Config ACK -----
[------ PPP | Pv6CP Config Req ---->
I

| <----- PPP | Pv6CP Config ACK ----- |
I I
[------- DHCPv6 Solicit -------- >|
[ <------- DHCPv6 Advertisenent------ [

| (PCP server FQDN DHCPv6 Opti on)

|

——————— DHCPv6 Request --------3>|
(PCP server FQDN DHCPv6 Option) |

I

|

[ <-------- DHCPv6 Reply ---------

| (PCP server FQDN DHCPv6 Option) |
I |

DHCPv 6 RADI US
Fi gure 1: RADI US and DHCPv6 Message Fl ow for a PPP Session

The Figure 2 illustrates how the RADI US protocol and DHCPv6 work
together to acconplish PCP client configuration when an |IP Session is
used to provide connectivity to the user.

The only difference between this nmessage fl ow and previous one is
that in this scenario the interaction between NAS and AAA/ RADI US
Server is triggered by the DHCPv6 Solicit message received by the NAS
fromthe B4 acting as DHCPv6 client, while in case of a PPP Session
the trigger is the PPP LCP Config Request nessage received by the
NAS.
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PC NAS AAA
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I I
[------ DHCPv6 Solicit --------- > |
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I
I
I
I
| ----Access- Request ---->|
I
| <- Access- Accept--------- |
| (PCP-server-nane)
I
<------- DHCPv6 Advertisenent------ |
(PCP server FQDN DHCPv6 Option) |

(PCP server FQDN DHCPv6 Option) |
I

———————— DHCPv6 Reply --------- |

I
I
I
|
------- DHCPv6 Request --------3| |
I
I
< I
(PCP server FQDN DHCPv6 Option) | |

DHCPv 6 RADI US
Figure 2: RADI US and DHCPv6 Message Fl ow for an | P Session

A simlar nmessage flow also applies to the I Pv4 scenario when an |IP
Session is used to provide connectivity to the user (Figure 3).
PC NAS
Client [ Server

I

I

I

| ----Access- Request ---->|
| |
| <- Access- Accept--------- |
| (PCP-server-nane)

I

S DHCP Ofer ------------
(PCP server FQN Sub-Option)

I
I
I
I I
I I
————————— DHCP Request --------3| [
(PCP server FQDN Sub-Qption) | |

I I

I

I

|
| <--------- DHCP Ack ------------- [
| (PCP server FQN Sub-Option) |
DHCPv4 RADI US

Fi gure 3: RADI US and DHCPv4 Message Flow for an | P Session
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The scenario with PPP Session and | Pv4 only connectivity does not
require the DHCP protocol: the whole configuration of the client is
performed by PPP. This case is out of scope of this docunent because
in order to conplete the configuration of the PCP client a new PPP

| PC option woul d be required.

4. RADI US Attribute

A new RADIUS attribute, called PCP-Server-Nane, along with its fornmat
i s defined bel ow

Descri ption

The PCP-server-name attribute contains a Fully Qualified Domai n Nane
(FQDN) that refers to a PCP server the client requests to establish a
connection to for PCP related service. The NAS shall use the nane
returned in the RADI US PCP-server-nane attribute to populate the PCP
Server FQDN DHCP Sub-Option in | Pv4 addressing context, or the PCP
Server FCQDN DHCPv6 Option in | Pv6 addressing context, as detern ned
by the DHCP server [I-D. bpw pcp-dhcp]

The PCP-server-nanme attribute MAY appear in an Access-Accept packet,
and may al so appear in an Accounting- Request packet. In either case,
the attribute MJUST NOT appear nore than once in a single packet. The
PCP- server-nane MJUST NOT appear in any other RADH US packets.

A sunmmary of the PCP-Server-Nanme RADIUS attribute format is shown
below. The fields are transnitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Length | PCP-Server-Nane (FQDN) [
B e i i e o e e S T S e e s i i TR S
| PCP- Server - Nanme (FQDN) (cont) [
B e o i T o S e i T e e e S i s ot o S R TR S

Type:

TBA1 for PCP-Server- Nane.

Lengt h:
This field indicates the total length in octets of this
attribute including the Type, the Length fields and the |l ength
in octets of the PCP-Server-Nane field

PCP- Ser ver - Nane:
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A single Fully Qualified Domain Name of the PCP-Server. The
domai n nane is encoded as specified in [ RFCL035]
5. Table of attributes

The followi ng table provides a guide to which attributes nay be found
i n which kinds of packets, and in what quantity.

Request Accept Reject Chall enge Accounting # Attribute
Request
0-1 0-1 0 0 0-1 TBA1 PCP- Server - Nane

The follow ng table defines the neaning of the above table entries.

0 This attribute MUST NOT be present in packet.

0+ Zero or nore instances of this attribute MAY be present in
packet .

0-1 Zero or one instance of this attribute MAY be present in packet.

6. Security Considerations
Thi s docunment has no additional security considerations beyond those
already identified in [ RFC2865] .

7. |1 ANA Consi derations
Thi s docunment requests the allocation of a new Radius attribute types
fromthe 1ANA registry "Radius Attribute Types" |ocated at

http://ww. i ana. or g/ assi gnment s/ r adi us-types

PCP- Server - Nane - TBAl
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