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Abstract
Thi s document specifies DHCP (1 Pv4 and | Pv6) options to provision
Port Control Protocol (PCP) Servers. The use of DHCP or DHCPv6
depends on the PCP depl oynent scenari o.

Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Septenber 3, 2011

Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunment defines DHCP [ RFC2131] and DHCPv6 [ RFC3315] options
whi ch can be used to provision a PCP Server [I-D.ietf-pcp-base]
reachability information; nore precisely it defines DHCP options to
convey a FQDN (as per Section 3.1 of [RFCL035]) of a PCP Server. In
order to nake use of these options, this document assunes that a DNS
server is configured on the host client by DHCP or other means.

The use of DHCP or DHCPv6 depends on the PCP depl oynment scenari os.

In sone depl oynent contexts, the PCP Server may be reachable with an
| Pv4 address but DHCPv6 is used to provision the PCP Client. |In such
scenarios, a plain I Pv4 address or an | Pv4-nmapped | Pv6 address can be
configured to reach the PCP Server. As described in Section 3.1 of
[1-D. wi ng-behave-dns64-config], dual-stack hosts can issue |Pv4

dat agrans successfully to that | P address.

2. Term nol ogy
Thi s docunent nakes use of the follow ng terns:

o0 PCP Server: A functional elenment which receives and processes PCP
requests froma PCP Client. A PCP Server can be co-located or be
separated fromthe function (e.g., NAT, Firewall) it controls.
Refer to [I-D.ietf-pcp-base].

o PCP Cient: a PCP software instance responsible for issuing PCP
requests to a PCP Server. Refer to [I-D.ietf-pcp-base].

0 DHCP client (or client) denotes a node that initiates requests to
obtai n configuration paraneters fromone or nore DHCP servers
[ RFC3315] .

0 DHCP server (or server) refers to a node that responds to requests
fromDHCP clients [ RFC3315].
3. Rationale
[[Note: May be renoved in future version of the I-D.]]
Both I P address and FQDN DHCP options have been defined in previous
versions of this docunent. This flexibility ains to let service
providers to nake their own engi neering choices and use the

conveni ent option according to their depl oynent context.
Nevert hel ess, DHC WG s position is this flexibility have sone
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drawbacks such as inducing errors. Therefore, only the FQDN option
is maintained in this updated version

This choice of defining the FQDN option rather than the I P address is
noti vated by operational considerations: In particular, sone service
providers are considering two |evels of redirection: (1) The first

I evel is national-w se is undertaken by DHCP: a regional -specific
FQDN wi I | be returned; (2) The second level is done during the
resolution of the regional-specific FQDN to redirect the custoner to
a regional PCP Servers anpong a pool deployed regionally. Distinct
operational teans are responsible for each of the above nentioned
levels. A clear separation between the functional perineter of each
teamis a sensitive task for the maintenance of the offered services.
Regi onal teanms will require to introduce new resources (e.g., hew
PCP-control | ed devices such as CG\s) to nmeet an increase of custoner
base. The introduction of these new devi ces (addressing,
redirection, etc.) is inplenented locally. Having this regiona
separation provides flexibility to nanage portions of network
operated by dedicated teans. This two-1level redirection can not be
met by the | P Address option

In addition to the operational considerations:

0 The use of the FQN for NAT64 mi ght be suitable for |oad-bal ancing
pur poses;

o For the DS-Lite case, if the encapsulation node is used to send
PCP nessages, an | P address may be used (the ipv4-nmapped | Pv6
address) since the AFTR selection is already done via the
AFTR_NAME DHCPv6 option. O course, this assumes that the PCP
Server is co-located with the AFTR function. |[If these functions
are not co-located, conveying the FQDN woul d be nore conveni ent.

If the PCP Server is located in a LAN, a sinple FQDN such as "pcp-
server.local" can be used.

4. Consistent NAT and PCP Configuration

The PCP Server discovered through DHCP MJUST be able to instal

mappi ngs on the appropriate upstream PCP-controll ed device that will
be crossed by packets issued by the host or any term nal belonging to
the sane realm(e.g., DHCP client is enbedded in a CP router). |If
DHCP is used to provision the FQDN of a PCP Server, an operator
SHOULD configure appropriately DHCP servers to nmeet this requirenent.
In case this prerequisite is not nmet, custoners would experience
service troubles and their service(s) won't be delivered
appropriately.
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5.

5.

Note that this constraint is inplicitly net in scenarios where only
one single PCP-controlled device is deployed in the network.

DHCPv6 PCP Server Option

Thi s DHCPv6 option conveys a domain nane to be used to retrieve the

| P address of a PCP Server. Appropriate DNS queries should be issued
to resolve the conveyed FQDN. In the context of a DS-Lite
architecture [I-D.ietf-softwire-dual-stack-lite], the retrieved
address may be an | Pv4 address or an | Pv4-mapped | Pv6 address

[ RFC4291] of a PCP Server, and in the case of NAT64
[I-D.ietf-behave-v6v4-xlate-stateful] an | Pv6 address can be
retrieved.

1. For mat

2.

The format of the DHCPv6 PCP Server option is shown in Figure 1.

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_PCP_SERVER [ Option-length [
B i i S S i I e i S S R L e e e e
I I
: PCP Server Domai n Name :
I I

B S T S T S i i S s S S S S
Figure 1. PCP Server FQDN DHCPv6 Option
The fields of the option shown in Figure 1 are as foll ows:
0 Option-code: OPTION_PCP_SERVER (TBA, see Section 8)

0 Option-length: Length of the 'PCP Server Donain Nane' field in
octets.

o0 PCP Server Domain Name: The domain nane of the PCP Server to be
used by the PCP Cient. The domain nane is encoded as specified
in Section 8 of [RFC3315].

dient Behaviour

To di scover a PCP Server [I-D.ietf-pcp-base], the DHCPv6 client MJST
i nclude an Option Request Option (ORO requesting the DHCPv6 PCP
Server FQDN option (i.e., include OPTION PCP_SERVER on its

OPTI ON_ORO) as described in Section 22.7 of [RFC3315]. A client MAY
al so include the OPTI ON_DNS SERVERS option on its OPTION ORO to
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retrieve a DNS servers |ist.

If the DHCPv6 client receives nore than one OPTI ON_PCP_SERVER option
fromthe DHCPv6 server, it MJST discard all instances of that option

Upon recei pt of an OPTI ON_PCP_SERVER option, the DHCPv6 client MJST
verify that the option length (including the Option-length octet))
does not exceed 256 octets [ RFC1035]). The DHCPv6 client MJIST verify
the FQDN is a properly encoded as detailed in Section 8 of [RFC3315].

Once the FQDN conveyed in a OPTI ON_PCP_SERVER option is validated,
the DHCPv6 client issues appropriate DNS Query nessages using the
provi ded FQDN to resol ve a AAAA Resource Record or A RR Resource
Record. AAAA and A Queries may be issued in parallel or sequentially
(e.g., using [RFC3484] selection process).

If the DNS response contains nore than one | Pv6/1Pv4 address, the PCP
Client MUST use the procedure defined in [I-D.ietf-pcp-base] for the
address selection. The PCP Cient MJUST NOT send PCP requests to nore
than one | P address at the sane tine.

It is RECOWENDED to associate a TTL with any address resulting from
resol ving the FQDN conveyed in a OPTI ON_PCP_SERVER DHCPv6 option when
stored in a local cache. Considerations on howto flush out a |loca
cache are out of the scope of this docunent.

5.3. Server Behavi our

A DHCPv6 server MUST NOT reply with a value for the OPTI ON_PCP_SERVER
if the DHCPv6 client has not explicitly included OPTI ON_PCP_SERVER in
its OPTI ON_ORO

I f OPTI ON_PCP_SERVER option is requested by the DHCPv6 client, DHCPv6
server MJST NOT send nore than one OPTI ON_PCP_SERVER option in the
response. The DHCPv6 server MJST include only one FQ@DN in a

OPTI ON_PCP_SERVER option. The DHCPv6 server MJST NOT include an FQDN
having a |l ength exceedi ng 256 octets.

6. DHCP PCP Option
The PCP Server DHCP option can be used to configure a FQDN to be used
by the PCP dient to contact a PCP Server. The generic format of
this option is illustrated in Figure 2
Because of the depletion of DHCP option codes and in order to

anticipate future PCP-rel ated DHCP options, the proposed option uses
a sub-option field.
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01234567890123456789012345678901
B Tl T sl i S S S S S
| Code | Length |
B T i S S i S T h T i S S S S e
I I
: Sub- option 1 :
I I
B i s T T S T et S S T S I T s sl s ol ST S S S
I I
I I
T T e o e e S S e e TR E
I I
: Sub-option n :
I I
B T i S S i S T h T i S S S S e
Figure 2: DHCP PCP Option
The description of the fields is as foll ows:
0 Code: OPTION _PCP_SERVER (TBA, see Section 8);

0 Length: Includes the length of included sub-options in octets; The
maxi mum | ength is 255 octets.

0 One or several sub-options can be included in a PCP DHCP opti on.
The format of each sub-option follows the structure shown in

Fi gure 3.
Sub- opti on
Code Len Dat a
H-- - - - H-- - - - H-- - - - R
| code] n | Data
R R R .-+

Figure 3: PCP Server sub-option
Only one sub-option is defined in this docunent:
1: PCP Server Domain Nane Sub-option (OPTI ON _PCP_SERVER D

(Figure 4)). This sub-option includes a FQDN of the PCP Server to
be used by the PCP dient when issuing PCP nessages.
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Sub- opti on
Code Len FQDN of PCP Server
H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - +- -
| 2 | n | sl1]| s2| s3] s4| s5
R R R R R R R +- -

Figure 4: PCP Server FQDN DHCP Sub-option

The fields of the PCP Server Domai n Name sub-option shown in Figure 4
are:

0 Sub-option Code: 1.

0 Len: Length of the "PCP Server Domain Nane" field in octets.

0 PCP Server Domain Name: The dommi n nanme of the PCP Server to be
used by the PCP Cient. The encoding of the domain nanme is
described in Section 3.1 of [RFCL035].

When the PCP Server Domain Nane Sub-option is used, the client issues

a DNS A record query to retrieve the | Pv4 address(es) of the PCP

server(s).

[[Note: aside effect of having the sub-option format is the risk
to have a |l arge option exceeding the maxi mum pernissible within a
single option (254 octets+the length octets). A solution would be
to recommend [ RFC3396] ?] ]
7. Security Considerations
The security considerations in [RFC2131], [RFC3315] and
[I-D.ietf-pcp-base] are to be consi dered.
8. | ANA Consi derati ons

Thi s docunment requests the foll owi ng codes:

DHCPv6 option code:

o OPTI ON_PCP_SERVER

DHCP opti on code:

o OPTI ON_PCP_SERVER
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