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Abstract

Thi s docunent specifies the behavior of the UPnP | G (I nternet

Gat eway Device)/ PCP Interworking Function. An UPnP | GD- PCP

I nterworking Function (IGD-PCP W) is required to be enbedded in CP
routers to allow for transparent NAT control in environnments where
UPnP is used in the LAN side and PCP in the external side of the CP
router.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 11, 2011
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1.

I nt roducti on

PCP [I-D.ietf-pcp-base] discusses the inplenentation of NAT contro
features that rely upon Carrier G ade NAT devices such as DS-Lite
AFTR [I1-D.ietf-softwire-dual -stack-lite] or NAT64
[I-D.ietf-behave-v6v4-xlate-stateful]. Nevertheless, in environments
where UPnP is used in the local network, an interworking function
between UPNP 1 GD and PCP is required to be enbedded in the CP router
(an exanple is illustrated in Figure 1).

Two configurations are considered:

0 No NAT function is enbedded in the CP router. This is required
for instance in DS-Lite or NAT64 depl oynents;

o The CP router enbeds a NAT function

UPnP- PCP
UPnP Contr ol I nt er wor ki ng
Poi nt Functi on PCP Server

| | |
| (1) AddPort Mappi ng [ [

Figure 1: Fl ow Exanpl e

The UPnP | GD- PCP Interworking Function (1 GD-PCP IW) naintains a

| ocal mapping table which stores all active mappings instructed by
internal UPnP Control Points. This design choice restricts the
anount of PCP nessages to be exchanged with the PCP Server.

Triggers for deactivating the UPnP | GD- PCP I nterworking Function from
the CP router and relying on a PCP-only node are out of scope of this
docunent .

Acr onyns

Thi s docunent nake use of the foll owi ng abbreviations:
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3.

CP router Custoner Prenise router
DS-Lite Dual -Stack Lite

| GD I nternet Gateway Device

I WF I nterwor ki ng Function

NAT Net wor k Address Transl ation
PCP Port Control Protocol

UPnP Uni versal Plug and Pl ay

Architecture Mbdel

As a reminder, Figure 2 illustrates the architecture nodel adopted by
UPnP IGD [I1GD2]. In Figure 2, the following UPnP terninology is
used:

o dient refers to a host located in the |ocal network.

0 |GD Control Point is a UPnP control point using UPnP to control an
I GD (I nternet Gateway Device).

0 Host represents a rempte peer reachable in the Internet.

- +
| 1GD Control |
[ Poi nt [----- +
B TS + | +----- + oo - +
- | |
| 1GD|------- | Host |
- | | | |
- + | e + e +
[ dient [----- +
Fom e e e e e e +

Fi gure 2: UPnP | GD Model

This nodel is not valid when PCP is used to control for instance a
Carrier Grade NAT (a.k.a., Provider NAT) while internal hosts
continue to use UPnP. In such scenarios, Figure 3 shows the updated
nodel .
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Fomm e oo +
| 1GD Control |
[ Poi nt |----+
e e e - + [ +-- - - - + Hom e e oo - + Homm - - - +
+--| 1G> | Provi der | | |
| PCP |------ | NAT | --<Internet>---| Peer |
- TV | I I I I
B TS + | +----- + [ S, + oo - +
| Local Host |----+
e e e - +
LAN Side External Side
<======UPnP | &= >< PCP: >

Figure 3: UPnP | GD- PCP I nt erworking Model

In the updated nodel depicted in Figure 3, one or two |levels of NAT
can be encountered in the data path. Indeed, in addition to the
Carrier G ade NAT, the CP router nmay enbed a NAT function (Figure 4).

o +

| 1GD Control |

| Poi nt [----- +

- + | e + L pp—— e +
+---| 1GD| | | | Renot e|

| PCP|------- | NAT2| - -<Internet>---| Host |

+--- TV | | | | |

e e e - + [ +-- - - - + +----+ Homm - - - +

| Local Host |----- + NAT1

. +

Fi gure 4: Cascaded NAT scenario

To ensure a successful interworking between UPnP | GD and PCP, an

i nterworking function is enbedded in the CP router. |In the nodel
defined in Figure 3, all UPnP I GD server-oriented functions, a PCP
Client [I-D.ietf-pcp-base] and a UPnP | GD- PCP I nterworking Function
are enbedded in the CP router (i.e., 1G@). In the rest of the
docunent, |1 G- PCP Interworking Function refers to PCP Client and UPnP
| GD- PCP | nterworking Functi on.

UPnP | GD- PCP I nterworking Function is responsible for generating a

wel | -formed PCP (resp., UPnP I G) nessage froma received UPnP | GD
(resp., PCP) message.
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4. UPnP | GD- PCP I nterworking Function: Overview

Three tables are provided to specify the mappi ng between UPnP | G and
PCP:

1. Section 4.1 provides the mappi ng bet ween WANI PConnection State
Vari abl es and PCP paraneters;

2. Section 4.2 focuses on the correspondence between supported
net hods;

3. Section 4.3 lists the PCP error nmessages and their corresponding
| GD ones.

Not e that sonme enhancenents have been integrated in WAN PConnection
as docunented in [ GD2].

4.1. UPnP | GD-PCP: State Vari abl es

ConnectionType: Not applicable
Qut of scope of PCP but as the controlled device is a NAT the
default value IP_Routed is very likely used.

Possi bl eConnecti onTypes: Not applicable
Qut of scope of PCP (same comment than for ConnectionType).

ConnectionStatus: Not applicable
Qut of scope of PCP but when it is possible to successfully
comuni cate with a PCP Server the Connected val ue could be
expect ed, otherw se Di sconnected

Uptime: Not applicable
Qut of scope of PCP (possible values are the nunber of seconds
since a successfull communication was established with a PCP
Server, or with a state naintained in a stable storage the nunber
of seconds since the initialization of the current state).

Last Connecti onError: Not applicable
Qut of scope of PCP but expected to be ERROR NONE i n absence of
errors.

RSI PAvai | abl e:  Not applicable
Qut of scope of PCP (expected to be 0, i.e., RSIP not available).

Ext er nal PAddr ess: External | P Address

Read-only variable with the value fromthe | ast PCP response or
the enpty string if none was received yet.
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Por t Mappi ngNunber O Entri es:  Not applicabl e
Managed locally by the UPnP | GD- PCP I nterworking Function.

Port Mappi ngEnabl ed: Not applicable
PCP does not support deactivating the dynanic NAT nappi ng since
the initial goal of PCPis to ease the traversal of Carrier G ade
NAT. Supporting such per-subscriber function may overload the
Carrier Grade NAT.
On reading the value should be 1, witing a value different from1
is not supported.

Port Mappi ngLeaseDurati on: Requested Mapping Lifetine
In 1GD:1 the value 0 neans infinite, in IGx2 its is remapped to
the 1 GD maxi mum of 604800 seconds [I1GD2]. PCP allows for a
maxi mum val ue of 65535 seconds.
The UPnP | GD- PCP I nterworking Function sinmulates |ong and even
infinite lifetines using renewals. The behavior in the case of a
failing renewal is currently undefined.
I GD:1 doesn’t define the behavior in the case of state lost, 1GD:2
doesn’t require to keep state in stable storage, i.e., to make the
state to survive resets/reboots. O course the |G 2 behavior
shoul d be i npl enent ed.

Renot eHost:  Unsupport ed
Not yet supported by PCP (part of the firewall features). Note a
domain nane is allowed by 1G: 2 and has to be resolved into an IP
addr ess.

Ext ernal Port: External Port Number
Not wildcard (0) val ue mapped to PCP external port field in Pl Nxx
messages. The explicit wildcard (0) value is not supported.

Internal Port: Internal Port Nunber
Mapped to PCP internal port field in Pl Nxx nessages.

Port Mappi ngProt ocol :  Transport Protocol
Mapped to PCP protocol field in PINxx nmessages. Note both |G and
PCP only support TCP and UDP.

InternalCient: Internal |P Address
Internal Client can be an | P address or a domain name. Only an IP
address schene is supported in PCP. If a domain nanme is used

Point, it nmust be resolved to an |IP address by the |nterworking
Function when relying the nessage to the PCP Server.

Boucadair, et al. Expi res August 11, 2011 [ Page 8]



Internet-Draft UPNnP | GD- PCP I nterworki ng Function February 2011

Por t Mappi ngDescri ption: Not applicable
Not supported in base PCP. \When present in UPnP | GD nessages,
this parameter SHOULD NOT be propagated in the correspondi ng PCP
messages. |If the local PCP dient support a PCP Option to convey
the description, this option MAY be used.

Systempdatel D (only for 1GD:2): Not applicable
Managed | ocally by the UPnP | GD- PCP | nterworking Function

A ARG TYPE Manage (only for 1G> 2): Not applicable
Qut of scope of PCP (but has a clear inpact on security).

A ARG TYPE PortlListing (only for 1GD:2): Not applicable
Managed | ocally by the UPnP | GD- PCP | nterworking Function

4.2. | GD-PCP: Methods
Both 1G:1 and | GD: 2 nethods are |isted here.

Set Connecti onType: Not applicable
Calling this nmethod doesn’t nake sense in this context. An error
(1G:1 501 "ActionFailed" or 1GED:2 731 "ReadOnly") may be directly
returned.

Get Connecti onTypel nfo: Not applicabl e
May directly return values of corresponding State Vari abl es.

Request Connecti on: Not applicable
Calling this nmethod doesn’t nake sense in this context. An error
(1CGD:1 501 "ActionFailed" or 1GD:2 606 "Action not authorized")
may be directly returned.

ForceTerni nation: Notapplicable
Sane t han Request Connecti on.

Get Statuslnfo: Not applicable
May directly return values of corresponding State Vari abl es.

Get NATRSI PSt at us:  Not applicabl e
May directly return values of corresponding State Vari abl es.

Get Generi cPort Mappi ngEntry: Not applicable
This request is not relayed to the PCP Server. |GD PCP
I nterworking Function maintains an updated list of active mappi ngs
instantiated in the PCP Server by internal hosts. See Section 5.8
for nore information.
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Get Speci fi cPort Mappi ngEntry: Not applicable
Under normal conditions, the | GD PCP Interworking Function
mai ntai ns an updated list of active nmapping as instantiated in the
PCP Server. The |G- PCP Interworking Function |ocally handles
this request and provi des back the port napping entry based on the
External Port, the Port Mappi ngProtocol, and the RenoteHost. See
Section 5.8 for nore information.

AddPor t Mappi ng: Pl N44
We recommend the use of AddAnyPort Mappi ng() instead of
AddPor t Mappi ng(). Refer to Section 5.7.2.

AddAnyPor t Mappi ng (for 1G> 2 only): PIN44
No issue is encountered to proxy this request to the PCP Server.
Refer to Section 5.7.1 for nore details

Del et ePort Mappi ng: PIN44 with a requested lifetine set to O
Refer to Section 5.9.

Del et ePort Mappi ngRange (for 1G> 2 only): PIN44 with a lifetime
positioned to O
I ndi vi dual requests are issued by the | GO PCP I nterworking
Function. Refer to Section 5.9 for nore details

Get Ext ernal | PAddress: Not applicabl e
PCP does not support yet a method for retrieving the external IP
address. Issuing PINdA4 may be used as a means to retrieve the
external |P address.
May directly return the value of the corresponding State Vari abl e.

Get Li st O Port Mappi ngs: Not applicabl e
The 1 GD- PCP | nterworking Functi on mai ntains an updated |ist of
active mapping as instantiated in the PCP Server. The | GD PCP
I nterworking Function handles locally this request. See
Section 5.8 for nore information

UPNP | GD-PCP: Errors

Section 4.3 lists PCP errors codes and the correspondi ng UPnP | GD
ones. Error codes specific to |G 2 are tagged accordingly.

3 NETWORK _FAI LURE: Not applicable
Shoul d not happen after comunicati on was successfully established
with a PCP Server. Before the ConnectionStatus State Variabl e
must not be set to Connected.
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4 NO RESOURCES: 1GD:1 501 "ActionFailed" / G2 728
" NoPor t MapsAvai | abl e"
Cannot be distinguished from USER_EX_ QUOTA.

5 AMBIGQUOUS: 1GD:1 718 "ConflictlnMappi ngEntry” / 1GD:2 729
"ConflictWthQ her Mechani sns"

[[Note: Currently not defined in base PCP.]]

128 UNSUPP_VERSI ON: 501 "ActionFail ed"
Shoul d not happen.

129 UNSUPP_OPCCDE: 501 "ActionFail ed”
Shoul d not happen.

130 UNSUPP_OPTION: 501 "ActionFail ed"
Shoul d not happen at the exception of HONOR EXTERNAL PORT (this
option is not mandatory to support but AddPort Mappi ng() cannot be
i mpl emrented without it).

131 MALFORMED OPTION: 501 "ActionFail ed"
Shoul d not happen.

132 UNSPECI FI ED_ERROR: 501 "Acti onFai |l ed"

150 UNSUPP_PROTOCOL: 501 "ActionFail ed"
Shoul d not happen.

151 NOT_AUTHORI ZED: 1GD:1 718 "ConflictlnMappi ngeEntry" / 1GD: 2 606
"Action not authorized"
729 "ConflictWthQ her Mechani sms" i s possible too.

152 USER EX QUOTA: |1GD:1 501 "ActionFailed" / I1CGD 2 728
"NoPor t MapsAvai | abl e"
Cannot be distingui shed from NO RESOURCES.
153 CANNOT_HONOR _EXTERNAL_PORT: 718 "Conflict!| nMappi ngEntry"
154 UNABLE _TO DELETE ALL: Not applicable
Shoul d not happen as all mapped del ete operations are for
i ndi vi dual nappi ngs.

155 CANNOT_FORWARD PORT_ZERO. Not applicabl e
Shoul d not happen: statel ess NATs are not supported.
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5. Specification of the | G PCP Interworking Function

This section covers the scenarios with or without NAT in the CP
router.

5.1. PCP Server Discovery

The 1 GD-PCP | nterworking Function inplenments one of the discovery
met hods identified in [I-D.ietf-pcp-base] (e.g., DHCP

[1-D. bpw pcp-dhcp]). The 1 G PCP Interworking Function behaves as a
PCP dient when communicating with the provisioned PCP Server

In order to not inpact the delivery of |ocal services requiring the
control of the local 1G during any failure event to reach the PCP
Server (e.g., no I P address/prefix is assigned to the CP router),

| GD- PCP I nterworking Function MJUST NOT be invoked. [|ndeed, UPnP
machinery is used to control that device and therefore lead to
successful operations of internal services.

Once the PCP Sever is reachable, the | G- PCP I nterworking Function
MUST synchronize its state as specified in Section 5.10.

5.2. Control of the Firewall
In order to configure security policies to be applied to i nbound and
out bound traffic, UPnP | G can be used to control a local firewall

engi ne.

No | GD-PCP Interworking Function is therefore required for that
pur pose.

[[Note: Firewall support is no |onger specified in base PCP]]
5.3. NAT Control in LAN Side
Internal UPnP Control Points are not aware of the presence of the
| GO PCP Interworking Function in the CP router (1GD). Especially,
UPnP Control Points MJUST NOT be aware of the deactivation of the NAT
in the CP router.
No nodification is required in the UPnP Control Point.
5.4. Port Mapping Tabl es
| G- PCP I nterworking Function MIST store locally all the mappings
instantiated by internal UPnP Control Points in the PCP Server. Port

Forwar di ng mappi ngs SHOULD be stored in a pernanent storage. |f not,
upon reset or reboot, the | G PCP | nterworking Function SHOULD
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synchronise its states as specified in Section 5.10.

Upon receipt of a PCP PIN44 Response fromthe PCP Server, the |GD PCP
I nterworking Function MJUST retrieve the encl osed mappi ng and MJST
store it in the local napping table. The local napping table is an

i mmge of the mapping table as naintained by the PCP Server for a

gi ven subscri ber

5.5. Interworking Function Wthout NAT in the CP Router

When no NAT is enbedded in the CP router, the content of received
WANI PConnecti on and PCP nessages is not altered by the | GO PCP

I nterworking Function (i.e., the content of WAN PConnecti on nessages
are mapped to the PCP nessages (and mapped back) according to
Section 4.1).

5.6. NAT Enbedded in the CP Router

Unli ke the scenario with one I evel of NAT (Section 5.5), the | G PCP
I nt erwor ki ng Function MJUST update the content of received mappi ng
messages with the I P address and/or port number bel onging to the
external interface of the CP router (i.e., after the NAT1l operation
in Figure 4) and not as initially positioned by the UPnP Contro

Poi nt .

Al'l WANI PConnecti on nmessages i ssued by the UPnP Control Point (resp.
PCP Server) are intercepted by the 1 G- PCP | nterworking Function
Then, the correspondi ng nessages (see Section 4.1, Section 4.2 and
Section 4.3) are generated by the | GD- PCP | nterworking Function and
sent to the provisioned PCP Server (resp., corresponding UPnP Contro
Point). The content of PCP nessages received by the PCP Server
reflects the mapping information as enforced in the first NAT. |In
particular, the internal |IP address and/or port nunber of the
requests are replaced with the I P address and port nunber as assigned
by the NAT of the CP router. For the reverse path, PCP response
nmessages are intercepted by the | G PCP | nterworking Function. The
content of the correspondi ng WANI PConnecti on nmessages are updat ed:

o The internal |IP address and/or port number as initially positioned
by the UPnP Control Point and stored in the CP router NAT are used
to update the corresponding fields in received PCP responses.

o0 The external |IP and port nunber are not altered by the | GD PCP
I nt erwor ki ng Functi on.

0 The NAT mapping entry in the first NAT is updated with the result
of PCP request.
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The lifetime of the mappings instantiated in all involved NATs SHOULD
be the one assigned by the term nating PCP Server. |In any case, the
lifetime MJUST be | ower or equal to the one assigned by the

term nating PCP Server.

5.7. Creating a Mpping

Two met hods can be used to create a mapping: AddPort Mappi ng() or
AddAnyPor t Mappi ng() .

AddAnyPort Mappi ng() is the RECOMVENDED net hod.

5.7.1. AddAnyPort Mappi ng()

When an UPnP Control Point issues a AddAnyPort Mapping(), this request
is received by the UPnP Server. The request is then relayed to the

| GD- PCP I nterworking Function which generates a PCP Pl N44 Request
(see Section 4.1 for mappi ng between WANI PConnecti on and PCP
paraneters). Upon receipt of PCP Pl N\d4 Response fromthe PCP Server,
an XML mapping is returned to the requesting UPnP Control Point (the
content of the messages follows the reconmrendations listed in
Section 5.6 or Section 5.5 according to the depl oyed scenario). A
flow exanple is depicted in Figure 5.

If a PCP Error is received fromthe PCP Server, a corresponding

WANI PConnecti on error code Section 4.3 is generated by the | GO PCP
I nterworking Function and sent to the requesting UPnP Control Point.
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UPnP- PCP
UPnP Cont r ol I nt erwor ki ng
Poi nt Functi on PCP Server

I I I
| (1) AddAnyPort Mappi ng | |
| Ext er nal Port =8080 | |
R >| |
| (2) PCP PI Nd4 Request |
| request ed external port=8080 |
| o >|

I

I

I

I
| (3) PCP PI Nd4 Response
| assigned external port=6598
| <o |
(4) AddAnyPort Mappi ng | |
I I
I

I
I
I
I
I
I
|
[ Reser vedPort =6598
I

Fi gure 5: Fl ow exanpl e when AddAnyPort Mapping() is used
5.7.2. AddPort Mappi ng()

A dedi cated option called HONOR EXTERNAL PORT is defined in
[I-D.ietf-pcp-base] to toggle the behavior in a PCP Request nessage.
This options is inserted by the | GD-PCP | W when issuing its requests
to the PCP Server only if a specific external port is requested by
the UPnP Control Point. The mapping of wildcard (i.e., 0)

External Port is not yet defined.

[[Statel ess NAT and statel ess-1ike NAT operations are no clearly
defined in base PCP.]]

Upon recei pt of AddPort Mappi ng() froman UPnP Control Point, the |G
PCP I nterworking Function first checks if the requested external port
nunmber is not used by another Internal UPnP Control Point. 1In case a
mappi ng bound to the requested external port number is found in the

| ocal mapping table, the |G PCP | W MJST send back a

ConflictlnMappi ngEntry error to the requesting UPnP Control Point
(see Figure 6).

Boucadair, et al. Expi res August 11, 2011 [ Page 15]



Internet-Draft UPNnP | GD- PCP I nterworki ng Function February 2011

UPnP- PCP
UPnP Cont r ol I nt erwor ki ng
Poi nt Functi on PCP Server

I I
| (1) AddPort Mappi ng |
| Ext er nal Port =2356 |

I
(3) AddPort Mappi ng |
Ext er nal Port =4586 |
|- >|
I
I
I

| (4) Error:

I

I

I

I

I

|

I

I

I

I

I

|

I

| ConflictlnMappi ngEntry |
I I

I

Figure 6: |IWF Local Behaviour

Thi s exchange (Figure 6) is re-iterated until an external port nunber
that is not in use is requested by the UPnP Control Point. Then, the
| GD-PCP | WF generates a PCP PINA4 Request with all requested mappi ng
information as indicated by the UPnP Control Point if no NAT is
enbedded in the CP router or updated as specified in Section 5.6. In
addition, the |G PCP IW inserts a HONOR_EXTERNAL_PORT Option to the
generated PCP request.

If the requested external port is in use, a PCP Error nmessage MJIST be
sent by the PCP Server to the IG>-PCP | W indicating
CANNOT_HONOR_EXTERNAL _PORT as the error cause. The | GD PCP | WF

rel ays a negative nessage to the UPnP Control Point indicating
ConflictlnMappi ngEntry as error code. The UPnP Control Point re-

i ssues a new request with a new requested external port number. This
process is repeated until a positive answer is received or nmaximm
retry is reached.

If the PCP Server is able to honor the requested external port, a
positive response is sent to the requesting |1GD-PCP IW. Upon
recei pt of the response fromthe PCP Server, the returned mappi ng
MUST be stored by the 1 G- PCP I nterworking Function in its |ocal
mappi ng table and a positive answer MJST be sent to the requesting
UPnP Control Point. This answer term nates this exchange.
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Figure 7 shows an exanple of the flow exchange that occurs when the
PCP Server satisfies the request fromthe IG-PCP IW. Figure 8
shows the messages exchange when the requested external port is in

use.
UPnP- PCP
UPnP Contr ol I nt er wor ki ng
Poi nt Functi on PCP Server

I I I
| (1) AddPort Mappi ng [ [
| Ext er nal Port =8080 | |
|- > |
[ (2) PCP PI N44 Request [
| request ed external port=8080 |
| HONOR_EXTERNAL__PORT |
I
I
I
I

(3) PCP PI Nd4 Response
assi gned external port=8080

(4) AddPort Mappi ng

I
I
I
I
I
I
I
|
[ Ext er nal Port =8080
I

Figure 7: Fl ow Exanple (Positive Answer)
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UPnP- PCP
UPnP Cont r ol I nt erwor ki ng
Poi nt Functi on PCP Server

I I I
| (1) AddPort Mappi ng |
| Ext er nal Port =8080 |

I
|
| (2) PCP Pl N4 Request |
| request ed external port=8080 |
[ HONOR_EXTERNAL_ PORT [
I
I
I

(3) PCP PI Nd4 Response
CANNOT_HONOR_EXTERNAL _PORT

(4) FError:
Conflict!l nMappi ngEntry

N
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

(5) AddPort Mappi ng |
Ext er nal Port =5485 |

| request ed external port=5485
[ HONOR_EXTERNAL_ PORT

I
I
I
I
|
| (6) PCP Pl Nd4 Request |
I
|
(7) PCP Pl NA4 Response [
CANNOT_HONOR_EXTERNAL_PORT |
(8) Error:
Conflict!l nMappi ngEntry

N
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

| (a) AddPort Mappi ng
| Ext er nal Port =6591

I

I
|- >|

| (b) PCP PI Nd4 Request

I

I

I
I
I
I
requested external port=6591 |
HONOR_EXTERNAL_PORT |

I

I

I

| (c) PCP Pl Nd4 Response

| CANNOT_HONOR_EXTERNAL_PORT

| <o |
I

I

(d) Error:
Conflictl nMappi ngEntry
I

Fi gure 8: Fl ow Exanpl e (Negative Answer)
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5.8. Listing One or a Set of Mappings

In order to list active mappings, an UPnP Control Point may issue
Get Generi cPort Mappi ngEntry(), GCet SpecificPortMppingEntry() or
Get Li st O Por t Mappi ngs() .

These net hods MJUST NOT be proxied to the PCP Server since a |ocal
mappi ng i s maintained by the | G PCP | nterworking Function.

5.9. Delete One or a Set of Mappings: Del etePort Mapping() or
Del et ePor t Mappi ngRange()

A UPnP Control Point proceeds to the deletion of one or a list of
mappi ngs by issuing Del et ePort Mappi ng() or Del et ePort Mappi ngRange() .
In 1GD: 2, we assune the 1 GD applies the appropriate security policies
to grant whether a Control Point has the rights to delete one or a
set of mappings. Wen authorization fails, "606 Action Not

Aut hori zed" error code MJST be returned the requesting Control Point.

When Del et ePort Mappi ng() or Del et ePort Mappi ngRange() is received by
the 1GD PCP Interworking Function, it first checks if the requested
mappi ngs to be renoved are present in the |local mapping table. [If no
mappi ng mat ching the request is found in the local table an error
code is sent back to the UPnP Control Point: "714 NoSuchEntryl nArray"
for Del etePortMappi ng() or "730 Port Mappi ngNot Found" for

Del et ePort Mappi ngRange() .

Fi gure 9 shows an exanple of UPnP Control Point asking to delete a
mappi ng which is not instantiated in the |ocal table of the |IW.

UPnP- PCP
UPnP Cont r ol I nt erwor ki ng
Poi nt Functi on PCP Server

I I I
| (1) Del etePort Mappi ng | |
[=--mmmmmm - >| I
I I I
| (2) Error: | |
| NoSuchEntryl nArray | |
I I
I I

Figure 9: Local Delete (1GD PCP | W)
If a mapping natches in the local table, a PCP Pl N44 del ete request

is generated taking into account the input argunments as included in
Del et ePort Mappi ng() if no NAT is enabled in the CP router or the
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correspondi ng | ocal | P address and port nunmber as assigned by the
local NAT if a NAT is enabled in the CP router. Wen a positive
answer is received fromthe PCP Server, the |G PCP | nterworking
Function updates its local mapping table (i.e., renove the
correspondi ng entry) and notifies the UPnP Control Point about the
result of the renoval operation. Once PCP PIN44 del ete request is
received by the PCP Server, it proceeds to renoving the corresponding
entry. A PCP PIN44 del ete response is sent back if the renoval of
the corresponding entry was successful; if not, a PCP Error is sent
back to the I GD-PCP Interworking Function including the correspondi ng
error cause (See Section 4.3).

In case Del et ePort Mappi ngRange() is used, the | GO PCP | WF undert akes
a | ookup on its local nmapping table to retrieve individual mappings
instantiated by the requested Control Point (i.e., authorization
checks) and matching the signalled port range (i.e., the externa

port is within "StartPort" and "EndPort" argunents of

Del et ePort Mappi ngRange()). |f no mapping is found, "730

Por t Mappi ngNot Found" error code is sent to the UPnP Control Point
(Figure 10). |If a set of mappings are found, the |G PCP | WF
generates individual PCP Pl NA4 del ete requests corresponding to these
mappi ngs (See the exanple shown in Figure 11).

[[Di scussion note: The IW can send a positive answer to the
requesting UPnP Control Point without waiting to receive all the
answers fromthe PCP Server. It is unlikely to encounter a
problemin the PCP | eg because the | W has verified authorization
rights and al so the presence of the nmapping in the local table.]]
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UPnP- PCP
UPnP Cont r ol I nt erwor ki ng
Poi nt Functi on PCP Server

I I

| (1) Del et ePort Mappi ngRange() |

| St art Port =8596 |

| EndPort =9000 |

| Pr ot ocol =UDP |

[=--mmmmm >|
I
I
I

(2) Error:

I
I
I
I
I
I
Por t Mappi ngNot Found |
I
I

Fi gure 10: Fl ow exanpl e when an error encountered when processing
Del et ePor t Mappi hgRange()
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This exanple illustrates the exchanges that occur when the | W

recei ves Del et ePort Mappi ngRange(). 1In this exanple, only two

mappi ngs having the external port nunber in the 6000-6050 range are
mai ntained in the local table. The IW issues two PIN44 requests to
del et e these mappi ngs.

UPnP- PCP
UPnP Contr ol I nt er wor ki ng
Poi nt Functi on PCP Server

I

| (1) Del et ePort Mappi ngRange()

| St art Port =6000

[ EndPort =6050

| Pr ot ocol =UDP

I >

I

I

I

I

I

[ (2a) PCP Pl Nd4 Request
| pr ot ocol =UDP

| i nternal -i p-address

| i nt ernal - port

| ext ernal -i p- addr ess

| ext ernal - port= 6030

[ Requested-lifetime= 0

I
I
I
I
I
|
I
I
I
I
I
|
I
|=-mmmmmmm >|
I
I
I
|
I
I
I
I
I
|
I
I
I

I

| (2c) PCP Pl N4 Request

| pr ot ocol =UDP

| i nternal -i p-address

[ i nternal - port

| external -i p-address

| ext ernal - port = 6045

| Requested-lifetinme= 0

I i >

I

(2b) Posi tive answer [

Qe mmmmmmecmemmeemeeaaeaaaaa |

I
Figure 11: Exanpl e of Del et ePort Mappi ngRange()

5.10. Mappi ng Synchroni sation
[[Note: This section needs further discussion anong aut hors]]

Under normal conditions, since a valid copy of the mapping table is
stored locally in the CP router, the |G- PCP Interworking Function
SHOULD NOT i ssue any subsequent PCP request to handl e a request
received froman UPnP Control Point to |ist active nappings
Neverthel ess, in case of |loss of synchronisation (e.g., reboot,
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system crashes, power outage, etc.), the |G PCP | nterworking
Functi on SHOULD generate a get nethod to retrieve all active mappi ngs
in the PCP Server and update its |ocal mapping table w thout waiting
for an explicit request froma UPnP Control Point. Doing so, the

| GD- PCP | nterworking Function nmintains an updated mappi ng tabl e.

In case of massive reboot of CP routers (e.g., aval anche restart
phenonenon), PCP request bursts SHOULD be avoided. For this aim we
recomend the use of a given tinmer denoted as PCP_SERVICE WAIT. This
timer can be pre-configured in the CP router or to be provisioned
usi ng a dedi cated neans such as DHCP. Upon reboot of the CP router
PCP nessages SHOULD NOT be sent immediately. A randomvalue is

sel ected between 0 and PCP_SERVICE WAIT. This value is referred to
as RAND(PCP_SERVI CE_ WAIT). Upon the expiration of

RAND( PCP_SERVI CE_WAI T), the CP router SHOULD proceed to its
synchroni sati on operations (i.e., retrieve all active mappi ngs which
have been instructed by internal UPnP Control Point(s)).

[[ Note: per-subscriber quota may be exhausted due to unlinited
lifetime and stale mappings in I GD due to reboots, etc.]]

6. | ANA Consi derations
Thi s docunent nakes no request of | ANA
Note to RFC Editor: this section may be renoved on publication as an
RFC.

7. Security Considerations
| GD: 2 aut horization framework SHOULD be used. Wen only 1G> 1 is
avai | abl e, one MAY consider to enforce the default security, i.e.
operation on the behalf of a third party is not allowed.
Thi s docunent defines a procedure to instruct PCP mappings for third
party devices belonging to the sane subscriber. Identification means
to avoid a nmalicious user to instruct mappings on behalf of a third
party nust be enabled. Such neans are already di scussed in Section

7.4.4 of [1-D.ietf-pcp-base].

Security considerations elaborated in [I-D.ietf-pcp-base] and
[ Sec_DCP] should be taken into account.
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