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Abst r act

Consi der a situation where a subscriber’s packets are subject to two
| evel s of NAT, with both NATs operating under the control of the |SP.
An exanpl e of this would be a NATi ng Hone Gateway forwardi ng packets
to a Large Scale NAT. This nmeno proposes that advantage be taken of
the presence of the second NAT, to offl oad the burden on the Large
Scal e NAT by del egation to the Hone Gateway. Enhancenents to the
Port Control Protocol are specified to achieve this. The proposed
solution applies also for DS-Lite where the AFTR offloads it NAT to
the B4 el enent.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on Septenber 15, 2011.
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1. Application Scenario

A Large Scal e NAT (LSN) is responsible for translating source
addresses and ports for packets passing into and out of the provider
network. Especially for large scale service providers, one LSN nay
need to support at |least tens of thousands of custoners, resulting in
heavy processing requirenments for the LSN

In sone broadband scenarios an additional NAT is present at the edge
of the customer network. For convenience we will call this the Hone
Gateway. The load on the LSN could be reduced if address and port
transl ation were actually done at the Hone Gateway. Achieving such
an outcorme woul d require coordination between the two devices. This
meno nmakes a detail ed proposal for the required coordination
mechani sm

2. Proposed Sol ution
2.1. Delegation of Port Ranges

The basic proposal nade in this nenp is to provide the neans for the
Hone Gateway to request that the LSN delegate to it a set of ports
and optionally an external address that will be associated with those
ports. It is proposed to use the Port Control Protocol (PCP)

[ID. port-control -protocol] to achieve this. The procedure is
illustrated in Figure 1.

The LSN al l ocation of port sets MAY take into account the advice
given in [ID. behave-nat x4-1o0g-reduction].

[ Open Issue: if we want to make the port sets discontinuous, we
must either allow negotiation of the algorithmor paraneters of
that algorithmfor determ ning the conplete set froma given
starting point, or specify it here. Specifying it all here is
probably counter-productive, given that this is a security neasure
to nmake port guessing harder.]
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Hone Gat eway CG NAT
I I
| |
[------ (1) PCP Request-------- >|
I I
| Fom oo - -+
| | Create |
| | NAT entry|
| e e e+
I I
| <----- (2) PCP Response----- |
| (Port Set) [
I

I
Figure 1: Acquiring a Del egated Port Set

If the Hone Gateway allocates all of the ports that have been

del egated to it for a given protocol, it MAY send a request to the
LSN for another del egated set of ports. |If the LSN satisfies that
request, the Hone Gateway MJST rel ease the additional set as soon as
possi ble. To achieve this, the Home Gateway May foll ow a policy for
al l ocation of additional ports to flows, that has the sane effect as
searching for "free" ports in the port sets in the order in which
they were delegated to the Hone Gateway. A port SHOULD be consi dered
"free" if no traffic has been observed through it for the timeout
interval specified for the protocol concerned, as discussed in

[ 1 D. behave-nat x4-1 o0g-reduction], or if the Home Gateway knows through
other neans (e.g., host reboot) that it is no | onger in use.

2.2. Packet Processing At the Hone Gateway and LSN

The Hone Gateway maps outgoing flows to the del egated ports. |If an
external address was received it uses that for the source address;
otherwise it retains the private address of the Hone Gateway as the
sour ce address.

The procedures are nore conplicated, of course, if the IP version
running externally to the LSNis different fromthe IP version
runni ng between the Honme Gateway and the LSN, since the
destination address also has to be translated. The details depend
on the particular transition nmechanismin use, and are left as an
exercise for the reader

If the private address is retained, the LSN recognizes it fromthe
ori gi nal del egation request and changes the source address but not
the port before forwarding the packet. |If the external public
address was used, the LSN is not useful and another device nay be
needed to allocate the port range.
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In the reverse direction, the LSN recogni zes the public destination
address and port of an incom ng packet as belonging to a del egated
set for the Hone Gateway. It translates the destination address, if
necessary, |eaving the destination port unchanged. The Hone Gateway
transl ates the destination port and address to the corresponding

val ues in the custonmer network and forwards the packet in turn

2.3. Proposed Enhancenents To and Usage O the Port Control Protoco

Thi s docunent proposes the foll owing new option for MAP opcodes:
PORT_SET_REQUESTED.

option nunber: to be all ocated
is valid for OpCodes: NAP44, NAP64, MAP46, or MAP66
is included in responses: MJST

has length: O in requests, 4 in successful responses. [As
ment i oned above, if non-consecutive sets of ports are allocated,
we may want to add paraneters of the algorithmfor deriving the
complete set fromthe initial value provided in the "assigned
external port" field of the response.]

may appear nore than once: no

When constructing a PCP request with the PORT_SET _REQUESTED opti on
the client MUST set the "internal port" field of the request to zero.
If requesting a new set of delegated ports, the client MAY set the
"requested external port"” field to a non-zero value. |If releasing a
set of delegated ports (i.e., by setting the "Requested lifetinme"
field to zero), the client MJUST set the "requested external port"
field to the value of the "assigned external port"” field of the
earlier response fromthe server. The remaining fields of the PCP
request MJST be set as directed by [ID. port-control-protocol]

[Open issue: for a release, should the PORT_SET_REQUESTED option have
the sane contents as it had in the earlier response?]

Upon receiving a PCP request with the PORT_SET REQUESTED option, the
server MAY reject it using return codes 151 - NOT_AUTHORI ZED, or 152
- USER_EX QUOTA. In this case, the PORT_SET_REQUESTED option in the
response MJUST have zero length (no data). |If the server chooses to
honour the request, it MJST place the value of the first port in the
assigned set in the "assigned external port" field of the response.
It MIUST set the length of the PORT_SET REQUESTED option in the
response to 4, and MJST provide the nunber of ports in the del egated
set as the value of the option
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3. Port Range Options

The Port Range option is used to specify one range of ports
(contiguous or not contiguous) pertaining to a given |P address. The
starting point of the ports and the nunber of del egated ports are
used to infer a set of allowed port values. This section provides
only one nethod to request the port range values. her ways and

Opt code can be proposed in | ater versions.

0 1 2 3
01234567890123456789012345678901

R e i e i i e T R S S e il sl S I R S S e S e s
| Protocol | Reserved (24 bits) |
B i sl o e S e e S S T sl st it S SRR R R S SR o S S it S SR
| Starting point 1 | Nunber of del egated ports 1

B R e i o S e S S S S S e s s SR R e S S i il aETE (R S SR
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ L
| Starting point n | Nurber of del egated ports n

B i sl o e S e e S S T sl st it S SRR R R S SR o S S it S SR

Fi gure 2: Port Range Option
These fields are described as bel ow

0o Starting Port: A 16 bit value used as an input to the specified
functi on.

0 Nunber of del egated ports: A 16 bit val ue specifying the nunmber of
ports del egated to the client for use as source port val ues.

o The value "n" indicates that the port range is not contiguous.

4. Security Considerations
WIl do later. Trust issues between the client and server, plus the
port randomi zation issues discussed in
[ 1 D. behave- nat x4-1 og-reduction].
5. | ANA Consi derati ons
WIl register the newoption if this draft goes through as a

st andal one docunment rather than being incorporated into the base
pr ot ocol
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Appendi x A.  NAT By-pass PCP
A. 1. Introduction

This section defines a new PCP | nformational El enent denoted NAT by-
pass IE. The purpose of this IEis to instruct a PCP- controlled
device to not enforce NAT operation on a set of flows destined to a
gi ven device | ocated behind the PCP-control |l ed device.

Al 1. Use Cases

PCP can be used to control an upstream device to achieve the
foll owi ng goal s:

1. Aplain (i.e., a non-shared) |IP address can be assigned to a
gi ven subscriber because it subscribed to a service which uses a
protocol don’t enbedding a transport number or because the NAT is
the only depl oyed platformto manage | P addresses.

2. An application (e.g., sensor) does not need to listen to a whole
range of ports available on a given IP address. Only a linited
set of ports are used to bind its running services. For such
devices, the external port(s) and | P address can be del egated to
that application and therefore avoid enforcing NAT for its
associated flows. The NAT in the PCP- controlled device should
be bypassed.

3. A device able to restrict its source ports can be del egated an
external port restricted |P address. The PCP- controlled device
shoul d be instructed to by-pass the NAT when handling fl ows
destined/issued to that device.
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A.1.2. Scope

As currently defined in PCP Base docunent, PCP is unable to instruct
a PCP-controlled device to de-activate the NAT for a given custoner,
gi ven flows, etc.

Thi s docunent defines new PCP Informational Elenents (IE) which are
meant to instruct a PCP-controlled device to by-pass the NAT function
whenever required.

A. 2. NAT Bypass PCP Informational Elenent

This IE (Figure 3) is used by a PCP Client to indicate to the PCP
Server to not apply any NAT operation to a correspondi ng bi ndi ng.

0123456789012345
S
| TBC [ 0x00 [
T S T S T s

Fi gure 3: NAT Bypass | E
The code of this IEis to be assigned by | ANA
The | ength MJUST be set to O.

A PCP Client inserts this I[Ein a PCP request to indicate to the PCP
Server to not apply the NAT function. The NAT is then by-passed in
the PCP-controlled device.

A PCP Server which supports the NAT by-pass feature MJST include this
IEinits response to the requesting PCP Client. 1In particular, when
the PCP Server does not include this IEin its response, the PCP
Client should deduce that the NAT will be enforced in the PCP-
controll ed device; a NAT will be then enforced in the PCP-controlled
devi ce.

The NAT bypass feature can be associated with a plain I P address. In
such case, a full external IP address is returned to the requesting
PCP Cdient. The client is then able to use all ports associated with
that | P address (i.e., without any restriction). Furthernore, this
"full" address can be used to access services which do not rely on
prot ocol s enbeddi ng a port nunber (e.g., sone |Psec npdes).

In sone cases, the PCP dient can request the by-pass of the NAT but

without requiring a full I P address (e.g., for the use cases
described in bullet 2 and 3 of Appendix A.1.1). 1In such scenario, in
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addition to the NAT by-pass IE, the PCP dient includes in its PCP
request a Port Set Option IE (Appendix A 3). Mre informtion about
this E is provided hereafter.

A 3. Port Set Option IE

This IE (Figure 4) is used to indicate a request for a contiguous

port set. This IE conveys the length of the requested ports set. It
is up to the PCP Server to decide whether the request will be
satisfied or not. |In particular, the PCP Server may discard the

request or accept to assign a port range with a length distinct than
the one requested by the PCP Cient. The PCP Server can assign

bi gger or shorter ports set conpared to is actually requested by a
PCP Cient.

If the PCP Server supports the ability to delegate a set of ports to
a requesting PCP Cient, it should include in its PCP response the
external port set |E described in Figure 5.

0123456789012345
B i S S S i i T S N S
I TBA | 0x01 |
B e o T o e e e S e
| Port Set Lengthj|
+o e e e e e e -+

Figure 4: Port Set Option IE
The code of this IEis to be assigned by | ANA
Port Set Length indicates the length of the requested port range.
If the PCP Server is configured to assign port ranges, it should use
the External Port Set IE (Appendix A 4) in its response to convey a
range of port to a requesting PCP Cient.

A 4. External Port Set |E

This IE is used to enclose contiguous ports set in a PCP nessage sent
by the PCP Server to a requesting Client. This IE may be included in
a PCP response to delegate a set of ports associated with the sane
external |P address.
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0123456789012345
B Tl T sl i S S S S S
| TBA | 0x04 [
B ol o s ks st S S S S S R S e
| Start Port Nunmber |
B s T I i R S e T S e i S R
| End Port Nunber [
B Tl T sl i S S S S S

Figure 5: External Ports Set IE
The code of this IEis to be assigned by | ANA
The length filed MIJST be equal to 4 bytes.

The data part of this IE indicate the bounds of the assigned ports
range.

A PCP Cient which receives this I|E froma PCP Server is del egated
all the port nunmbers within that range.
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