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Abst ract

Thi s docunment specifies a new Renote Authentication Dial In User
Service (RADIUS) attribute to carry a Port Control Protocol (PCP)
Server Nanes. This attribute can be configured on a RADIUS server so
that the informati on can be conveyed to Network Access Server (NAS)
via RADI US protocol, and the co-located Dynamic Host Configuration

Pr ot ocol (DHCP/ DHCPv6) server can then populate the information to
PCP client.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on November 25, 2013.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

Port Control Protocol (PCP) [RFC6887] provides a nechanismto control
how i nconi ng packets are forwarded by upstream devi ces such as NATs
and firewalls. PCP is a client/server protocol where a PCP client
may reside on a host, a Customer Prem ses Equi pnent (CPE), etc.,

whi ch comuni cates with a PCP server that may reside anywhere in a
net wor K.

[ RFC6887] defines a procedure for the PCP client to comunicate with
its PCP Server. The IP address of the PCP Server(s) can be
configured to the PCP client; if not the PCP client assunes its
default router as being its PCP server.

[I-D.ietf-pcp-dhcp] defines DHCPv6 and DHCPv4 options which are meant
to be used by a PCP client to discover a PCP server name. However,
provi sioning for name of the PCP server is required on a DHCPv4/
DHCPv6 server before it can popul ate this information.
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Aut o- configurati on on a DHCPv4/ DHCPv6 is possible in a broadband
networ k, where typically, user profile is maintained on a Renote

Aut hentication Dial In User Service (RADI US) server and RADI US
protocol [RFC2865] is used to convey user-related information to
other network el enents including a host and CPE. [RFC6911] descri bes
a typical broadband network scenario in which the Network Access
Server (NAS) acts as the access gateway for the users (hosts or CPEs)
and the NAS enbeds a DHCPv6 Server function that allows it to locally
handl e any DHCPv6 requests issued by the clients.

In such environnent, PCP server’'s nane can be configured on a RADI US
server, which then passes the information to a NAS that co-Ilocates
with the DHCPv4/ DHCPv6 server, which in turn popul ates the | ocation
of the PCP server.

Thi s docunent defines a new RADIUS attribute that can be used to
carry a PCP server nane. As defined in [I-D.ietf-pcp-dhcp], a PCP
Server Nanme can be a DNS nane, IP literals strings, etc. This
docunent is designed to allow for configuring PCP Server name which
can be a DNS name, IP literals or any strings which may be passed to
a |l ocal name resolution library on the PCP client side. Miltiple
occurrences of the PCP server nane RADIUS attribute is supported.

The proposed RADIUS attribute is designed to accommpdate vari ous
depl oynent contexts (e.g., dedicated option per |IP connectivity
context, single option for dual -stack access, etc.).

The approach descri bed above is already used for providing the FQDN
of the AFTR in the DS-Lite scenario [ RFC6333] and the equival ent
RADI US attribute for the DS-Lite Tunnel Nane is defined [ RFC6519].

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].
The following ternms are defined in [ RFC6887]:

- Port forwarding

- PCP
- PCP client
- PCP Server

The following termis defined in [I-D.ietf-pcp-dhcp]:

- PCP Server Nane
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3. PCP Server Configuration using RAD US and DHCPv4/ DHCPv6

Figure 1 illustrates an exanple of how RADI US protocol works together
with DHCPv6, to allow a host to | earn automatically the nane of a PCP
server in case of a PPP session that carries |Pv6 traffic.

The Network Access Server (NAS) operates as a client of RAD US and
co-locates with a DHCPv6 Server for DHCPv6. The NAS initially sends
a RADI US Access Request nessage to the RADI US server, requesting

aut hentication. Once the RADI US server receives the request, it
validates the sending client and if the request is approved, the
RADI US server replies with an Access Accept nessage including a list
of attribute-value pairs that describe the paraneters to be used for
this session. This list MAY al so contain the nane of a PCP server.
When the co-1ocated DHCPv6 server receives a DHCPv6 nessage from a
client containing the PCP Server Option, it SHALL use the nane
returned in the RADIUS attribute as defined in this nmeno to popul ate
the DHCPv6 PCP Server option defined in [I-D.ietf-pcp-dhcp].

PCP/ DHCPv 6 NAS AAA
Cient DHCPv6 Server Server
I I
----PPP LCP Config Request------ > |

----Access- Request ---->|

I
I I
I I
I I
[ | <- Access- Accept--------- |
| | (PCP-Server- Nane)

I I

I I

I

<----- PPP LCP Config ACK -----

[------ PPP | Pv6CP Config Req ---->
I< ----- PPP | Pv6CP Config ACK ----- I
I ------- DHCPv6 Solicit -------- >I
| <------- DHCPv6 Advertisement------ |

| (PCP server Nanme DHCPv6 Option)

|

——————— DHCPv6 Request --------3|
(PCP server Nanme DHCPv6 Option) |

I

R DHCPv6 Reply ---------
(PCP server Name DHCPv6 Option) |
DHCPv 6 RADI US

Figure 1: RADI US and DHCPv6 Message Fl ow for a PPP Session
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The Figure 2 illustrates how the RADI US protocol and DHCPv6 work
together to acconplish PCP client configuration when DHCPv6 is used
to provide connectivity to a requesting host.

The di fference between this nessage flow and previous one is that in
this scenario the interaction between NAS and AAA/ RADI US Server is

triggered by the DHCPv6 Solicit nessage received by the NAS fromthe
DHCPv6 client, while in case of a PPP Session the trigger is the PPP
LCP Config Request message received by the NAS

PCP/ DHCPv 6 NAS AAA
dient DHCPv6 Server Server
I I I
[------ DHCPv6 Solicit --------- > |

I
----Access- Request ---->|

I
|
I
I I
| <- Access- Accept--------- |
| (PCP-Server- Nane) |
I I
<------- DHCPv6 Advertisenment------ | |
(PCP Server Nanme DHCPv6 Option) | [

I

------- DHCPv6 Request --------3| [
(PCP Server Name DHCPv6 Option) | |

I I

|

I

|
| <-------- DHCPv6 Reply --------- |
| (PCP Server Nane DHCPv6 Option) |

DHCPv 6 RADI US
Figure 2: RADI US and DHCPv6 Message Flow for an | P Session

In the scenario depicted in Figure 2 the Access- Request packet SHOULD
contain a Service-Type attribute (6) with the value Authorize Only
(17); thus, according to [ RFC5080], the Access-Request packet MJST
contain a State attribute that it obtains fromthe previous

aut henti cati on process.

In both scenaiors nentioned above, Message-Authenticator (type 80)
according to [ RFC2869] SHOULD be used to protect both Access- Request
and Access- Accept Messages.

In case that the PCP server nanme is re-configured, the RAD US server

must send a RADI US CoA nessage [ RFC5176] that carries the RADI US PCP
server nane attribute to the NAS, which once accepts and sends back a
RADI US CoA ACK nessage, the new PCP server nane replaces the original
one and is then re-propul ated by the DHCPv6 server.
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A simlar nmessage flow al so applies to the I Pv4 scenari o when DHCPv4
is used to provide connectivity to the user (Figure 3).

PCP/ DHCPv4 NAS AAA
dient DHCPv4 Server Server

I
I
I
| ----Access- Request ---->
I
| <- Access- Accept--------- |
| (PCP-Server- Nane)
I
S DHCP OFfer ------------ |
(PCP server Nanme Sub-QOption)
I
————————— DHCP Request -------->
(PCP server Name Sub- Option) [
I

|
| <--------- DHCP Ack ------------- [
| (PCP server Nanme Sub-QOption)

DHCPv 4 RADI US
Fi gure 3: RADI US and DHCPv4 Message Fl ow for an | P Session

After receiving the PCP server name in the initial Access-Accept the
NAS MUST store the received PCP Server Nane |ocally. Wen the PCP
Client sends a DHCPv4 nessage to request an extension of the
lifetimes for the assigned address or prefix, the NAS does not have
to initiate a new Access- Request towards the AAA server to request
the PCP server name. The NAS retrieves the previously stored PCP
Server name and uses it in its reply.

If the DHCPv4 server to which the DHCP Renew nessage was sent at tine
T1 has not responded, the DHCPv4 client initiates a Rebind/ Reply
exchange with any available server. |In this scenario the NAS MJST
initiate a new Access- Request towards the AAA server, after the co-

| ocat ed DHCPv4 server receives the DHCP nessage. The NAS MAY i ncl ude
the PCP Server Name attribute in its Access-Request.

If the NAS does not receive the PCP server name attribute in the
Access-Accept it MAY fallback to a pre-configured default tunne
nane, if any. |If the NAS does not have any pre-configured default
tunnel name or if the NAS receives an Access-Reject, the PCP client
can not be configured by the NAS
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The handl i ng when the PCP server nanme is re-configured on the RADI US
server is simlar to that in | Pv6 case, i.e., the new PCP server name
is conveyed to the NAS in a RADI US CoA message, which if accepted,
the new PCP server nane replaces the original one and is then re-
propul ated by the DHCPv4 server.

The scenario with PPP Session and | Pv4 only connectivity does not
require DHCPv4: the whole configuration of the client is performed by
PPP. This case is out of scope of this docunent because in order to
compl ete the configuration of the PCP client a new PPP | PCP option
woul d be required

4. PCP-Server-Nane RADIUS Attribute

A new RADI US attribute, called PCP-Server-Nanme, along with its format
i s defined bel ow

The PCP-Server-Nane attribute contains a nanme that refers to a PCP
server the client requests to establish a connection to for PCP

rel ated service. The NAS shall use the name(s) returned in the
RADI US PCP- Server-Nanme attribute instance(s) to popul ate the PCP
Server Name DHCP Sub-Option in |IPv4 addressing context, or the PCP
Server Nanme DHCPv6 Option in | Pv6 addressing context, as deternined
by the DHCP server [I-D.ietf-pcp-dhcp]. The same or distinct PCP
Server Names MAY be configured; it is out of scope of this docunent
to el aborate on this point. Neverthel ess, the PCP-Server- Name
attribute conveys an indication for the depl oynent context.

The PCP-Server-Nanme attribute MAY appear in an Access-Accept packet.
This attribute MAY be used in Access-Request packets as a hint to the
RADI US server; for exanple if the NAS is pre-configured with a
default PCP server nanme, this name MAY be inserted in the attribute
The RADI US server NMAY ignore the hint sent by the NAS and it MAY
assign a different PCP Server nane. |f the NAS includes the PCP
Server Nane attribute, but the AAA server does not recognize it, this
attribute MJST be ignored by the AAA Server. |If the NAS does not
receive PCP Server Name attribute in the Access-Accept it MAY

fall back to a pre-configured default PCP server nane, if any. |If the
NAS is pre-provisioned with a default PCP server nanme and the PCP
server nane received in Access-Accept is different fromthe
configured default, then the PCP server nane received in the Access-
Accept nessage MJUST be used for the session

The PCP server Name RADIUS attribute MAY be present in Accounting-

Request records where the Acct-Status-Type is set to Start, Stop or
I nteri m Updat e.
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The PCP server name RADIUS attribute MAY be present in an CoA- Request
packet, when the PCP server nane is re-configured

The PCP Server Nanme RADIUS attribute MAY appear nore than once in a
nessage

A summary of the PCP-Server-Name RADIUS attribute format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Type | Length | Cont ext |
B T T i I T T o S S S e b S S S

| PCP- Ser ver - Nane
i i S e i (I SRR HE S SR R S

The description of the fields is as foll ows:
Type:

TBALl for PCP- Server- Nane.
Lengt h:

This field indicates the total length in octets of this attribute
including the Type, the Length fields.

Cont ext :
This field indicates the I P connectivity context:

0: Dual -Stack. The sane option is provided for both DHCPv4 and
DHCPv6 requesting hosts.

1. This option is provided for DHCPv4 requesting hosts.

2: This option is provided for DHCPv6 requesting hosts.

PCP- Ser ver - Nane:
Includes a PCP Server Nane. As defined in, PCP Server Nane is a
UTF-8 [ RFC3629] string that can be passed to getaddrinfo(), such
as a DNS nane, address literals, etc. The name MJUST NOT contain
spaces or nulls.

This attribute is type of conplex [ RFC6158].
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5.

9.

1.

Tabl e of attributes

The following table provides a guide to which attributes may be found
i n which kinds of packets, and in what quantity.

Request Accept Reject Challenge Accounting #  Attribute

Request
0+ 0+ 0 0 0+ TBA1 PCP- Server - Nanme
0-1 0-1 0 0 0-1 6 Servi ce- Type
0-1 0-1 0-1 0-1 0-1 80 Message- Aut henti cator

The followi ng table defines the nmeaning of the above table entries.
0 This attribute MIUST NOT be present in packet.
0+ Zero or nore instances of this attribute MAY be present in

packet .
0-1 Zero or one instance of this attribute MAY be present in packet.

Security Considerations

Thi s docunent has no additional security considerations beyond those
already identified in [ RFC2865] .

| ANA Consi derati ons
This docunent requests the allocation of a new Radius attribute types
fromthe 1ANA registry "Radius Attribute Types" located at http://
WWW. i ana. or g/ assi gnnent s/ radi us-types:

PCP- Server - Nane - TBAl
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