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Abst ract

Point to point (P2P) communi cation between arbitrary |1 Pv6 routers and
hosts in a Low power and Lossy Network (LLN) is a key requirenent for
many applications. RPL, the |IPv6 Routing Protocol for LLNs,
constrains the LLN topology to a Directed Acyclic G aph (DAG and
requires the P2P routing to take place along the DAG |links. Such P2P
routes may be suboptimal and may lead to traffic congestion near the
DAG root. This docunent specifies a P2P route discovery nechani sm
conplenentary to the RPL base functionality. This mechani sm all ows
an RPL-aware |Pv6 router or host to discover and establish, on
demand, one or nore routes to another RPL-aware |Pv6 router or host
in the LLN such that the discovered routes nmeet a specified cost
criteria.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 11, 2011.
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1.

I nt roducti on

RPL [I-D.ietf-roll-rpl] provides multipoint-to-point (MP2P) routes
fromnodes in a Low power and Lossy Network (LLN) to a sink node by
organi zi ng the nodes along a Directed Acyclic Gaph (DAG rooted at
the sink. The nodes determine their position in the DAG so as to
optinize their routing cost on the path towards the DAG root. A node
advertises its position (the "rank") in the DAG by originating a
DODAG I nformati on Object (DO nessage. The DI O nessage is sent via
link-1ocal nulticast and al so includes information such as the DAG
root’s identity, routing netrics/constraints
[I-D.ietf-roll-routing-netrics] and the objective function (OF) in
use. Wien a node joins the DAG it determines its own rank in the
DAG based on that advertised by its neighbors and originates its own
Dl O nmessage.

RPL enabl es point-to-nultipoint (P2MP) routing froma node to its
descendants in the DAG by allowing a node to send a Destination
Advertisenent Object (DAO upwards along the DAG The DAO carries
potentially aggregated information regarding the descendants (and
other | ocal prefixes) reachable through the node originating this
DAC.

RPL al so provi des nechani sns for point-to-point (P2P) routing between
any two nodes in the DAG If the destination is within the source’s
radi o range, the source may directly send packets to the destination
O herwi se, a packet’s path fromthe source to the destination depends
on the storing/non-storing operation node of the DAG |In non-storing
node operation, only the DAG root nmintains downward routing

i nformati on and hence a packet travels all the way to the DAG root,
whi ch then sends it towards its destination using a source route. In
storing node operation, if the destination is a DAG descendant and
the source maintai ns "downwards" hop-by-hop routing state about this
descendant, it can forward the packet to a descendant router closer
to the destination. Oherw se, the source sends the packet to a DAG
parent, which then applies the sanme set of rules to forward the
packet further. Thus, a packet travels up the DAG until it reaches a
node t hat knows of the downwards route to the destination and then it
travel s down the DAG towards its destination. A node nmay or may not
mai ntain routing state about a descendant dependi ng on whether its

i mredi ate children send it such information in their DAGCs. Thus, in
the best case with storing node operation, the "upwards" segnent of
the P2P route between a source and a destination ends at the first
common ancestor of the source and the destination. |In the worst

case, the "upwards" segment would extend all the way to the DAG root.
In both storing and non-storing node operations, if the destination
did not originate a DAQ, the packet will travel all the way to the
DAG s root, where it will be dropped.
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The P2P routing functionality available in RPL may be inadequate for
applications in the hone and commerci al buil ding domains for the
followi ng reasons [I-D.brandt-roll-rpl-applicability-hone-building]
[ RFC5826] [ RFC5867] :

0 The need to maintain routes "proactively", i.e., every possible
destination in the DAG nust originate a DAQO

0 Depending on the network topology and OF/ nmetrics in use, the
constraint to route only along a DAG may cause significantly
subopti mal P2P routes and severe traffic congestion near the DAG
r oot .

Thus, there is a need for a mechani smthat provides source-initiated
di scovery of P2P routes that are not along an existing DAG This
docunent describes such a nechanism conplenentary to the basic RPL
functionality.

The specified nechanismis based on a reactive on-demand approach
whi ch enabl es a node to di scover one or nore routes in either
direction between itself and another node in the LLN wi thout any
restrictions regarding the existing DAG nenbership of the links that
such routes nay use. The discovered routes nmay be source routes or
hop-by-hop routes. The discovered routes may not be the best
avai l abl e but are guaranteed to satisfy the desired constraints in
terns of the routing netrics and are thus considered "good enough”
fromthe application s perspective.

A conpl enentary functionality, necessary to help deci de whether to
initiate a route discovery, is a nechanismto neasure the end-to-end
cost of an existing route. Section 4 provides further details on how
such functionality, described in [I-D. goyal-roll-p2p-nmeasuremnment],

can be used to deternmine the nmetric constraints for use in the route
di scovery nechani sm described in this docunent.

2. The Use Cases

The mechani snms described in this docunent are intended to be enpl oyed
as conplenentary to RPL in specific scenarios that need point-to-
poi nt (P2P) routes between arbitrary routers.

One use case, common in a home environnent, involves a renote contro
(or a notion sensor) that suddenly needs to conmunicate with a |anmp
modul e, whose network address is a-priori known. |In this case, the
source of data (the renpte control or the notion sensor) nust be able
to discover a route to the destination (the |lanp nodule) "on denand".
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Anot her use case, comon in a |large comercial buil ding environment,
i nvol ves a |l arge LLN depl oynment where P2P conmuni cation along a
particul ar DAG anmong hundreds (or thousands) of routers creates
severe traffic congestion near that DAG s root, and thus routes
across this DAG are desirable.

The use cases al so include scenarios where energy or | atency
constraints are not satisfied by the P2P routes al ong a DAG because
they involve traversing many nore internediate routers than necessary
to reach the destination.

3. Ternminol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Additionally, this docunment uses term nology from

[I-D.ietf-roll-termnology] and [I-D.ietf-roll-rpl]. Specifically,
the termnode refers to an RPL router or an RPL host as defined in
[I-D.ietf-roll-rpl]. This docunent introduces the follow ng terns:

Oigin : The RPL node initiating the route discovery. The origin
acts as one end point of the routes to be discovered.

Target : The RPL node at the other end point of the routes to be
di scover ed.

Intermediate Router: An RPL router that is neither the origin nor the
tar get.

Forward Route: A route fromthe origin to the target.
Backward Route: A route fromthe target to the origin.

Bi directional Route: A route that can carry traffic in both
directions.

Source Route: A conplete and ordered list of routers that can be used
by a packet to travel froma source node to a destination node. Such
source routes can be carried by a packet in a Type 4 Routing Header
[I-D.ietf-6man-rpl-routing-header].

Hop- by-hop Route: The route characterized by each router on the route
using its routing table to deternine the next hop on the route.
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Propagati on Constraints: The constraints on the routing netrics
[I-D.ietf-roll-routing-netrics] that MJST be satisfied before an
intermedi ate router or the target will process the Route Discovery
Option (defined in this docunent) contained inside a DODAG

I nformation Object (D O.

Rout e Constraints: Additional constraints on the routing netrics
[I-D.ietf-roll-routing-nmetrics] that the target MJST enforce on the
recei ved DI Gs.

4. Applicability

The route discovery nmechani sm described in this docunent, may be

i nvoked by an origin when no route exists between itself and the
target or when the existing routes do not satisfy the desired
performance requirenents. The nmechanismis designed to di scover one
or nore "good enough" routes in either direction between an origin
and a target. In sonme application contexts, the nmetric constraints
that the discovered routes nust satisfy are intrinsically known or
can be specified by the application. For exanple, an origin that
expects a target to be less than 5 hops away may use "hop-count < 5"
as the propagation or route constraint. |In other application
contexts, the origin may need to neasure the cost of an existing
route to the target to deternine the propagation/route constraints.
For exanple, an origin that neasures the total ETX of its al ong- DAG
route to the target to be 20 may use "ETX < x*20", where x is a
fraction that the origin decides, as the propagation/route
constraint. The functionality required to neasure the cost of an
exi sting route between the origin and the target is described in
[1-D.goyal -rol |l -p2p-neasurenent]. |In case, there is no existing
route between the origin and target or the cost neasurenent for the
existing route fails, the origin will have to guess the propagation/
route constraints used in the initial route discovery. Once, the
initial route discovery succeeds or fails, the origin will have a
better estinmate for the constraints to be used in the subsequent
route discovery.

Thi s docunment describes an on-demand di scovery nechani sm for P2P
routes that is conplenentary to the proactive routes offered by RPL
base functionality. The nechanism described in this docunent nmay
result in discovery of better P2P routes than the ones avail abl e

al ong a DAG designed to optinize routing cost to the DAGs root. The
i nprovenent in route quality depends on a nunber of factors including
the network topol ogy, the routing netrics in use and the preval ent
conditions in the network. A network designer nay take in

consi deration both the benefits (potentially better routes; no need
to maintain routes proactively) and costs (control nessages generated
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5.

during the route discovery process) when using this mechani sm

Functi onal Overvi ew

This section contains a high | evel description of the route discovery
mechani sm proposed in this docunent.

The route discovery begins with the origin generating a "D scovery”
message. The origin indicates in the nessage:

0 The target;
0 The relevant routing netrics;

0 The constraints on how far the Di scovery nmessage nmay trave
(henceforth called the propagation constraints);

0 Additional constraints that the target nust enforce (henceforth
called the route constraints);

o The direction (forward: fromthe origin to the target; backward:
fromthe target to the origin; or bidirectional) of the route
bei ng di scover ed;

0 The desired nunber of routes (in case forward/ bidirectional routes
are being di scovered);

0 Wiether the route is a source route or a hop-by-hop one.

The Di scovery nessage propagates via | Pv6 link-1ocal nulticast with a
receiving router discarding the nessage if it does not satisfy the
propagati on constraints or if the hop-by-hop routes are desired and
the router cannot store the state for such a route. As a copy of the
Di scovery nessage travels towards the target, it accunul ates the
relevant routing metric values as well as the route it takes. When
the target receives a Discovery nessage, it applies both the
propagati on constraints and the route constraints on the routing
metrics inside the Discovery message. Thus, the discovered routes
satisfy both the propagation constraints as well as the route
constraints, although the propagation of D scovery nessages is guided
by propagation constraints alone. Using only a subset of the
constraints as propagation constraints sinplifies the operation of
internmedi ate routers, an inportant consideration in many LLN
application domai ns [ RFC5826] [ RFC5867] .

The route discovery process nmay result in the discovery of severa
routes. This docunent does not specify how the target selects routes
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among the ones discovered. Exanple selection nethods include
selecting routes as they are discovered or selecting the best routes
di scovered over a certain time period.

If the origin had requested the discovery of backward source-routes,
the target caches one or nore di scovered source-routes.

Additionally, the target sends one or nore "Discovery Reply" nessages
to the origin to acknow edge the discovery of these routes.

If the origin had requested the discovery of "n" forward source-
routes, the target sends "n" discovered source-routes it selects to
the origin in one or nore Discovery Reply nessages.

If the origin had requested the discovery of "n" bidirectiona
source-routes, the target caches "n" discovered source-routes it
sel ects and al so sends these routes to the origin in one or nore
Di scovery Reply nessages.

If the origin had requested the discovery of "n" forward/backward/

bi di recti onal hop-by-hop routes, the target sends out a Di scovery
Reply message to the origin for each one of the "n" discovered routes
it selects. The Discovery Reply nessage travels towards the origin
al ong the discovered route. As this nessage travels towards the
origin, it establishes appropriate forward/ backward routing state in
the routers on the path.

6. Propagation of Discovery Messages

RPL uses DI O nessage propagation to build a DAG The DI O nessage
travels via IPv6 link-local multicast. Each node joining the DAG
determines a rank for itself and ignores the subsequent D O nessages
received fromlower (higher in nunerical value) ranked nei ghbors.
Thus, the DI O nessages propagate outward fromthe DAG root rather
than return inward towards the DAG root. The DI O nessage generation
at a node is further controlled by a trickle timer that allows a node
to avoi d generating unnecessary nmessages [I-D.ietf-roll-trickle].

The link-1ocal multicast based propagation, trickle-controlled
generation and the rank-based poi soning of nessages traveling in the
wong direction (towards the DAG root) provide powerful incentives to
use the DI O nessage as the Discovery nessage and propagate the DI O

D scovery nessage by creating a "tenporary" DAG  Such an approach

al so all ows reuse of the routing netrics, objective function and
packet forwardi ng framework devel oped for RPL. The routing netrics
used for the creation of this tenporary DAG SHOULD be sane as (or be
a subset of) the routing netrics being used for route discovery.
Sinmlarly, the objective function, used for rank calculation in the
tenporary DAG SHOULD be sane as the objective function that
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determi nes the aggregated cost of a route when linmted to the routing
metrics being used for tenporary DAG creation.

The propagation constraints limt the spread of the tenporary DAG
The tenporary DAG restricts the network topol ogy within which the
route discovery takes place. The routes accunulated by the DIGCs lie
within this restricted topology and inplicitly satisfy the
propagati on constraints. As the target receives a DIQ, it
additionally applies the route constraints on the accumnul ated route.
Thus, for successful route discovery, the propagation constraints and
the route constraints MJST be conpatible. The division of the
overall constraints in the two categories is an inplenentation
specific decision. |f desired, an inplenentation MAY consider all
the constraints as propagation constraints and keep the set of route
constraints enpty.

6.1. The Route Discovery Option

0 1 2 3
01234567890123456789012345678901
B T s T S i S S S i (T S I S S S o S i
Type = 9 | Option Length | D|H N | L | J Reserved |
B e i i S e S i e S T S R S e o o T S s

Tar get Address

Metri c Contai ner

B T T S e T S ity S Sl SUE S S S S S
ocP |

+-

I

+-

I I
I I
I I
I I
B S T S S e s i S S S S S o S R S S i S S
I I
I I
I I
+- +
I

B T S T

Figure 1: Format of the Route Discovery Option

In order to be used as a Discovery nmessage, a DIO MIST carry a "Route
Di scovery" option illustrated in Figure 1. A DO MJST NOT carry nore
than one Route Discovery options. A router MJST ignore the second
and subsequent Route Discovery options carried by a DO A Route

Di scovery option consists of the follow ng fields:

0 Option Type = 0x09 (to be confirned by | ANA).

0 Option Length = The length of Route Discovery option including any
Metric Container and OCP fi el ds.
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(o]

6. 2.

Db A 2-bit field that indicates the direction of the desired
rout es:

* D = 0x00: Forward;

*
O
1]

0x01: Backward;
* D = 0x02: Bidirectional

The D field al so specifies the direction in which the Iink-Ieve
metrics being used for route discovery should be neasured.

H: This flag, when set, indicates if hop-by-hop routes are
desired. The flag is cleared if source routes are desired.

N: A 3-bit unsigned integer indicating the nunber of routes
desired. Used when forward or bidirectional routes are being
di scover ed.

L: A 4-bit field containing an exponent of 2, such that 2 raised
to the power L specifies, in units of seconds, the mninum"Life
Tinme" of the tenporary DAG i.e., the mninumduration a router
joining the tenporary DAG nust naintain its nenbership in the DAG

O This flag, when set, indicates that an OCP field is present in
the Route Di scovery option

Target Address: The | Pv6 address of the target.

Metric Container: Contains the route constraints that the target
MUST apply. Any netric objects contained in this netric container
MUST be i gnor ed.

OCP: 16 bit unsigned integer. An optional field, present only if
the Oflag is set, This field indicates the objective function
that MAY be used by the target to conpare two di scovered routes.

Setting a DIO Carrying a Route Di scovery Option

A DI O nessage that carries a Route Discovery option MJST set the Base

Qoj

(0]

Goyal

ect, described in [I-D.ietf-roll-rpl], in the foll owi ng nanner:

RPLI nst ancel D: RPLI nstancel D MJST be a | ocal value as described in
Section 5.1 of [I-D.ietf-roll-rpl]. The origin MIST ensure that

di fferent RPLInstancel D values are used in two or nore concurrent
route discoveries it initiates.
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0 Gounded (G Flag: MIST be cleared since the objective of DAG
formation is propagation of Route Di scovery option. This DAGis
tenporary in nature and is not used for routing purpose.

0 Destination Advertisenent Supported (A) Flag: MJST be cleared for
same reasons as described above.

0 Destination Advertisement Trigger (T) Flag: MJST be cl eared.

o0 Mbde of Operation (MOP): This docunent suggests a new val ue (0x04)
for this field (to be confirnmed by | ANA).

o DODAGPreference (Prf): TBD
0 Destination Advertisenment Trigger Sequence Nunber (DTSN): TBD
o DODAG D: |1 Pv6 address of the origin.

The other fields in the Base (bject are set as per the rules
described in [I-D.ietf-roll-rpl].

The DODAG Configuration option, carried in the D O nessage, specifies
the paraneters for the trickle tinmer operation that governs the
generation of DI O nessages by routers joining the tenporary DAG The
future versions of this docunment will specify the default values to
be used for these paranmeters. The other fields defined in the DODAG
Configuration option are set as foll ows:

0 The MaxRanklncrease field MJST be set to O to disable |ocal repair
of the tenporary DAG

0 This docunent RECOMVENDS a value 1 for the M nHopRanklnc field.

0 Objective Code Point (OCP): The OCP to be used for tenporary DAG
formation. The objective function used for tenporary DAG
formati on SHOULD be conpatible with the objective function to
determi ne the aggregated cost of a discovered route.

A DIO that contains a Route Discovery option, MJST specify the
propagati on constraints in one or nore Metric Container options

pl aced outside the Route Di scovery option. As nentioned before, the
route constraints are listed in the Metric Container option placed

i nside the Route Discovery option. The routing netrics being used
for tenporary DAG formation SHOULD be sanme as or a subset of the
routing metrics being used for route discovery. These routing
metrics MJST be placed in the Metric Contai ner options placed outside
the Route Discovery option. Any link-1evel netrics being used for
route discovery MJUST be neasured in the direction indicated by the D
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field in Route Discovery option. Any metric object contained inside
the Metric Container inside the Route Discovery option MIST be
i gnor ed.

A DO carrying a Route Discovery option, MJST NOT carry any Route
Information or Prefix Information options described in
[I-Dietf-roll-rpl].

6.3. Joining a Tenporary DAG

When a node joins a tenporary DAG advertized by a DI O carrying the
Rout e Di scovery option, it MJST maintain its nmenbership in the DAG
for the MnimumLife Time duration listed in the Route Di scovery
option. Maintaining nmenbership in the DAG inplies renenbering:

o The RPLInstancel D, the DODAQ D and t he DODAGVer si onNunber for the
tenporary DAG

0 The node’s rank in the tenmporary DAG as well as the address of at
| east one DAG parent;

0 The propagation and the route constraints bei ng used;

0 In case of internediate routers, the values for the routing
metrics, along with the associ ated source route fromthe origin
untill this node (carried in a Record Route | Pv6 Extension Header
proposed in [I-D.thubert-6man-reverse-routing-header]), contained
in the best DIO (in terns of the routing netrics and potentially
using the OCP specified in the DODAG Configuration option)
received so far.

Al t hough the main purpose of a tenmporary DAG s existence is to
facilitate the propagation of the Route Discovery option, the
tenporary DAG MAY al so be used for the Discovery Reply Object
(defined in Section 7.1 to travel fromthe target to the origin.
Hence, a node in a tenporary DAG SHOULD al so renmenber the address of
at | east one DAG parent that provides the best known path back to the
origin. A node SHOULD del ete information about a tenporary DAG once
the duration of its menbership in the DAG has exceeded the DAG s
mnimmlife tine.

6.4. Processing a DIO Carrying a Route Di scovery Option
The rules for DI O processing and transm ssion, described in Section 7
of RPL [I-D.ietf-roll-rpl], apply to DIGs carrying a Route Discovery
option as well except as nodified in this docunent.

The following rules for processing a DIO carrying a Route Di scovery
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Option apply to both internediate routers and the target.
A node MIST discard a DIOwith no further processing if:
o The DIO contains two or nore Route Discovery options;

0 The node can not evaluate one or nore of the propagation
constraints listed in a Metric Container inside the DO

A node MUST discard a DIOwith no further processing if any of the
followi ng conditions are found to be true while processing a Route
Di scovery option contained in that D O

o The Hfield is set, i.e., hop-by-hop routes are desired, and the
node chooses not to participate in a hop-by-hop route;

0 The node cannot nmaintain its nenbership in the tenporary DAG for
the mninumlife tinme specified in the Route Discovery option.

A node MJST update the values of link-level routing nmetrics included
inside the DIO in accordance with the Dfield in the Route Di scovery
option. If the Dfield is 0x00, i.e., the forward routes are being
di scovered, any link-level routing netric MJST be neasured in the
direction towards the node receiving the DIO If the Dfield is
0x01, i.e., the backward routes are being discovered, any link-Ieve
routing metric MJUST be neasured in the direction towards the node
originating the DIO. If the Dfield is 0x02, i.e., the bidirectiona
routes are being discovered, any link-level routing netric MJST be
calculated so as to take in account the nmetric’'s value in both
directions. The rules for calculating bidirectional netric val ues
will be specified in a separate docunent.

6.5. Additional Processing of a DIO Carrying a Route Di scovery Option
At An I nternedi ate Router

An internediate router MJST process a received DIO, carrying a Route
Di scovery option, in accordance with the follow ng rules.

An internediate router MJST discard the DIOw th no further
processing if the routing nmetric values do not satisfy one or nore
propagati on constraints listed in the DIO. The router MAY check the
route constraints listed inside the Route Di scovery option and
discard the DIOw th no further processing if these constraints are
not net.

An internedi ate router MUST determine if this DIOis the best it has

received so far for this tenporary DAGin terns of the routing
metrics (potentially using the OCP in the DODAG Confi guration
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6.

7.

object). If yes, the internediate router MJST renmenber the routing
metric values contained in this DIO along with the route travelled by
the DIO so far and reset the trickle timer associated with the
tenmporary DAG

When the trickle tinmer associated with the tenporary DAG fires, an

i nternmedi ate router MJST generate a new DIO for this tenporary DAG
carrying the Route Di scovery option, the best nmetric values it knows
and the source route associated with these values (in a Record Route
| Pv6 extension header [I-D.thubert-6man-reverse-routing-header]).

6. Additional Processing of a DIO Carrying a Route Discovery Option
At The Target Node

A node MJIST process a received DIO, carrying a Route Discovery option
that lists this node as the target, in accordance with the foll ow ng
rul es.

A target MJUST discard the DIOwith no further processing if it can
not evaluate the route constraints listed inside the Route Di scovery
option or if the routing netric values do not satisfy one or nore of
the propagati on and route constraints.

O herwi se, the target considers the source route accunul ated by the
received DI O as one of the discovered routes. This docunment does not
prescribe a particular nethod for selecting routes anong the

di scovered ones. Suppose the Route Discovery option requires the

di scovery of "n" routes. The target may select these "n" routes in
any nanner it desires. Exanple selection nethods include selecting
the first "n" routes it discovers or selecting the "n" best routes

di scovered over a certain time period, potentially using the OCP
specified in the Route Discovery option for route conparison.

After selecting one or nore discovered routes, the target MJUST send
one or nore RPL Control Messages carrying a Discovery Reply hject
(defined in the next section) back to the origin (identified by the
DODAG D field in the DIO Base (bject) as specified in Section 7.

A target MJST NOT forward a DI O carrying a Route Di scovery option any
further.

Propagati on of Discovery Reply Messages
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7.1. The Discovery Reply hject (DRO

0 1 2 3
01234567890123456789012345678901
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B R E E E e s o i o o e N e e e
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S T S S S S e

I
+-
I I
| |
I I
I I
+- +
I I
| Target Address(*) |
| |
I I
T T e b i i e e s . S I SR S
| Option(s)...

B T o e i ol o e R SR

Figure 2: Format of the Discovery Reply Ohject (DRO
Thi s docunent defines a new RPL Control Message type, the Discovery
Reply hject (DRO) with code 0x04 (to be confirmed by | ANA), that
serves one of the follow ng functions:

0 An acknow edgenent fromthe target to the origin regarding the
successful discovery of backward source routes;

0o Carries one or nore forward/ bidirectional source routes fromthe
target to the origin;

0 Establishes one hop-by-hop forward/ backward/bidirectional route as
it travels fromthe target to the origin.

The format for a Discovery Reply Object (DRO is shown in Figure 2.
A DRO consists of the following fields:

0 RPLInstancel D: The RPLInstancel D of the tenporary DAG used for
route discovery.

o Version: The Version of the tenporary DAG used for route
di scovery.

o D A2-bit field that indicates the direction of the di scovered
rout es:
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* D = 0x00: Forward;
* D = 0x01: Backward;
* D = 0x02: Bidirectional.

This field has the sane value as the corresponding field in the
Rout e Di scovery option.

H Aflag that is set if the DROis establishing an hop-by-hop
route. If this flag is set, the DRO MJUST travel fromthe target
to the origin along the hop-by-hop route being established and
MUST i ncl ude one Source Route option (defined in Section 7.1.1)
that contains the remaining routers on this route (as described in
Section 7.4). Since the state that a node needs to maintain
regardi ng a hop-by-hop route includes the RPLInstancel D, the
DODAGA D and the | Pv6 address of the route’s destination, a DRO
with Hflag set MJST al so include:

* The DODAG D of the tenporary DAG used for route discovery; and

* The Target Address if the hop-by-hop route is forward or
bi directional.

The H flag MJUST be clear if the DRO carries (or is an

acknow edgenent for the discovery of) one or nore source routes
contained in the Source Route options. The target can unicast
such a DROto the origin or send it along the tenporary DAG used
for route discovery. |If the DROis unicast to the origin, it MJST
NOT i nclude the DODAG D and Target Address fields. |If the DROis
sent along the tenporary DAG it MJST include the DODAG D field
and MUST NOT include the Target Address field.

N:. A 3-bit field that indicates the nunber of source routes
carried or acknow edged in the DRO. This field MJUST have value 1
if the DROis establishing a hop-by-hop route.

Reserved: These bits are reserved for future use. These bits MJST
be set to zero on transm ssion and MJST be ignored on reception.

DODAG D: The DODAG D of the tenporary DAG used for route

di scovery. The DODAG D al so identifies the origin. This field
MUST be present in the DROif the Hflag is set or if the Hflag
is clear but the DRO needs to travel along the tenporary DAG

O herwise, this field need not be present in the DRO The

RPLI nstancel D, the Version and the DODAGQ D t oget her uni quely
identify the tenporary DAG used for route discovery and can be
copied fromthe Base Cbject of the DI O advertizing the tenporary
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7.1.1.

DAG

Target Address: The | Pv6 address of the target generating the

Di scovery Reply Ohject. This field MIST be present in the DROf
the Hflag is set and the hop-by-hop route being established is
forward or bidirectional.

Options: The Discovery Reply Cbject MAY carry up to N Source Route
options (defined in the next section) with each such option
carrying a source route and optionally followed by a Metric

Contai ner option that lists the aggregated values for the routing
nmetrics for the source route.

The Source Route Option

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Type = 10 | Option Length | Conpr | Pad | D | Resvd |
B i s T T S T et S S T S I T s sl s ol ST S S S
| |
Address[1..n]

T i T S T i T S S e S T e e

Figure 3: Format of the Source Route Option

The Source Route option, illustrated in Figure 3, carries a source
route. Wen a Source Route option carries a conplete source route
between the origin and the target, it MAY be inmediately foll owed by
a Metric Container option that contains the aggregated val ues of the
routing metrics for this source route.

A Source Route option consists of the follow ng fields:

0

(0]

Goyal ,

Option Type = OxO0A (to be confirmed by | ANA).

Option Length = Variable, depending on the size of the Addresses
vector.

Conpr: 4-bit unsigned integer indicating the nunber of prefix
octets that are elided fromeach address. For exanple, Conpr
value will be O if full I Pv6 addresses are carried in the
Addr esses vector.
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o Pad: 4-bit unsigned integer. Nunber of octets that are used for
paddi ng between Address[n] and the end of the Source Route option

o D A2-bit field that indicates the direction of the source route:

* D = 0x00: Forward, i.e., fromthe origin to the target;
* D = 0x01: Backward i. e., fromthe target to the origin;
* D = 0x02: Bidirectional

Note that the Dfield in a Source Route option is independent from
the Dfield in the DRO containing the Source Route option

0 Resvd: These bits are reserved for future use. These bits MJST be
set to zero on transnission and MJST be ignored on reception

0 Address[1l..n]: Vector of addresses, numbered 1 to n. Each vector
el ement has size (16 - Conpr) octets.

Note that the format of the Source Route option is very simlar to
that of proposed Type 4 Routing Header
[I-D.ietf-6man-rpl-routing-header].

A comon network configuration for an RPL donain is that all routers
within an LLN share a conmon prefix. The Source Route option uses
the Conpr field to allow conpaction of the Address[1l..n] vector when
all entries share the sane prefix as the DODAA D or the Target
Address of the encapsul ating Di scovery Reply Object. The shared
prefix octets are not carried within the Source Route option and each
entry in Address[1l..n] has size (16 - Conpr) octets. Wen Conpr is
non-zero, there may exi st unused octets between the last entry,
Address[n], and the end of the Source Route option. The Pad field

i ndi cates the nunber of unused octets that are used for padding.
Not e that when Conpr is 0, Pad MUST be null and carry a val ue O.

The Source Route option MJUST NOT specify a path that visits a router
nmore than once. \When generating a Source Route option, the target
may not know the mappi ng between | Pv6 addresses and routers.
Mninmally, the target MJST ensure that:

o The I Pv6 Addresses do not appear nore than once;

o0 The I Pv6 addresses of the origin and the target do not appear in
t he Address vector.

Mul ticast addresses MJUST NOT appear in a Source Route option
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7.1.2. Processing a DRO At An Internediate Router

When an internediate router receives a DROwth a clear Hflag, it
MUST forward the DROto a parent node in the tenporary DAG

When an internediate router receives a DROthat has H flag set and
contains nultiple Source Route options, the router MUST drop the DRO
with no further processing.

When an internediate router receives a DROthat has H flag set and
contains a single Source Route option, the router processes the DRO
as described in Section 7.4.

7.2. DRO as Acknow edgenent for Backward Source Routes

After selecting one or nore backward source routes, a target MAY send
a DRO nessage to the origin as an acknow edgenent for the discovered
routes. A DRO serving as an acknow edgenment for backward source
route discovery, has its Dfield set to OxO1 (indicating backward)
while the Hflag is cleared (indicating source route). The Nfield
is set to indicate the nunber of discovered backward source routes
bei ng acknow edged. Such a DRO nessage MJUST NOT contain any option.

The target MAY unicast this DRO nessage to the origin or it NMAY
forward the DRO nessage to a parent in the tenporary DAG  The target
shoul d take into consideration the minimumlife time of the temporary
DAG when deciding to use it to send the DROto the origin.

7.3. DRO as Carrier of Forward/Bidirectional Source Routes

The target MJST convey the discovered forward/bidirectional source
routes to the origin via the Source Route options inside one or nore
DRO nessages. Such a DRO nessage MJST have its D field set to 0x00
(if it carries forward routes) or 0x02 (if its carries bidirectional
routes). Also, the Hflag MJST be cleared and the N field MJST

i ndi cate the nunber of Source Route options in the DRO. Each Source
Rout e option inside the DRO MAY i medi ately be followed by a Metric
Cont ai ner option that carries the aggregated val ues of the rel evant
routing metrics for this source route.

The target MAY unicast this DRO nessage to the origin or it NMAY
forward the DRO nessage to a parent in the tenporary DAG  The target
shoul d take into consideration the minimumlife time of the tenporary
DAG when deciding to use it to send the DROto the origin.
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7. 4.

10.

Est abl i shi ng Hop-by-hop Routes Via DRO

In order to establish a hop-by-hop route, the target MJST send a DRO
message al ong the discovered route, which is specified in a Source
Route option. The D field in the DRO MJST reflect the direction of
the discovered route. The Hbit in the DRO MUST be set and the DRO
MUST include the DODAG D field. |If a forward or bidirectional hop-
by-hop route is being established, the DRO MIJST i nclude the Target
Address field as well. The Nfield in the DRO MJST be set to 1 and
the DRO MUST include exactly one Source Route option. The target
forwards the DROto the next hop along the discovered route and

i ncludes the discovered route, excluding itself and the origin,

i nside the Source Route option in backward direction. Thus, the D
field in the Source Route option MJST be 0x01.

If the hop-by-hop route is in the backward direction, the target MJST
establish the hop-by-hop state for the route before sending the DRO
message. Such hop-by-hop state includes the RPLInstancel D, the
DODAG D and the route’s destination ( in this case, the origin's
address or the DODAG D).

A router receiving a DRO nessage MJST drop the DROif the router
cannot establish the hop-by-hop state for the route or if its own
address does not appear as the first elenent in the Address vector in
the Source Route option. Oherw se, the router MJIST establish the
hop- by-hop state in the direction specified in the Dfield in the
DRO. The hop-by-hop state in the forward direction includes the
RPLI nstancel D, the DODAA D and the target’s address. The hop-by-hop
state in the backward direction includes the RPLInstancel D, the
DODAG D and the origin's address. After establishing the hop-by-hop
state, the router MJST renove its own address fromthe route
contained in the Source Route option and forward the DRO to the next
hop (Address[0] in the Source Route option).

Security Considerations

TBA

| ANA Consi der ati ons

TBA
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