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Abst r act

This docunment specifies DS options that enrich the potenti al
behavi or of the Routing Protocol for Low Power and Lossy Networks
(RPL) specified in [I-D.ietf-roll-rpl].

The goal is to enable new | eaf nodes to quickly discover and attach

to the routing structure, without having to wait for spontaneous DI O
transm ssi ons by nei ghbour routers and wi thout causing themto reset
their DO timers.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on Septenber 8, 2011.

Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1.

I nt roducti on

Thi s docunment makes use of the term nol ogy defined in
[I-D.ietf-roll-term nol ogy].

Low power and Lossy Networks (LLNs) have specific routing
characteristics conpared with traditional wired or ad-hoc networks
that have been spelled out in [RFC5548], [RFC5673], [RFC5826] and
[ RFC5867] .

[I-D.ietf-roll-rpl] has specified the minimally viable core of
mechani snms for a routing protocol, called Routing Protocol for Low
Power and Lossy Networks (RPL), specifically designed for LLNSs.

This docunment specifies DS options that enrich the behavior of RPL
and that were left out of [I-D.ietf-roll-rpl] in the interest of
time.

The goal is to enable new | eaf nodes to quickly discover and attach
to the routing structure, wi thout having to wait for spontaneous DI O
transm ssi ons by nei ghbour routers and wi thout causing themto reset
their DI O tiners.

Indeed, with RPL as defined in [I-D.ietf-roll-rpl], a |leaf node that
wants to join an already deployed LLN is confronted with the
foll owi ng dil ema:

0o It can either wait for DICs to be sent by neighbor routers. These
transm ssi ons nmay happen after a very long tine, since the Trickle
tinmers of the neighbor routers may have increased their period to
a very large value, in order to save energy in a stable network.
Furt hernmore, the transmi ssion of a DI O packet by a nei ghbor router
is not even guaranteed to happen during a Trickle tinmer period,
since transm ssion suppression may happen (see
[I-Dietf-roll-trickle]).

0 O it elects to proactively send a DI'S (DODAG I nfornmation
Sollicitation). This DS can only be sent in broadcast, since the
new node does know which router to ask for. Under the
specification of [I-D.ietf-roll-rpl], all routers that receive a
broadcast DI S packet will reset their Trickle timer. The tinme to
their next spontaneous DIO transmission will indeed be
dramatically shortened, which is desirable, although it will not
prevent potential transnmi ssion suppression. But an undesired
effect is that this will induce a |large energy consunption in the
network for two conpoundi ng reasons: first, all neighbour routeurs
will respond, irrespective of their rel evance to the new node, and
second, each nei ghbor router will send frequent DIGs until its
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Trickle timer relaxes to the nmaxi mum period, even though only the
first DDOis useful

None of the choices above natches the requirenents of [ RFC5548].

This docunent defines a way to broadcast a DI'S nessage that includes
selective options and a flag in order to query responses by nei ghbor
routers such that:

0 responses are sent pronptly, reducing the tine the technician has
to sit waiting at the custoner premi ses to check the result of the
j 0i ni ng process

0 responses are DI Os sent using unicast, reducing the overhearing
energy cost in the router nei ghborhood when nodern MAC
technol ogi es are used

o each nei ghbor router only responds with a single DIO for each DS
reduci ng the reception cost at the destination

o the DIOis only sent if the neighbor router matches the criteria
specified in the DS sel ective options, reducing the reception
col lision and overhearing energy costs

Adnitedly, requesting an unknown popul ati on of neighbor routers to
pronmptly send even a single DIO may be a cause for multiple
collisions. This risk is mtigated by the use of good access
contention nethods at the link |layer and by the wise use of the DI'S
options. However, both conditions are beyond the control of this
specification. This docunment therefore specifies an optiona
collision mitigation mechanismof its own.

2. Leaf Node bit

In the format of the DI S base object, bit 0 of the Flag field is
defined as the "Leaf Node" bit.
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0 1 2
012345678901234567890123
B i i S S I T i i T S R
| L] FI ags [ Reserved | Option(s)...
B i e i o S i ik e T S B TR e

Figure 1: The DI S Base (bject
A node that receives a DIS with the "Leaf Node" bit set MJST NOT

reset its DIO Trickle tiner, even if it matches the options carried
by the DI S.

A node that receives a DIS nessage with the "Leaf Node" bit set and
that matches the options carried in the DIS MIST reply with a uni cast
DI O, using the mechani smdescribed in Section 3. 2.

3. DS Options

3.1. Metric Container

In addition to those already listed in [I-D.ietf-roll-rpl], the
followi ng option is declared valid for a DI S nessage:

0x02 Metric Contai ner

A node that receives a DIS with a Metric Contai ner opti on MJIST ignore
any Metric object init, and MJST parse the Contraint objects init,
if any. The constraint values are conpared to the val ues of the

corresponding netrics known to the node. |If both a Solicited
Information option and a Metric Container option are present in a DS
message, they conmbine in a logical AND fashion, i.e. all predicates

MUST match for the DIS to gl obally match.

If a Constraint objects carries a constraint for a netric the val ue
of which is unknown to the node, it is RECOWENDED t hat the node
consi ders the constraint a match.

3.2. Response Spreading

Wth a wise use of the DI'S options, our experience is that the
popul ati on of responding routers is snmall enough for nodern medi um
access techniques to efficiently resolve contention at the link
| ayer. However, for those systens in which either above-nentioned

postul ate can’t be nmet, an optional D O response spreadi ng nechani sm
is specified here.

A new RPL control nessage option is defined, called "Response
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Spreading", with a reconmended Type val ue of Ox0A (to be confirmed by
IANA). Its format conplies with the general format of RPL options,
and is described in Figure 2

0 1 2

012345678901234567890123
I R e i st T T T e e e e i sl oot ST S TR SR
| Type = Ox0A | Length | Spread. Inter.
T e i S S S T s el ol sETE CEIE S I SR I S R N

Figure 2: The Response Spreadi ng option

A node that responds to a broadcast DI'S in observance of Section 2
MUST, if that DI'S includes a Response Spreading option, wait for a
time unifornely drawn in the interval [O .2"Spreadinglnterval],
expressed in ns, before attenpting to transmt its DIO. If the DS
does not include a Response Spreading option, the node is free to
transmt the DIO as it otherw se woul d.

Exanpl e of use

A new | eaf node that joins an established network runs an iterative
al gorithm by which it requests (using broadcast) network information
fromrouters belonging to the desired network 1D and which match some
constraint values passed as paraneters of the request. At each
unsuccessful iteration, the requirenents are relaxed, until one or
several answers are received, or until the maxi mum nunber of
iterations is reached. The answers fromthe routers can

advant ageously contain the values for other nmetrics than those by

whi ch the request was qualified, so that the router selection takes
pl ace based on nore netrics.

The followi ng exanple shows requests iterating on two constraint
val ues (on Hop Count and Link Quality Level) and makes use of a third
metric val ue (Node Energy) provided into the answers.

Wth Hop Count iterating through four different values (0-3) and Link
Quality Level iterating through three possible values (2,4,6), a

maxi mum of twelve DI S packets can be broadcast per joining node, in
the follow ng order:

o Soliciting info fromrouters with max Hop Count 0 and max LQ 2

0o Soliciting info fromrouters with max Hop Count 0 and max LQ. 4
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DI S BASE [ Solicited Information
L] Fl ags | Reserved | Type | Opt Length
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Packet dunp of DIS with Hop Count = 0, LQ <= 2
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5. 1 ANA Consi derations
5.1. DS Flag Field
I ANA is requested to allocate bit Oof the DIS Flag Field to becone

the "Leaf Node" bit, the functionality of which is described in
Section 2 of this docunent.

Val ue Meani ng Ref erence
0 Leaf Node Thi s docunent
5.2. RPL Control Message Options
I ANA is requested to allocate a new code point in the "RPL Control

Message Options" registry for the "Response Spreadi ng" option, the
behavi or of which is described in Section 3.2.

o m oo - B B +
| Value | Meaning | Reference |
E SR o S +
| OXOA | Response Spreading | This docunment |
Fom e e o e e e e e aa oo o e oo +

RPL Control Message Options

6. Security Considerations
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