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Abst ract

Thi s docunent specifies a mechani smthat enables an RPL node to
measure the quality of an existing route to/from another RPL node in
a | ow power and | ossy network, thereby allowi ng the node to decide if
it wants to initiate the discovery of a nore optinal route.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 29, 2011
Copyright Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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1.

I nt roducti on

Point to point (P2P) communi cation between arbitrary nodes in a Low
power and Lossy Network (LLN) is a key requirenent for nany
applications [ RFC5826] [ RFC5867]. RPL [I-D.ietf-roll-rpl], the |IPv6
Routing Protocol for LLNs, constrains the LLN topology to a Directed
Acyclic Graph (DAG built to optim ze routing costs to reach the

DAG s root and requires the P2P routes to use the DAG |inks only.
Such P2P routes may potentially be suboptimal and may lead to traffic
congestion near the DAGroot. Additionally, RPL is a proactive
routing protocol and hence all P2P routes nust be established ahead
of the tine they are used.

To ameliorate situations, where RPL’s P2P routing functionality does
not neet the requirenents, [I-D.ietf-roll-p2p-rpl] describes a
reactive mechanismto discover P2P routes that neet the specified
performance characteristics. This nechanism henceforth referred to
as the reactive P2P route discovery, requires the specification of

"good enough criteria”, in terns of constraints on aggregated val ues
of the relevant routing nmetrics [I-D.ietf-roll-routing-metrics], that
the di scovered routes nust satisfy. In sone cases, the application

requirenents or the LLN s topol ogical features allow a node to infer
the good enough criteria intrinsically. For exanple, the application
may require the end-to-end loss rate and/or latency on the route to
be bel ow certain thresholds or the LLN topol ogy may be such that a
router can safely assune its destination to be less than a certain
nunber of hops away fromitself.

When the existing P2P routes are deened unsatisfactory by the
application layer but the node does not intrinsically know the good
enough criteria, it may be necessary for the node to determ ne the
aggregat ed val ues of relevant routing netrics along the existing
routes. This know edge will allow the node to frame a reasonabl e
good enough criteria and initiate a reactive P2P route di scovery to
determine better routes. For exanple, if the router determ nes the
aggregate ETX [I-D.ietf-roll-routing-netrics] along an existing route
to be "x", it can use "ETX < x*y", where y is a certain fraction, as
a constraint in the good enough criteria. Note that it is inportant
that the good enough criteria is not overly strict; otherw se the
route discovery may fail even though routes, nuch better than the
ones being currently used, exist.

Thi s docunent specifies a nmechani smthat enables an RPL node to
measure the aggregated values of the routing netrics along an
existing route to/from another RPL node in an LLN, thereby allow ng
the node to decide if it wants to initiate the reactive di scovery of
a nore optimal route and deternine the good enough criteria to be
used for this purpose.
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1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Additionally, this docunment uses term nology from
[I-D.ietf-roll-term nology], [I-D.ietf-roll-rpl] and
[I-D.ietf-roll-p2p-rpl]. Specifically, the termnode refers to an
RPL router or an RPL host as defined in [I-D.ietf-roll-rpl]. The
following terns, originally defined in [I-D.ietf-roll-p2p-rpl], are
redefined in the foll owi ng manner.

Origin Node: The origin node refers to the node that initiates the
measur enent process defined in this docunent and is one end point of
the P2P route being neasured.

Target Node: The target node refers to the other end of the P2P route
bei ng nmeasur ed.

Internediate Router: A router, other than the origin and the target
node, on the P2P route bei ng neasured.

2. Functional Overview

The mechani sm described in this docunent can be used by an origin
node to neasure the aggregated values of the routing netrics along a
P2P route to/froma target node in the LLN. Such a route could be a
source route or a hop-by-hop route established using RPL
[I-D.ietf-roll-rpl] or the reactive P2P route discovery
[I-D.ietf-roll-p2p-rpl]

When an origin node desires to neasure the aggregated val ues of the
routing metrics along a P2P route fromitself to a target node, it
sends a Measurenment Request nessage al ong that route. The

Measur ement Request message accumnul ates the val ues of the rel evant
routing metrics as it travels towards the target node. Upon

recei ving the Measurenent Request nessage, the target node unicasts a
Measur ement Reply nessage, carrying the accunul ated val ues of the
routing nmetrics, back to the origin node.

When an origin node desires to nmeasure the aggregated val ues of the
routing metrics along a P2P route froma target node to itself, it
uni casts a Measurenent Request nessage, specifying the routing
metrics to be neasured, to the target node. On receiving the
Measur ement Request nessage, the target node sends a Measurenent
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nmessage to the origin node along the P2P route to be neasured.

The Measurenent Reply message accunul ates the val ues of the rel evant
routing metrics as it travels towards the origin node.

3. The Measurenent Object (M)
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Figure 1: Fornmat of the Measurenent Object (M)

Thi s docunment defines a new RPL Control Message type, the Measurenent

bj ect

bot h Measurenent Request and Measurenent Reply.

(M) with code 0x05 (to be confirned by | ANA) that serves as

is shown in Figure 1. An MO consists of the follow ng fields:

0 RPLInstancelD: Relevant only if the MO travels along a hop-by-hop

route. This field identifies the RPLInstancel D of the hop-by-hop

rout e.

0 SequenceNo: A 16-bit sequence nunber that uniquely identifies a
Measur ement Request and the correspondi ng Measurenent Reply to the

ori

Goyal , et

gi n node.

The format of an MO
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o T: The type flag. This flag is set if the MO represents a
Measurement Request. The flag is cleared if the MDOis a
Measur enment Reply.

o H This flag is set if the MOtravels along a hop-by-hop route.
In that case, the hop-by-hop route is identified by the
RPLI nstancel D and, if required, the Oigin/Target Address serving
as the DODAA D. This flag is cleared if the MOtravels along a
source route. In that case, the MO MJST contain a Source Route
option [I-D.ietf-roll-p2p-rpl]. Note that, in case of a P2P route
along a non-storing DAG, it is possible that an MO nessage travels
al ong a hop-by-hop route till the DAG s root, which then sends it
along a source route to its destination. |In that case, the DAG
root will reset the Hflag and also insert a Source Route option
in the MO

o |: Aflag that indicates which of the two - the Oigin Address and
the Target Address - indicates the DODAG D for the hop-by-hop
route. This flag is relevant only if the MO travels along a hop-
by-hop route (i.e., Hflag is set) and a | ocal RPLInstancel D has
been specified to identify the hop-by-hop route. This flag is set
if the Origin Address indicates the DODAG D; the flag is cleared
if the Target Address indicates the DODAG D.

o D Aflag that indicates the direction of the P2P route. This
flag is set when the route to be nmeasured is fromthe origin node
to the target node. Oherwise, the flag is cleared.

0 Reserved: These bits are reserved for future use. These bits MJST
be set to zero on transmi ssion and MJST be ignored on reception.

0o Oigin Address: The | Pv6 address of the origin node.
0 Target Address: The | Pv6 address of the target node.

0 Source Route Option: An MO MUST contain one Source Route option if
it travels along a source route.

0o Metric Container Options: An MO MUST contain one or nore Metric
Contai ner options to carry the routing netric objects
[I-D.ietf-roll-routing-metrics].

4. Oiginating an MO To Measure a P2P Route
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4.1.

Fromthe Oigin Node to the Target Node

If the origin node intends to nmeasure the routing netric val ues al ong
a P2P route towards a target node, it generates an MO nessage and
sets its fields as foll ows:

(0]

RPLI nstancel D: If the P2P route is a hop-by-hop route, the origin
node specifies the RPLInstancelD to identify the route in this
field. This field is not relevant if the P2P route is a source
route specified in the Source Route option. This docunent
RECOMVENDS a val ue 10000000 for this field if the P2P route is a
source route.

SequenceNo: The origin node assigns a sequence nunber to the MOto
uni quely identify the correspondi ng Measurenent Reply.

T. The T flag is set to indicate that MO represents a Measurenent
Request .

H The Hflag is set if the MO travels along a hop-by-hop route.

I: This field inrelevant only if the Hflag is set and the

RPLI nstancelD is a | ocal value. The origin node sets this flag if
the Origin Address indicates the DODAG D. The origin node clears
this flag if the Target Address indicates the DODAG D.

D: This flag is set.

Origin Address, Target Address: These fields are set to the | Pv6
addresses of the origin and target nodes respectively. |If the H
flag is set and the RPLInstancelD is a |local value, the Origin
Address or the Target Address MJST al so indicate the DODAG D val ue
required to identify the hop-by-hop route.

Source Route Option: If the P2P route is a source route (i.e., the
Hflag is cleared), the Source Route option MJST be present and
MUST include a conplete source route to the target node in forward
direction (excluding the addresses of the origin and target

nodes) .

Metric Container Options: The origin node MUST al so include one or
nmore Metric Container options containing relevant routing nmetric
objects to accumul ate the costs for these nmetrics along the P2P
route. The origin node also initiates the routing netric objects
by including the |ocal values of the routing netrics for the first
hop on the P2P route.

After setting the MO fields as described above, the origin node MJUST

Goyal
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uni cast the MO nessage to the next hop on the P2P route. The origin
node MAY include a Record Route | Pv6 Extension Header, proposed in
[1-D.thubert-6man-reverse-routing-header], in the MO nessage to
accunul ate a reverse route that the target node can use to send the
Measurement Reply back to the origin node.

4.2. Fromthe Target Node to the Oigin Node

If the origin node intends to nmeasure the routing netric val ues al ong
a P2P route froma target node to itself, it generates an MO nessage
and sets its fields as foll ows:

0 SequenceNo: The origin node assigns a sequence nunber to the MOto
uni quely identify the correspondi ng Measurenent Reply.

o T: The T flag is set to indicate that MO represents a Measurenent
Request .

o D This flag is cleared.

0 Oigin Address, Target Address: These fields are set to the |IPv6
addresses of the origin and target nodes respectively.

0 Source Route Option: In this case, the MO SHOULD NOT i ncl ude any
Sour ce Route option.

o0 Metric Container Options: The origin node MIST include one or nore
Metric Container options containing relevant routing nmetric
objects to accunul ate the costs for these netrics along the P2P
route. These routing nmetric objects MIUST be enpty.

The other fields in the MO are not relevant in this case and SHOULD
be set to zero. After setting the MO fields as described above, the
origin node MJST unicast the MO nessage to the target node.

5. Processing a Received MO at an Internedi ate Router

When a node receives an MDO, it examnes if one of its |IPv6 addresses
is listed as the Origin Address or the Target Address. |If not, the
node checks if Hbit is clear (i.e., the MOis traveling along a
source route). |f yes, the node checks the Address[0] field inside
the Source Route Option contained in the MO The node MJST drop the
MO with no further processing and send an | CMPv6 Desti nati on
Unreachabl e error nessage to the source of the nessage (the Oigin
Address if the MOis a Measurenent Request; otherw se the Target
Address) if the received MO has a clear H bit but does not contain a
Source Route Option or if the Address[0O] inside the Source Route

Goyal , et al. Expires April 29, 2011 [ Page 8]



Internet-Draft draft-goyal -rol | - p2p- measurenent - 01 Cct ober 2010

option does not match one of the node's | Pv6 address.

The node then determ nes the next hop on the P2P route being
measured. | n case the received MO has a clear H flag, the Address[1]
field (the second elenent in the Address vector) inside the Source
Route Option is taken as the next hop. |f the Source Route Option
does not contain Address[1l] elenment, the node checks the T flag
inside the MO If T flag is set, i.e., MOis a Measurement Request,
the Target Address is taken as the next hop; otherwi se the Oigin
Address is the next hop. |If the received MO has H flag set, the node
uses the RPLInstancel D, the ultinmate destination of the MO (Target
Address if T flag is set; otherwise the Origin Address) and, if

RPLI nstancelD is a | ocal value, the DODAG D (the Origin Address if |
flag is set; otherw se the Target Address) to determ ne the next hop
for the MO If the Hflag in the MDOis set and the node is the root
of a non-storing DAG indicated by the RPLInstancel D, the node NAY
reset the Hflag and insert a Source Route option in the MOto

i ndi cate a source route along which the MO should travel on rest of
its way to its destination. The node MJUST drop the MOw th no
further processing and send an | CMPv6 Destinati on Unreachabl e error
message to the source of the message if it can not determ ne the next
hop for the nessage.

After deternining the next hop, the node updates the routing netric
obj ects, contained in the Metric Container options inside the MO

ei ther by updating the aggregated value for the routing netric or by
attaching the |l ocal values for the netric inside the object. The
node MUST drop the MOwi th no further processing and send a suitable
| CMPv6 error nessage to the source of the nessage if the node does
not know the relevant routing metric values for the next hop.

After updating the routing netrics, the node MJUST unicast the MOto
the next hop. |If the MOto be forwarded has a clear H flag, the node
MUST ensure that the Address vector in the Source Route option
contains the next hop address as the first el enent.

6. Processing a Received MO at the Target Node

Wien a node receives an MO, it examines if one of its |IPv6 addresses
is listed as the Target Address. |If yes, the node checks the T flag.
The node MUST drop the MO with no further processing and optionally
log an error if the T flag is clear (i.e. the received MOis a
Measur ement Reply).

The target node then checks the D flag to determ ne the direction of

the P2P route to be neasured. |If the Dflag is set (i.e., the P2P
route to be nmeasured is fromthe origin node to the target node), the
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target node updates the routing netrics objects in the Metric

Cont ai ner options if required, renpves the Source Route Option if
present and clears the T bit thereby converting the MOinto a
Measurenment Reply. The target node then unicasts the updated MO back
to the origin node. For this purpose, the target node MAY use the
reverse route accurmulated in the Record Route | Pv6 Extension Header
[1-D.thubert-6man-reverse-routing-header] if present in the received
MO nessage.

If the Dflag in the received MO nessage is clear (i.e., the P2P
route to be neasured is fromthe target node to the origin node), the
target node selects the P2P route to be neasured and nodifies the
following MO fields:

0 RPLInstancelD: If the P2P route is a hop-by-hop route, the target
node specifies in this field the RPLInstancel D associated with the
route. This field is not relevant if the P2P route is a source
route. This docunent RECOVMENDS a val ue 10000000 for this field
if the P2P route is a source route.

o T: The T flag is cleared to indicate that MO represents a
Measur enent Reply.

o H The Hflag is set if the P2P route is a hop-by-hop one.

o I: If the Hflag is set and the RPLInstancelD is a |ocal val ue,
the target node sets this flag if the Oigin Address indicates the
DODAG D. The target node clears this flag if the Target Address
i ndi cates the DODAG D.

o D This flag is cleared.

0 Source Route Option: If the P2P route is a source route, the
Source Route option MJUST be present and MJUST include a conplete
source route fromthe target node to the origin node (excluding
t he addresses of the target and origin nodes).

o0 Metric Container Options: The target node MJST initiate the
routing metric objects inside the Metric Container options by
including the local values of the routing nmetrics for the first
hop on the P2P route.

The target node need not nmodify the other fields in the received MO

After these nodifications, the target node MJST uni cast the MO
message to the next hop on the P2P route.
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7.

10.

Processing a Received MO at the Origin Node

When a node receives an MDO, it examnes if one of its |IPv6 addresses
is listed as the Origin Address. |If yes, the node checks the T flag.
The node MJST drop the MOwi th no further processing and optionally
log an error if the T flag is set (i.e. the received MOis a
Measurement Request) or if the node has no recollection of sending a
Measur ement Request with the sequence number listed in the received
MO,

If the Dflag in the received MOis clear (i.e., the P2P route to be
measured is fromthe target node to the origin node), the origin node
MUST update the routing netrics objects in the Metric Container
options if required.

The origin node can now exanine the routing netric objects inside the
Metric Container options to evaluate the quality of the neasured P2P
route. If a routing metric object contains local nmetric val ues
recorded by enroute nodes, the origin node MAY aggregate these | ocal

val ues into an end-to-end value as per the aggregation rules for the
metric.

Security Considerations

TBA

| ANA Consi der ati ons

TBA
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