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Abstract

RPL is a flexible routing protocol applicable to a wi de range of Low
Power and Lossy Networks. To enable this wide applicability, RPL
provi des many configuration options and gives inplenenters choices on
how to inpl enent various conponents of RPL. Draw ng on our
experiences, we distill the design choices and configuration
paraneters that lead to efficient RPL inplenentations and operations.

Status of this Meno

This Internet-Draft is submtted to | ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww. ietf.org/shadow. htm .

This Internet-Draft will expire on Septenber 14, 2011.
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.
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1.

I nt roducti on

RPL [I-D.ietf-roll-rpl] is a routing protocol that is applicable in a
wi de range of settings in networks characterized by | ow power and

|l ossy links (LLN). Because RPL is designed to work in a w de range
of settings, it offers many configuration paranmeters and choices in
how di fferent mechanisnms are inplenented. This flexibility is
essential to ensure the wide applicability of this protocol

One can take advantage of this flexibility to inplenment and configure
RPL in the nost efficient way for a given network. However, it is
easy to inadvertently configure RPL to work inefficiently in the
network. These design choices nust be nade carefully draw ng on

i mpl enent ati on and operati onal experiences.

In this docunment, we describe aspects of configuration and nechanisns
that inpact the performance of RPL. W hope these descriptions serve
as guidelines and best practices for RPL inplenenters and enabl es
themto understand why certain design and configuration choices are
favored over others.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

This termnol ogy used in this docunment is consistent with the
term nol ogi es described in [I-D.ietf-roll-terninol ogy],

[I-D.ietf-roll-rpl], and [I-D.ietf-roll-routing-netrics].

Thi s docunent does not introduce new terns.

Set the Mnimum Trickle Interval with Care

The mnimum Trickle interval determ nes the fastest rate at which RPL

will send DIGCs. It is not useful to have nultiple DIGCs in the
transmt queue at a given node. The information in the older DICs is
likely already stale when the new DIOis generated. |n systens that

cannot cancel the packets that are already in the queue, it is
advisable to set the mininuminterval to be much larger than the
m nimum | ink | ayer packet tine.
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4.

Use Large Maxi mum Trickle Interva

The maxi mum Trickle interval determ nes the slowest rate at which RPL
will send DIGs. It is recommended that the maxi muminterval is set
to several hours. A large interval does not necessarily make RPL
less agile or the routing information stale. Trickle will operate at
a rate between the nininmum and maxi nruminterval depending on the
dynanics in the network.

Use Snall Trickl e Redundancy Constant

If a node receives nore DI Gs than the redundancy constant, it does
not transmt, i.e., suppresses, its DDO The rationale for this
suppression is that the additional D Gs do not hel p di scover new or
better paths if certain nunber of DI Gs have already been transnitted
in the nei ghborhood of a node. |In general, the snaller this nunber
the nore efficient the route discovery. Setting this value too small
can lead to network partitioning as many nodes will suppress their
DIOs and will not be discovered. A constant of 3-5 has been found
adequat e in depl oyments.

Poi son Route Sparingly

It is often not necessary for a node to poison a route explicitly by
advertising a rank of INFINITY. Wth datapath validation, it is easy
to detect a | oop and coupl ed with adaptive beaconing, the routes can
be repaired quickly without additional explicit nechanismfor route
poi soni ng. Poi soning the route does not prevent |oops because the
control packet can get dropped on the lossy link

Preserve Nei ghbor Information

The nei ghborhood information is useful even when a node detects that

it has lost a route. It is recommended that the nodes not flush the
entire or subset of the neighbor table even when a node |loses its
route or detects a loop. It is sufficient to mark the nodes in the

table with the updated information that resulted in route | oss or
| oops, e.g., marking the particular parent with a rank of INFINTY.

Sl ow Down Dat apath Traffic During Path | nconsistency
When a node detects that a path is inconsistent through datapath

validation, it tasks the control plane to repair the topol ogy and
make it consistent. During this time, although the route is
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10.

11.

12.

13.

13.

13.

available, it is advisable that the data packets are sent at | ower
rates to reduce contention with the control packets. This slow down
can increase data packet latency or |ead to queue overfl ow

Choose Better Path Cost Over Route Stability
Wth bursty links, a link nmetric designed to reflect link quality
accurately can change rapidly. Oher link netrics may al so change
rapidly. As a result, the path cost conputed using these agile
metrics can change rapidly. Selecting the best path then inplies
frequent parent changes. Route flapping is not detrinental to the
performance of many network protocols such as sensor data collection
over UDP. Hence, oftentines, it is better to optimze for path cost
than for path stability.
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