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Abstract

Thi s docunent reviews how nultiple address di scovery nethods can
coexist in a single savi device and collisions are resol ved when the
same binding entry is discovered by two or nore nethods.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 15, 2011
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the Trust Legal Provisions and are provided without warranty as
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1.

Bi,

I nt roducti on

There are currently several docunents [I-D.ietf-savi-fcfs],
[I-D.ietf-savi-dhcp], [I-D.ietf-savi-send] that describe the

di fferent nmethods by which a switch can di scover and record bindings
bet ween a node’s | ayer3 address and a bi ndi ng anchor and use that

bi nding to perform Source Address Validation.

The met hod used by nodes to assign the address drove the break down
into these multiple docunents, whether Stateless Autoconfiguration
(SLAAC), Dynamic Host Control Protocol (DHCP), Secure Nei ghbor

Di scovery (SeND) or nmanual. Each of these docunents describes
separately how one particular discovery nethod deals with address
col l'i si ons.

While nultiple assignnent nethods can be used in the sane | ayer2
domai n, a savi-switch mght have to deal with a m x of binding

di scovery nmet hods. The purpose of this docunent is to provide
recommendations to avoid collisions and to review collisions handling
when two or nore such nmethods cone up with conpeting bindings.

M xed Address Assignment Methods Scenario

There are four address assignnent nmethods identified and reviewed in

one of the SAVI docunent:

1. StatelLess Address AutoConfiguration (SLAAC) - reviewed in
[I-D.ietf-savi-fcfs]

2. Dynamic Host Control Protocol address assignnent (DHCP) -
reviewed in [I-D.ietf-savi-dhcp]

3. Secure Neighbor Discovery (SeND) address assignnent, reviewed in
[I-D.ietf-savi-send]

4. Manually address configuration - reviewed in [I-D.ietf-savi-fcfs]
and [I-D.ietf-savi-franeworKk]

Each address assignment nethod corresponds to a binding discovery
net hod: SAVI - FCFS, SAVI - DHCP and SAVI - SeND.

Any conbi nati on of address assignment met hods can be potentially

m xed within a | ayer2 donmain, and a savi device will have to

i mpl ement the correspondi ng savi discovery nethod (referred to as a
"savi solution") to enable Source Address Validation.

If nore than one SAVI solution is enabled on a SAVI device, the

method is referred to as "m x address assignnment nmethod” in this
docunent .

et al. Expi res Septenber 15, 2011 [ Page 3]



Internet-Draft SAVI m X March 2011

3. Problem Scope, Statenent and Sol ution
3.1. Probl em Scope

D fferent savi solutions are independent from each other, each one
handling its own entries. In the absence of a reconciliation, each
solution will reject packets sourced with an address it did not

di scovered. To prevent addresses di scovered by one solution to be
filtered out by another, the binding table should be shared by al

the solutions. However this could create sone conflict when the sane
entry is discovered by two different nethods: the purpose of this
docunent is of two folds: provide reconmendations to avoid conflicts,
and resolve conflicts if and when they happen. Collisions happening
within a given solution is outside the scope of this docunent.

3.2. Recommendations for preventing collisions

I f each solution has a dedicated address space, collisions won't
happen. Thus, it is recommended to avoid overlap in the address
space across SAVI solutions enabled on any particul ar savi swtch.
More specifically:

1. DHCP/Static: exclude the static address fromthe DHCP pool

2. DHCP/ SLAAC. separate the prefix scope of DHCP and SLAAC. Set the
A bit in Prefix information option of Router Advertisement for
SLAAC prefix. And set the Mbit in Router Advertisenment for DHCP
prefix. [RFC4861] [ RFC4862].

3. SLAAC/ Static: separate the prefix scope of SLAAC and Static. It
may be inpossible in practice. SAVI device can perform DAD proxy
for static address to hold the address from SLAAC node.

4. SEND/ non-SEND: | n an environment where SeND i s depl oyed, the only
way to avoid collisions in the SAVI devices is to have SeND only
nodes. In a mxed environnment, two nodes, SeND and non- SeND,
could configure the sane address and the SAVI-device will have to
deal with a collision.

3.3. Binding on the Same Address

In situations where collisions could not be avoided, two cases should
be consi der ed:
1. The sane address is bound on two different binding anchors by
di fferent SAVI sol utions.
2. The sane address is bound on the sanme bi nding anchor by different
SAVI sol utions.
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3. 3.

1. Sanme Address on Different Binding Anchors

This is the very case of collision that could not be prevented by
separating the assignment address spaces. For instance, an address
i s assigned by SLAAC on node X, installed in the binding table using
SAVI - FCFS, anchored to "anchor-X'. Later, the same address is
assigned by DHCP to node Y, as a potential candidate in the same

bi ndi ng table, anchored to "anchor-Y"

3.3.1.1. Basic preference

Bi,

Wthin the SAVI perinmeter, one address bound to a binding anchor by
one SAVI solution could also be bound by another SAVI solution to a
di fferent binding anchor. |If the DAD procedure is not perforned, the
same address will al so be bound to the new bi nding anchor. Both
bindings are legitimate within the correspondi ng sol ution

Though it is possible that the hosts and network can still work in
such scenario, the uni queness of address is not assured. The SAV
devi ce nmust deci de whom t he address should be bound with. A binding
preference | evel based solution is proposed here.

To determ ne a proper preference level, follow ng evidences are used:

1. "Duplicate Address Detection MJST be performed on all unicast
addresses prior to assigning themto an interface, regardl ess of
whet her they are obtained through statel ess autoconfiguration

DHCPv6, or manual configuration,..." [RFC4862]

2. "Atentative address that is determned to be a duplicate as
descri bed above MJUST NOT be assigned to an interface,..."
[ RFC4862]

3. "The client SHOULD perform duplicate address detection on each of

the addresses in any IAs it receives in the Reply nessage before
using that address for traffic." [RFC3315]

4. A SEND node that uses the CGA authorization nethod to protect
Nei ghbor Solicitations SHOULD perform Duplicate Address Detection
as follows. |If Duplicate Address Detection indicates that the
tentative address is already in use, the node generates a new
tentative CGA. |If after three consecutive attenpts no non-uni que
address is generated, it logs a systemerror and gives up
attenpting to generate an address for that interface.

When perform ng Duplicate Address Detection for the first
tentative address, the node accepts both secured and unsecured
Nei ghbor Advertisenents and Solicitations received in response to
the Nei ghbor Solicitations. Wen perform ng Duplicate Address
Detection for the second or third tentative address, it ignores
unsecured Nei ghbor Advertisenents and Solicitations." [RFC3971]
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Bi,

5. "The node MAY have a configuration option whereby it ignores
unsecured advertisenents, even when performnming Duplicate Address
Detection for the first tentative address. This configuration
option SHOULD be disabled by default. This is a recovery
mechani sm for cases in which attacks against the first address
becone comon." [RFC3971]

From the above materials, "First-Come First-Serve" should be the
default behavior for choosing between two competing bindings. There
can however be sone exceptions, one of them being CGA addresses,

anot her one controlled by the configuration of the swtch:

1. VWhen CGA addresses are used, and a collision is detected,
pref erence should be given to the anchor that carries the CGA
credentials once they are verified, in particular the CGA
paraneters and the RSA options.

2. The switch configuration should allow an address range (i ncluding
a single address) to be configured together with a given anchor
or constrained to be discovered by a particul ar savi-sol ution
If a DAD nessage for a target within that range is received on
the savi-switch froman anchor, or via a discovery nethod
different fromthe one configured, the switch should defend the
address by responding to the DAD nmessage. This is especially
useful to protect well known bindings such as a static address of
a server over anybody, even when the server is down. It is also
a way to give priority to a binding | earnt from SAVI-DHCP over a
bi nding for the sane address, |earnt from SAVI - FCFS

Note that no binding shall be created in the binding table unti
an "acceptabl e" address owner shows up, either fromthe
configured anchor or using the savi solution associated with that
addr ess.

The follow ng preference |level can be inferred fromlisted nmaterials

and above anal ysi s:

1. By default, SLAAC, DHCP and manual |y confi gured address by user
have the same priority.

2. SEND can have higher priority because it may configure an address
bound by non- SEND node.

3. Static binding configured on the switch (adnin) wll have the
hi ghest priority

4. Address range configured on the switch (adnin) constrained to

DHCP di scovery will de-facto be given a higher priority over
FCFS, by defending the address until it is is effectively |earnt
from DHCP

Conbi ned sol ution preference with binding sequence, there will be 16
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scenari os (Denote solutions by FCFS, DHCP, SEND, and Admin
correspondi ngly):

Exi sting Candi dat e Def aul t PREFERENCE

FCFS FCFS In the scope of SAVI-SLAAC
FCFS DHCP FCFS

FCFS SEND SEND

FCFS Admi n Admi n

DHCP FCFS DHCP

DHCP DHCP In the scope of SAVI - DHCP
DHCP SEND SEND

DHCP Adni n Adni n

SEND FCFS SEND

SEND DHCP SEND

SEND SEND In the scope of SAVI-SEND
SEND Admi n Admi n

Adni n FCFS Adni n

Admi n DHCP Admi n

Adnmi n SEND Adni n

Admi n Admi n Candi dat e bi ndi ng

3.3.1.2. Miltiple SAVI Device Scenario

A single SAVI device doesn't have the information of all bound
addresses on the perimeter. Therefore it is not enough to | ookup

I ocal bindings to identify a collision. However, assuning DAD is
performed throughout the security perineter for all addresses

regardl ess of the assignnent nmet hod, then DAD response will inform
all SAVI switches about any collision. |In that case, FCFS will apply
the sane way as in a single switch scenario. |f the adm n configured
on one the switches a range of addresses (or a single static binding)
to defend, the DAD response generated by this switch will also
prevent the binding to be installed on other switches of the

peri neter.

3.3.1.3. Conflict Announcenent

3. 3.

Bi,

If a host is prohibited fromusing a bound address, the violation
MUST be announced to it, through delivering one (or nore) Neighbor
Advertisenment nessage to the host.

2. Same Address on the Same Bi ndi ng Anchor
A binding may be set up on the same binding anchor by multiple
solutions. Generally, the binding lifetimes of different solutions

are different. Potentially, if one solution requires to renove the
bi ndi ng, the node using the address nay be taken the use right.
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For exanple, a node perforns DAD procedure after being assigned an
address from DHCP, then the address will al so be bound by SAVI - FCFS.
If the SAVI-FCFS lifetine is shorter than DHCP |ifetime, when the
SAVI -FCFS lifetine expires, it will request to renove the binding.
If the binding is renoved, the node will not be able to use the
address even the DHCP | ease tine doesn’'t expire.

The solution proposed is to keep a binding as | ong as possible. A
binding is kept until it has been required to be renoved by all the
solutions that ever set up it.
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