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1. Introduction

This document is informational and is not normative on any aspect of
SIP.

SIP with TLS ([RFC5246]) implementations are becoming very common.
Several implementations of the S/IMIME ([RFC5751]) portion of SIP
([RFC3261]) are also becoming available. After several

interoperability events, it is clear that it is difficult to write

these systems without any test vectors or examples of "known good"
messages to test against. Furthermore, testing at the events is

often hindered due to the lack of a commonly trusted certificate
authority to sign the certificates used in the events. This document
addresses both of these issues by providing messages that give
detailed examples that implementers can use for comparison and that
can also be used for testing. In addition, this document provides a
common certificate and private key that can be used to set up a mock
Certificate Authority (CA) that can be used during the SIP
interoperability events. Certificate requests from the users will be
signed by the private key of the mock CA. The document also provides
some hints and clarifications for implementers.

A simple SIP call flow using SIPS URIs and TLS is shown in Section 3.
The certificates for the hosts used are shown in Section 2.2, and the
CA certificates used to sign these are shown in Section 2.1.

The text from Section 4.1 through Section 4.3 shows some simple SIP
call flows using S/IMIME to sign and encrypt the body of the message.
The user certificates used in these examples are shown in

Section 2.3. These host certificates are signed with the same mock
CA private key.

Section 5 presents a partial list of items that implementers should
consider in order to implement systems that will interoperate.

Scripts and instructions to make certificates that can be used for
interoperability testing are presented in Appendix A, along with
methods for converting these to various formats. The certificates
used while creating the examples and test messages in this document
are made available in Appendix B.

Binary copies of various messages in this document that can be used
for testing appear in Appendix C.
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2. Certificates
2.1. CA Certificates

The certificate used by the CA to sign the other certificates is
shown below. This is a X509v3 certificate. Note that the X.509v3
Basic Constraints in the certificate allows it to be used as a CA,
certificate authority. This certificate is not used directly in the
TLS call flow; it is used only to verify user and host certificates.

Version: 3 (0x2)
Serial Number:
96:a3:84:17:4e:ef:8a:4c
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Validity
Not Before: Jan 27 18:36:05 2011 GMT
Not After : Jan 3 18:36:05 2111 GMT
Subject: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:ab:1f:91:61:f1:1c:c5:cd:a6:7b:16:9b:b7:14:
79:€4:30:9€:98:d0:ec:07:b7:bd:77:d7:d1:f5:5b:
2c:e2:ee:e6:b1:b0:f0:85:fa:a5:bc:cb:cc:cf:69:
2c:4f:fc:50:ef:9d:31:2b:c0:59:ea:fh:64:6f:1f:
55:a7:3d:fd:70:d2:56:db:14:99:17:92:70:ac:26:
f8:34:41:70:d9:¢c0:03:91:6a:ba:d1:11:8f:ac:12:
31:de:b9:19:70:8d:5d:a7:7d:8b:19:cc:40:3f.ae:
ff:de:1f:db:94:b3:46:77:6c:ae:ae:ff:3e:d6:84:
5b:c2:de:0b:26:65:d0:91:c7:70:4b:c7:0a:4a:bf:
€7:97:04:dd:ba:58:47:cb:e0:2b:23:76:87:65:¢c5:
55:34:10:ab:27:1f:1¢:f8:30:3d:b0:9b:ca:a2:81:
72:4c:bd:60:fe:f7:21:fe:0b:db:0b:db:e9:5b:01:
36:d4:28:15:6b:79:eb:d0:91:1b:21:59:b8:0e:aa:
bf:d5:b1:6¢:70:37:a3:3f:a5:7d:0e:95:46:f6:f6:
58:67:83:75:42:37:18:0b:a4:41:39:b2:2f:6¢:80:
2c:78:ec:ab:0f:be:9c¢:10:f8:c0:0b:0d:73:99:9e:
0d:d7:97:50:ch:cc:45:34:23:49:41:85:22:24:ad:
29:c3

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:
95:45:7E:5F:2B:EA:65:98:12:91:04:F3:63:C7:68:9A:58:16:77:27
X509v3 Authority Key Identifier:
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95:45:7E:5F:2B:EA:65:98:12:91:04:F3:63:C7:68:9A:58:16:77:27

X509v3 Basic Constraints:
CA:TRUE

Signature Algorithm: shalWithRSAEnNcryption
06:5f:9e:ae:a0:9a:bc:b5:b9:5b:7e:97:33:cc:df:63:98:98:
94:ch:0d:66:a9:83:e8:aa:58:2a:59:a1:9e:47:31:a6:af:5c:
3f:a2:25:86:f8:df:05:92:b7:db:69:a1:69:72:87:66:c5:ab:
35:89:01:37:19:¢9:74:eb:09:d1:3f:88:7b:24:13:42:ca:2d:
fb:45:e6:cc:4b:f8:21:78:f3:f5:97:ec:09:92:24:a2:f0:e6:
94:8d:97:4a:00:94:00:bd:25:b8:17:2¢:52:53:5d:cc:5¢:48:
ad:al:1d:2d:f6:50:55:13:a4:d3:b2:a2:f4:f1:b9:6d:48:5e:
5c¢:f3:de:e0:fc:59:09:a1:d9:14:61:65:bf:d8:3f:b9:ba:2e:
7c:ed:5c:24:9b:6b:ca:aa:5f:f1:cl:1e:b0:a8:da:82:0f:fb:
4c:71:3b:4d:7b:38:c8:€3:8a:2a:19:34:44:26:0b:ea:f0:47:
38:46:28:65:04:€2:01:52:dd:ec:3d:e5:f5:53:74:77:74:75:
6d:c6:d9:c2:0a:ac:3b:b8:98:5¢:55:53:34:74:52:a8:26:b1:
2f:30:22:d0:8b:b7:f3:20:dd:68:07:33:d5:ae:b7:81:b2:94:
58:72:4e:7c:c6:72:2f:bd:6c:69:fb:b5:17:a8:2a:8d:d7:2c:
91:06:¢8:0c

The certificate content shown above and throughout this document was
rendered by the OpenSSL "x509" tool. These dumps are included only
as informative examples. Output may vary among future revisions of
the tool. At the time of this document’s publication, there were

some irregularities in the presentation of Distinguished Names (DN).

In particular, note that in the "Issuer" and "Subject" fields, it

appears the intent is to present DNs in Lightweight Directory Access
Protocol (LDAP) format. If this was intended, the spaces should have
been omitted after the delimiting commas, and the elements should
have been presented in order of most-specific to least-specific.

Please refer to Appendix A of [RFC4514]. Using the "Issuer" DN from
above as an example and following guidelines in [RFC4514], it should
have instead appeared as:

Issuer: OU=Sipit Test Certificate Authority,O=sipit,L=San Jose,
ST=California,C=US

The ASN.1 parse of the CA certificate is shown below.
0:1= 949 cons: SEQUENCE

4:1= 669 cons: SEQUENCE
8:1= 3cons: cont[0]

10:= 1 prim: INTEGER :02

13:I= 9 prim: INTEGER :96A384174EEF8A4C
24:1= 13 cons: SEQUENCE

26:I= 9 prim: OBJECT :shalWithRSAEnNcryption
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37:= Oprim: NULL

39:1= 112 cons: SEQUENCE

41:1= 11 cons: SET

43:I= 9cons: SEQUENCE

45:1= 3 prim: OBJECT :countryName
50:I= 2 prim:  PRINTABLESTRING :US
54:I= 19 cons: SET

56:I= 17 cons: SEQUENCE

58:I= 3 prim: OBJECT :stateOrProvinceName
63:I= 10 prim:  UTF8STRING
43 61 6¢C 69 66 6f 72 6€-69 61 California

75:1= 17 cons: SET
77:1= 15 cons: SEQUENCE

79:1= 3 prim:  OBJECT :localityName
84:1= 8 prim: UTF8STRING
53 61 6e 20 4a 6f 73 65- San Jose

94:1= 14 cons: SET
96:I= 12 cons: SEQUENCE

98:I= 3 prim: OBJECT :organizationName
103:I= 5prim: UTF8STRING
7369706974 sipit

110:I= 41 cons: SET

112:I= 39 cons: SEQUENCE

114:1= 3 prim:  OBJECT :organizationalUnitName

119:= 32 prim:  UTF8STRING
53 69 70 69 74 20 54 65-73 74 20 43 65 72 74 69 Sipit Test Certi
66 69 63 61 74 65 20 41-75 74 68 6f 72 69 74 79 ficate Authority

153:I= 32 cons: SEQUENCE

155:1= 13 prim: UTCTIME 1101271836052

170:I= 15 prim: GENERALIZEDTIME :21110103183605Z

187:1= 112 cons: SEQUENCE

189:I= 11l cons: SET

191:I= 9cons: SEQUENCE

193:!= 3 prim: OBJECT :countryName

198:I= 2 prim: PRINTABLESTRING :US

202:I= 19 cons: SET

204:1= 17 cons: SEQUENCE

206:1= 3 prim:  OBJECT :stateOrProvinceName
211:1= 10 prim:  UTF8STRING
43 61 6¢ 69 66 6f 72 6€-69 61 California

223:|= 17 cons: SET
225:1= 15cons: SEQUENCE

227:1= 3 prim:  OBJECT ‘localityName
232:1= 8 prim: UTF8STRING
53 61 6e 20 4a 6f 73 65- San Jose

242:I= 14 cons: SET
244:1= 12 cons: SEQUENCE
246:1= 3 prim:  OBJECT :organizationName
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251:1= 5prim: UTF8STRING
73697069 74 sipit

258:1= 41 cons: SET

260:I= 39 cons: SEQUENCE

262:I= 3 prim: OBJECT :organizationalUnitName

267:1= 32 prim:  UTF8STRING
5369 70 69 74 20 54 65-73 74 20 43 65 72 74 69 Sipit Test Certi
66 69 63 61 74 65 20 41-75 74 68 6f 72 69 74 79 ficate Authority

301:I= 290 cons: SEQUENCE

305:I= 13 cons: SEQUENCE

307:I= 9 prim: OBJECT :rsaEncryption

318:= O prim: NULL

320:1= 271 prim:  BIT STRING
003082010a028201-0100ab1f9161f11c .0.......... a..
c5cd a6 7b 16 9b b7 14-79 e4 30 9e 98 d0 ec 07 ...{....y.O.....
b7 bd 77 d7 d1 f5 5b 2c-e2 ee e6 b1 bOf0 85 fa ..w...[,........
a5 bc cb cc cf 69 2c 4f-fc 50 ef 9d 31 2b c0 59 ..... i,O0.P..1+.Y
eafb 64 6f 1f 55 a7 3d-fd 70 d2 56 db 14 99 17 ..do.U.=.p.V....
92 70 ac 26 f8 34 41 70-d9 c0 03 91 6a badl 11 .p.&.4Ap.......
8fac 1231 de b9 19 70-8d 5d a7 7d 8b 19 cc 40 ...1..p.].}...@
3f ae ff de 1f db 94 b3-46 77 6c ae ae ff 3e d6 ?....... Fwl...>.
84 5b c2 de Ob 26 65 d0-91 c7 70 4b ¢7 Oa 4a bf .[...&e...pK..J.
€7 97 04 dd ba 58 47 cb-e0 2b 23 76 87 65¢c5 55 ..... XG..+#v.e.U

bd 60 fe f7 21 fe Ob db-Ob db €9 5b 01 36 d4 28 .'..!......[.6.(
15 6b 79 eb d0 91 1b 21-59 b8 Oe aa bf d5 bl 6¢ .ky....'Y......|
70 37 a3 3f a5 7d Oe 95-46 16 f6 58 67 83 75 42 p7.?.}..F..Xg.uB
37 18 Ob a4 41 39 b2 2f-6¢ 80 2c 78 ec a5 Of be 7...A9./l. X....
9c 10f8 cO0Ob 0d 73 99-9e 0d d7 9750 cbcc 45 ...... s.....P..E
34234941852224ad-29¢30203010001  4#IA"S.)......
595:1= 80 cons: cont[3]
597:1= 78 cons: SEQUENCE
599:I= 29 cons: SEQUENCE
601:I= 3 prim: OBJECT :X509v3 Subject Key Identifier
606:I= 22 prim:  OCTET STRING
04 149545 7e 5f 2b ea-6598 1291 04363 ¢c7 ..E” +.e....c.

68 9a 58 16 77 27 h.X.w’
630:I= 31 cons: SEQUENCE
632:I= 3 prim: OBJECT :X509v3 Authority Key Identifier

637:I= 24 prim:  OCTET STRING
3016 80149545 7e 5f-2bh ea 65981291 04 f3 0...E"_+.e.....

63 c7 68 9a 58 16 77 27- c.h.X.w
663:I= 12 cons: SEQUENCE
665:1= 3 prim: OBJECT :X509v3 Basic Constraints
670:I= 5prim:  OCTET STRING
30030101 ff 0....
677:1= 13 cons: SEQUENCE
679:1= 9 prim: OBJECT :shalWithRSAEnNcryption
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690:1= 0 prim: NULL

692:1= 257 prim: BIT STRING
00 06 5f 9e ae a0 9a bc-b5 b9 5b 7e 97 33 cc df .._......[.3..
63 98 98 94 cb 0d 66 a9-83 e8 aa 58 2a 59 al 9e c.....f..X*Y..
47 31 a6 af 5¢ 3f a2 25-86 f8 df 05 92 b7 db 69 G1.\?.%....... i
al 69 7287 66 c5ab 35-89013719c974eb 09 .irf.5.7..t.
d13f88 7b 24 13 42 ca-2d fb 45 e6 cc 4b f8 21 .?.{$.B.-.E..K.!
78 3597 ec 09 92 24-a2 f0 €6 94 8d 97 42 00 x......$......J.
94 00 bd 25 b8 17 2¢c 52-53 5d cc 5c 48 a4 al 1d ...%..,RS].\H...
2d f6 50 55 13 a4 d3 b2-a2 f4 f1 b9 6d 48 5e 5¢ -.PU........ mHMN
f3 de e0 fc 59 09 al d9-14 61 65 bf d8 3fb9 ba ...Y....ae..?..
2e 7ced 5c 24 9b 6b ca-aa 5ffl1 c1 lebOa8da .|\$.k.._......
82 0f fb 4c 71 3b 4d 7b-38 c8 €3 8a 2a 19 34 44 ...Lq;M{8...*.4D
26 Ob ea f0 47 38 46 28-6504 €201 52 dd ec 3d &...G8F(e...R..=
e555374 77 74 75 6d-c6 d9 c2 Oa ac 3b b8 98 ..Stwtum.....;..
5c 55 53 34 74 52 a8 26-b1 2f 30 22 dO 8b b7 f3 \US4tR.&./0"....
a0 dd 68 07 33 d5 ae b7-81 b2 94 58 72 4e 7c c6 ..h.3......XrN]|.
72 2f bd 6¢ 69 fb b5 17-a8 2a 8d d7 2c¢ 91 06 c8 r/.li....*..,...
Oc .

2.2. Host Certificates

The certificate for the host example.com is shown below. Note that
the Subject Alternative Name is set to example.com and is a DNS type.
The certificates for the other hosts are shown in Appendix B.

Version: 3 (0x2)
Serial Number:
96:a3:84:17:4e:ef:8a:4f
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Validity
Not Before: Feb 7 19:32:17 2011 GMT
Not After : Jan 14 19:32:17 2111 GMT
Subject: C=US, ST=California, L=San Jose, O=sipit, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 hit):
00:dd:74:06:02:10:c2:e7:04:1f:bc:8c:b6:24:e7:
9b:94:a3:48:37:85:9e:6d:83:12:84:50:1a:8€:48:
b1:fa:86:8c:a7:80:b9:be:52:ec:a6:ca:63:47:84:
ad:f6:74:85:82:16:7e:4€:36:40:0a:74:2c:20:a9:
6a:0e:6a:7f:35:cf:70:71:63:7d:€9:43:67:81:4c:
ea:b5:1e:b7:4c:a3:35:08:7b:21:0d:2a:73:07:63:
9d:8d:75:bf:1f:d4:8e:€6:67:60:75:f7:ea:0a:7a:
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6¢:90:af:92:45:€0:62:05:9a:8a:10:98:dc:7c:54:
8b:e4:61:95:3b:04:fc:10:50:ef:80:45:ba:5e:84:
97:76:¢1:20:25:¢1:92:1d:89:0a:f7:55:62:64:fa:
€8:69:a2:62:4¢:67:d3:08:d9:61:b5:3d:16:54:b6:
b7:44:8d:59:2b:90:d4:e9:fb:c7:7d:87:58:c3:12:
ac:33:78:00:50:ba:07:05:b3:b9:01:1a:63:55:6¢:
el:7a:ec:a3:07:ae:3b:02:83:a1:69:e0:c3:dc:2d:
61:€9:b2:e3:b3:71:c8:a6:cf:da:fb:3e:99:c7:€e5:
71:b9:¢9:17:d4:ed:bc:a0:47:54:09:8c:6e:6d:53:
9a:2c:c9:68:¢c6:6f:f1:3d:91:1a:24:43:77:7d:91:
69:4b
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:example.com, URI:sip:example.com
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
CC:06:59:5B:8B:5E:D6:0D:F2:05:4D:1B:68:54:1E:FC:F9:43:19:17
X509v3 Authority Key Identifier:
95:45:7E:5F:2B:EA:65:98:12:91:04:F3:63:C7:68:9A:58:16:77:27

X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication, 1.3.6.1.5.5.7.3.20

Signature Algorithm: shalWithRSAEncryption
6a:9a:d1:db:00:4b:90:86:b0:53:ea:6f:30:31:89:1e:9b:09:
14:bd:6f:b9:02:aa:6f:58:e€:30:03:b8:a1:fd:b3:41:72:ff:
b3:0d:cb:76:a7:17:c6:57:38:06:13:e5:f3:€4:30:17:4d:f7:
97:b5:13:74:€9:81:18:f4:55:a3:0d:f5:82:38:¢3:98:43:52:
1f:84:cd:1a:b4:a3:45:9f:3d:e2:31:fd:ch:a2:ad:ed:60:7d:
fa:d2:aa:49:21:41:a9:80:01:bb:ed:b6:75:¢9:97:69:7f:0c:
91:60:f1:c4:5a:36:e8:5c:ac:el:a8:e7:9a:55:e5:e0:cd:01:
f4:de:93:f4:38:6¢:¢c1:71:d2:fd:cd:1b:5d:25:eb:90:7b:31:
41:e7:37:0e:e5:c0:01:48:91:f7:34:dd:c6:1f:74:€6:34:34:
€6:cd:93:0f:3f:ce:94:ad:91:d9:e2:72:b1:9f:1d:d3:a5:7d:
5e:e2:a4:56:¢5:b1:71:4d:10:0a:5d:a6:56:€6:57:11:48:a5:
5¢:75:67:ea:ab:35:3e:f6:b6:fa:c1:f3:8a:¢1:80:71:32:18:
6c:33:b5:fa:16:5a:16:e1:a1:6¢:19:67:f5:45:68:64:6f:b2:
31:dc:e3:5a:1a:b2:d4:87:89:96:fd:87:ba:38:4e:0a:19:07:
03:4b:9b:bl

The example host certificate above, as well as all the others
presented in this document, are signed directly by a root CA. These
certificate chains have a length equal to two: the root CA and the
host certificate. Non-root CAs exist and may also sign certificates.
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The certificate chains presented by hosts with certificates signed by
non-root CAs will have a length greater than two. For more details
on how certificate chains are validated, see Sections 6.1 and 6.2 of
[RFC5280].

2.3. User Certificates

User certificates are used by many applications to establish user

identity. The user certificate for fluffy@example.com is shown

below. Note that the Subject Alternative Name has a list of names

with different URL types such as a sip, im, or pres URL. This is
necessary for interoperating with a Common Profile for Instant
Messaging (CPIM) gateway. In this example, example.com is the domain
for fluffy. The message could be coming from any host in
*.example.com, and the AOR in the user certificate would still be the
same. The others are shown in Appendix B.1. These certificates make
use of the Extended Key Usage (EKU) extension discussed in [RFC5924].
Note that the X509v3 Extended Key Usage attribute refers to the SIP

OID introduced in [RFC5924], which is 1.3.6.1.5.5.7.3.20

Version: 3 (0x2)
Serial Number:
96:a3:84:17:4e:ef:8a:4d
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Validity
Not Before: Feb 7 19:32:17 2011 GMT
Not After : Jan 14 19:32:17 2111 GMT
Subject: C=US, ST=California, L=San Jose, O=sipit,
CN=fluffy
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 hit):
00:a3:2¢:59:0c:e9:bc:e4:ec:d3:9e:fb:99:02:ec:
b1:36:3a:b7:d3:1d:4d:c3:3a:b6:ae:50:bd:5f:55:
08:77:8c:7e:a4:€9:f0:68:31:28:8f:23:32:56:19:
€3:22:97:a7:6d:fd:a7:22:2a:01:b5:af:61:bd:5f:
7e:c1:14:e5:98:29:b4:34:4e:38:8a:26:ee:0d:da:
db:27:b9:78:d6:ac:ac:04:78:32:98:c2:75:e7:6a:
b7:2d:b3:3c:e3:eb:97:a5:ef:8b:59:42:50:17:7b:
fe:a7:81:af:37:a7:€7:e3:1f:b0:8d:d0:72:2f:6¢:
14:42:¢6:01:68:e1:8f:fd:56:4d:7d:cf:16:dc:aa:
05:61:0b:0a:ca:ca:ec:51:ec:53:6e:3d:2b:00:80:
fe:35:1b:06:0a:61:13:88:0b:44:f3:cc:fd:2b:0e:
b4:a2:0b:a0:97:84:14:2e:ee:2b:e3:2f:cl:1a:9e:
86:9a:78:6a:a2:4¢:57:93:e7:01:26:d3:56:0d:bd:
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b0:2f:f8:da:c7:3c:01:dc:ch:2d:31:8c:6¢:c6:5c:
b4:63:e8:b2:a2:40:11:bf:ad:f8:6d:12:01:97:1d:
47:f8:6a:15:8b:fb:27:96:73:44:46:34:d7:24:1c:
cf:56:8d:d4:be:d6:94:5b:f0:a6:67:e3:dd:cf:b4:
f2:d5
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
URI:sip:fluffy@example.com, URL:im:fluffy@example.com,
URI:pres:fluffy@example.com
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
85:97:09:B8:D3:55:37:24:8A:DC:DE:E3:91:72:E4:22:CF:98:87:52
X509v3 Authority Key Identifier:
95:45:7E:5F:2B:EA:65:98:12:91:04:F3:63:C7:68:9A:58:16:77:27

X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment
X509v3 Extended Key Usage:
E-mail Protection, 1.3.6.1.5.5.7.3.20

Signature Algorithm: shalWithRSAEnNcryption
a8:a9:8f:d8:8a:0b:88:ed:ff:4f:bf:e5:cd:8f:9e:7b:b8:e6:
f2:2c:aa:e3:23:5h:9a:71:5e:fd:20:a3:dd:d9:d3:c1:f2:e8:
fO:be:77:db:33:cc:8a:7b:4f:91:2b:8d:d6:f7:14:¢3:8d:e0:
60:d3:34:50:bc:be:67:22:cd:f5:74:7b:f4:9a:68:a2:52:2b:
81:2f:46:d3:09:9f:25:¢3:20:e8:10:d5:ef:38:7b:d1:17:d4:
f1:d7:54:67:56:f1:13:cf:2f:fc:8b:83:fc:14:€7:01:82:59:
83:cc:b1:8d:f0:c7:da:4e:bl:dc:cc:54:cf:6¢:3b:47:47:59:
87:d9:16:ec:af:af:e1:12:13:23:1e:0a:db:f5:b5:ff:5d:ab:
15:0e:e3:25:91:00:0e:90:db:d8:07:11:90:81:01:3a:48:a8:
aa:9e:b0:62:d3:36:f0:0c:b7:2f:a7:17:92:52:36:29:14:0a:
d6:65:86:67:73:74:6e:aa:3c:ee:47:38:1e:c8:6e:06:81:85:
1c:2e:f0:b6:04:7d:6¢:38:db:81:9¢:b8:07:€3:07:be:f5:2f:
09:68:63:04:6b:87:0e:36:b9:a1:a3:fb:c8:30:0c:a0:63:8d:
6d:ab:0a:f8:44:b0:78:19:1a:38;7e:fa:6a:al:d4:4b:4b:75:
75:bf:6f:09

Versions of these certificates that do not make use of EKU are also
included in Appendix B.2
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3. Callflow with Message Over TLS
3.1. TLS with Server Authentication

The flow below shows the edited SSLDump output of the host

example.com forming a TLS [RFC5246] connection to example.net. In

this example mutual authentication is not used. Note that the client

proposed three protocol suites including TLS_RSA WITH_AES 128 CBC_SHA
defined in [RFC5246]. The certificate returned by the server

contains a Subject Alternative Name that is set to example.net. A

detailed discussion of TLS can be found in SSL and TLS [EKR-TLS].

For more details on the SSLDump tool, see the SSLDump Manual
[ssldump-manpage].

This example does not use the Server Extended Hello (see [RFC5246]).

New TCP connection #1: example.com(50738) <-> example.net(5061)
11 0.0004 (0.0004) C>SV3.1(101) Handshake
ClientHello

Version 3.1
random[32]=

4c 09 5b a7 66 77 eb 43 52 30 dd 98 4d 09 23 d3

ff 81 74 ab 04 69 bb 79 8c dc 59 cd c2 1f b7 ec
cipher suites
TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA
TLS_ECDH_RSA_WITH_AES 256 _CBC_SHA
TLS_DHE_RSA WITH_AES_256_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DSS_RSA_WITH_AES_256_SHA
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA
TLS_ECDH_RSA WITH_AES 128 CBC_SHA
TLS DHE_RSA WITH_AES 128 CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_DHE_DSS WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_DES_192_CBC3_SHA
TLS_ECDH_RSA WITH_DES 192 CBC3_SHA
TLS DHE_RSA WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_3DES _EDE_CBC_SHA
TLS_DHE_DSS WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_RC4_128 SHA
TLS_ECDH_RSA_WITH_RC4_128 SHA
TLS_RSA_WITH_RC4 128 SHA
TLS_RSA_ WITH_RC4_128 MD5
TLS DHE_RSA WITH_DES CBC_SHA
TLS_DHE_RSA EXPORT_WITH_DES40_CBC_SHA
TLS_RSA_WITH_DES_CBC_SHA
TLS_RSA_EXPORT_WITH_DES40_CBC_SHA
TLS_DHE_DSS_WITH_DES_CBC_SHA

Jennings, et al. Expires August 13, 2011 [Page 12]



Internet-Draft SIP Secure Call Flows February 2011

TLS_DHE_DSS _EXPORT_WITH_DES40_CBC_SHA
TLS_RSA_EXPORT_WITH_RC4_40_MD5
compression methods
NULL
12 0.0012 (0.0007) S>CV3.1(48) Handshake
ServerHello
Version 3.1
random[32]=
4c 09 5b a7 30 87 74 ¢7 16 98 24 d5 af 35 17 a7
ef c3 78 0c 94 d4 94 d2 7b a6 3f 40 04 25 6 e0
session_id[0]=

cipherSuite  TLS_RSA WITH_AES_256_CBC_SHA

compressionMethod NULL

13 0.0012 (0.0000) S>CV3.1(1858) Handshake
Certificate

14 0.0012 (0.0000) S>CV3.1(14) Handshake
CertificateRequest
certificate_types rsa_sign
certificate_types dss_sign
certificate_types unknown value

ServerHelloDone
15 0.0043 (0.0031) C>SV3.1(7) Handshake
Certificate
16 0.0043 (0.0000) C>SV3.1(262) Handshake
ClientkKeyExchange
17 0.0043 (0.0000) C>SV3.1(1) ChangeCipherSpec
18 0.0043 (0.0000) C>SV3.1(48) Handshake
19 0.0129 (0.0085) S>CV3.1(170) Handshake
110 0.0129 (0.0000) S>CV3.1(1) ChangeCipherSpec
111 0.0129 (0.0000) S>CV3.1(48) Handshake
112 0.0134 (0.0005) C>SV3.1(32) application_data
113 0.0134 (0.0000) C>SV3.1(496) application_data
114 0.2150 (0.2016) S>CV3.1(32) application_data
1 15 0.2150 (0.0000) S>CV3.1(336) application_data
116 12.2304 (12.0154) S>CV3.1(32) Alert
1 12.2310 (0.0005) S>C TCP FIN
117 12.2321 (0.0011) C>SV3.1(32) Alert

3.2. MESSAGE Transaction Over TLS

Once the TLS session is set up, the following MESSAGE request (as
defined in [RFC3428] is sent from fluffy@example.com to
kumiko@example.net. Note that the URI has a SIPS URL and that the
VIA indicates that TLS was used. In order to format this document,
the <allOneLine> convention from [RFC4475] is used to break long
lines. The actual message does not contain the line breaks contained
within those tags.
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MESSAGE sips:kumiko@example.net:5061 SIP/2.0

<allOneLine>

Via: SIP/2.0/TLS 192.0.2.2:15001;
branch=z9hG4bK-d8754z-c785a077a9a8451b-1---d8754z-;
rport=50738

</allOneLine>

Max-Forwards: 70

To: <sips:kumiko@example.net:5061>

From: <sips:fluffy@example.com:15001>;tag=1a93430b

Call-ID: OTZmMDE20OWNIYTVjNDkzYzBhMWRIMDU4NDEXZmU4ZTQ.

CSeq: 4308 MESSAGE

<allOneLine>

Accept: multipart/signed, text/plain, application/pkcs7-mime,

application/sdp, multipart/alternative

</allOneLine>

Content-Type: text/plain

Content-Length: 6

Hello!

When a User Agent (UA) goes to send a message to example.com, the UA
can see if it already has a TLS connection to example.com and if it

does, it may send the message over this connection. A UA should have
some scheme for reusing connections as opening a new TLS connection
for every message results in awful performance. Implementers are
encouraged to read [RFC5923] and [RFC3263].

The response is sent from example.net to example.com over the same
TLS connection. It is shown below.

SIP/2.0 200 OK

<allOneLine>

Via: SIP/2.0/TLS 192.0.2.2:15001;
branch=z9hG4bK-d8754z-c785a077a9a8451b-1---d8754z-;
rport=50738

</allOneLine>

To: <sips:kumiko@example.net:5061>;tag=0d075510

From: <sips:fluffy@example.com:15001>;tag=1a93430b

Call-ID: OTZmMDE20OWNIYTV]jNDkzYzBhMWRIMDU4NDEXZmU4ZTQ.

CSeq: 4308 MESSAGE

Content-Length: 0
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4. Callflow with S/IMIME-secured Message
4.1. MESSAGE Request with Signed Body

Below is an example of a signed message. The values on the Content-
Type line (multipart/signed) and on the Content-Disposition line have
been broken across lines to fit on the page, but they are not broken
across lines in actual implementations.

MESSAGE sip:kumiko@example.net SIP/2.0

<allOneLine>

Via: SIP/2.0/TCP 192.0.2.2:15001;
branch=z9hG4bK-d8754z-3a922b6dc0f0ff37-1---d8754z-;
rport=50739

</allOneLine>

Max-Forwards: 70

To: <sip:kumiko@example.net>

From: <sip:fluffy@example.com>;tag=ef6bad5e

Call-ID: N2NiZjIONjRNDQOMTY INDRjNWNmMMGU1MDA2MDRhYm.

CSeq: 8473 MESSAGE

<allOneLine>

Accept: multipart/signed, text/plain, application/pkcs7-mime,

application/sdp, multipart/alternative

</allOneLine>

<allOneLine>

Content-Type: multipart/signed;boundary=3b515e121b43a911;

micalg=shal;protocol="application/pkcs7-signature"”
</allOneLine>
Content-Length: 774

--3b515e121b43a911
Content-Type: text/plain
Content-Transfer-Encoding: binary

Hello!

--3b515e121b43a911

Content-Type: application/pkcs7-signature;name=smime.p7s

<allOneLine>

Content-Disposition: attachment;handling=required;
filename=smime.p7s

</allOneLine>

Content-Transfer-Encoding: binary

kkkkkkkkkkkkkkkhkk

* BINARY BLOB 1 *

*kkkkkkhhhkhhhkix

--3b515e121h43a911--
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It is important to note that the signature ("BINARY BLOB 1") is
computed over the MIME headers and body, but excludes the multipart
boundary lines. The value on the Message-body line ends with CRLF.
The CRLF is included in the boundary and is not part of the signature
computation. To be clear, the signature is computed over data

starting with the "C" in the "Content-Type" and ending with the "I"

in the "Hello!".

Content-Type: text/plain
Content-Transfer-Encoding: binary

Hello!

Following is the ASN.1 parsing of encrypted contents referred to
above as "BINARY BLOB 1". Note that at address 30, the hash for the
signature is specified as SHA-1. Also note that the sender’s

certificate is not attached as it is optional in [RFC5652].

0 472: SEQUENCE {

4 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
15 457: [0]{

19 453: SEQUENCE {

23 1. INTEGER1

26 11: SET{

28 9 SEQUENCE {

30 5 OBJECT IDENTIFIER shal (1 3 14 3 2 26)

37 O NULL

}

: }
39 11:  SEQUENCE {
41 9 OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

: }
52 420: SET {
56 416: SEQUENCE {

60 1: INTEGER 1
63 125: SEQUENCE {
65 112: SEQUENCE {
67 11: SET {
69 9 SEQUENCE {
71 3 OBJECT IDENTIFIER countryName (2 5 4 6)
76 2 PrintableString 'US’
' }
2 }
80 19: SET {
82 17: SEQUENCE {
84 3: OBJECT IDENTIFIER
: stateOrProvinceName (2 5 4 8)
89 10: UTF8String 'California’
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}
2 }
101 17: SET {
103 15: SEQUENCE {
105 3: OBJECT IDENTIFIER localityName (25 4 7)
110 8: UTF8String 'San Jose’
2 }
2 }
120 14: SET {
122 12: SEQUENCE {
124 3: OBJECT IDENTIFIER
: organizationName (2 5 4 10)
129 5 UTF8String 'sipit’
2 }
2 }
136 41: SET {
138 39: SEQUENCE {
140 3: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
145 32: UTF8String 'Sipit Test Certificate
Authority’
}
}}
179 9: INTEGER 00 96 A3 84 17 4E EF 8A 4D
190 9: SEQUENCE {
192 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
199 O: NULL
: }
201 13: SEQUENCE {
203 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 11354911 1)
214 0 NULL

1 }
216 256: OCTET STRING

: 74 4D 21 39 D6 E2 E2 2C 30 5SA AABC 4E 60 8D 69
A7E579501AB17D4A D3 C1039F 197D A2 76
97 B3 CE 30 CD 62 4B 96 20 35 DB C1 64 D9 33 92
96 CD 28 03 98 6E 2C 0C F6 8D 93 40 F2 88 DA 29
AD 0B C2 OE F9 D3 6A 95 2C 79 6E C2 3D 62 E6 54
A9 1B AC 66 DB 16 B7 44 6C 03 1B 71 9C EE C9 EC
4D 93 B1 CF F517 79 C5 C8 BA 2F A7 6C 4B DC CF
62 A3 F3 1A 1B 24 E4 40 66 3C 4F 87 86 BF 09 6A
7A 43 60 2B FC D8 3D 2B 57 17 CB 81 03 2A 56 69
81 82 FA 78 DE D2 3A 2F FA A3 C5 EA 8B E8 OC 36
1B BC DC FD 1B 8C 2E OF 01 AF D9 E1 04 OE 4E 50
94 75 7C BD D9 0B DD AA FA 36 E3 EC E4 A5 35 46
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BE A2 97 1D AD BA 44 54 3A ED 94 DA 76 4A 51 BA
A4 7D 7A 62 BF 2A 2F F2 5C 5A FE CA E6 B9 DC 5D
EA26 F235171920CE 97 96 4E 729C 72 FD 1F
68 C1L6A5C8642F2EDF270654C C744C57C

SHA-1 parameters may be omitted entirely, instead of being set to

NULL, as mentioned in [RFC3370]. The above dump of Blob 1 has SHA-1
parameters set to NULL. Below are the same contents signed with the
same key, but omitting the NULL according to [RFC3370]. This is the
preferred encoding. This is covered in greater detail in Section 5.

0 468: SEQUENCE {
4 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
15 453: [0]{
19 449: SEQUENCE {
23 1: INTEGER1
26 90 SET{
28 7 SEQUENCE {
30 5 OBJECT IDENTIFIER shal (1 3 14 3 2 26)
' }

: }

37 11:  SEQUENCE{

39 o OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: }

50 418:  SET{

54 414: SEQUENCE {

58 1: INTEGER 1
61 125: SEQUENCE {
63 112: SEQUENCE {
65 11: SET {
67 9 SEQUENCE {
69 3: OBJECT IDENTIFIER countryName (2 5 4 6)
74 2 PrintableString 'US’

' }

: }
78 19: SET {
80 17: SEQUENCE {
82 3: OBJECT IDENTIFIER

: stateOrProvinceName (2 5 4 8)
87 10: UTF8String 'California’

: }

}
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99 17: SET {
101 15: SEQUENCE {
103 3: OBJECT IDENTIFIER localityName (25 4 7)
108 8: UTF8String 'San Jose’
: }
: }
118 14: SET {
120 12: SEQUENCE {
122 3 OBJECT IDENTIFIER
: organizationName (2 5 4 10)
127 5: UTF8String 'sipit’
: }
: }
134 41: SET {
136 39: SEQUENCE {
138 3: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
143 32: UTF8String 'Sipit Test Certificate
Authority’
}
}

1 }
177 9: INTEGER 00 96 A3 84 17 4E EF 8A 4D

- }
188 7: SEQUENCE {

190 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
1 }

197 13: SEQUENCE {

199 9 OBJECT IDENTIFIER
: rsaEncryption (1 2 840 11354911 1)

210 O: NULL

1 }
212 256: OCTET STRING

: 74 4D 21 39 D6 E2 E2 2C 30 5A AA BC 4E 60 8D 69
A7E579501AB17D4AD3C1039F 197D A2 76
97 B3CE 30 CD 62 4B 96 20 35 DB C1 64 D9 33 92
96 CD 28 03 98 6E 2C 0C F6 8D 93 40 F2 88 DA 29
AD 0B C2 OE F9 D3 6A 95 2C 79 6E C2 3D 62 E6 54
A9 1B AC 66 DB 16 B7 44 6C 03 1B 71 9C EE C9 EC
4D 93 B1 CF F517 79 C5 C8 BA 2F A7 6C 4B DC CF
62 A3 F3 1A 1B 24 E4 40 66 3C 4F 87 86 BF 09 6A
7A 43 60 2B FC D8 3D 2B 57 17 CB 81 03 2A 56 69
81 82 FA 78 DE D2 3A 2F FA A3 C5 EA 8B E8 0C 36
1B BC DC FD 1B 8C 2E OF 01 AF D9 E1 04 OE 4E 50
94 75 7C BD D9 0B DD AA FA 36 E3 EC E4 A5 35 46
BE A2 97 1D AD BA 44 54 3A ED 94 DA 76 4A 51 BA
A4 7D 7A 62 BF 2A 2F F2 5C 5A FE CA E6 B9 DC 5D
EA26 F23517 1920 CE 97 96 4E 72 9C 72 FD 1F

Jennings, et al. Expires August 13, 2011 [Page 19]



Internet-Draft SIP Secure Call Flows February 2011

68 C16A5C8642F2EDF270654C C744C57C

4.2. MESSAGE Request with Encrypted Body

Below is an example of an encrypted text/plain message that says
"Hello!". The binary encrypted contents have been replaced with the
block "BINARY BLOB 2".

MESSAGE sip:kumiko@example.net SIP/2.0
<allOneLine>
Via: SIP/2.0/TCP 192.0.2.2:15001;
branch=z9hG4bK-d8754z-c276232b541dd527-1---d8754z-;
rport=50741
</allOneLine>
Max-Forwards: 70
To: <sip:kumiko@example.net>
From: <sip:fluffy@example.com>;tag=7a2e3025
Call-ID: MDYyMDhhODA3NWE2ZJEyYzAWOTZIMJEXNWI2ZWQwWZGM.
CSeq: 3260 MESSAGE
<allOneLine>
Accept: multipart/signed, text/plain, application/pkcs7-mime,
application/sdp, multipart/alternative
</allOneLine>
<allOneLine>
Content-Disposition: attachment;handling=required;
filename=smime.p7
</allOneLine>
Content-Transfer-Encoding: binary
<allOneLine>
Content-Type: application/pkcs7-mime;smime-type=enveloped-data;
name=smime.p7m
</allOneLine>
Content-Length: 565

*kkkkkkkhhkkkhkhkikx

* BINARY BLOB 2 *

kkkkkkkkkkkkkkkhkk

Following is the ASN.1 parsing of "BINARY BLOB 2". Note that at
address 454, the encryption is set to aes128-CBC.

0 561: SEQUENCE {
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4 9: OBJECT IDENTIFIER envelopedData (1 2 840 113549 1 7 3)
15 546: [0]{

19 542: SEQUENCE {

23 1. INTEGER O

26 409: SET {

30 405: SEQUENCE {

34 1 INTEGER O
37 125: SEQUENCE {
39 112: SEQUENCE {
41 11: SET {
43 9: SEQUENCE {
45 3: OBJECT IDENTIFIER countryName (2 5 4 6)
50 2: PrintableString 'US’
' }
2 }
54 19: SET {
56 17: SEQUENCE {
58 3: OBJECT IDENTIFIER
: stateOrProvinceName (2 5 4 8)
63 10: UTF8String 'California’
2 }
: }
75 17: SET {
77 15: SEQUENCE {
79 3 OBJECT IDENTIFIER localityName (25 4 7)
84 8: UTF8String 'San Jose’
' }
: }
94 14: SET {
96 12: SEQUENCE {
98 3: OBJECT IDENTIFIER
: organizationName (2 5 4 10)
103 & UTF8String 'sipit’
: }
: }
110 41: SET{
112 39: SEQUENCE {
114 3: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
119 32: UTF8String 'Sipit Test Certificate
Authority’
}
}

1 }
153 o INTEGER 00 96 A3 84 17 4E EF 8A 4E

1 }
164 13: SEQUENCE {
166 9: OBJECT IDENTIFIER
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179 256:

439
441
452
454

465

483

124:
9:
29:
9:

16:

80:
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rsaEncryption (1 2 840 11354911 1)
NULL

OCTET STRING

B9 12 8F 32 AB 4A E2 38 C1 E0 53 69 88 D6 25 E7
40 03 B1 DE 79 21 A3 E8 23 5A 1B CB FB 58 F4 97
48 A7 C8 FO 3D DF 41 A3 5A 90 32 70 82 FA BO DE
D8 94 7C 6C 2E 01 FE 33 BD 62 CB 07 4F 58 DE 6F
EA 3F EF B4 FB 46 72 58 9A 88 A0 85 BC 23 D7 C8
09 0B 90 8D 4A 5F 3F 96 7C AC D4 E2 19 E8 02 B6
OE F3 0D F2 91 4A 67 A9 EE 51 6A 97 D7 86 6D EC
78 6E C6 E0 83 7C E1 00 1F 5A 40 59 60 0C D7 EB
A3 FB 04 B3 C9 A5 EB 79 ED B3 56 F8 F6 51 B2 5E
58 E2 D8 17 28 33 A6 B8 35 8C OE 14 7F 90 DO 7B
03 00 6C 3D 81 29 F5 D7 E5 AC 75 5E EO FO DD E3
3EB20697 D6 49 A9 CB 3808 F1 84 05 F5 COBC
55 A6 D4 C9 D8 FD A4 AC 40 9F 9D 51 5B F7 3A C3
C3CD3AE76D2105D050 75 4F 14 D8 77 76 C6
13 A648 12 7B 25 CC 225D 73 BD 40 E4 15 02 A2
39 4A CB D9 55 08 A4 EE 4E 8A 5E BA C4 4A 46 9C

}

SEQUENCE {
OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
SEQUENCE {
OBJECT IDENTIFIER
aes128-CBC (216 840 1 1013 4 1 2)
OCTET STRING
CA 35 CA BD 1E 78 83 D9 20 6C 47 B9 9F DC 91 88
}
[0]
1B AE 12 C4 OE 55 96 AB 99 CC 1C 7F B5 98 A4 BF
D2 D8 7F 94 BB B5 38 05 59 F2 38 A1 CD 29 75 17
1D 63 1B OB B0 2D 88 06 7F 78 80 F3 5A 3E DC 35
BF 22 1E 03 32 59 98 DA FD 81 5F D9 41 63 3A 18
FD B5 84 14 01 46 0B 40 EB 56 29 86 47 8B D1 EE

4.3. MESSAGE Request with Encrypted and Signed Body

In the example below, some of the header values have been split
across multiple lines. Where the lines have been broken, the

<allOneLine> convention has been used. This was only done to make it

fitin the RFC format. Specifically, the application/pkcs7-mime
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Content-Type line is one line with no whitespace between the "mime;"
and the "smime-type". The values are split across lines for
formatting, but are not split in the real message. The binary
encrypted content has been replaced with "BINARY BLOB 3", and the
binary signed content has been replaced with "BINARY BLOB 4",
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MESSAGE sip:kumiko@example.net SIP/2.0
<allOneLine>
Via: SIP/2.0/TCP 192.0.2.2:15001;
branch=z9hG4bK-d8754z-97a26e59b7262b34-1---d8754z-;
rport=50742
</allOneLine>
Max-Forwards: 70
To: <sip:kumiko@example.net>
From: <sip:fluffy@example.com>;tag=379f5b27
Call-ID: MjYwMzdjYTY3YWRKYzgzMjUOMGI4Mzc2Njk1YzJINzE.
CSeq: 5449 MESSAGE
<allOneLine>
Accept: multipart/signed, text/plain, application/pkcs7-mime,
application/sdp, multipart/alternative
</allOneLine>
<allOneLine>
Content-Type: multipart/signed;boundary=e8df6elce5d1e864;
micalg=shal;protocol="application/pkcs7-signature"
</allOneLine>
Content-Length: 1455

--e8dféelce5d1e864

<allOneLine>

Content-Type: application/pkcs7-mime;smime-type=enveloped-data;
name=smime.p7m

</allOneLine>

<allOneLine>

Content-Disposition: attachment;handling=required;

filename=smime.p7
</allOneLine>
Content-Transfer-Encoding: binary

kkkkkkkkkkkkkkkhkk

* BINARY BLOB 3 *

*kkkkkkkkkkkkkkkk

--e8dféelce5d1e864

Content-Type: application/pkcs7-signature;name=smime.p7s

<allOneLine>

Content-Disposition: attachment;handling=required;
filename=smime.p7s

</allOneLine>

Content-Transfer-Encoding: binary

kkkkkkkkkkkkkkkhkk

* BINARY BLOB 4 *

*kkkkkkhhhkhhhkix

--e8dféelce5d1e864--
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Below is the ASN.1 parsing of "BINARY BLOB 3".

0 561: SEQUENCE {

4 9: OBJECT IDENTIFIER envelopedData (1 2 840 113549 1 7 3)
15 546: [0]{

19 542: SEQUENCE {

23 1. INTEGERO

26 409:  SET{

30 405: SEQUENCE {

34 1 INTEGER O
37 125: SEQUENCE {
39 112: SEQUENCE {
41 11: SET {
43 9 SEQUENCE {
45 3; OBJECT IDENTIFIER countryName (2 5 4 6)
50 2: PrintableString 'US’
: }
: }
54 19: SET {
56 17: SEQUENCE {
58 3: OBJECT IDENTIFIER
: stateOrProvinceName (2 5 4 8)
63 10: UTF8String 'California’
: }
2 }
75 17: SET {
77 15: SEQUENCE {
79 3 OBJECT IDENTIFIER localityName (25 4 7)
84 8: UTF8String 'San Jose’
' }
2 }
94 14: SET {
96 12: SEQUENCE {
98 3: OBJECT IDENTIFIER
: organizationName (2 5 4 10)
103 5 UTF8String 'sipit’
: }
: }
110 41: SET {
112 39: SEQUENCE {
114 3 OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
119 32: UTF8String 'Sipit Test Certificate
Authority’
}
}}
153 9 INTEGER 00 96 A3 84 17 4E EF 8A 4E
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SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)

NULL

OCTET STRING

4911 0B 1152 A9 9D E3 AAFB 86 CB EB 12 CC 8E
96 9D 85 3E 80 D2 7C C4 9B B7 81 4B B5 FA 13 80
6A 6A B2 34 72 D8 C0O 82 60 DA B3 43 F8 51 8C 32
8B DD DO 76 6D 9C 46 73 C1 44 AO 10 FF 16 A4 83
74852174 7D EO FD 42 CO 97 00 82 A2 80 81 22
9C A2 82 0A 85 FO 68 EF 9A D7 6D 1D 24 2B A9 5E
B3 9A A0 3E A7 D9 1D 1C D7 42 CB 6F A5 81 66 23
2800 7C 99 6A B6 03 3F 7TE F6 48 EA 91 49 35 F1
FD 40 54 5D AC F7 84 EA 3F 27 43 FD DE E2 10 DD
63 C4 35 4A 13 63 0B 6D OD 9A D5 AB 72 39 69 8C
654C 44 C4 A3316079B9 A8 A3 A103FD 4125
12 E5 F3 F8 47 CE 8C 42 D9 26 77 A5 57 AF 1A 95
BF 05 A5 E947 F2 D1 AEDC 13 7E 1B 83 5C 8C C4
1F 31 BC 59 E6 FD 6E 9A B0 91 EC 71 A6 7F 28 3E
23 1B 40 E2 CO 60 CF 5E 5B 86 08 06 82 B4 B7 DB
00 DD AC 3A 39 27 E2 7C 96 AD 8A E9 C3 B8 06 5E

}

SEQUENCE {
OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
SEQUENCE {
OBJECT IDENTIFIER
aes128-CBC (216 840110134 1 2)
OCTET STRING
88 9B 13 75 A7 66 14 C3 CF CD C6 FF D2 91 5D A0

[0]
80 0B A3 B7 57 89 B4 F4 70 AE 1D 14 A9 35 DD F9
1D 66 29465240 13 E1 3B 4A 23 E5 EC AB F9 35
A6 B6 A4 BE C0 02 31 06 19 C4 3922 7D 10 4C 0D
F4 96 04 78 11 85 4E 7TEE3 C3BC B2 DF 5517 79
5F F2 4E E5 25 42 37 45 39 5D F6 DA 57 9A 4E 0B

Below is the ASN.1 parsing of "BINARY BLOB 4".

0 472: SEQUENCE {
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4 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
15 457: [0]{

19 453: SEQUENCE {

23 1. INTEGER1

26 11: SET{

28 O SEQUENCE {

30 5 OBJECT IDENTIFIER shal (1 3 14 3 2 26)
37 0O NULL
: }
1 }
39 11: SEQUENCE {
41 9 OBJECT IDENTIFIER data (1 2 840 1135491 7 1)

: }
52 420: SET {
56 416: SEQUENCE {

60 1: INTEGER 1
63 125: SEQUENCE {
65 112: SEQUENCE {
67 11: SET {
69 9 SEQUENCE {
71 3 OBJECT IDENTIFIER countryName (2 5 4 6)
76 2 PrintableString 'US’
' }
: }
80 19: SET {
82 17: SEQUENCE {
84 3: OBJECT IDENTIFIER
: stateOrProvinceName (2 5 4 8)
89 10: UTF8String 'California’
: }
: }
101 17: SET {
103 15: SEQUENCE {
105 3: OBJECT IDENTIFIER localityName (25 4 7)
110 8: UTF8String 'San Jose’
: }
: }
120 14: SET {
122 12: SEQUENCE {
124 3 OBJECT IDENTIFIER
: organizationName (2 5 4 10)
129 5 UTF8String 'sipit’
: }
: }
136 41: SET {
138 39: SEQUENCE {

140 3: OBJECT IDENTIFIER
: organizationalUnitName (2 5 4 11)
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UTF8String 'Sipit Test Certificate
Authority’

INTEGER 00 96 A3 84 17 4E EF 8A 4D

SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
NULL

SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)

NULL

OCTET STRING

6E 51 AC 24 2E BA 7C Al EE 80 A8 55 BC D4 64 5D
E5 29 09 5F B2 AF AA 6F 91 D2 97 79 32 5B AF CA
FE A1 73 FC E5 57 4E C6 3B 67 35 AAE4 78 1E 59
93 EE 67 63 77 1E 7A 82 BC 1E 26 OF 39 75 0C A6
26 92 01 6A B7 5D FO CO 2C 51 46 FB A7 36 44 E3
64 C6 11 CB OB 6B FD F3 6D 7C FD 3E AE 2E 91 BB
78 9E F4 1B A1 20 68 B9 DE D3 E3 0C FC F7 14 9A
2C 64 AB 27 52 BD 52 EC 27 88 14 BD DB C3 54 C7
EA 48 DB 07 E9 9B 2E C8 BE 62 A2 76 83 53 37 E8
02 4B D1 86 E9 DF 2E BD 93 39 EC 2F 01 53 A0 7F
1AB9 A6 31 FCE7 91 1C DB 22 4A 67 83 94 B2 4E
28 A9 CD DE 4A 04 6A E0 86 90 7B 58 5F DB 7A 96
96 A0 2561 C258 A2 28 E5 B3 B2 F16D 51 06 9C
78 61 0D D8 3A A7 9F A3 B587 0B 80 11 C2 A9 1A
E5171CEB8255AB CD 04 E7 D9 5B 11 E8 B7 47
FEFD CCB7 DB 47 6F 77 859E 24 D8 11 E1 E4 7D
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5. Observed Interoperability Issues

This section describes some common interoperability problems. These
were observed by the authors at SIPit interoperability events.
Implementers should be careful to verify that their systems do not
introduce these common problems, and, when possible, make their
clients forgiving in what they receive. Implementations should take
extra care to produce reasonable error messages when interacting with
software that has these problems.

Some SIP clients incorrectly only do SSLv3 and do not support TLS.
See Section 26.2.1 of [RFC3261].

Many SIP clients were found to accept expired certificates with no
warning or error. See Section 4.1.2.5 of [RFC5280].

When used with SIP, TLS and S/MIME provide the identity of the peer
that a client is communicating with in the Subject Alternative Name

in the certificate. The software checks that this name corresponds

to the identity the server is trying to contact. Normative text
describing path validation can be found in Section 7 of [RFC5922] and
Section 6 of [RFC5280]. If a client is trying to set up a TLS
connection to good.example.com and it gets a TLS connection set up
with a server that presents a valid certificate but with the name
evil.example.com, it will typically generate an error or warning of
some type. Similarly with S/MIME, if a user is trying to communicate
with sip:fluffy@example.com, one of the items in the Subject
Alternate Name set in the certificate will need to match according to
the certificate validation rules in Section 23 of [RFC3261] and

Section 6 of [RFC5280].

Some implementations used binary MIME encodings while others used
base64. Itis advisable that implementations send only binary and
are prepared to receive either. See Section 3.2 of [RFC5621].

In several places in this document, the messages contain the encoding
for the SHA-1 digest algorithm identifier. The preferred form for
encoding as set out in Section 2 of [RFC3370] is the form in which

the optional Algorithmldentifier parameter field is omitted.

However, [RFC3370] also says the recipients need to be able to
receive the form in which the Algorithmldentifier parameter field is
present and set to NULL. Examples of the form using NULL can be
found in Section 4.2 of [RFC4134]. Receivers really do need to be
able to receive the form that includes the NULL because the NULL
form, while not preferred, is what was observed as being generated by
most implementations. Implementers should also note that if the
algorithm is MD5 instead of SHA-1, then the form that omits the
Algorithmldentifier parameters field is not allowed and the sender
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has to use the form where the NULL is included.

The preferred encryption algorithm for S/IMIME in SIP is AES as
defined in [RFC3853].

Observed S/MIME interoperability has been better when UAs did not
attach the senders’ certificates. Attaching the certificates

significantly increases the size of the messages, which should be
considered when sending over UDP. Furthermore, the receiver cannot
rely on the sender to always send the certificate, so it does not

turn out to be useful in most situations.

Please note that the certificate path validation algorithm described
in Section 6 of [RFC5280] is a complex algorithm for which all of the
details matter. There are numerous ways in which failing to
precisely implement the algorithm as specified in Section 6 of
[RFC5280] can create a security flaw, a simple example of which is
the failure to check the expiration date that is already mentioned
above. Itis important for developers to ensure that this validation

is performed and that the results are verified by their applications

or any libraries that they use.
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6. Additional Test Scenarios

This section provides a non-exhaustive list of tests that
implementations should perform while developing systems that use
S/MIME and TLS for SIP.

Much of the required behavior for inspecting certificates when using
S/MIME and TLS with SIP is currently underspecified. The non-
normative recommendations in this document capture the current
folklore around that required behavior, guided by both related
normative works such as [RFC4474] (particularly, Section 13.4 Domain
Names and Subordination) and informative works such as [RFC2818]
Section 3.1. To summarize, test plans should:

o For S/IMIME secured bodies, assure that the peer’'s URI (address-of-
record, as per [RFC3261] Section 23.3) appears in the
subjectAltName of the peer’s certificate as a
uniformResourceldentifier field.

o For TLS, assure that the peer’s hosthame appears as described in
[RFC5922]. Also:

* assure an exact match in a dNSName entry in the subjectAltName
if there are any dNSNames in the subjectAltName. Wildcard
matching is not allowed against these dNSName entries. See
Section 7.1 of [RFC5922].

* assure that the most specific CommonName in the Subject field
matches if there are no dNSName entries in the subjectAltName
at all (which is not the same as there being no matching
dNSName entries). This match can be either exact, or against
an entry that uses the wildcard matching character ™

The peer’s hostname is discovered from the initial DNS query in
the server location process [RFC3263].

o IP addresses can appear in subjectAltName ([RFC5280]) of the
peer’s certificate, e.g. "IP:192.168.0.1". Note that if IP
addresses are used in subjectAltName, there are important
ramifications regarding the use of Record-Route headers that also
need to be considered. See Section 7.5 of [RFC5922]. Use of IP
addresses instead of domain names is inadvisable.

For each of these tests, an implementation will proceed past the
verification point only if the certificate is "good". S/MIME

protected requests presenting bad certificate data will be rejected.
S/MIME protected responses presenting bad certificate information
will be ignored. TLS connections involving bad certificate data will
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not be completed.
1. S/MIME : Good peer certificate

2. S/MIME : Bad peer certificate (peer URI does not appear in
subjectAltName)

3. S/MIME : Bad peer certificate (valid authority chain does not
end at a trusted CA)

4. S/MIME : Bad peer certificate (incomplete authority chain)

5. S/MIME : Bad peer certificate (the current time does not fall
within the period of validity)

6. S/MIME : Bad peer certificate (certificate, or certificate in
authority chain, has been revoked)

7. SI/MIME : Bad peer certificate ("Digital Signature” is not
specified as an X509v3 Key Usage)

8. TLS: Good peer certificate (hostname appears in dNSName in
subjectAltName)

9. TLS: Good peer certificate (no dNSNames in subjectAltName,
hostname appears in CN of Subject)

10. TLS : Good peer certificate (CN of Subject empty, and
subjectAltName extension contains an iPAddress stored in the
octet string in network byte order form as specified in RFC 791
[RFC0791])

11. TLS: Bad peer certificate (no match in dNSNames or in the
Subject CN)

12. TLS : Bad peer certificate (valid authority chain does not end
at a trusted CA)

13. TLS : Bad peer certificate (incomplete authority chain)

14. TLS : Bad peer certificate (the current time does not fall
within the period of validity)

15. TLS : Bad peer certificate (certificate, or certificate in
authority chain, has been revoked)

16. TLS : Bad peer certificate ("TLS Web Server Authentication" is
not specified as an X509v3 Key Usage)
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17. TLS : Bad peer certificate (Neither "SIP Domain" nor "Any
Extended Key Usage" specified as an X509v3 Extended Key Usage,
and X509v3 Extended Key Usage is present)
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7. IANA Considerations

No IANA actions are required.
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9. Security Considerations

Implementers must never use any of the certificates provided in this
document in anything but a test environment. Installing the CA root
certificates used in this document as a trusted root in operational
software would completely destroy the security of the system while
giving the user the impression that the system was operating
securely.

This document recommends some things that implementers might test or
verify to improve the security of their implementations. Itis

impossible to make a comprehensive list of these, and this document

only suggests some of the most common mistakes that have been seen at
the SIPit interoperability events. Just because an implementation

does everything this document recommends does not make it secure.

This document does not show any messages to check certificate
revocation status (see Sections 3.3 and 6.3 of [RFC5280]) as that is
not part of the SIP call flow. The expectation is that revocation
status is checked regularly to protect against the possibility of
certificate compromise or repudiation. For more information on how
certificate revocation status can be checked, see [RFC2560] (Online
Certificate Status Protocol) and [RFC5055] (Server-Based Certificate
Validation Protocol).

Jennings, et al. Expires August 13, 2011 [Page 36]



Internet-Draft SIP Secure Call Flows February 2011

10. Changelog
(RFC Editor: remove this section)
-02 to -03
* Re-worded "should" and "must" so that the document doesn’t
sound like it is making normative statements. Actual normative

behavior is referred to in the respective RFCs.

* Section 5: re-worded paragraphs 4 and 5 regarding
subjectAltName, and added references.

* Section 6: added references, clarified use of IP addresses, and
clarified which From/To URI is used for comparison (from
section 23.2). Added an EKU test case.

* Section 9: added text about certificate revocation checking.

* Appendix B.3: new section to present certificate chains longer
than 2 (non-root CA).

* Made examples consistently use <allOneLine> convention.
* CSeq looks more random.
* Serial numbers in certificates are non-zero.

* All flows re-generated using new certificates. IP addresses
conform to RFC 5737.

* Updated references.
-01 to -02

* Draft is now informational, not standards track. Normative-
sounding language and references to RFC 2119 removed.

* Add TODO: change "hello" to "Hello!" in example flows for
consistency.

* Add TODO: Fix subjectAltName DNS:com to DNS:example.com and
DNS:net to DNS:example.net.

* Add TODO: use allOneLine convention from RFC4475.

* Section 3: updated open issue regarding contact headers in
MESSAGE.
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* Section 3.2: added some text about RFC 3263 and connection
reuse and closed open issue.

* Section 5: clarified text about sender attaching certs, closed
issue.

* Section 5: clarified text about observed problems, closed
issue.

* Section 5: closed issue about clients vs. servers vs. proxies.

* Section 6: updated section text and open issue where IP address
is in subjectAltName.

* Section 6: added normative references and closed "folklore"
issue.

* Section 6: added cases about cert usage and broken chains,
updated OPEN ISSUE: we need a SIP EKU example.

* References: updated references to drafts and re-categorized
informative vs. normative.

*

Section 9: added some text about revocation status and closed
issue.

*

Appendix B: open issue: do we need non-root-CA certs and host
certs signed by them for help in testing cases in Section 6?

*

Miscellaneous minor editorial changes.

-00 to -01

* Addition of OPEN ISSUES.

* Numerous minor edits from mailing list feedback.

to -00

* Changed RFC 3369 references to RFC 3852.
* Changed draft-ietf-sip-identity references to RFC 4474.

* Added an ASN.1 dump of CMS signed content where SHA-1
parameters are omitted instead of being set to ASN.1 NULL.

* Accept headers added to messages.
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* User and domain certificates are generated with EKU as
specified in Draft SIP EKU.

* Message content that is shown is computed using certificates
generated with EKU.

* Message dump archive returned.

* Message archive contains messages formed with and without EKU
certificates.

prior to -00

* Incorporated the Test cases from Vijay Gurbani’'s and Alan
Jeffrey’s Use of TLS in SIP draft

* Began to capture the folklore around where identities are
carried in certificates for use with SIP

* Removed the message dump archive pending verification (will
return in -02)
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Appendix A. Making Test Certificates

These scripts allow you to make certificates for test purposes. The
certificates will all share a common CA root so that everyone running
these scripts can have interoperable certificates. WARNING - these
certificates are totally insecure and are for test purposes only.

All the CA created by this script share the same private key to
facilitate interoperability testing, but this totally breaks the

security since the private key of the CA is well known.

The instructions assume a Unix-like environment with openssl
installed, but openssl does work in Windows too. OpenSSL version
0.9.8j was used to generate the certificates used in this document.
Make sure you have openssl installed by trying to run "openssl|". Run
the makeCA script found in Appendix A.1; this creates a subdirectory
called demoCA. If the makeCA script cannot find where your openssl
is installed you will have to set an environment variable called
OPENSSLDIR to whatever directory contains the file openssl.cnf. You
can find this with a "locate openssl.cnf'. You are now ready to make
certificates.

To create certificates for use with TLS, run the makeCert script

found in Appendix A.2 with the fully qualified domain name of the
proxy you are making the certificate for. For example, "makeCert
host.example.net domain eku". This will generate a private key and a
certificate. The private key will be left in a file named

domain_key_ example.net.pem in Privacy Enhanced Mail (PEM) format.
The certificate will be in domain_cert_example.net.pem. Some
programs expect both the certificate and private key combined
together in a Public-key Cryptography Standards (PKCS) #12 format
file. This is created by the script and left in a file named
example.net.p12. Some programs expect this file to have a .pfx
extension instead of .p12 - just rename the file if needed. A file

with a certificate signing request, called example.net.csr, is also
created and can be used to get the certificate signed by another CA.

A second argument indicating the number of days for which the
certificate should be valid can be passed to the makeCert script. It
is possible to make an expired certificate using the command
"makeCert host.example.net 0".

Anywhere that a password is used to protect a certificate, the
password is set to the string "password".

The root certificate for the CA is in the file
root_cert_fluffyCA.pem.

For things that need DER format certificates, a certificate can be
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converted from PEM to DER with "openssl x509 -in cert.pem -inform PEM
-out cert.der -outform DER".

Some programs expect certificates in PKCS #7 format (with a file
extension of .p7c¢). You can convert these from PEM format to PKCS #7
with "openssl crl2pkes7 -nocrl -certfile cert.pem -certfile demoCA/
cacert.pem -outform DER -out cert.p7c"

IE (version 8), Outlook Express (version 6), and Firefox (version
3.5) can import and export .p12 files and .p7c files. You can
convert a PKCS #7 certificate to PEM format with "openssl pkcs7 -in
cert.p7c -inform DER -outform PEM -out cert.pem".

The private key can be converted to PKCS #8 format with "openssl|
pkcs8 -in a_key.pem -topk8 -outform DER -out a_key.p8c"

In general, a TLS client will just need the root certificate of the
CA. ATLS server will need its private key and its certificate.
These could be in two PEM files, a single file with both certificate
and private key PEM sections, or a single .p12 file. An S/IMIME
program will need its private key and certificate, the root
certificate of the CA, and the certificate for every other user it
communicates with.

A.1. makeCA script

#!/bin/sh
set -X

rm -rf demoCA

mkdir demoCA

mkdir demoCA/certs

mkdir demoCA/crl

mkdir demoCA/newcerts

mkdir demoCA/private

# This is done to generate the exact serial number used for the RFC
echo "4902110184015C" > demoCA/serial

touch demoCA/index.txt

# You may need to modify this for where your default file is
# you can find where yours in by typing "openssl| ca"
for D in /etc/ssl /usr/local/ssl /swietc/ssl /swi/share/ssl; do
CONF=${OPENSSLDIR:=$D}/openssl.cnf
[ -f ${CONF} ] && break
done

CONF=${OPENSSLDIR}/openssl.cnf
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if [ ! -f SCONF ]; then
echo "Can not find file $CONF - set your OPENSSLDIR variable"
exit

fi

cp $CONF openssl.cnf

cat >> openssl.cnf <<EOF

[ sipdomain_cert |

subjectAltName=\${ENV::ALTNAME}
basicConstraints=CA:FALSE

subjectKeyldentifier=hash

authorityKeyldentifier=keyid,issuer

keyUsage = nonRepudiation,digitalSignature,keyEncipherment
extendedKeyUsage=serverAuth,1.3.6.1.5.5.7.3.20

[ sipdomain_req ]

basicConstraints = CA:FALSE
subjectAltName=\${ENV::ALTNAME}
subjectKeyldentifier=hash

[ sipuser_cert ]

subjectAltName=\${ENV::ALTNAME}
basicConstraints=CA:FALSE

subjectKeyldentifier=hash

authorityKeyldentifier=keyid,issuer

keyUsage = nonRepudiation,digitalSignature,keyEncipherment
extendedKeyUsage=emailProtection,1.3.6.1.5.5.7.3.20

[ sipuser_req ]

basicConstraints = CA:FALSE
subjectAltName=\${ENV::ALTNAME}
subjectKeyldentifier=hash

[ sipdomain_noeku_cert ]
subjectAltName=\${ENV::ALTNAME}
basicConstraints=CA:FALSE

subjectKeyldentifier=hash

authorityKeyldentifier=keyid,issuer

keyUsage = nonRepudiation,digitalSignature,keyEncipherment

[ sipdomain_noeku_req ]
basicConstraints = CA:FALSE
subjectAltName=\${ENV::ALTNAME}
subjectKeyldentifier=hash

[ sipuser_noeku_cert ]
subjectAltName=\${ENV::ALTNAME}
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basicConstraints=CA:FALSE

subjectKeyldentifier=hash

authorityKeyldentifier=keyid,issuer

keyUsage = nonRepudiation,digitalSignature,keyEncipherment

[ sipuser_noeku_req ]
basicConstraints = CA:FALSE
subjectAltName=\${ENV::ALTNAME}
subjectKeyldentifier=hash

EOF

cat > demoCA/private/cakey.pem <<EOF

----- BEGIN ENCRYPTED PRIVATE KEY-----]jEOF

cat > demoCA/cacert.pem <<EOF
----- BEGIN CERTIFICATE-----
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MIIDtITCCAp2gAwWIBAgIJAJajhBdO74pMMAOGCSqGSIh3DQEBBQUAMHAXCzAJIBgNV
BAYTAIVTMRMwWEQYDVQQIDApDYWxpZm9ybmlhMREwDwYDVQQHDAhTYW4gSm9zZTEO
MAWGA1UECgwFc2lwaXQxKTAnBgNVBAsMIFNpcGI0IFRIc3QgQ2VydGIimaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDEYNzE4MzYWNVoYDzIXMTEWMTAzMTgzNjAIW]BWMQsw
CQYDVQQGEWJVUzZETMBEGALUECAWKQ2FsaWZvem5pY TERMABGA1IUEBwWwIU2FUlEpv
c2UxDjAMBgNVBAOMBXNpcGIOMSkwJwYDVQQLDCBTaXBpdCBUZXNOIENIcnRpZmlj
YXRIIEF1dGhveml0e TCCASIwDQYJKoZlhveNAQEBBQADggEPADCCAQoCggEBAKST----- END CERTIFICATE-----

EOF

# uncomment the following lines to generate your own key pair

# openssl req -newkey rsa:2048 -passin pass:password \

# -passout pass:password -set_serial 0x96a384174eef8a4c \
# -shal -x509 -keyout demoCA/private/cakey.pem \

# -out demoCA/cacert.pem -days 36500 -config ${CONF} <<EOF
#US

# California

# San Jose

# sipit

# Sipit Test Certificate Authority

#

#

# EOF

# either randomly generate a serial number, or set it manually
# hexdump -n 4 -e '4/1 "%04u™ /dev/random > demoCA/serial
echo 96a384174eef8add > demoCA/serial

openssl crl2pkes7 -nocrl -certfile demoCA/cacert.pem \
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-outform DER -out demoCA/cacert.p7c

cp demoCA/cacert.pem root_cert_fluffyCA.pem

A.2. makeCert script

#!/bin/sh
set -x

# Make a symbolic link to this file called "makeUserCert"
# if you wish to use it to make certs for users.

# ExecName=$(basename $0)

#

# if [ ${ExecName} == "makeUserCert" ]; then
# ExtPrefix="sipuser"

# elif [ ${ExecName} == "makeEkuUserCert" ]; then
# ExtPrefix="sipuser_eku"

# elif [ ${ExecName} == "makeEkuCert" ]; then
# ExtPrefix="sipdomain_eku"

# else

# ExtPrefix="sipdomain"

#fi

if [ $# ==3 ]; then
DAYS=36500

elif [$#==41; then
DAYS=%$4

else
echo "Usage: makeCert test.example.org user|domain eku|noeku [days]"
echo" makeCert alice@example.org [days]"
echo "days is how long the certificate is valid"
echo "days set to 0 generates an invalid certificate"
exit 0

fi

ExtPrefix="sip"${2}
if [ $3 == "noeku" ]; then

ExtPrefix=${ExtPrefix}"_noeku"
fi

DOMAIN=‘echo $1 | perl -ne {print "$1\n" if (/(\Ww+\..*)$/)} *
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USER="echo $1 | perl -ne *{print "$1\n" if ((AW\@(W+\..5)$/)} °
ADDR=$1
echo "making cert for SDOMAIN ${ADDR}"

if [ $2 == "user" ]; then
CNVALUE=$USER
else
CNVALUE=$DOMAIN
fi

rm -f ${ADDR}_*.pem
rm -f ${ADDR}.p12

case ${ADDR} in

*¥) ALTNAME="URI:${ADDR}" ;;

*@*) ALTNAME="URI:sip:${ADDR},URI:im:${ADDRY},URI:pres:${ADDR}" ::
%) ALTNAME="DNS:${DOMAIN},URI:sip:${ADDR}" ;;

esac

rm -f demoCA/index.txt
touch demoCA/index.txt
rm -f demoCA/newcerts/*

export ALTNAME

openssl genrsa -out ${ADDR}_key.pem 2048

openssl req -new -config openssl.cnf -regexts ${ExtPrefix}_req\
-shal -key ${ADDR}_key.pem \
-out ${ADDRY}.csr -days ${DAYS} <<EOF

us

California

San Jose

sipit

${CNVALUE}

EOF

if [ $DAYS == 0 ]; then

openssl ca -extensions ${ExtPrefix}_cert -config openssl.cnf\
-passin pass:password -policy policy_anything \
-md shal -batch -notext -out ${ADDR}_cert.pem \
-startdate 990101000000Z \
-enddate 000101000000Z \
-infiles ${ADDR}.csr

else
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openssl ca -extensions ${ExtPrefix}_cert -config openssl.cnf\
-passin pass:password -policy policy_anything \
-md shal -days ${DAYS} -batch -notext -out ${ADDR}_cert.pem \
-infiles ${ADDRY}.csr

fi

openssl pkes12 -passin pass:password \
-passout pass:password -export \
-out ${ADDR}.p12 -in ${ADDR}_cert.pem \
-inkey ${ADDR}_key.pem -name ${ADDR} -certfile demoCA/cacert.pem

openssl x509 -in ${ADDR} _cert.pem -noout -text

case ${ADDR} in

*@*) mv ${ADDR}_key.pem user_key ${ADDR}.pem; \
mv ${ADDR} cert.pem user_cert_${ADDR}.pem ;;

) mv ${ADDR} key.pem domain_key ${ADDR}.pem;\
mv ${ADDR}_cert.pem domain_cert_${ADDR}.pem ;;

esac
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Appendix B. Certificates for Testing

This section contains various certificates used for testing in PEM
format.

B.1. Certificates Using EKU

These certificates make use of the EKU specification described in
[RFC5924].

Fluffy’s user certificate for example.com:

MIIEGTCCAwWGgAWIBAgQIJAJajhBdO74pNMAOGCSqGSIb3aDQEBBQUAMHAXCzAJIBgNV
BAYTAIVTMRMwWEQYDVQQIDApDYWxpZm9ybmlIhMREwWDwYDVQQHDAhTYW4gSm9zZTEO
MAWGALUECgwFc2lwaXQxKTANBgNVBAsMIFNpcGIOIFRIc3QgQ2VydGImaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIwWNzE5MzIXN1oYDzIXMTEWMTEOMTkzM]E3W]BWMQsw
CQYDVQQGEWJVUZETMBEGA1UECBMKQ2FsaWZvcm5pYTERMASGALUEBXMIU2FuUlEpv
c2UxDjAMBgNVBA0TBXNpcGIOMQ8wDQYDVQQDEwWZmbHVmMZnkwggEIMAOGCSqGSIb3
DQEBAQUAA4IBDWAWGGEKAOIBAQC|LFkM6bzk7NOe+5kC7LE20rfTHU3DOrauUL1f
VQh3jH6k6fBoMSIiPIzJWGcMiledt/aciKgG1r2G9X37BFOWYKbQOT]jiKJu4N2tsn
uXjWrKwEeDKYwnXnarctszzj65el74tZQIAXe/6nga83p+fjH7CNOHIVbBRCxgFo
4Y/9Vk19zxbcqgVhCwrKyuxR7FNUPSsAgP41GwYKYROICOTzzPOrDrSiC6CXhBQu
7iviL8EanoaaeGqiTFeTSWEmMO1YNvbAv+NrHPAHcyy0xjGzGXLR|j6LKIQBG/rfht----- END CERTIFICATE-----

Fluffy's private key for user certificate for example.com:
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MIIEpQIBAAKCAQEA0YyxZDOmM850zTnvuZAuyxNjq30x1Nwzg2rlCOX1Uld4x+pOnw
aDEojyMyVhnDIlpenbf2nlioBta9hvV9+wRTImCmONE44iibuDdrbJ7141qysBHgy
mMJ152q3LbM84+uXpe+LWUJIQF3v+p4GvN6fndx+wjdByL2wUQsYBaOGP/VZNfc8W
3KoFYQsKysrsUexThjOrAID+NRsGCmETIAtE88z9Kw600gugl4QULu4rdy/BGp6G
mnhgokxXk+cBJtNWDb2wL/jaxzwB3MstMYxsxly0Y +iyokARv634bRIBIX1H+GoV
i/sninNERjTXJBzPVo3UvtaUW/CmZ+Pdz7Ty1QIDAQABAOIBAH+bSVjiQirlWnnW
YM78s4mpWeDr5chrvimMQsyu/zQel1u4551T9FgcOI1DQGtpFjLaTz5Ug4nGY|jVq
3QG6ieL5mkfddDH2R+zI3sWuMmYQG2ZTaZz41VWdo+V/v8Ap+TI9YhA2UGIwQS0A/3
ROPLN3ITaws8nE+hwiaGGsweujBvcalJu4RQrGHRHaeEplU+tficHHEIfZUAMKYM
cMgF8IpdUcAlpyHe3Pyc0oGnLYEVNVv291xGWQIWT7nqf7TKOQDLAG6+TVvbG3fGEYIw
WK4DMraUbz66JInj1XfADoxWOTsygV+KYhZcbwjBWAUSOSduAtfwa6b720nWd28J
8KYVrXECgYEA1eCJZZSavxhlfxgsWC/WdQ8S3SimI62KSLrN3blORO/60KiU2ap3
16ZhNL@8t3DjpkWiZrukixs2o0dsU7k3z6q+gm++POTUwL7z3BriOFimqUeVSY gAf
ZmFgGz7wLAM29zhvOhTZjGrrwMINSyJ2tjygpiO1XgkbdBpPBxKPrdcCgYEAw09f
AM2QKQBFzjecPeQpwJgnh8cuoHS+2CNLYGjlmjd/zAUgVF2+WPA1R1DmjAqJ9iwh
15Yx3CbknpKbfhfilmHkcGyA+fjQaisq/NzN3Ya0FP9WahtOFoBsAHtIX5xFwWXH6
YBKUrqoPF5DAy427EL1nsIRa+LtoPaTdgpphFzMCgYEAIGSOO0s2FA43uy TpeF3t
rmQpVilaB7KFSaiGGBgUY7p0koF9DwWRsVT419sd48a7kb09ur2K08sHe2z8BenoB
Oj+HiyNJHHSTXRjNgNBLUTP2fMU+uPDfFX/92n6WFjkXB+d1P8VSJxUkUjCg36/H
1uHMzQZFBKXXVOPTROG3GDcCgYEAOPFmMQg8QZOIA+BbnzqVi8QzfuN8geFyE9JrSm
55JpKdTOHbZXts3tDjMbZGI5KUuB9NnbViGh/PVBbcoSTV6vtDOkpyq709a5gaCyc
ZVS5PARFNOVtONACcsHIXDZC1drU7EjaPQN3u4aPHff7TNsK9haGD78gyPPoqlUsvp
0i0XNtsCgYEAXIUikl+5wXIrnC1FUt0gt6+4T0zc7gEOOEpPQRtktZ/1saNXEhABN
EUgWLIMONCIhp72V5IvXsKgjxU8VpglZeHIIt5jZb8XMmBIiSQxiVTf6rp3s8PqgiM
EtXth7TdJzKuRP7d0g2uG4boJMFf590ngNjrxj9VeSXEWUrSK3YG/h8=

----- END RSA PRIVATE KEY-----

Kumiko's user certificate for example.net:
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MIEGTCCAwWGgAwWIBAGIJAJajhBdO74pOMAOGCSqGSIb3aDQEBBQUAMHAXCzAIBgNV
BAYTAIVTMRMwWEQYDVQQIDApDYWxpZm9ybmlIhMREwDwYDVQQHDAhTYW4gSm9zZTEO
MAWGALUECgwFc2lwaXQxKTAnBgNVBAsMIFNpcGI0IFRIc3QgQ2VydGIimaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNzES5MzIXN10YDzIXMTEWMTEOMTkzMjJE3W]BWMQsw IKwYBBQUHAWQG
CCsGAQUFBWMUMAOGCSqGSIb3DQEBBQUAA4IBAQCTN2SNTLUcvgtVnBi3RBRtDO+p
aiFPtWQ+YWbyCG/+NetesegCwi7xBOgSK+GxUWpTVuDW5smyTTZyvrMQhpkckcyO
KvuUVz0/yK670Sumelvo75KY8BvgfeZXZG4Pjgqell3czBOXLfeb6KFmtoiHQ/R7
4i/09+MhB3Zoeg5bm5f2g9ljYwRbD1Uav/aH9WeGEX992d9XJ/bpGGPrAdgmV3jo
KDFKh8ys1lyfmM3xVdUOgPtos2nlzGNagoceeFZoYaMf8uTzoaan6KZkQDTiIMDRpt
YKxyS721re/840FwDvt6 7w+GIfFf7ISrAlkHwroYtONMnLv610rka8qgnVvaQ

————— END CERTIFICATE-----

Kumiko’s private key for user certificate for example.net:
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MIIEpAIBAAKCAQEAy+aHVXQN4BX/zLhiKmzGPCpe4O5FH3sVpKV206bcZcX9g/Ic
1F/Pz1J9I113E2z9NfQ6gPjIDII+DTRgQ2cngCK3KrilFyulEJUaCskOIWtdQ40ox0
6NTOLhSKOYWOVIT449FrxtQBT2EURvYGXOUHB/AMNCPFOgeteJtZmPV8C+S7hzYp
gllwAxzKOpNaG5h8LNLYVPZ1dLdVBtUgNZQN9IWV/NW6iIg4NO6tR6H7CINXSKAWR
udO5VRuUW3FdgcgOR5whaRXg0w2BNt9felEidakbSKqg8ca+uEhaPQ5z9ImB+nt5Ub
39GYXSiGwh4BmiqiK+/kmQ5y3Qsig6xUjwvs5WwIDAQABAOIBAHCXmrGgRSOxWLBW
PLbKm+iLSRsR14+bqwbg663SHTAB1Y zvu+W2Bo2oMnvMJrEe0040712J6bJoZZvF----- END RSA PRIVATE KEY-----

Domain certificate for example.com:
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MIID9DCCAtygAwIBAglJAJajhBdO74pPMAOGCSgGSIb3DQEBBQUAMHAXCzAJBgNV
BAYTAIVTMRMwWEQYDVQQIDApDYWxpZm9ybmIhMREWDwWYDVQQHDAhTYW4gSm9zZTEO
MAWGALUECgwFc2lwaXQxKTAnBgNVBAsMIFNpcGI0IFRIc3QgQ2VydGIimaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNzE5MzIXN1oYDzIXMTEWMTEOMTkzM]E3W|]BbMQsw
CQYDVQQGEWJIVUzZETMBEGALUECBMKQ2FsaWzZvecm5pY TERMASGALUEBXMIU2FulEpv
c2UxDjAMBgNVBAOTBXNpcGIOMRQWEQYDVQQDEwtleGFtcGXILmMNvbTCCASIwDQYJ
KoZlhveNAQEBBQADggEPADCCAQ0CggEBAN10BgIQwucEH7yMtiTnm5SjSDeFnm2D
EoRQGO05IsfqGjKeAub5S7KbKY0eErfZ0OhYIWfk42QApOLCCpag5qfzXPcHFjfelD
Z4FM6rUetOyjNQh71Q0gcwdjnY11vx/UjuZnYHX36gp6bJCvkkXgYgWaihCY3HxU
i+RhITSE/BBQ74BFul6EI3bBICXBkh2JCvdVYmT66GmiYkxnOwjZYbU9FIS2t0SN
WSuQ10n7x32HWMMSIrDN4AFC6BwWWzuQEaY 1Vs4XrsoweuOwKDoWngwOwtYemy47Nx----- END CERTIFICATE-----

Private key for domain certificate for example.com:
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MIIEpQIBAAKCAQEA3XQGAhDC5wQfvly2JOeblKNIN4AWebYMShFAajkix+oaMp4C5
vILspspjR4StInSFghZ+TjZACNnQsIKIgDmp/NcOwcWN96UNNngUzqtR63TKM1CHsh
DSpzB20djXW/H9SO5mdgdffqCnpskK+SReBiBZgKEJjcfFSL5GGVOWT8EFDVgEW6
X0SXdsEgJcGSHYKK91ViZProaaJiTGfTCNIhtTOWVLa3RI1ZK5DUGIVHYdYwxKs
M3gAULoHBbO5ARpjVWzheuyjB647A00haeDD3C1h6bLjs3HIps/a+z6Zx+VxuckX
10280EdUCYxubVOalLMloxm/xPZEaJEN3fZFpSwIDAQABAOIBAB9s231ni4Dk40OwM
u7w48acCFLISSLMZqoMEKwWCNG6FO4zDTo23LagaJxjeOUMuuKVXfEYWAPG6réRBcIM
yHQLQMoOCdLNX4y+d+2tUJErLg+9aUUu093ebDxcMntkfh6yNyUS/mk/KQMbpFRT
1dn8oWxSJc1916yxArkB7/9UEcDutévzdbz+agXpHZH4Tje50WZQXkHzsYobM8Y8----- END RSA PRIVATE KEY-----

Domain certificate for example.net:
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MIID9DCCAtygAwIBAgIJAJajhBdO74pQMAOGCSqGSIb3aDQEBBQUAMHAXCzAIBgNV
BAYTAIVTMRMwWEQYDVQQIDApDYWxpZm9ybmlIhMREwDwYDVQQHDAhTYW4gSm9zZTEO
MAWGALUECgwFc2lwaXQxKTAnBgNVBAsMIFNpcGI0IFRIc3QgQ2VydGIimaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNzE5MzIXOFoYDzIXMTEWMTEOMTkzM]E4W|BbMQsw
CQYDVQQGEWJVUZETMBEGA1UECBMKQ2FsaWZvcm5pYTERMASGAL1UEBXMIU2FuUlEpv
c2UxDjAMBgNVBAOTBXNpcGIOMRQWEQYDVQQDEwtleGFtcGxILm5IdDCCASIwDQYJ
KoZlhveNAQEBBQADggEPADCCAQoCggEBAOwWsdgPVSPMwelL WsBDHUSXJS6Vk6pu6bK 7njBFv8H6wWqlvQyDsKXWIUH
8dS9i/3wFEpQtymUUeXwk8gzf2ytT6hgrX70s6BLy/leRU+wLJI3k5YZpopQZjDm1
fNQG/O8TJIQ=

----- END CERTIFICATE-----

Private key for domain certificate for example.net:
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MIIEogIBAAKCAQEAT7Cx2A9VI8zB4tawEMdRJIcILpWTgm7o0gxWDwhYXx/WDRNZM9zm
NQBCVaUs22Y3iBxLOrnPV5y9/essyiYk9IpZt6 SINODUpmXbBCDI/6/H8d/UEHKP----- END RSA PRIVATE KEY-----

B.2. Certificates NOT Using EKU

These certificates do not make use of the EKU specification described
in [RFC5924]. Most existing certificates fall in this category.

Fluffy’s user certificate for example.com:
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MIID+]CCAuKgAwIBAgIJAJajhBdO74pRMAOGCSqGSIb3DQEBBQUAMHAXCzAJIBgNV
BAYTAIVTMRMwWEQYDVQQIDApDYWxpZm9ybmlIhMREwDwYDVQQHDAhTYW4gSm9zZTEO
MAWGALUECgwFc2lwaXQxKTAnBgNVBAsMIFNpcGI0IFRIc3QgQ2VydGIimaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNzES5MzIXOFoYDzIXMTEWMTEOMTkzM]E4W]BWMQsw
CQYDVQQGEWJVUZETMBEGA1UECBMKQ2FsaWZvcm5pYTERMASGAL1UEBXMIU2FuUlEpv
c2UxDjAMBgNVBAOTBXNpcGIOMQ8wDQYDVQQDEwZmbHVmMZnkwggEIMAOGCSqGSIb3
DQEBAQUAA4IBDWAWggEKAOIBAQCEVYOIP6UANXyY766KHiIYDxyOpYEFboLJIV6SEtw
UWQo0ZS3hQurFidOu4gkCspblzaMoty7InUexbFxUKdbJOWGMcB2hrezJ+6rwJPK/
bF5YDijVtVgMRd5Iv/Ni5yzteHfrMszWnz3t+0jgak4 XTjBJImMP2RO0T67GUpEbFV
sDeYtWi+G1lebDAR6bf6Jdba2K6DNmkxT5Rr60YJHIApYbubk28asBQNG6EGBBgPEO
RReJYrjoJR/rBDDelbxK+ONdFXPIwWjlI/TRPMpvUYraWwgTjJ18tXISgFlhtaa/Y 1K
YP79Yun2NI/3UQcPIlc/C6CXBs3yAUK3qQO1G6C5pXHIKMMINAgMBAAGjgadwgasw
UQYDVRORBEowSIYWc2lwOmZsdWZmeUBIeGFtcGXILmMNvbYYVaWw06Zmx1ZmzZ5QGV4
YW1wbGUuY29thhdwemVzOmZsdWZmeUBIleGFtcGxILmMNvbTAIBgNVHRMEAJAAMBOG
A1UdDgQWBBT7CTXIQ5GKWVXGZNY24mmmVUuEnRDAfBgNVHSMEGDAWgBSVRX5fK+pl
MBKRBPNjx2iaWBZ3JzALBgNVHQSEBAMCBeAWDQY JKoZIhveNAQEFBQADggEBAKL9
wWUWGRhCQdhjzY4bxOR5Kwz+NHvsb8rjlPgfdcbNujBCw+rD+/uux0G3HWW+Mraj5
U2tUehwz87k6SgdgADzL/CP2mjzCJo5uDhi+tzjeg6ZKkITSZYQrL3FSv/AgcUTFI
9HuUCGkix/htaoEMy2zNZnZOjdtFME9wW7wb3GxxqWTUzI9TToloCXYmLeQo/jwuad
40ybun1P5CWkO5Md2Y5zuNfCsRRz5ILYtAVANLLBfeFV+S87Awrrdel TT+iyB7H
Jj+t24U4IMC8MttcHBIPPBURVCc2kmhNEQuTzelCsldXgY2+kn8ItnLdvimvLpXA2
2Y41CPLCSj9AlgqzL9I=

————— END CERTIFICATE-----

Fluffy's private key for user certificate for example.com:
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MIIEogIBAAKCAQEAUIcjiD+IADV8u+uih4mA8cjgWBBW6Cyb+khLcFFkKGUt4ULQq
xYnTrulJArKW5c2jKLcu5Z1HsWxcVCnWyTlhjHAdoa3syfuq8CTyv2xeWA401bVa
JEXeZb/zYucs7Xh36zLM1p897fql4GpOF04wSZj9KTtE+uxIKRGXVbA3mMLVovhtX
mwwEem3+iXW2tiug55pMU+Ua+qGCRYAKWG7m5NvGrAUDehBgQYDxDkUXiIWK46CUf
BWQW3tW8SVjjXRVz5clyP00TzKb1GK2loE4ydfLVyEoBdYbWmv2NSmD+/WLp9jZf
91EHDyHPwuglwbN8gFCt6kDtRuguaVx/SjDJTQIDAQABAOIBABLIBLI+8K5eJlvw
IMOXOWKrMrwi8ElftppnGTxhfiN31MbFIFA5hJd3GnCdgwAMIIYks6YEZ+mu/rmH
wp2FXCXOiFgSebd8tCMilbO27v0fXZUKTxR4aj4lYOHYrLg7yfrSX[ER8WQ1KPMK
PVKmMLOWpk34+2j00hqUDpR3xhcJCIQ81fC1hKe2JoixNDoPdfM3azTq8QUPLQD2I
mjww1IH1677G50/6MIoOMOFeqv/3cUWIRmvPv4eyGHANtuFXKFpB4DQQMQL7TD8
FoOHBYmMHIOzSSF+gYgBFObOYNgu2CgZrfED9cfOrRotrbXf6tM+akclxfHhkfKaa
JPZosbUCgYEA4MaetKsa7azhEYMc4TKOxhhV5HI6lj1xR/6h++uYFOOIOBjM9yU3
5n6vLpyghNbW2bK080OIWPOO0F4syvyKYR2elmUDraH29DKAtRLEKU9K82RG4AMXmk
G6ZsWOfx6Jf350nAKVj/7aN9jc4K1v6EFyQGYEXbp4l0fhFfbJBAe28CgYEAL1DmMX
iIKID+WW9ypHK51Y J3r+a5qPPNVmMjGKQQje3Y6+rSIxmWOhMwXoCBOYRwhHBRA// cLtgQKWILLDTYYfQE=

----- END RSA PRIVATE KEY-----

Kumiko's user certificate for example.net:
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MIID+]CCAuKgAwIBAgIJAJajhBdO74pSMAOGCSqGSIb3aDQEBBQUAMHAXCzAJIBgNV
BAYTAIVTMRMwWEQYDVQQIDApDYWxpZm9ybmIhMREwWDwYDVQQHDAhTYW4gSm9zZTEO
MAWGALUECgwFc2lwaXQxKTANBgNVBAsMIFNpcGIOIFRIc3QgQ2VydGImaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNzE5MzIXOFoYDzIXMTEWMTEOMTkzM]E4AW]BWMQsw
CQYDVQQGEWJVUZETMBEGA1UECBMKQ2FsaWZvcm5pYTERMASGAL1UEBXMIU2FuUlEpv
c2UxDjAMBgNVBAOTBXNpcGIOMQ8wDQYDVQQDEwWZrdW1pa28wggEIMAOGCSgGSIb3
DQEBAQUAA4IBDWAWggEKAOIBAQDE/QVN7nxDDu50v6b0cmHIFHO3KhNbTEyCisir
i40eUBICv9dgRgPBXffrIIVQdIICoDeLDusHdsCOEfFWvg+pRIKVEDgwccOOF5AV
bg3MK2Njma5I0lwplaORXY QOK//oX/+jZeakhFty/R9yerOKaXWdLRd6KtnclSui
Z9rFhITB9IHg6VNJUN9+Xonbcs7siXbj3gZdhb7oipl4PoQIXVetyu+SzAVebMsU
5wLmpQplzQdSsJyxaAsW+AsyxunhWWiPZ888UM4vXjacZuj8GvI8w2XjgJilQvV
s$80jWMKNAGLaR7grTBmGQ90e6+cg7hWuoGBIQAOROh8zWQz5AgMBAAGjgadwgasw
UQYDVRORBEowSIYWc2lwOmt1bWIrb0BleGFtcGxILm5IdIYVaWw06a3ViaWtvQGV4
YW1wbGUubmVOhhdwecmVzOmt1lbWIrbOBleGFtcGxILm5IdDAJBgNVHRMEAJAAMBOG
A1UdDgQWBBR6WwH61UI7BIWeiKM35fMAIE9xazAfBgNVHSMEGDAWgBSVRX5fK+pl
MBKRBPNjx2iaWBZz3JzALBgNVHQS8EBAMCBeAwWDQYJKoZIhveNAQEFBQADggEBAKES
y9YyoZIkFw4WxPalK087sSEveKBfzh4TuYQf5YcSIPwOcoZGj/gNxnl1juiYhE93G
F+Si/hJMOM6¢cc7SLB5Spq06Tt3PyPBIOZOWkK9koh92kDI3axSr6l19PIsvp+Xsrl
bz5Zy8njy/YZrk/gOaHqQ5J6nPNp5qwF+ns2t+5ZI88LII5SNnkBgOXFOUEORIkcdF
CUFRUj026GXAILR6WUThOzfg55AzwI5Y9Y9QmMEjFhkbYLIsOOHxcJdnt+6Sdm/vN
MeMJZdTzplx+8pfPhJgHoyz7nkAxhgzCI9RT33ra33BNkMQ6esRIQONJ+ZRsRLhHP
O7+kvXVmj9AAsSA291wY=

----- END CERTIFICATE-----

Kumiko’s private key for user certificate for example.net:
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MIIEpAIBAAKCAQEAXPOFTe58Qw7ualL+m9HJIhyBR/dyo TWOxMgorlg4uDnlAYgr/X
YEYDwV336yCFUHSJQQqA3iw7rB3bAvRHxVr4PqUZSIRA4AMHHDtBeQFW6tzCtjY5mu
SNJcKSGtEV2ENCV/6F//02XmplRbcv0fcng9CmI1nS0XeirZ3CEros/axYZUwfZR
40rzSVDffI6J23LO7112496MXYW+61gSOD6EJV1XrcrvkswFXujLFOZcC5qUKSMO
HUrCcsWgLFvgLMsbp4VIoj2fPPFDOL142nGbo/BryfMNI44CYpUL1bPKI1jCpwBi
2kedKOwZhkPdHuvnlO4VrgBgZUANEdIfM1kM+QIDAQABAOIBADULR+kwp3sVricX
Z341fSofmBALNeKpA4+KJ/ICr7xQ9bfACXhecZAnuWLNZ6 TUNRFgoKI2DvVEoOOKYE
gHD57n36dcfOKR7rpH5xiO0RIINCOiRfNeFpRNZICZBWNIAXFLNHGtznVnpwT 7xI
axMNgsru6epi0O/quAPkOu5x6e0+j+j3Zaul4EfD1w2R6moBMUtATauZEEYLUC9A
6bFz2AFDchPVLWSjNMuOtAJc8Fss8xKIsOHUXGS22e UfHXWfkCGwChuW60obGmas
E7GS7h4g9QvwQ4hGSVy9/MmQ88GmTOLYNnOyzFBCpuwjOQTHwWSD674ldMSLAkXYVK
jcnTAKKCgYEA4bjN2ILis3uWTjvTNNrmWn1QoZBZDhg1LuNs501XtOJ7CdkckUvs
ngqQYOzNk/9N8vUs12ds3csXHypuuGrJwAV648RSPDUUQ2X0O0PSLINeuZt5VIfT
1VyVWanKCBZ5sztISNVPt7Pu8DtGLHch4S/7M+gEUQB10gz 7fyJHVFSCgYEA32mE
6IN67aHkgMLa06Z19J1k/3SsFIPpjwZ4tk+sQCqEzawPvkT7qF2+U8IVIOXXKJIZL
aexsopsULCGS86TEAPOY1jjk91p62Z2j8mgRZLUS55g+gRdTpAFhXMglctU7U6¢cDIw
SPa6bUxJp9XCa/GfeYLfasOVBhc/80C714ygjLDsCgYEAgAG7yuM/CSY3MRrARwSf
fAW9gklgHtwfnP2gjobtjEK8GXOkvcle4QQ9aJoiY 6HPZM8hpO6kUIuSCzyXGCcKF
s$33Yzc+0r9zTqzuX3blQA4tNFtISOPOfOEN28KhXSIrmbXxbG+LMmMJINUF6yluSW+
CUQxALli6ye0Gjes63Phl0iOCgYEAUECILGQpTGMYAYWgC93n5Vubir+IxO89sgyL
ewlirhakLiWTYsTxsyGHwQKb4i0IWOEHWVp7DPDPhcs3tClezhN8WKmM7KtAFj1HO

Y ZfemsFU99IutPwUKmMNWgFIXgOkeR7cOHtDSRWM15Q45uKJInYmmkSptHjYFNsGXe
g4fK40sCgYBOoAYtsLIMIgt7s3htx4hZSMFbLP/iIMGW2DMMAzDW+Xxsvw86ibrc Wy
8c3hbohuJBpyAzbadQoR2G+gtRmodLca+tQFMrObETHFgINCY+WoHRSNRIMbCS8w
dsszPgHWf1nrxBLBIDFIHZwSgbZtLyBjPIHJ+fTiPNo6UTx8aDQ4Pw==

----- END RSA PRIVATE KEY-----

Domain certificate for example.com:
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MIID1TCCAr2gAwlIBAglJAJajhBdO74pTMAOGCSqGSIb3DQEBBQUAMHAXCzAJBgNV
BAYTAIVTMRMwWEQYDVQQIDApDYWxpZm9ybmIhMREwWDwYDVQQHDAhTYW4gSm9zZTEO
MAWGALUECgwFc2lwaXQxKTANBgNVBAsMIFNpcGIOIFRIc3QgQ2VydGImaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNzE5MzIXOVoYDzIXMTEWMTEOMTkzM]E5W|BbMQsw
CQYDVQQGEWJVUZETMBEGA1UECBMKQ2FsaWZvcm5pYTERMASGAL1UEBXMIU2FuUlEpv
c2UxDjAMBgNVBAOTBXNpcGIOMRQWEQYDVQQDEwtleGFtcGXILmNvbTCCASIwDQYJ
KoZlhveNAQEBBQADggEPADCCAQo0CggEBAKEVUYyZlaqgfgks9u9yWQRpIWIl+VsQg
GpJH3vAfastEICdxIBV7+R2CaQ/GnXDnEOIAC5SIKRcvPHg50Lx1VnDADMWmMcXBv
wK5n1zN+7MUCyY/MISMr7E2Nd+py8Ft3XhjWDIuUIljJAh4HDO4fxS/BFy8z0zADxvP
OfpE40EABF5aj7e+xjtkErdkMybAcSYyo53IHP3wDPxmMzCsOw/fi8bfy9j1GiUD
uz01F9qT/Opz9K1snxgT1IK6GRIktG4JawSiohW1QbARfj9//hR7ZgeBOgO6LLGX
cGXdI87JdA4ZHMZNInN4Cv8ctZY SQZ3dbtlpRRbGtq7elPskiinDUUkCAWEAAaOB
hDCBgTANBgNVHREEIDAeggtleGFtcGXILmNvbYYPc2lwOmV4YW1wbGUuUY29tMAKG
ALUJdEwWQCMAAWHQYDVROOBBYEFFNu6jHPsItA+vy/Jgv81MW7wLIpMB8GA1UdIwQY
MBaAFJVFI8remWYEpEE82PHaJpYFncnMASGA1UdDwWQEAwIFADANBgkghkiGOwO0B
AQUFAAOCAQEANH+wX56VJdOvVB9+MeflxItWrSQUYNYZZCBq+y/5vioOp6Chaupn
XjTjWf50zg6CK8yKBWq8pGIG45GTUx+uCx+nVIbHpyTT5+YDDUzIIhhAUzIOOB33
Fd/X1/1PK5p5ftudlY XUOrGuaoH8ud/p2nhlf9mwicUHXVITX3PUwlFC7eMbevBo
8/dMYnHb2i40ug6hsiYggsmQDbhHLVLo/ygkpvgzPLSSIkXS4sv20l0J/ISuSjhP
QkQ7mh7h01ct/LOa53qWfbCVogQDhMEQPTVdPmM+JzTrMIWeZdrk4KbnXGp64Jtpu
XTVI4AGcVAGWUTOcmpspDmHbPOKmM5kceltkg==

----- END CERTIFICATE-----

Private key for domain certificate for example.com:
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MIIEpAIBAAKCAQEAORWS5jImVgp+qSz273JZBGn1Z8j5WxCAakkfe8B9qy0SUJI3GU
FXv5HYJpD8adcOcTSUALIKIpFy88erkdvHVWcMAMxaZxcG/ArmfXM37sxQLL8whI
yvsTY136nLwW3deGNYMi5SWMCHgcM7h/FLBEXLzOjMAPG885+kTIQQAEXIgPt77G
02QSt2QzJsBxJjKjncgc/fAM/GYzMKw7D9+Lxt/L2PUaJQO7PTUX2pP86nPOrWyf
GBPUgroZGWSsO0bgIrBKKiFbVBsBF+P3/+FHtMB4HSA70ssZdwZd2Xzsl0Dhkexk2K
c3gK/xy1lhdBnd1u3WIFFsa2rt6U+ySKKcO5SQIDAQABAOIBABI9gIZAOedZLxJY
Cja/ON4EBbRdhLuumvOneclc/J3IXTD2Nnt8T0gdJUJpDhjjwZZQzz7kYdzDN4j6
Akeszb30sT2MTFob/WiCT6cAH1VITKZ3cK6zYY2[7aPj1H8IUaUrl T73UnT/DMp6
gMFbo+XQZ18evFc8zubc+BK7KsN4Nb6/zMhw+PXEiyg2EGDN1Fo4TMhxPD4wBIMU
80LIE8BA6GKIMmxAk3gMuliS6Ruau2HpGkjkkHkAx/yzU1s8BCMoLDJjyyH19PRISr
nOVFfeOgM0azZpdz/94ynFPdMnBXTg8BabT09eiycuLKILOg/ERm|6jIIMGSYRWED
GzIzXOUCgYEAOFDUek2uLhyltXwlzhDTIdyultiYZg/MeXaq2eA96zhJID6aX+55
PQIXEEfhgTNf4edcKjXQSD7aixy7jp/kFGowFRIB4pwbLDuhlniY Sxa8KvOOpJM4
DTAGuUe4QFZId5243KH755Ub7tjrCEIdQnij44DA3gPnjgXk973pdyVcCgYEAxfUx
[ZzMXgTp7HXW+QHZD7xXEs4FplxjzL5BaHoJnM7WbmkWvUvcMaEE/i9RqpyGIXRIN
X6KBZ9UVgh/BO/AcYMa3DImTa0+Uie9kN7jTi5pzvIUAdFh+RyQ4tULWr5cgrzv
PiGG9tXMthulbILSumVEwWvC+P6KsilrdxplezI8CgYEArF51sk2clgM1gpnzXjMm
[JbdsA+wBycD9ImM1lugaGXGo8UswmqCz70KrspheM0gQfVisjPnU2x7IWz1/AKcdVz
kEDdUFf54FxzT4J4DI3zBg713FXQRXVbp+3ZYviNbOvcWSc1VNjcRg8aMIsmES8m
UfhtFnRPOPWMn6gmyQVjnTkCgY B/3zlinkBKq900ZEU3I1g4TXL5pLemOIloFQcjCk
kIJvWnTRcXTM5pngPSEaiLp60Q3+sOVYG1nyVOSwLPWW/VVh8fDH3IzZWC66vcKeuc
Dz5JnFWg5smLilbzly/wTaochlOJIWWI5jligHcOUuOhOvI9sbqgJdrY Sea6+Hv4sNUO
h01chQKBgQCKLEH7vWQX8fkw+yKnmvAFoZ5H3IHUQwW/WYsoCOVnWoY +vowcuuTTt
cbW1VkrtEjJPuYeEPa5NI2kmsNUZGrKCpx/3uq2JfMVopJzIN9biFM4ulcKgf9ie
hiVIFVVmxg+dVmXBgXCknhYK1Mnt9b3BK6mMDqerQjK1TKrygAJ2QpQ==

----- END RSA PRIVATE KEY-----

Domain certificate for example.net:

Jennings, et al. Expires August 13, 2011 [Page 64]



Internet-Draft SIP Secure Call Flows February 2011

MIID1TCCAr2gAwlIBAglJAJajhBdO74pUMAOGCSqGSIb3aDQEBBQUAMHAXCzAJBgNV
BAYTAIVTMRMwWEQYDVQQIDApDYWxpZm9ybmIhMREwWDwYDVQQHDAhTYW4gSm9zZTEO
MAWGALUECgwFc2lwaXQxKTANBgNVBAsMIFNpcGIOIFRIc3QgQ2VydGImaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIWNzE5MzIXOVoYDzIXMTEWMTEOMTkzM]E5W|BbMQsw
CQYDVQQGEWJVUZETMBEGA1UECBMKQ2FsaWZvcm5pYTERMASGAL1UEBXMIU2FuUlEpv
c2UxDJAMBgNVBAOTBXNpcGIOMRQWEQYDVQQDEwtle GFtcGxILm5IdDCCASIwDQYJ
KoZIhveNAQEBBQADggEPADCCAQ0CggEBAKoWx8g1KbnGX2YEOXrbod2pbROfpkYW
V70/tIWHddI+ACLIggNPKSmIgwAFbZ2uf7S950kXhkgRJIGw3BugftUJS7zDhqVqi
dgPLMUPrdzpFazeh/AwBjcOWNBz/6tkUXrm7y/FwwzaCoKw+8Qm4lbn2E3bNgqWIm
iyKOXnYt4LGmy6J5e64hfQ3Vaqe0ze5cfLKepBbjF/TF75utbnH25zE0C/01b+x1f
dwyDjsHONN+A1ZFrI2NdleVAuH6F2vx4ctwZUzUJXyXezFmw5SRzhtWkbOiHOOER
Ne7hCHLCv2Z6/GfluHirCsGtNKSQIC6k74MyD7D75nltnLVgJ70Oxt28 CAWEAAaOB
hDCBgTAnBgNVHREEIDAeggtleGFtcGxILm5IdIYPc2lwOmV4YW1wbGUubmVOMAKG
ALUJEWQCMAAWHQYDVROOBBYEFC1TKpLjuKa/dPumVbeFXEW4URG6EMB8GA1UdIwQY
MBaAFJVFI8remWYEpEE82PHaJpYFncnMASGA1UdDwWQEAwIFADANBgkghkiGOwO0B
AQUFAAOCAQEAJry8LukecUv4DUs5u/s6lymygDLpeNvm94yrlik/eRW72Jtrorf5
6zFOPd/+NzDXRYPe99HQQgF3EKYndKIfnRUStJzIgiba2UszypDVRTQ6W9cH9e/1q
FdCjjeoVKRvnG091S8DkgWM4boNRUgZtYwP+118hR+0717tp0f4fKjY X+NxPe30r
WzbLYXFDEiPndEgcxHc84Eeupit7VBQm7jxtF+XbaVGILPGKCiYqdVS08h2ZakRK
8T3xL8Ecs4/rQn7PNPYEfS52R8hC70r66aAxZqLbKNpth/SZ3/hdeAyJ/NnFMW1J
uq3kB5YAISWMYAUXaQhB1BvxKzXqstzJHQ==

----- END CERTIFICATE-----

Private key for domain certificate for example.net:

Jennings, et al. Expires August 13, 2011 [Page 65]



Internet-Draft SIP Secure Call Flows February 2011

MIIEowIBAAKCAQEAghbHyDUpucZfZgQ5etuh3altHR+mRhZXs7+0hYd12X4AluWq
008pKYirAAVtna5/tL3k6ReGSBEKbDcG6B+1QILvMOGpW(qJ2A8sxQ+t30kVrN6H8
DAGNzTAOHP/q2RReubvL8XDDNoKgrD7xChghufYTds2paWallo5edi3gsabLonl7
rFIDdAWp7TN7Ix8spykFuMX9MXvm61lucfonMTQL+jVv7HVI3DIOOWfQ034DVKWSs;j 7ktFI8xIJKt
yOCK1ulillQjToSs4uetHLRXKCDSEpRiSW7wRdkCgYEAKDKBXYa/nykYDUqgpDi57
1PbFkDD9G5x+YVPTUoX6wUgpabFEANHzVQqoOdTRDTrYmY8Tdpx22WiS3SaB7WS
hfcCtVewczM++IDZ9GnKoVQ76l1aM6qC72j36sEXBUhPEa072ZK8ZDCx1dsmEeJnN
+MZKhxcGXI9tlehJ31foyukCgYB9AUs1PwAeTVX130rduyhUQOXOONMMA491Euh8
FpciPD2t1mzkyZWvjPelXPwQWLgIMMJZJeNeRPnpQcrR165zgXKzSj/wBePn12BM
cTXLRp6vNPKhJg+wno4eQ5hKzGKYbv1hHs5iCuDx+pD4sWEXpmW+Gdn2FXCYwsAF
UCXJ4QKBgAKSrm8Y5xQhd8RAMg9JZLGUpPNmMTKNU98f3fUFNX7jZEZETasnn18vd
65x04h58cohJJkNxgeL6k3lc3MwOpzZrvsiha3ZMEoJPCgwBa8zLzrR13Y Qin6yf
+bAmfTDmhigpORB360DY4B1kcwxKzQOn3XAtlrL7NRV5wHr2ejkY

----- END RSA PRIVATE KEY-----

B.3. Certificate Chaining with a Non-Root CA

Following is a certificate for a non-root CA in example.net. The
certificate was signed by the root CA shown in Section 2.1. As
indicated in Sections 4.2.1.9 and 4.2.1.3 [RFC5280], "cA" is set in
Basic Constraints, and "keyCertSign" is set in Key Usage. This
identifies the certificate holder as a signing authority.

Version: 3 (0x2)
Serial Number:
96:a3:84:17:4e:ef:8a:52
Signature Algorithm: shalWithRSAEnNcryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,
OU=Sipit Test Certificate Authority
Validity
Not Before: Feb 7 20:21:13 2011 GMT
Not After : Jan 14 20:21:13 2111 GMT
Subject; C=US, ST=California, L=San Jose, O=sipit,
OU=Test CA for example.net, CN=example.net
Subject Public Key Info:
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Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:d4:46:65:51:f8:84:1¢:b5:93:47:a5:15:14:06:
ec:dc:2a:77:93:11:5e:75:14:d2:88:54:bd:16:50:
dd:41:3f:7e:2a:e4:26:d5:a3:33:b0:5e:37:1d:e5:
96:37:1c:1¢:69:80:a4:ef:fd:22:78:d7:ce:d3:c3:
de:96:fh:87:30:88:bc:06:14:80:5d:f3:ab:d7:64:
3e:07:31:dc:97:¢5:d6:19:26:bc:7d:0b:f8:de:5e:
f9:0f:dc:9a:45:0f:28:8d:dd:fa:15:56:d5:35:17:
28:80:d2:fc:1f:d6:95:95:42:0e:2¢:47:38:53:ad:
fd:0e:24:fd:a3:43:33:83:52:65:54:da:48:d8:dc:
86:42:d5:26:ac:1d:52:54:08:52:e5:3f:4a:76:95:
77:8d:c6:f2:33:f0:18:87:¢8:fc:5b:54:5d:dd:65:
f1:5¢:f5:¢8:f4:36:54:8a:b6:7b:6f:f8:55:f8:d8:
d8:df:a9:7b:40:45:4¢:92:0f:aa:b2:2c:al:a8:64:
d5:99:22:1e:28:78:a0:d8:e5:51:64:3f:03:14:a9:
12:47:61:84:d6:b0:69:1a:6b:a3:6e:d8:ca:ce:43:
50:ad:57:96:2b:87:15:d9:¢2:11:03:b0:82:d4:f0:
80:bf:dd:44:f4:16:39:0a:2b:e3:4d:d3:f5:e7:aa:
34:e5

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints:
CA:TRUE
X509v3 Subject Key Identifier:
72:70:CF:66:1E:23:A5:38:FC:6F:40:8F:86:8A:AF:E0:B9:6F:E9:C3
X509v3 Authority Key Identifier:
95:45:7E:5F:2B:EA:65:98:12:91:04:F3:63:C7:68:9A:58:16:77:27

X509v3 Key Usage:
Certificate Sign

Signature Algorithm: shalWithRSAEncryption
70:73:¢0:65:9¢:2f:09:39:39:d6:a4:5b:95:e7:7b:43:34:b5:
b9:b2:5d:76:eb:ef:87:€0:25:b6:68:ab:ee:f8:f7:85:¢c4:21:
47:bb:6c:68:62:1f:f8:84:1e:44:5a:30:4e:ce:97:91:cc:3d:
43:4a:8b:b7:25:26:08:63:¢6:71:4a:c1:94:35:81:66:de:23:
9d:e3:37:de:31:80:ed:58:b7:07:a7:ea:87:d3:cc:da:1b:62:
€9:82:¢2:17:€6:2d:20:e4:b2:69:14:cb:05:43:34:6f:b5:2c:
60:d8:44:43:f9:€6:€9:3d:7c:54:a2:b9:d9:1e:7d:67:bb:3f:
32:31:0d:¢1:88:78:a8:67:39:f5:d2:3e:08:f7:38:84:a6:8f:
c2:3e:00:ce:5f:b4:c8:da:al:b5:2f:c2:89:60:a4:3a:2b:be:
98:e0:44:34:af:ec:7f:73:26:f1:94:5b:39:09:b9:9f:93:¢c2:
9d:7a:96:2f:82:66:¢8:4d:f6:db:87:00:8e:bc:2a:b9:51:73:
6c:cc:ff:e5:31:25:b1:4a:d0:9a:a9:¢3:65:35:21:89:76:3d:
39:f8:84:42:a6:03:0e:b5:¢9:2f:5d:18:bc:9d:b9:82:6:83:
dd:2b:29:6¢:8d:2c:8c:47:d4:7d:be:de:32:13:85:92:32:bc:
61:62:6b:e5
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Robert’s certificate was signed by the non-root CA in example.net:

Version: 3 (0x2)
Serial Number:
96:a3:84:17:4e:ef:8a:53
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, ST=California, L=San Jose, O=sipit,
OU=Test CA for example.net,
CN=example.net
Validity
Not Before: Feb 7 20:21:13 2011 GMT
Not After : Jan 14 20:21:13 2111 GMT
Subject: C=US, ST=California, L=San Jose, O=sipit, CN=robert
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 hit):
00:d3:dc:14:69:6b:71:09:2¢:0b:0f:9d:95:08:c1:
64:20:66:ef:9f:9¢:30:06:30:39:eb:14:16:da:19:
cc:41:4d:b1:cf:f8:53:5b:a5:0d:76:ec:97:ba:16:
10:9f:ed:57:b5:fb:6d:4b:9f:8f:d0:9f:0e:15:a7:
3e:88:c4:e4:ef:35:d1:63:91:20:68:18:f4:8e:3b:
b4:0f:03:3e:a0:00:d6:c3:26:e7:57:8e:21:92:a3:
7a:2d:21:44:48:db:01:b9:54:e8:dc:d6:e3:d1:b3:
f2:4b:26:0f:3f:d4:99:63:e4:7e:14:0a:b2:73:1c:
5f:3b:41:36:€9:9a:70:be:f7:4f.08:6b:4a:db:44:
02:e8:bb:50:66:2c:98:94:45:9e:7e:01:0e:9d:c3:
a9:03:b7:28:15:28:c3:cd:a2:ad:ab:07:f6:ff:69:
f4:ec:ba:7f:4b:bd:9b:28:8¢:0d:87:€2:66:d1:24:
34:e5:77:be:89:f1:¢9:76:4¢:37:34:3a:bc:d9:9c:
36:f5:28:60:01:29:5¢:f4:1e:7a:15:19:34:81:1c:
cf:1a:06:5¢:0f:f9:81:67:dc:50:09:e2:a8:d7:9d:
9f:35:6e:ff:a6:a8:80:74:6¢:f8:al1:0a:f3:bb:2b:
b6:51:8¢:21:bc:06:72:59:d0:95:42:d3:02:2c:ce:
f9:23

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Alternative Name:

URI:sip:robert@example.net, URL:im:robert@example.net,
URI:pres:robert@example.net

X509v3 Basic Constraints:
CA:FALSE

X509v3 Subject Key Identifier:
A6:42:BD:62:0D:6B:BF:EE:67:D4:C7:BC:09:3F:0B:3A:12:AB:19:CE

X509v3 Authority Key Identifier:
72:70:CF:66:1E:23:A5:38:FC:.6F:40:8F:86:8A:AF:E0:B9:6F:E9:C3

X509v3 Key Usage:
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Digital Signature, Non Repudiation, Key Encipherment
X509v3 Extended Key Usage:
E-mail Protection, 1.3.6.1.5.5.7.3.20
Signature Algorithm: shalWithRSAEnNcryption
25:99:ea:la:1e:96:6d:4e:b1:9c:5a:43:77:ea:3a:a7:al:b7:
22:db:b9:d4:9a:1e:17:f7:13:2e:b2:ca:80:dd:c9:a5:db:61:
41:¢c6:8b:65:ae:0e:fc:9a:46:77:16:e0:e2:3d:1d:20:3c:e5:
d5:e0:b8:03:41:4f:e7:69:bf:e0:4c:dd:cc:c4:51:bl:da:2f:
ad:58:el:ed:c6:5b:04:ea:1e:af:9a:89:cd:be:60:3c:9a:30:
51:7f:99:5a:6b:5c¢:8f:5a:d4:b8:ce:b5:8b:31:74:70:b3:cc:
5¢:04:90:d8:8d:b6:75:55:fb:c1:d8:e8:db:cf:3d:80:e4:8d:
2f:7e:b9:2b:a2:9e:9f:1e:6f:d0:4e:6e:f7:f0:a6:61:3b:9e:
9b:4b:78:6b:84:37:ad:93:19:0d:7f:46:5a:18:74:89:8b:a8:
la:75:bf:db:df:25:43:4b:57:ab:al:19:2e:7¢:7b:b9:b5:50:
ef:2c¢:1f:5¢:18:8f:6¢:66:83:61:eb:25:a3:21:81:2¢:61:3b:
ee:8c:18:1a:89:9a:29:0d:5¢:5b:38:f3:71:3d:61:f0:3f:80:
33:90:f2:60:53:48:fb:7a:65:c9:5f:1f:a3:€8:75:42:42:15:
ad:db:60:29:¢6:0f:3¢:68:00:7a:2b:38:db:c7:17:b9:4e:d8:
90:d8:52:bc

Certificate for CA for example.net in PEM format:

MIIDzzCCAregAwIBAgIJAJajhBdO74pSMAOGCSqGSIh3DQEBBQUAMHAXCzAJIBgNV
BAYTAIVTMRMwWEQYDVQQIDApDYWxpZm9ybmlIhMREwWDwYDVQQHDAhTYW4gSm9zZTEO
MAWGALUECgwFc2lwaXQxKTANBgNVBAsMIFNpcGIOIFRIc3QgQ2VydGIimaWNhdGUg
QXV0aG9yaXR5MCAXDTEXMDIwWNzIWMJEXM10YDzIXMTEWMTEOMjAYMTEZzW]BIMQsw
CQYDVQQGEWJIVUzZETMBEGALUECBMKQ2FsaWzZvem5pY TERMASGALUEBXMIU2FuUlEpv
c2UxDjAMBgNVBAOTBXNpcGIOMSAWHQYDVQQLEXxdUZXNOIENBIGZvciBleGFtcGxI
Lm5IdDEUMBIGALUEAXMLZXhhbXBsZS5uZXQwggEIMAOGCSqGSIb3DQEBAQUAA4IB
DwAwggEKA0IBAQDURMVR+IQctZNHpRUUBuUzcKneTEV51FNKIVLOWUN1BP34g5ChV
0zOwXjcd5ZY3HBxpgKTVv/SJ4187Tw96W+4cwiLwGFIBd86vXZD4HMdyXxdYZJIrx9
ClieXvkP3JpFDyiN3foVVtU1FyiAOvwi1pWVQg4sRzhTrf0OJP2jQzODUmMVU2kjY
31ZC1SasHVJUCFLIPOp2IXeNxvIz8BiHyPxbVF3dZfFc9cjONISKtntv+FX42Njf
gXtARUySD6qyLKG0ZNWZIh40eKDY5VFKPWMUQRJIHYY TWsGkaa6Nu2MrOQ1CtV5Yr
hxXZwhEDsILU8IC/3UT09jkKK+NNO/XngjTIAgMBAAGjXTBbMAWGA1UdEWQFMAMB
AfBWHQYDVROOBBYEFHJIwz2Yel6U4/G9Aj4aKr+C5b+nDMB8GA1UdIwQYMBaAFJIVF
fleremWYEpEE82PHaJpYFncnMAsGA1UdDwWQEAwICBDANBgkghkiGOWOBAQUFAAOC
AQEACHPAZZwWvCTk51gRbled7QzS1ubJdduvvh+Altmir7vj3hcQhR7tsaGL/+1Qe
RFowTs6Xkcw9QO0OqLtyUmCGPGcUrBIDWBZt4jneM33jGA7Vi3B6fgh9PM2htiyYLC
F+YtlOSyaRTLBUMOb7UsYNhEQ/nm6T18VKK52R59Z7s/M]JENwYh4qGc59dI+CPc4
hKaPwj4AzI+0yNghtS/CiwWCkOiu+mOBENK/sf3MmM8ZRbOQm5n5PCnXqWL4JmyE32
24cAjrwquVFzbMz/5TEIsUrQmagnDZTUhiXY9OfiEQQYDDrXJL10YvJ25gvaD3Ssp
bl0OsjEfUfb7eMhOFkjK8YWJr5Q==

----- END CERTIFICATE-----

Private key for CA for example.net:
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MIIEpAIBAAKCAQEA1EZIUfIEHLWTR6UVFAbs3Cp3kxFedRTSIFSOFIDAQT9+KuQm
laMzsF43HeWWNxwcaY Ck7/0ieNfO08PelvuHMIi8BhSAXfOr12Q+BzHcI8XWGSa8 piyv6r/OsAMISCsWOw2ZtBFGw4v0OqFR3W37AaTUCgGFTnKbg+jhQX/FQaH02c
6KxxsM5fvqoTiX7FVycp5IECgYA4Tg1lWpHQcpg99Qv4sJUnuM4v+dBj6fq9Q6gNf
HEUgNc2BDC5NWx7D4+rXmX7qWMc2t3S7NIMKLORRbGeq2RxvoFUjJ7y7100xmiuE
BWNfogjS37HhV3aYONw/EzqeJOTOvVIXFglUtgh4p+VoaZHYYEISGG8s7pjcXcwd7
gD7L/QKBgQCeDLKX5T1d/EqWW8KNK5gD/51G/T0zu3MCDIzCjfs2BHMasv5RALd+
unMMANDEIPHOFs7fSmCfspN8Y 7+W15/k9WugpwQfST2Y8dSRVdPFp1FRt8u25y X2
mdRbU3vJSIAgPEEpKpBoIXPxLOeLGvoTHFWSazgmCPIKKxqOwL+0+w==

————— END RSA PRIVATE KEY-----

Robert’s certificate:
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;j0jju0DwM+0ADWwybnV44hkgN6LSFESNsBuVTo3Nbj0bPySyYPP9SZ
Y+R+FAQycxxfOOE26ZpwvvdPCGtK20QC6LtQZiyYIEWefgEONcOpA7coFSjDzakKt
gwf2/2n07Lp/S72bKIwNh+Im0SQ05Xe+ifHIdkw3NDq82Zw29ShgASIc9B56FRkO
gRzPGgZcD/mBZ9xQCeKo0152fNW7/pqiAdGz40Qrzuyu2UYwhvAZyWdCVQtMCLM75
IWIDAQAB0O4HNMIHKMFEGA1UJEQRKMEIGFnNpcDpyb2JichnRAZXhhbXBsZS5uZXSG
FWItOnJvYmVydEBIeGFtcGxILm5IdIY XcHJlczpyb2JicnRAZXhhbXBsZS5uZXQw
CQYDVROTBAIWADAJBgNVHQ4EFgQUpPkK9Yglrv+5n1Me8CT8LOhKrGc4wHwWYDVRO)
BBgwFoAUcnDPZh4jpTj8b0CPhoqv4LIv6cMwCwYDVROPBAQDAgXgMBOGA1UdIQQW
MBQGCCsGAQUFBWMEBggrBgEFBQcDFDANBgkghkiGOWOBAQUFAAOCAQEAJIZnqGheW
bU6xnFpDd+06p6G3Itu51JoeF/cTLrLKgN3JpdthQcalZa40/IpGdxbg4j0dIDzI
1eC4A0FP52m/4EzdzMRRsdovrVjh7cZbBOoer5gJzb5gPJowUX+ZWmtcjlrUuM61
izZFOCLPMXASQ2122dVX7wdjo2889gOSNL365K6Kenx5vOE5u9/CmY TuemO0t4a4Q3
rZMZDX9GWhhO0iYuoGnW/298IQ0tXg6EZLnx7ubVQ7ywfXBiPbGaDYesloyGBLGE7
7owYGomaKQ1cWzjzcT1h8D+AMS5DyYYFNI+3plyV8fo+h1QkL1rdtgKcYPPGgAeis4
28cXuU7YKNhSvA==

Robert’s private key:
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 1XXxuBrpoOyb1RkEaSALHN6arAEgWccCgYEA3Sod
gEcahQEnu5P8UY5j9yFaBRqVxdQKWnNO2trkfLkyVgtvn7ES31EG0ojVHg23nr51sK
IpWFgBIQVEGUgV3dR0Jc5sZTETOwWeWBLebC/CtZfnhBcCNx8jwX5m/CtTzMHuxVs
VJI1WpUDN+K7+G8KIKO+Kp5QdOCXxXptHRLKGPBcUCgYAVgCulFL8B3VBdQfslIpKlo
TZEpak5dbydj7ZIIFIZpnUJyggP+tOnr87TTafliPOgjr5gT1VWsL8BNTzeYrQSr
iugW3P9EzXmhVFUsa3z0RpNobIRaJWRIjx0046m4137xWeUJe/JI9C590LQSwijIN
2f+ntWPPmM8GdrF6/SfH+LQKBgQCyDaf2kEf/cHCmiXuHxVUhrs4kccTGofE75RDi
hgNdyPZNhfFvu9srnTivnY2j5MJPGsksF+Qtvpk3lgySghkVt43HIT9nB/A5p5bb
[TmuZexQ+ua9k5UMKEIO]DNbIcBFk/fFH26 UWG7pPSkC/FhYVg9Q3uOvR7PBCAYyY
cUFN6QKBgBw2k5SDvun41wNV4wxGEliQia+i4lzg8pwJ1DUxnOcDvIDGzAzCNtW9
WPOR+jvhK6V6X1mIOtggcYZ07pC3CIBEtAckHj2Ik+ZAEjQMf+eH62Rcv6Sbozq0
5dFCBZwzle21Qomg3J8+0yIL Ss/uzFkjGjloJIrP+OtPKSrR+/Y

----- END RSA PRIVATE KEY-----
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Appendix C. Message Dumps

This section contains a base64 encoded gzipped, compressed tar file

of various Cryptographic Message Syntax (CMS) messages used in this
document. Saving the data in a file foo.tgz.b64 then running a
command like "openss| base64 -d -in foo.tgz.b64 | tar xfz -" would
recover the CMS messages and allow them to be used as test vectors.

-- BEGIN MESSAGE ARCHIVE --[+qMZYui49gsdpw/ky9mM33V2mOAWWTDdCpPQ6eFSugsuppOjYbZiraj9rzg
dLIzlkwg4bG/vSfTHh48HipXOWMIMWKYVUI40VE5KYaQU5TtgVaha5SQXI0Kp
AxaRy8VCHqlSyqgRO8miekoRrmGOflivScocmZhCxCIVItU2xgPbJIMgkKlapw
zHg5+sdnuXBIMVI+00h3JQkAIoULAhRAWKMIINBForUujnRVRiGgilwhU8l4
MrHrwD92p8EQoopRoAM/PmwcKo1URWIffsPbN+2BwzW33rxfH79xkxbtOFAK
UAXOS8qT8YXSSGcsVyjVIrXBpA8gFsvs/ozpz/TYRY plUNdfFy1IHOUN58U6(q
UCmMXKYUN92gNgFQILOqirXeJQgR8sbYnrgp0coxQoX1/AqEYbc3KZ78AKIwS
b2A0IsUN5YUpxIA3MxIzSFulXxeDAYO0AQ4Nul830dPsDxh8vwYDJImCztJdOr
LwGmANLQGDAYOAVRN7DQDQkGLQDzhpPuJr80OUaFAppAKEdACENIQa2jSPRIR
Yv1kShQOAOwagkx7mHTTjnihCrQHhjVUGJItggxvOsUxUgcKOQRUgoaDhtaFY
XhVIEWhVMXrGumkZ8+0ZDyY S//YQIMPPcRguunoJ2NOVHQ7yoWrVx0AzsZi
RsQC4fra+ID+26b6nduvt7rflKzYZQUngRPcselYuGo/vwK/OP3EcL3IUgeT
5wu+dX+cWmm/2bju7NU50VKHeGmpK/cGM9cqT1D11U6gqWM9q8sg6l1/fo3247
9cwy/tDPu53Wi8dePMXNftLfavB1d8Eo/9kped4 1IEmMJERI9+Wu45kWR6brjci
VDg9+bX60Ilnp9fZh+7Mu2VCtCg+WG8137EnZmvFFX0zRsCSmISSCuPgja+J
1+5dXwd7/5i1zHrzbirT+f6 Syli/wN1rp2g4e0c4PZ7Ae XfORtHFiXeGPoYt
+2FPLktnKFYg6m2j90osmpHg+vv9Yjo77iX000aVBicOZtDp3EWCKpVIJIpT
iZU4BaqUd4QEalP/AIEENOM/DAH4LV7/HeU3pGMhbz/9xzbn/LjgP8I5HokM
IwWCIhFAQMQEGuUS1zHk/+SHVIC1h3hgEi2MhugA+QYBgEmMo0Je2QLpG3vVeA+l
UPAEPMBtwnt/JkdCp3pB/iyGlvehlgY 1WsPWeEbRWUFIOJWEwWKB6qTmMSEAKHJennings, et al. Expires August 13, 2011 [Page 73]
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 GF39XrzBx9SKM6eD
a40SrgXTD71KCoistLQITIMe YfRj+XKQKK/oVeHiy2nwil TFQZutH/DpQeqc
vblj9dH1R+Zd35uQs2ZJfI11vQnV+q7sweLwWNN7g0irbvoHyN18Pm7tpV/GI
rJudnr7/Lv531A6Atv1/uLn/D+DBLV53Av5rf08e AIJBPAUPCAQAORX+4zuE
/IXREOG6i4hE/9fzaBzvIV+7NC8P5MD5AhiobpLHocR8KOY0C+e AbkpWEWWF/
Ju+L8P/XRATSyis+HW8QBGSY3E7+P6HR/29uvR39/7ZM/3v9//JP/f8j2qpD
Df5/g3Rp9K676 TSPAKZVXpT5r4gANOIjVwygpRhA84HZYyWMATINfMMN-+DwKO crZzxUnxkwetmuDXt7+3WXbIV6S9L2mPfpaTI2+Zxt31HGR5UNe
6rSg8xWj7tNcsne/vbDVITToHIMT3+v2pl599bim6Cfu3dmzn8F4Ve2XiNp9J
uum46AWJIRN01C3J9SyPzvlarHZv5+bP5H2Lz+A8lduV/OoP+40EkloSHUDAB
5PNhiNSK/gM7RP+REAjFAXDcVPIR2fFa7RfIT/ XAM1heEEfk1bAPIM6fyRHT
RV50BssX4rAC4zg0elf+5/8r/90S9irq/Q20ye8qgef/lYGHghSE33fW2XY(q3Jennings, et al. Expires August 13, 2011 [Page 74]
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 zDLpHwxutqG/a3dZG8OBtNcrHNOJ6U
GJOcoYsxop0TH+5zCPR+s55lvcY/bH7MOLr+iSSh3m2L46196u+fWq3BRhVd
OnfN502LPhkO/E3DgkqC7g1L7VNSdYD50x2fKsPb3zn+/CM3K3ZGMOmMW7tgz
KbdrHEu+pdxzwgRnTutflAO+vbloQNVAv8gZS/IZw3NPXPLTF110SZsyflKV
Jj09cwhSOj5reG1B/iINJoMFKNWJa7rx+dXbhbOMk89Lc/7RvxzQMAgEARRKw
WNSEMOLIFDBYBGMnFhJsYAABZ4LuJUwkJZCgoQQDdcB7Gv768/VRHGO1vNNt
emZ7DOdvjHOoX11ffrLI2/wL8wbDIgAAAAAAAAAAAIBChjiJbgB4AAA=

-- END MESSAGE ARCHIVE --
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