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Abstract

This specification defines action referral that allows an application
to nake a high level request to a User Agent to performan action

and let the the User Agent execute the action as it sees fit. Action
referral uses the SIP REFER nethod with a Refer-To header field
containing a URN, which indicates the requested action

This specification also defines the option tag 'action-ref’ to allow
the UAto indicate its support for action referral
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1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

To sinplify discussions of the REFER nethod and its extensions, the
three terns bel ow are being used throughout the docunent:

0 REFER-Issuer: the UA issuing the REFER request

0 REFER-Recipient: the UA receiving the REFER request

0 REFER-Target: the UA designated in the Refer-To Uniform Resource

Identifier (URI), which, for this specification, is a Uniform
Resource Nanme (URN)
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2. Introduction

The Session Initiation Protocol (SIP) [RFC3261] provides users with
the ability to initiate, nmanage and termi nate nulti nmedi a sessi ons.
Many depl oynments have SIP applications in the SIP signaling path that
get involved in the setup and nanagenent of these nultinedia

sessi ons.

A SIP application is a programrunning on a SIP network el ement that
provi des sone val ue-added function to a user. Sone of these

applications need nechanisns to nonitor or/and control a SIP User
Agent (UA).

SI P al ready provides an extensible franmework, (SIP)-Specific Event
Notification [ RFC 3265], by which SIP UAs can nonitor renote UAs and
get indications that certain events have occurred. For exanple, the
followi ng are widely used event packages

o Dialog package - call states

0 Registration package - phone status

o0 Conference package - conference status

SIP al so provides a nethod for requesting UAs to performcertain
task, i.e., REFER [RFC3515]. This REFER nethod is limted, as today
it does not support the follow ng:

0 REFER does not allow for a UA to request another UA to respond to
requests, e.g.

* A UA cannot request another UA to answer a cal
* A UA cannot request another UA to reject a cal

0 REFER does not allow for a UA to request another UA to invoke
actions, e.g.,

* REFER does not allow for a UA to request another UA to
place a call on hold or to nmute it
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Action referral allows an application to nake a high level request to
a SIP [RFC3261] User Agent (UA) to performan action or, and let the
User Agent execute the action as it sees fit.

Action referral uses the SIP REFER nethod [ RFC3515] with a Refer-To
header field containing a URN [ RFC2141] to indicate the requested
action. Action referral is consistent with the SIP call control
framewor k [ RFC5850] and is a natural expansion of the Framework for
Application Interaction [ RFC5629] which allows for referral to SIP
and HTTP resources.

OPEN QUESTI ON

The REFER nethod seens to be al ready overl oaded with various
capabilities. Take a look at the followi ng draft draft-worley-sip-
many-refers-00 for nore details.

Shoul d a new SI P nethod be defined for this purpose?
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3. Use Cases

This section describes these applications for which the Action
Referral can be useful

3.1. Third-Party/Proxy Application

Action referral is useful for a wide range of third party or proxy
applications that need to renpotely control or influence a User Agent,
e.g. Contact Center environnent. |n pre-SIP environnents, these

envi ronnment s have been using "Conputer Tel ephony Integration": for
exanpl e, traditional PBXs use CTl protocols such as CSTA [ ECVA269] to
provide this functionality. CSTA works fine for |egacy PBXs with

| egacy phones but is problematic in a SIP environnent. For exanple,
SIP includes totally new capabilities such as presence and instant
messaging. SIP al so supports nultiple users with nmultiple devices
operating at once, and with conplex User Interfaces. Furthernore,
nmul ti ple applications may want to simnultaneously wish to interact
with the device. Because of the lack of a native nechanismto

achi eve such control for SIP, inplenenters have had to inplenment such
techni ques as mappi ng CSTA's ASN. 1 encoding to XM. then encapsul ate
it into SIP INFO requests in order to tunnel it to a SIP B2BUA

[ ECMA323], which then maps it to proprietary device control protocols
or to SIP with proprietary and i nconpatibl e extensions. This
docunent provides a clean and native way to nmeet the requirements

3.2. Loosely Coupl ed UAs

Action referral is useful for collections of |oosely coupled User
Agents which would like to present a coordinated user experience.
Among ot her things, this allows User Agents which handl e orthogona
medi a types but which would |ike to be present in a single
conversation to add and renove each other fromthe conversation as
needed. This is especially appropriate when coordinating
conversati ons anong organi zers, general purpose conputers, and
speci al purpose comuni cations appliances |ike tel ephones, Internet
tel evisions, in-roomvideo systens, electronic whiteboards, and

gam ng devi ces. For exanple using action referral, an Instant
Messaging client could initiate a nulti-player gam ng session and an
audi o session to a chat conversation. Likew se a tel ephone could add
an el ectronic whiteboard session to a voice conversation. Finally, a
comput er or organi zer could cause a nearby phone to dial from nunbers
or URIs in a docunent, email, or address book, allow users to answer
or redirect incomng calls wi thout renoving hands fromthe conputer
keyboard, place calls on hold, and join other sessions on the phone
or otherw se.
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3.3. Exanples

In the foll owi ng exanples, Alice has two SIP clients; a PCwith a
soft client and a desk phone. Alice prefers to answer incom ng audio
calls on her desk phone.

3.3.1. Answer an audi o cal

In this exanple, Bob nakes an audio call to Alice and the proxy forks
the call to both of Alice’s clients. Alice decided that she wants to
answer the call on her desk phone renotely using her soft client.

To do that, the soft client sends a REFER with a wel |l -defined URN
whi ch instructs the desk phone to answer the call. As a result, the
desk phone sends a 200 OK to answer the inconing call, and the proxy
then cancels the INVITE to the soft client.

Alice Alice Pr oxy Bob
PC Desk Phone
[ [ | INVITE Ali ce [
| | | | <o |
| | INVITE Alice | |
| _ | <o | |
| INVITE Alice | | I
| S | |
| REFER Refer-To: urn:sip-action:call:answer| |
|- > | |
| 202 I I I
| <o | | |
| NOTIFY [Trying] | | |
UL EEEEEEE | | |
| 200 X [ [ [
|- >| | |
| | 200 X | |
| R > 200 &K |
| | | o >|
I I | ACK I
| | | <o |
I | ACK I I
| | <o | |
| NOTIFY [200 K] [ [ [
| <o | | |
| 200 X [ [ [
I RSUEEEEEEEEEEEE >| | |
CANCEL [ [ [
I
I
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3.3.2. Answer an A/V call on two separate devices

In this exanple, Bob nakes a video call to Alice. Alice interested in
accepting the video using her soft client on her PC and accepting the
audi o on her desk phone.

To do that, the soft client sends a REFER with the URN urn: sip-
action: audi o: answer whi ch asks the desk phone to return its audio
answer to the incomng call. The desk phone returns its audi o answer
in the body of the sipfrag nmessage in the NOTIFY request. The soft
client then aggregates the audio SDP answer fromthe desk phone with
the video answer fromthe soft client and sends it to Bob’s phone. As
aresult a video call is established, with the video streani ng
between Alice’s PC and Bob’s phone while the audio is stream ng
between Alice’s desk phone and Bob’s phone.

Alice Alice Pr oxy Bob
PC Desk Phone
[ [ | INVITE Alice [AV] |
| | S |
[ | INVITE Alice [AV] | [
| | < | |
| INITE Alice [AV] | I I
| oo | |
| REFER Refer-To: urn:sip-action:audi o: answer |
|- >| | |
| 202 I I I
| <o | |
| NOTIFY [100 Trying] | [ [
| <ot | | |
| 200 X [ [ [
-------------------- >| | |
| NOTIFY [200 OK [Audi o SDP answer]] [ [
I RO RREEEEEE LR | | |
| 200 X | | |
R LR > | |
| 200 OK [A/V SDP answer ] | |
| oo >| |
I I | 200 K [A/V] I
| N EEES T LR T EEPEEERTEE >
| | CANCEL [ [
| | <o | |
| | <======audi o >|
| < vi deo >|
I I
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3.3.3. dick-to-Di al

In this exanple, while browsing the web on her PC, Alice clicks on
Bob’'s SIP URI, intending to initiate a call to Bob. Alice s web
browser passes the SIP URI to the soft client on Alice’s PC. The
soft client is configured with the URI of Alice s desk phone. A
REFER is sent to the desk phone, which results in Alice’ s desk phone
initiating a call to Bob.

Alice decided to cancel the call to Bob because he is no answering.
To do that, the soft client sends a REFER request with the URN
urn:sip-action:call:term nate which results in Alice’ s desk phone
sendi ng a CANCEL request to ternminate the call to Bob.

Alice Alice Bob
PC Desk Phone
| REFER Refer-To: Bob I I
____________________ >

{ 202 Accepted { {
| <o | |
| | ITNVITE |
| | o >|
| | 180 Ri nging |
| R |
I

I
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4. Overview

A prototypical action referral flow | ooks as per section 4.1 of
[ RFC3515]. The Refer-To URI in the REFER nessage includes a URN
describing the action.

Action referral is sent to a GRUU when a specific instance of a UAis
the desired target. When the action referral needs to be correl ated
to a specific dialog, the Target-Di al og header field is used

[ RFC4538] .

Sone primtives require a second dialog identifier (such as

Conf erenceCal I s which causes the nedia fromtwo dial ogs to be m xed).
To address the multiple dialogs need, one REFER is sent per dial og
with a URNwith a bridge action telling the phone to put the dialog
on the bridge. Wiile this requires nultiple requests to be sent, the
requests can be sent overl apped at the sane tine. This approach is
flexi bl e enough to allow adding and renoving parties to the
conference in very sinple and straightforward way w thout changes to
exi sting standard behavi or.

4. 1. URN Structure

The Nanespace ldentifier (NID) of the URNis intended to be in the
formal space and assigned by | ANA, as per the procedures of

[ RFC3406]. An alternative would be to use the service URN space

[ RFC5031]. Until this is resolved, this docunment will use the
fol |l owi ng nanmespace: "sip-action".

The Nanespace Specific String (NSS) of the URN includes the action
nane, and may be followed by a sem -col on and additional action-
specific paraneters

The action nane m ght consist of a nunber of categories that start
fromthe nost general category and go down to nore specific category,
with the Iast value representing the request.

For exanple, the structure of the NSS of the urn:sip-
action:call:answer has two categories: 'service' and 'call’ and the
request ’'answer’.

The reason behind the above structure is to avoid the creation of a
nanespace with a very long list of unrel ated actions.

The above structure all ows grouping of related actions under one

category to allow application to apply actions, e.g. enable/disable,
to the whol e category.
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4.2. URN Categories

Thi s docunment defines the followi ng categories as part of the NSS of
the URN:

ocall: to allow access to call actions available on a SIP UA
e.g. answer a call, decline a call,

o conference: to allow access to conference actions avail able on a
SIP UA, e.g. add, renove

Thi s docunment defines the follow ng actions:

o Answer call - urn:sip-action:call:answer

o Termnate call - urn:sip-action:call:terninate

o Decline call - urn:sip-action:call:decline
The REFER- Reci pient returns 603 Decline

o lgnore call - urn:sip-action:call:ignore
The REFER- Reci pient stops ringing and clears the cal

o Send call to VM - urn:sip-action:call:sendvm
Stop ringing and send the call to VM

0 Hold call - urn:sip-action:call:hold

0 Unhold call - urn:sip-action:call:unhold

o Mite call - urn:sip-action:call:nute

o Unnute call - urn:sip-action:call:unnute

o Conference - urn:sip-action: conference: add

- urn:sip-action: conference: renove

Note that the very inportant "Make call" CTlI primtive does not
require a action referral URN since it is acconplished by sending a
normal REFER with a URI identifying the resource (e.g., a sip, sips
or tel URI).

This specification defines the above list as an initial set of URNSs,
to be registered with IETF, for use with this specification

In order to add any new action URN to the |ist above, it nust go
through the "I ETF review' process as defined in RFC 5226.
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5. User Agent Behavi or
5.1. Dial og usage

This docunent attenpts to avoid using nmultiple dialog usages, for the
reasons described in [RFC5057]. Therefore, this docunment will nake
use of the GRUU [ RFC5627], and the Target-Di al og header field

[ RFCA538] to associate an existing INVITE usage with a REFER arriving
on a newdialog to facilitate authorization of that REFER

In many use cases of action referral, receiving notifications about
the status of a REFER request are superfluous, as the Refer issuer
often maintains a long duration subscription to the dialog package

[ RFC4235]. Suppression of the REFER notifications is done with the
noref ersub option-tag, defined in section 7 of [RFC4488]. \Wen the
norefersub option tag is present, a REFER request which would have
created a new subscription and di al og becones a standal one
transaction instead, elimnating a multiple dialog usage. Each such
st andal one REFER transaction use a new (unique) Call-ID header field
val ue.

In the nost common usage, the controller maintains a | ong duration
subscription to the dial og package, and sends REFER requests in
separate dialogs. Each REFER woul d include the norefersub option-tag
in a Supported header field.

In sone cases, the controller does not nmaintain a dial og package
subscription for the REFER-Recipient. This nmight be the case for a
"webdi al er" or other application which associates with other UAs on
an adhoc and internmittent basis. An initial REFER request is sent to
start a new dialog, which is followed by notifications for the refer
event type (the norefersub option-tag is not used in this case).

5.2. Capabilities Indications

A UA conpliant to this specification SHOULD i ndicate its support by
including the option tag 'action-ref’ in the Supported header of al
requests it sends.

The UA MAY also indicate its support for this action referral by
adding the "action-ref’ value to the extentions paranmeter in the
Contact header field of its REGQ STER request, as described in [RFC
3840] .
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5.3. Addressing the relevant parties

REFER requests contain a nunber of URIs which need to address the
appropriate parties. A list of the relevant fields include the
Request-URI, To URI, From URI, Contact URI, Refer-To URI, and the
Referred-By URI, as well as the Target-Dialog itself. This section
attenpts to clarify what needs to be placed in each field.

Action referral applies to dialogs or sessions on a specific UA
whi ch requires the use of GRUU [ RFC5627] for a single UA. Contact
URIs for a UA can be discovered by subscribing to the registration
package [ RFC3680] for the relevant AORs.

The To header field in the REFER request normally contains the same
URI as in the Request-URI. The Fromidentifies the AOR of the
controller. The Refer-To URI is the action referral URN

Many uses of action referral require that the REFER- Reci pient take

sone action in the context of an existing dialog. For exanple, the
controller mi ght want the REFER-Recipient to term nate an existing

dialog. To select the appropriate dialog fromwhich to source the

request, the Target-Di al og header specified in [ RFC4538] is used.

5.4. Mnitoring Device Specific Events

Sone applications need a nechanismto nonitor events on a SIP UA that
are devi ce specific.

The following is a list of sone these device specific events:

Hook st atus

Transducer status (handset, headset, speaker)
Active cal

Vol unme st at us

Mut e status

MA |ight status

IMIight status

NoOohwNE

A separate docunent that defines a new event package will be created
to address this need.
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5.5. Request Authorization

When a UA receives a request to invoke an action, it needs to
aut hori ze that request. Sone requests can be authorized based on the
identity of the sender, the request nethod, local policy, etc.

Al'l action referral requests MJST be chal |l enged using the di gest

aut henti cati on nmechani sm descri bed by [ RFC 3261]. In nost cases, the
same user will be logged in to the different devices using the sane
credentials provided in the REA STER requests

Shekh- Yusef, et al. Expires July 18, 2011 [ Page 15]



| NTERNET DRAFT Action Referral January 14, 2011

6. Call Flows

Thi s sanpl e provides non-normative sanple calls flows for sonme of the
actions listed in Section 4. It is inportant to understand that the
actual "realization" of the action (i.e., the actual procedures

i nvoked) are the sole responsibility of the Refer-Recipient. This
docunent in no way attenpts to standardi ze those procedures, and the
call flow below are nerely exanpl es.

In all cases, the "controller" (i.e., the Refer-lssuer) could be
Alice’s PC, PDA, or a third party application. The controlled device
is Alice’'s phone (i.e., the Refer-Recipient). The Refer-Target is
obviously the action referral URN. In all cases, it is assuned that
the controller is subscribed to Alice’s Phone’s dial og package.

The call flows in this docunent use the foll owi ng conventions. The
di al og each nessage is sent in is shown on the |left hand side.

Sel ect ed Request-URI and header fields are shown. The contents of
nmessage bodies are shown for dial og-info+xm, sdp, and sipfrag
message bodies. For responses, the nethod is shown in parentheses.
For reference, the messages are | abeled F1, F2, etc.
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6.1. Answer Call Operation

In message 1, Bob nakes a call to Alice’s Phone. A notification of
"trying" is sent to the controller. Alice' s phone automatically
sends a "ringing" to Bob. Another notification of "early" is then
sent to the controller. The controller then tells the phone to
answer the call. Alice s phone sends a notification of "confirmed"
to the controller.

Control | er Alice Bob
| <<< Controller subscribed >>>| |
| << to Alice’ s dialog events >>| |

I

di al ogl | | F1 INVITE sip:Aice-AOR
| | <o |
dialog2 | F2 NOTIFY sip:Controller-GRUU |
[ di al og-i nfo+xm : dial ogl=trying [
| | |
dialog2 | F3 200 (NOTIFY) [ [
R R RREEEEEEEEE > |
di al ogl | | F4 180 (INVITE) [
I R >|
dialog2 | F5 NOTIFY sip: Controller-GRUU |
[ di al og-i nfo+xm : dial ogl=early |
| | |
dialog2 | F6 200 (NOTIFY) [ [
T ’ |
dialog3 | F7 REFER sip:Aice-GRUW [ [
| To: sip:Aice-GRU | |
| Ref er-To: urn:sip-action:call:answer |
| Target-Di al og: dial ogl | |
A ’ |
dialog3 | F8 202 (REFER) [ [
| < | |
di al ogl | | F9 200 (INVITE) [
| R R EEEEEEEE >|
_ | | |
di al ogl | | F10 ACK |
| ISEREEEEREEEEEEEEEEEEEEREEE |
di al og2 | F11 NOTIFY sip: Control | er-GRUU [
| di al og-i nfo+xm : dial ogl=confirmed |
A | |
dial og2 | F12 200 (NOTIFY) | I
I
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In the following flow, the application is in the signaling path
between Alice and Bob and is aware of a dialog that was established
bet ween the UAs.

Alice calls Bob, and Bob’s UAis ringing. At this stage, the
application decides that it wants to ask Bob’'s UA to answer the call.
The application sends a REFER request asking Bob’s UA to answer the
call, which results on Bob’s UA sending an 200 K and a call is
established with Alice.

Alice Appli cation Bob
| F1 INVITE | |
e RRREREEEEE > |
| | F2 INVITE |
| R LR >|
[ | F3 180 Ringing [
| o | < |
| F4 180 Ringing [ [
A | |
| | F5 REFER si p: Bob- GRUU |
[ [ To: sip: Bob- GRUU [
| | Ref er - To: |
[ | urn:sip-action:call:answer
| | Target - Di al og: dial ogl
| G EEEE >
| | F6 202 (REFER) |
| | < |
I I I
I I I
| | F7 200 &K [
| | <o |
| F8 200 K | |
| <o | |
| F9 ACK [ [
P EEEPEREE > |
| | F10 ACK [
| e EREEEREEEES >
| | |
I I I
[ | F11 NOTI FY [
| | <o |
I I I
| | F12 200 K |
| R ERREEEEEEEE >|
I I
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6.2. Terminate Call QOperation

Term nate Call is a perfect exanple of an action whose treatnent (and
consequently, the resulting call flow) depends on the situation, for
exanple, the state of the dial og between the renote parti es.

Alice’s Phone and Bob are currently in an established dialog. The
controller tells Alice’s phone to terminate the call with Bob’s

phone.

Controll er Alice Bob
| << Controller subscribed to >>| <<< Established dial ogl >>>>
| <<< Alice’s dialog events >>>>| |

I I

dialog3 | F1 REFER sip:Alice-GRUU | |
[ To: sip:Aice-GRUW [ [

| Ref er-To: urn:sip-action:call:termnate |

[ Target-Di al og: dial ogl [ |
|- > |

_ | | |
dialog3 | F2 202 (REFER) [ [
| < | |

di al ogl | | F3 BYE si p: Bob- GRUU |
| |- >

_ | | |
di al ogl | | F4 200 (BYE) |
| | <o |

| F5 NOTIFY sip:Controller-GRUU [

| di al og-i nfo+xm : di al og2=Il ocal - bye |
D | |
dialog2 | F6 200 (NOTIFY) [ [
|

Termnate Call in Established Dialog Call Flow Exanple
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If Alice’s Phone and Bob are in an early dialog with Bob calling
Alice, the call flow could be as foll ows.

Control | er Alice Bob
| << Controller subscribed to >>| |
| <<< Alice’s dial og events >>>>| |

I

di al ogl | | F1 INVITE sip:Aice-AOR
[ (di al 0g2) S [
| | |
dialog2 | F2 NOTIFY sip: Controller-GRUY| [
| di al og-i nfo+xm : dial ogl=trying |
| | |
dialog2 | F3 200 (NOTIFY) [ [
| o >| |
di al ogl | | F4 180 (INVITE) [
| R R PREEE >
dialog2 | F5 NOTIFY sip: Controller-GRUU |
[ di al og-i nfo+xm : dial ogl=early |
e | |
dialog2 | F6 200 (NOTIFY) [ [
A | |
dialog3 | F7 REFER sip:Aice-GRUW [ [
| To: sip:Aice-GRU | |
| Ref er-To: urn:sip-action:call:termnate |
[ Target-Di al og: dial ogl [ [
T | |
dialog3 | F8 202 (REFER) (dial 0g3) [ [
| < | |
di al ogl | | F9 480 (INVITE) [
| R EREREEEEEEEEEE >|
_ | | |
di al ogl | | F10 ACK [
| | < |
dialog2 | F11 NOTIFY (Controller-GRUU) | |
| di al og-i nfo+xm : di al ogl=rejected |
| | |
dial og2 | F12 200 (NOTI FY) [ [
I

Termnate Call in Early Dialog Call Flow Exanple
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If Alice’s Phone and Bob are in an early dialog with Alice calling

Bob, the call flow could be as foll ows.

di

al ogl
di

al og2

di

al 0og2
di

al ogl
di

al og2

di

al og2

di

al og3

di

al og3
di

al ogl
di

al ogl

di

al ogl
di

al ogl

di

al ogl

di

al og2

Control |l er Alice

| << Controller subscribed to >>|
| <<< Alice’s dialog events >>3|
| | F1 |INVITE sip: Bob- AOR

I

| F2 NOTIFY sip: Controller-GRUU

[ di al og-i nfo+xm : dial ogl=trying
I

I

I

|

| F5 NOTIFY sip: Controller-GRUU

| di al og-i nfo+xm : dial ogl=early
I

I

|

N
1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

I
| F7 REFER sip:Alice-GRUW

| To: sip:Aice-GRUW [

| Ref er-To: urn:sip-action:call:termnate
| Target-Di al og: dial ogl |

F13 NOTI FY sip: Control | er- GRUU
di al og-i nfo+xm : di al ogl=rejected

Termnate Call Initiated Call Flow Exanpl e
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7. Security Considerations
The functionality described in this docunent allows an authorized
party to mani pulate SIP sessions and dialogs in arbitrary ways. Any
user agent that accepts these types of requests needs to be very
careful in who it authorizes to send these types of requests. The
sane security considerations as [ RFC3515] apply.

8. | ANA Consi derations
TODO Need to register urn nanespace according to procedures of
[ RFC3406] .
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