Net wor k Wor ki ng Group P. Saint-Andre
Internet-Draft Ci sco
I ntended status: |nformational March 14, 2011
Expi res: Septenmber 15, 2011

Internationalized Addresses in XMPP
dr aft - sai nt andr e- xnmpp-i 18n- 03

Abstract

The Extensibl e Messagi ng and Presence Protocol (XMPP) as defined in
RFC 3920 used stringprep in the preparati on and conpari son of non-
ASCI | characters within XMPP addresses. This docunent explores a
post -stringprep approach to XMPP addresses.
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1.

I nt roducti on

The Extensibl e Messagi ng and Presence Protocol [RFC6120] is a w dely-
depl oyed technol ogy for real-tinme conmmunication, conmonly used for

i nstant nessaging (IM anong human users but al so for comruni cation
anong automated systens. XMPP addresses (al so called "Jabberl Ds" or
JIDs) are of the form <l ocal part @onai npart/resourcepart>, where the
| ocal part and resourcepart are formally optional but quite comon
because they are used to identify clients and other entities on the
network. In sone sense, XMPP addresses have al ways been

i nternationalized, because the devel opers of the original Jabber
open-source project intended that all data sent over the wire would
consi st of UTF-8 encoded Uni code code points. However, at that tinme
(1999) the Jabber devel opers were quite unsophisticated about

i nternationalization, nor could they sinmply re-use a reliable

i nternationalization technol ogy that had been devel oped by the wi der
Internet community (as they could, for exanple, by re-using Secure
Sockets Layer and Transport Layer Security for channel encryption);
this lack of sophistication is evident in the comunity’s first
attenpt at formally defining the format for JabberIDs in early 2002
[ XEP- 0029] .

Wien the first instantiation of the |ETF s XMPP W5 was formed in late
2002, | DNA2003 [ RFC3490] had not yet been published and stringprep

[ RFC3454] was a new technology. During its work on [ RFC3920], the
XMPP WG absorbed as best it could the advice of internationalization
experts regardi ng appropriate nethods for preparing and conparing
XMPP addresses; however, the participants in the XMPP WG were

i gnorant of internationalization and therefore did not necessarily
make fully-informed decisions. As a result of this early work, in

[ RFC3920] the XMPP WG decided to re-use | DNA2003 [ RFC3490] and
Nanmeprep [ RFC3491] for the domainpart of a JID and to define two
additional stringprep profiles: Nodeprep for the |ocal part and
Resourceprep for the resourecepart.

Since the publication of [RFC3920] in 2004, the Internet comunity
has gai ned nore experience with internationalization. |In particular

| DNA2003, which is based on stringprep, has been superseded by

| DNA2008 ([ RFC5890], [RFC5891], [RFC5892], [RFC5893], [RFC5894]),

whi ch does not use stringprep. This mgration away from stringprep
for internationalized donain nanes has pronpted other "custoners" of
stringprep to consi der new approaches to the preparation and

compari son of internationalized addresses. As a result, the | ETF has
fornmed the PRECIS W5 as a common forum for seeking solutions to the
probl em statement outlined in [ PROBLEM .

This docunment has two purposes: (1) provide input to the PRECI S WG
and (2) help informthe decisions of the XMPP WG regardi ng
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i nternationalization of XMPP addresses, eventually |leading to

repl acenent of [RFC6122]. Note well that so far this docunent
present only the author’s opinions, and that it does not reflect the
consensus of the XMPP WG or the PRECI S WG

2. Proposed PRECIS String C asses

Bot h [ PROBLEM and [ FRAMEWORK] propose that it might be valuable to
think of internationalized addresses in terns of broad "string
classes". Application technologies |ike XMPP coul d either borrow
such a string class unchanged or "profile" such a string class with
nmodi fi cati ons.

Thi s docunment does not yet make recommendati ons about borrow ng or
adapting nore general string classes, in part because those cl asses
are not yet clearly defined. However, as input to further

di scussion, this docunment explores four string classes that are used
i n XMPP:

o Domain nanmes. These are defined in |IDNA specification and re-used
in XMPP and ot her applications. However, additional guidelines
m ght be hel pful for applications (or at |least for XWPP) to fil
the gap between what was provided in | DNA2003 (such as
normal i zati on and vari ous mappi ng steps) and what is now provi ded
i n 1 DNA2008. For consistency with the next three string classes
we call these "domai neyt hi ngs”

0 Usernane-like things. Such a "nanmeything" is a word or set of
words that is used to identify or address a network entity such as
a user, an account, a venue (e.g., a chatroom), an infornmation
source (e.g., a feed), or a collection of data (e.g., a file). An
XMPP | ocal part is a kind of naneything, but mght profile a base
definition of naneythings devel oped by the PRECI S WG

0 Password-like things. Such a "wordything" is a sequence of
letters, nunbers, and synbols that is used as a secret for access
to sonme resource on a network (e.g., an account or a venue). In
XMPP, wordythings are often used by clients to authenticate with
servers, as provided in various SASL nechani sns.

o0 Free-formthings. Such a "stringything" is a sequence of l|etters,
nunbers, synbols, spaces, and other code points that is used for
nor e expressive purposes in an application protocol. An XMPP
resourcepart is a kind of stringything, but might profile a base
definition of stringythings devel oped by the PRECI S WG

The foll owi ng subsections discuss these string classes in nore
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detail, with reference to the properties described in Section 3 of
[ PROBLEM (input restrictions, normalization, case mapping, and
bidirectionality).

2. 1. Donmi neyt hi ngs

The 1 DNA2008 protocol is defined in [RFC5890], [RFC5891], [RFC5892],
[ RFC5893], and [ RFC5894]. However, |DNA2008 covers a snaller range
of topics than |1 DNA2003 [ RFC3490]. In particular, normalization and
mappi ngs are out of scope for | DNA2008 (al though one possible
approach is described informationally in [RFC5895]). The XMPP WG or
even the PRECIS W5, nmight want to choose a normalization formand a
set of mappings that would be recommended or required for use on the
wire, despite the fact that these matters were not specified in a
normative way for |1 DNA2008. This is especially inportant in nodern
application protocols that comuni cate using UTF-8-encoded Uni code
code points instead of 8-bit or 7-bit ASCI|I (as in older application
protocol s such as [ RFC5322]).

2. 2. Nameyt hi ngs

Most application technol ogi es need a special class of strings that
can be used to include or comrmuni cate things |ike usernanes, chatroom
nanes, file nanmes, and data feed names. W group such things into a
bucket called "naneythings". Ideally, the PRECIS WG woul d define a
"nameyt hi ng" class that could be profiled by various application
technol ogi es. W suggest that the base class would have the

foll owi ng features:

o0 Control characters (e.g., W0000 through U+001F) woul d be
di sal | owed.

0 Space characters (U+0020, along with any code point having a
General Category of Zs) woul d be disall owed.

o Al other 7-bit ASCI| characters (i.e., U+0021 through W007E)
woul d be protocol -valid, even if their Unicode CGeneral Category is
di sal l owed by the rules specified bel ow

0 As with | DNA2008, any character that has a conpatibility
equi val ent woul d be disal | owed.

0 Uppercase and titlecase code points would be nmapped to their
| ower case equi val ents.

o0 The normalization formwould be NFD (see bel ow).

o Profiles of the base class would be able to exclude specific code
points that are included in the base.

o Profiles of the base class would be able to exclude character
cl asses with other properties (e.g., math synbols) that are
included in the base.

OPEN | SSUE: Shoul d synbol characters outside the 7-bit ASCI| range be
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di sal | oned?

OPEN | SSUE: How to handle right-to-left code points? It mght be
reasonable to sinply use the "Bidi Rule" from[RFC5893], however "."
is allowed in naneythings and the Bidi Rule is probably too conpl ex
for our purposes because domai neyt hings have internal structure
(based around the "." character) whereas naneythings do not.

2.3. Wordyt hi ngs

Many application technol ogi es need a special class of strings that
can be used to conmunicate secrets that are typically used as
passwords or passphrases. W group such things into a bucket called
"wordythings". Ildeally, the PRECIS WG woul d define a "wordythi ng"
class that could be profiled by various application technol ogies. W
suggest that the base class would have the followi ng features:

o0 Control characters (e.g., W0000 through U+001F) woul d be
di sal | owed.

0 Space characters (U+0020, along with any code point having a
General Category of Zs) woul d be disall owed.

o Al other 7-bit ASCI| characters (i.e., U+0021 through W007E)
woul d be protocol -valid, even if their Unicode General Category is
di sal |l owed by the rul es specified bel ow

0 Any character that has a conpatibility equival ent woul d be
di sal | owed.

0 In order to maxim ze the entropy of passwords and passphrases,
uppercase and titlecase code points would be protocol-valid and
woul d not be mapped to their | owercase equival ents.

0 The nornalization formwould be NFD (see bel ow).

o Profiles of the base class would be able to exclude specific code
points that are included in the base.

o Profiles of the base class would be able to exclude character
classes with other properties (e.g., math synbols) that are
included in the base.

Al t hough sone application protocols use passwords and passphrases
directly, others re-use technol ogi es that thensel ves use passwords in
some depl oynents (e.g., this is true of XMPP, which re-uses Sinple
Aut hentication and Security Layer or SASL [ RFC4422]).

2.4. Stringythings

Some application technol ogi es need a special class of strings that
can be used in a free-formway. W group such things into a bucket
called "stringythings". ldeally, the PRECIS WG woul d define a
"stringything" class that could be profiled by various application
technol ogi es. W suggest that the base class would have the
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foll owi ng features:

o Control characters (e.g., W0000 through U+001F) woul d be
di sal | owed.

0 Space characters (U+0020, along with any code point having a
General Category of Zs) would be protocol -valid.

o Al other 7-bit ASCI| characters (i.e., U+0021 through U+007E)
woul d be protocol -valid, even if their Unicode CGeneral Category is
di sal |l oned by the rules specified bel ow

0 Characters with conpatibility equival ents would be protocol -valid.

o Uppercase and titlecase code points would protocol-valid and woul d
not be napped to their | owercase equival ents.

0 The nornalization formwould be NFD (see bel ow).

o Profiles of the base class would be able to exclude specific code
points that are included in the base.

o Profiles of the base class would be able to exclude character
classes with other properties (e.g., math synbols) that are
included in the base.

OPEN | SSUE: How to handle right-to-left code points? It might be
reasonable to sinply use the "Bidi Rule" from[RFC5893], however
is allowed in stringythings and the Bidi Rule is probably too conplex
for our purposes because donai neyt hi ngs have internal structure
(based around the "." character) whereas stringythings do not.

3. Nor mal i zati on

Fol | owi ng | DNA2003, existing stringprep profiles all use Unicode
Normal i zati on Form KC (NFKC), which perfornms canoni cal deconposition
and conpatibility deconposition, foll owed by canonical and
compatibility reconposition (regarding normalization forns, see

[ UAX15]). This choice nade sense in | DNA2003 because the DNS packet
format has fixed-length | abels, and NFKC in effect conpresses a
sequence of characters into the small est nunber of bytes possible by
perform ng reconposition. However, experience with sone of the
application protocols that are currently using NFKC has shown t hat
reconposition is an expensive operation to performin application
servers. In addition, the application protocols that use stringprep
all use TCP with security-layer or application-layer conpression, so
fixing the length of strings is nuch | ess inportant.

What matters nost in application protocols is ensuring that network
entities (such as clients and servers) all conmmuni cate a consi stent
string representation over the wire. For this purpose, Normalization
Form D (NFD), which sinply perforns canonical deconposition, provides
the nost efficient approach. As noted above, we can disallow any
characters that would require conpatibility deconposition, thus
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renovi ng the need for conpatibility deconposition and reconposition
This is what happened in | DNA2008, enabling |IDNA technol ogies to nove
fromNFKC to NFC. |If the same basic approach is taken in the PRECI S
WG, while at the sane tine renoving the need for reconposition
entirely (by nmaking code points with conpatibility equival ents), NFKC
(the nost conplex and therefore nost conputationally intensive
normal i zation forn) can be replaced with NFD (the | east conpl ex and
therefore | east conputationally intensive normalization form.

Anot her relevant factor is that NFD(x) = NFD(NFD(x)), which nmeans
that application servers can be optim zed for the case where the
normal i zati on has already occurred. |n general, using NFD will
likely result in significant perfornmance inprovements within
application servers.

4. Subcl assi ng

The opportunity for subclassing PRECIS string classes opens the
possibility that different applications technol ogies will subclass a
given class in different ways. For exanple, inmagine that the XMPP
community defines a detailed subclass of "nameything” that is
optinmzed for the conparison of JabberlDs. However, the enmai
community mght do the sane for enmil addresses. At that point, the
XMPP conpari son nmethods mght diverge significantly fromthe mail
conpari son nmethods, leading to interoperability problens if a given
depl oynent makes use of the sane usernanmes for both Jabberl Ds and
emai | addresses. The PRECIS WG needs to consider these matters and
find a productive bal ance between conpatibility within an application
technol ogy and interoperability across application technol ogies.

5. XMPP Use of PRECIS String O asses
5.1. Local part

The | ocal part of an XMPP address would be redefined as a profile or
subcl ass of the PRECI S "naneything" class. The follow ng additiona
restrictions would apply:

0 Space characters (U+0020, along with any code point having a
General Category of Zs) woul d be disall owed.

0 The follow ng Uni code code points woul d be disallowed: U+0022 ("),
U+0026 (&), W+0027 ('), W+002F (/), UW+O03A (:), W+003C (<), U+003E
(>), U+0040 (@.

OPEN | SSUE: Shoul d synbol characters outside the 7-bit ASCI| range be
di sal | oned?
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5.2. Resourcepart

The resourcepart of an XMPP address woul d be redefined as a profile
or subclass of the PRECIS "stringything" class, or mght even sinply
use the identity subclass of "stringything"

6. XWMPP Mgration |Issues

Any nove away from Naneprep, Nodeprep, and Resourceprep as they are
defined today will inevitably introduce the potential for mgration

i ssues, such as JIDs that were not anbi guous before the mgration but
t hat becone anbi guous after the migration. These issues need to be
clearly defined and well understood so that the costs and benefits of
any change can be properly assessed -- especially if the change night
have an inpact on authentication (e.g., as described in [ RFC3920]),
aut hori zation (e.g., presence subscriptions as described in

[ RFC6121]), access (e.g., joining a chatroom as described in

[ XEP-0045]), identification (e.g., in XMPP URIs or IRI's as described
in [RFC5122]), and other security-related functions.

7. XMPP Protocol Slots

| DNA2008 defined the concept of a "dommin nane slot", i.e., "a
protocol elenent or a function argument or a return value (and so on)
explicitly designated for carrying a domain nanme” (Section 2.3.2.6 of
[RFC5890]). Simlarly, the XMPP comunity can define the concepts of
a "JIDslot", a "localpart slot", and a "resourcepart slot" (and

m ght re-use the concepts of a "nameything slot", "wordything slot",
and "stringything slot" fromPRECI S specifications). The comunity
has yet to determine the full inventory of such slots. However, the

foll owi ng subsections provide a start at such an inventory.
7.1. JID Slot

In XMPP systens, JabberlDs can appear in at |east the follow ng
slots:

0 Core [RFC6120]: the "from and 'to streamattributes; the 'from
and 'to’ stanza attributes.

o IM[RFC6121]: the 'jid attribute of the roster <itenl> el enent.
o Privacy Lists [RFC3921], [XEP-0016]: the 'value' attribute of the
<item > el ement when the value of the 'type attribute is "jid".

o Data Forms [ XEP-0004]: the <val ue/> el ement when the ’type
attribute is "jid-single" or "jid-multi".
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7.

2.

Flexible OFfline Message Retrieval [XEP-0013]: the 'jid attribute
of the <x/> el enent.

Service Discovery [ XEP-0030]: the "jid attribute of the <item >
el ement .

Ext ended Stanza Addressing [ XEP-0033]: the 'jid attribute of the
<address/ > el enment.

Mul ti-User Chat [ XEP-0045]: the 'actor’ child of the <item >
element; the 'jid attribute of the <iteml > elenent; the ’'from
and 'to’ attributes of the <invite/> and <decline/> elenents; the
"jid attribute of the <destroy/> el enent.

Bookrmar ks [ XEP-0048]: the 'jid attribute of the <conference/>

el ement .

vCards [ XEP-0054]: the <JABBERI D/ > of the <vCard/> el ement.

Jabber Search [ XEP-0055]: the 'jid attribute of the <item >

el ement .

Publ i sh- Subscri be [ XEP-0060]: the ’jid attribute of the
<affiliation/> <options/> <subscribe> <subscription/> and
<unsubscri be/> el enents; the 'publisher’ attribute of the <iteni>
el ement .

SOCKS5 Bytestreams [ XEP-0065]: the "jid attribute of the
<streanhost/> and <streanhost-used/ > el enents.

Advanced Message Processing [ XEP-0079]: the "fronmi and 'to’
attributes of the <anp/> el enent.

Jabber Conmponent Protocol [XEP-0114]: the 'fromi and 'to’
attributes of the <ig/> <message/> and <presence/> el enents.
Message Archiving [ XEP-0136]: the "with' attribute of the <chat/>,
<from >, and <item > el ements.

Roster |tem Exchange [ XEP-0144]: the 'jid attribute of the
<itenml > el enent.

Jingle [ XEP-0166]: the "initiator’ and 'responder’ attributes of
the <jinglel/> elenment.

Del ayed Delivery [XEP-0203]: the "from attribute of the <del ay/>
el ement .

Si npl e Comuni cations Bl ocking [ XEP-0191]: the 'jid attribute of
the <item > el ement.

Server Dial back [ RFC3921], [XEP-0220]: the 'fromi and 'to’
attributes of the <result/> and <verify/> el ements.

Direct MIJC Invitations [ XEP-0249]: the 'jid attribute of the <x/>
el ement .

Local part Sl ot

In XMPP systens, |ocal parts can appear in at |least the foll ow ng
slots:

Mul ti-User Chat [XEP-0045]: the <uni que/> el enent.
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0 In-Band Registration [ XEP-0077]: the <username/> el ement.
Resour cepart Sl ot

In XMPP systens, resourceparts can appear in at |least the foll ow ng
sl ots:

0 Core [RFC6120]: the <resource/> child of the <bind/> el enent.

0o Milti-User Chat [XEP-0045]: the "nick’ attribute of the <item >
el ement .

0 Bookmarks [ XEP-0048]: the 'nick’ attribute of the <conference/>
el ement .

0 Jabber Search [ XEP-0055]: the 'nick’ attribute of the <itenl> and
<query/ > el enents.

0 Publish-Subscribe [ XEP-0060]: the 'node’ attribute of the
<address/> elenment (this mght actually be a "stringything slot"
but typically it is handled as a resourcepart).

Wor dyt hi ng Sl ot

In XMPP systens, generic "wordythings" can appear in at |east the
foll owi ng slots:

0 Milti-User Chat [XEP-0045]: the <password/> child of the
<destroy/> and <x/> el enents.

0 Bookmarks [ XEP-0048]: the 'password’ attribute of the
<conference/ > el enent.

o Direct MUIC Invitations [XEP-0249]: the 'password’ attribute of the
<x/ > el ement .

Stringything Slot

In XMPP systens, generic "stringythings" can appear in at |east the
foll owi ng slots:

0o Flexible Ofline Message Retrieval [XEP-0013]: the 'node
attribute of the <x/> el enment.

0 Extended Stanza Addressing [ XEP-0033]: the 'node’ attribute of the
<addr ess/ > el enent.

0 Publish-Subscribe [ XEP-0060]: the 'node’ attribute of various XM
el ement s.

XMPP Error Handling
Both the core XMPP specifications and various XMPP extensions m ght

need to define nore robust error handling. Although this topic has
yet to be explored in detail, it is likely that specifications can
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10.

11.

12.

13.

nore widely use the existing <jid-nmalformed/> error condition defined
in [ RFC6120] .

XMPP User Interface |ssues

[ RFC5895] introduces the hel pful concept of "the dividing line

bet ween user interface and protocol” and applies that concept to the
compl exs process of translating the user’s (presumed) intentions into
bits on the wire. |DNA2003 conflated user interface processing and
machi ne-readabl e protocols, and in many ways XMPP inherited that sane
error. It would be desirable for XMPP technol ogies to define a clear
dividing |ine between user interface and protocol. This night nean
that the XMPP community will need to define recomended mappi ngs that
are applied to a string before it is considered a JID (or the

| ocal part of resourcepart of a JID).

Security Considerations

The inclusion of non-ASCI| characters in XMPP addresses has inportant
security inplications, such as the ability to mimc characters or
entire addresses through the inclusion of "confusable characters”
(see [ RFC4690] and [RFC5890]). These issues are explored at sone
length in [RFC6122]. Oher security considerations mght apply and
will be described in a future version of this specification.

| ANA Consi der ati ons

Thi s docunment defines no actions for the | ANA
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