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In-Scope

= Protect the Map-Request/Map-Reply exchange

—Map-Reply origin authentication, anti-replay and integrity
protection

= Protect from over claiming attacks
—Prevent the ETR from over claiming EID prefixes



Threat Models (now)

ALT(BGP overlay)

B Map
————— Resolver

Map
1.1.0.0/16 -> {RLOC} INCG{=VaV/=13

EID 2.2.2.5

Site Y
1.1.0.0/16



Threat Models (with lisp-sec)

ALT(BGP overlay)

Map
Resolver

Map
1.1.0.0/16 -> {RLOC} INCG{=VaV/=13

EID 2.2.2.5

Site Y
1.1.0.0/16



Out-of-Scope

= EID prefix authorization
= ALT/Mapping System security

= Assumptions:

—The Mapping System is expected to deliver Map-Request
messages to their intended destinations as identified by the EID

—No Man-in-the-Middle (MiM) attack can be mounted within the
LISP Mapping System

—The Mapping System provides confidentiality and integrity
protection to LISP control messages (within the Mapping
System)



Map-Request/Reply Integrity and EID-prefix Overclaim Protection

ONE-TIME KEY



One-Time Keyed HMAC on Map-Request/Reply

ALT(BGP overlay)

OTK-ETR = HKDF(OTK) Map-Request | _
1.1.0.10, n, OTK
———————— KA
1.1.0.0/16 -> {RLOC} a3l
Map-Request
1.1.0.10, n
o oTK
Map-Request
1.1.0.10,n :
OTK-ETR=HKDF(OTK) K D=1.1.0.10, \
EID-AD: HMAC oy ys[{EID prfx}] F‘ §=2.2.2.5 N
et ad I _
e . )2.2.2.5
Map-Reply 1.1.0.10:
1.1.0.10, n n=nonce,
EID-AD: HMAC o7, s[{EID prfx}] | | OTK=One Time Key

LOC-AD: HMAC yr«.etrl{Rlocs}] .




One-Time Keyed HMAC on Map-Request/Reply

OTK-ETR = HKDF(OTK) Map-Request
1.1.0.10, n, OTK

ALT(BGP overlay)

K A
GRE (over IPSEC '
1.1.0.0/16 -> {RLOC} ( ) ". )u\
Map-Request
1.1.0.10, n
m | AES_wrap_key,(OTK)
Map-Request
1.1.0.10,n :
AES_wrap_keyy.(OTK-ETR=HKDF(OTK)) K' D=1.1.0.10, N
EID-AD: HMAC oy ys[{EID prfx}] F‘ $=2.2.2.5 N
' Y, U ) =
" 26N oo . ) 2.2.2.5
Map-Reply 1.1.0.10:
1.1.0.10, n h=nonce,
EID-AD: HMAC o7, s[{EID prfx}] | | OTK=One Time Key

LOC-AD: HMAC yr«.etrl{Rlocs}] .




One Time Keyed HMAC on Map-Request/Reply

(Proxy)
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OTK Details

= Default OTK is 128-bit

= OTK is encrypted with NIST AES Wrap Key
—64-bit of wrap metadata pre-pended to OTK when encrypted

= |TR stores <n, OTK>
—May store HKDF(OTK) as a possible optimization



OTK Security

= Map-Reply Integrity is protected using the OTK as a shared
secret between the ITR and the MS/ETR

—ALT (MS) is trusted for EID prefix authorization, and for OTK transport

= NIST AES Wrap Key is used to
—protect OTK confidentiality from ITR to MR
—protect OTK confidentiality from MS to ETR (in the non-proxy case)
—authenticate ITR to MR, and MS to ETR

= |Psec may be used to protect OTK confidentiality and
integrity over the ALT infrastructure



Key Derivation

= OTK-MS is derived from OTK applying a KDF to
prevents MS impersonation

—including overclaiming attacks mounted at the ETR

= Default KDF is the HMAC-based Key Derivation
Function (HKDF)

—RFC 5869 (Krawczyk, Eronen)



Threat Model

1. The ALT Mapping System is secure and well
functioning, and delivers Map-Requests to their
intended destinations as identified by the EID

— EID prefix authorization is delegated to mapping Server
Configuration

— Mapping Server asserts EID prefix authorization
— Mapping Server is trusted to do proper RLOC mapping
(proxy case)

2. ALT GRE tunnels prevent Man-in-the-Middle (MiM)
attacks and provide integrity and confidentiality of the
information carried over ALT (i.e. the nonce)

— Tunnels are in the core of the internet and, optionally, can be
secured by GRE over IPsec



Threat Model (ll)

3. MiM attacks can be mounted outside, and only
outside, of the ALT infrastructure

4. ETR can mount prefix overclaiming attacks

— maliciously or unintentionally (e.g. because the ETR is
hacked/compromised)



LISP-SEC CONTROL
MESSAGES



Control Messages Details

= ECM header is extended to include LISP-SEC
metadata used to protect Map-Request

—LISP-SEC metadata is in an optional Authentication Data field
—Map-Requests are ECM encapsulated over ALT (no need to re-
originate Map-Requests)

= Map-Reply is extended to include LISP-SEC metadata
iIn an optional Authentication Data field



ECM Message LISP-SEC Extensions

0 1 2 3
012345678901234567890123456789°01

Fotototot ottt ottt —t—t—t—t—t—F—F—F -ttt —F—F—F—F—+—+—+

/| IPv4 or IPv6 Header |
OH | (uses RLOC addresses) |
\ |
Ly ATty SO S SO SO S S O S o O e SIe SO S S

/| Source Port = xxxX | Dest Port = 4342 |
UDP +-+—t—teteotototototototetetettttototototototot ot ettt ottt =+
\ | UDP Length | UDP Checksum |
Ly T SO M S S S S S o e s e e

LH |Type=8 |S| Reserved |
tetetototototototot ot ottt et ettt ottt —t—t—t—t—F—F—F—F—t =+

| AD Type | Authentication Data Content . . . |
Fotototot—t ot ottt ottt —t—t—t—t—t—t—t—F =ttt -ttt —F—F—F—+—+—+

/| IPv4 or IPv6 Header |
IH | (uses RLOC or EID addresses) |
\ |
Fotototot ottt bttt —t—t—t—t—t—F—F—F -ttt —F—F—F—F—F—+—+

/| Source Port = XXXX | Dest Port = yyyy |
UDP +—4—t—tetetototototototototototototototototototb ot ot mdb et bbbt =+
\ UDP Length | UDP Checksum |
ey S S S S S o S e ey SO S

LCM | LISP Control Message |
Fotototototot ot ottt ettt ettt —t—t—t—t—t—t—t—t—t—t—t— b b — b=+



ECM Authentication Data

0

012345678901234567890123456789°¢01

1

2

3

S S S S S S S S

AD Type

|V| Reserved |

Requested HMAC ID

Fotetetotetototot ottt ottt ettt ottt ottt ottt bt b=t =+

OTK Length |

0]

TK Encryption ID

+—tet—t—t—t—t—F ettt —t—t—F bttt =ttt b=ttt =t —F—F ===+ -+
One-Time-Key Preamble ...
+—t—t—t—t—t—t—F—t—t—t—t -t =ttt =ttt =t —F—F =ttt —+=-+=—F—+—-+-+-+-+ OTK-AD
... One-Time-Key Preamble
e s e s o e L e T T e ety Sl S S ol S s S e o h
One-Time Key (128 bits)
s s T I s n T T e e A
EID AD Length |
+—t—t—t—t—F—F—F—F—t—t—t—F—F—F—F—t—t—F—F—F—F—F -ttt —F—F—F—F—+—+—+

-~

Reserved |

KDF ID

EID HMAC ID

|
|
~/
|
|

L I I I S s S S S S S S S SO S S

Reserved

| EID mask-len |

EID-AFI

e SO O S ey e

EID prefix ..

tott—tottotot—tot—tott—tottot bttt ottt bttt -ttt —F+—+
EID HMAC (160 bits)
totet—tettott—tot—tot—t—t—t—tot—t—t—t—t—t—t -ttt —t—t—t—t—t—t—+/

EID-AD
|
|
|
|



Map-Reply LISP-SEC Extensions

1 2 3

+—————0HKROQODW——+

[
\%

I
\%

/

\

0123456789 012345678901234567389°01

totttottot—t—tot—tot bt ottt bttt ottt bttt bt —F+—+

| Type=2 |P|E|S]

Reserved

| Record Count

tottotottotot—tottot—t ottt t bttt ottt bttt -ttt —F+—+

Nonce . . .

totetotottottotottot—t—tottot—t ottt ottt bttt -ttt —F+—+

. « « Nonce

Fot—tt—t—tot—t—t—t—t ottt ettt ottt -ttt —t -ttt -ttt —+—+

Record TTL

Fot—t—t—t—t ottt —t—t—t—t—F—t—t—t—t—F—t—t—t—F -ttt —t—F—F—F—F—+—+

Locator Count | EID mask-len | ACT |A|

Reserved

Fot—t—t—t—t—t—t—F—t—F—t—t—F—t—F—t—F—F—t—F—t—F—F—F—F—t—F—F—F—F—+—+

Rsvd | Map-Version Number | EID-AFI

totototottotot bttt ottt ottt ottt bt bttt bt —F+—+

|
+
|
+
|
+
|
+
|
+—
|

+

EID-prefix
Priority | Weight | M Priority |
Unused Flags |L|p|R] Loc-AFI

Locator

Mapping Protocol Data

+—t—t—t—t—t—F—F—t—t—t—t—t—F—F—t—t—t—t—F—F -ttt -t —t—F—F—F—t—+—+
M Weight
+—t—t—t—t—t—F—F—t—t—t—t—t—F—F—t—t—t—t—F—F—F—t—t—F—t—F—F—F—t—+—+

totet—tot—tot—t—tottot—t ottt ot—t ottt ottt bttt -ttt -+

tot—t—t—t—t—t—t—t—t—t—t—t ettt ottt ottt —t -ttt -ttt —t—+—+

Fot—t—t—t—t—t—t—t—t—t ottt -ttt —t—t—t—F—t—F—F—t—F—F—F—F—F—+—+

AD Type Authentication Data Content

totototott—t—tot—t—t ottt bttt ottt —t—t—F—t—t—t—F—F—t—+—+



Map-Reply Authentication Data

0 1 2 3
0123456789012 345678901234561789¢01
ettt ettt -ttt =ttt -ttt —F—F =t —F =t —F—F—F =+ -+ -+
| AD Type | Reserved |
s d JNE L R s e h St [ SR S R R e kY
| EID AD Length | KDF ID ||
I it Bt S e e e e e T e e e e e S S e el s ST
| Reserved | EID HMAC ID ||
s e e s e e S e e e e it A S L R e S e
| Reserved | EID mask-len | EID-AFI | EID-AD
T it B e e S S L e e e il e ST (Rl S P
~ EID prefix ... ~ |
I et B e e e e it e o e e e e T S e e e e
~ EID HMAC (160 bits) ~ |
e S ST TR S S S s A ST S R i S S
LOC AD Length | LOC HMAC ID I\

e s B e e e S e e e S L e e e e o et R S P
~ LOC HMAC (160 bits) ~ LOC-AD
T s ot s Th T N S S e A (L NS I i S 4
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