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Example Use Case

Garage door opener
- Two buttons:
- one to unlock and open door
- another to close and lock the door
- One led for feedback
- Uses two-way radio communications
- Obviously needs some kind of security
- Battery powered




Example protocol

Protocol can be very simple:
- Send packet to server to start open/close door
- Get packet back to acknowledge the command

- Get status messages every second while door is
moving

- Get final message when operation is done




Protocol effects

Device only wakes up when button is pressed

It always initiates the communication, it does not
need to listen radio when it is sleeping, and it
cannot reply to any messages while sleeping

Device stays awake for some time after the
outton is pressed and if receives status packet
plinks led and waits for more status packets.

After certain timeout device goes back to sleep




What this means for IKEv2

Device only needs work as IKEv2 Initiator
No need to work as IKEv2 Responder
Only creates one IKEv2 SA and one IPsec SA

No need to support SA management operations
like creating new IPsec SAs, rekeying, deleting
SAs, eftc.

No need to do NAT-T, Configuration payloads, EAP
authentication, Cookies, Multiple child SAs etc

The server end would most likely be some kind of
Home area network server (PC or similar).

Pre-shared keys or RAW RSA keys authentication
No X.509 certificates




Authentication

Pre-shared keys
- Shared key printed on paper or in electronic form
- Typed in to the home area gateway

Raw RSA keys

- Fingerprint of device is distributed as Pre-shared
keys

- Device imprints to first home area gateway it
connects to

- Some form of reset can be implemented to allow
reimprinting




Implementation

| created a prototype implementation of the
minimal IKEv2 protocol usable for such scenarios
and it took me less than a day to write the code
and less than 1000 lines of perl source code.

| Implemented sending ICMP Ping packet as didn't
want to start writing server end to answer my
requests...

Implementing minimal IKEv2 is very simple
compared to full implementation.

There are some optimizations which can be done
when only supporting minimal set of features.




Examples of Optimizations

Message ID and Window code

In IKEV2 there is requirement to keep track of the
Message IDs received and transmitted to protect
replays

Minimal implementation

Sends only IKE_SA_INIT and IKE_AUTH

No need to keep track of transmitted Message IDs

Does not do anything useful based on received
messages (only sends empty acknowledgement
or error)

No need to keep track of received Message IDs




#1/usr/local/bin/perl
# -*- perl -*-

# mini-ike.pl -- Minimal IKIv2 initiator
# Copyright (c) 2010 Tero Kivinen
# ALL Rights Reserved.

mini-ike.p
[u/kivinen/RCS/ikeparser.pl,v §
uthor: kivinen

Author
(C) Tero Kivinen 2010 <kivinen@iki.fi>

Creation :23:53 Nov 9 2010 kivinen
Last Modification : 15:40 Nov 23 2010 kivinen
Last check in

Revision number

state $State: Exp §

Version 1.785

Edit time + 190 min

Description : Mininal IKEv2 initiator

$Log: ikeparser.pl,v §
$EndLogs
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# initialization

require 5.6.0;

# Configure

my(sikev2, $ipsec);

$sikev2{srchost} = "0.0.0.0";
"1

islkevl{dstnost) 130.4.59";
# $sikev2(dst] 27.0.0.1%;
55)kev2(sr(pnrt) 5500;

# ssikev2{dsthost} = "172.30.4.74";
# $sikev2{dstport} = 5501

# $sikev2(dsthost) = *172.30.4.69";
# ssikev2{id} = 'ke77.fi';
$sikev2{srchost} = "172.30.4.74";
# $sikev2(dsthost} = "172.30.4.189";
ssikev2{dstport}

# ssikev2{ciphe

ssikev2{cipher} =

ssikev2{id} = "tkaik:

# Negotiate IKE

sipsec = ikeva(sikev2);
print_hash(sipsec);

# Send ICWP echo request
my(Spacket, $pad, $i, $iv, Scipher, $addr);

# ICHP echo reques

Spncket < pack(“cemna®*, 8, 0, 0, Ox1234, 1, "test" . (*1234567890" x

substr(spacket, 2, 2) = pack

*, checksum(spacket, 0, 20));

# Tunnel mode heade:
$packet = pack("CCnnnCCnalala‘“, 0x45, 0, 20 + Llength(spacket),

), inet_aton( ».

substr(spacket, "0, Eil L pack(*n", checksun(substr(spacket, 0, 20)));

i ((1ength(ipacket7 +2) % 1
6 - (l\ength(spa(ket) L) s
$i < spad; Si++) {

$packet .= chr(spad - 1) . chr(4);

hex1_print(“Packet before encryption®, $packet);
if (ssxkevz(unner} ne 'null') {
$c Crypt

r = new nndze\(ss)psec(upner key out},
10DE_CBC) ;

Siv = generate_randon($ikev2, 16);
>set v($iv);
scipher-sencrypt (spacket);

} else
}
gpacket = pack(adllavar”, ssipsectspiout), 0, Siv, Spacket

spa substr(hmac_shal (spacket, ssipsectauth fey o) 0, 1205
hoxt pr)n(l "Sanding oop packerr,  spacket

$addr = sockaddr_in(0, inet aton(ssikev2{dsthost}));
Socket (RAW, PF INET, SOCK RAW, 56) || die "socket:
send(RAW, $packet, 0, $addr) || die “Send: §
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# Receive respon:

ny(rin, Srout, Snfound);

veclsrin, fileno(Ran), 1) = 1;

gnfaund = select(sraut = srin, undef, unde, 16);
if ($nfou 0) {

W($5pi., Sseq, siv, smac, Scipher);

my(sproto, spad, stype, Scode, schecksu, $id, sdata);

saddr = recv(RAW, Spacket, 1289,
dle "Racy failed! Sioif (idefind(saddr));
hexl_print("Received esp packet”, Spacket);

# Remove IP heade
Spacket = Substr(spacket, 20);

# Check mac

snac = substr (hnac_shal (substr(spacket, 0, -12),
ssipsec{auth key_in 12);

die "MAC check failed® 17 (onac né SIbELF(Spacket, 13));

(g5p1, Sseq. siv, spacket) = unpack("Walsars, spacket);
die "Invalid SPI* if ($spi ne $Sipsec{spi_in});

spacket
scipher

substrispaciet, 8. -
e Crype: R ffdseL (glbseccipher, key in},
Rijndael : :MODE_CBC);

Scipher->set_iv($iv);
S$packet = scipher->decrypt(spacket) ;

hex_print(“Decrypted esp packet”, $packet);

goroto = ordtaubstr(spacket, -1, 1));
$pad = ord(substr (spacket 1
SPacket '~ Subst (Spacker. 0, (spad + 20);
die "No IP in IP" if (Sproto != 4);

# Renove TP header
ord(substr(spacket, 9, 1));

acket = s
die "Not ICHP™ if (Sproto '= 1);
die "Tnvalid icmmp checksun" if (checksun(spacket) != 0);

(stype, scode, schecksum, $id, $seq, sdata) = unpack(*CChnna*",
spacket);
die “Not ICHP echo reply” if (stype != 0);
hexl_print(*Received ICHP echo packet, type =
scode, " .

} else {
die "Receive timeout";

Stype, code =

“chk = $checksum, id = $id, seq = $seq”, $data);

exit(0);

#
# %sipsec_parans = ikev2(%Sikev2)

sub ikev2 {
my(sikev2) =
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ssikev2{ike_sa_init i}

ssikev2{ike_sa_init r}
sikev2(ike_sa_init_i})

rse_ike_sa_init($ikev2, $sikev2{ike_sa_init_r});

generate_ike sa_init(sikev2);
do_exchange(Sikev2,

calculate_keys(sikev2);

ssikevatike auth i) = generate. ike auth(sikev2);
ssikev2{ike_auth r} = do_exchange($ikev2, Ssikev2{ike_auth_i})
parse_ike auth(sikev2, SnkevZ{lke auth r});

return ipsec_params (sikev2) ;

#
# Generate generic header
# spacket = generate_hdr(sikev2, $next_payload, Sexchange_type,
# ags, smessage_id, $rest_of packet

sub generate hr (
y(sikev2, Snext payload, $exchange type, $flags,
smessage_id, $rest_of packet)

return pack(agaBCcCclar
sikev2{spi i}, ssikev2{spir},
Srent poytoad, 0xa0 Soxchangt type, sflags,
$message id,

}

28 + length(Srest of packet), Srest of packet);

#
# Generate generic header
# spacket = generate gen hdr(sikev2, $next payload, spayload data);

sub generate gen_ hdr {
y(sikev2, snext_payload, $payload data) =

return pack("Cxna*", snext_payload, 4 + length(spayload_data),
spayload_data);

#
# Generate sa payload (without generic header)
# $payload = generate_ike_sa_payload(sikev2);

sub generate ike_sa_payload {
my(Sikev2)

Ty (strancorne)

# ENCR: AES-CBC 128 b:
$transforms gcnsra(s gen | hﬂr(sxke 3,
ck [xnnn

12, 6x8000 | 14, 128));

# PRE: PRE_HIAC SHAL

gtransforns = generate gen hdr (sikev2, 3, pack("Cn”, 2, 2));
8 Juth: Ay HHAC_SHAL O
Stransfor enerate qen hdr(sikev2, 3, pack("Ca, 3, 2));

¥ DiFtie Helinan: 1024-51
gtransforns = generate gen | hdr(sxkevl 0 packiront, 4, 2));
# 1st proposal, protocol 1, 4 transform
return generate_gen_| o (s1ke
pack("CcCCa
1,1, 0,4, stransforns));

b
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# Generate ke payload (without generic header)
# $payload = generate_ke_payload(sikev2);

sub generate ke_payload {
my(Sikev2) = @
my(sdh soun) s

= Crypt: :DH-> => Math: :BigInt-
e (O EEFFFEFCO0FDAR22168C234C4CGE20B300C CD129024E088467CC74020BEA
63 45E4

585

Setastrecarinc 4117C
65lECEGSBB]FFFFFFFFFFFFFFFF") .
Math

igInt->new("2")) ;
gon generate keys:
h->pub_key () ->as_hex;
i //9;
Eikevain = seh:
£F (engthispun)

56) {
% (s s length(spub)) . $pub;

}
return pack("nxxH*", 2, $pub);

# Generate nonce payload (without generic_header)
# $payload = generate_nonce_payload ($ikev) ;

sub generate_nonce
my(sikev2) =

ayload {

. 1} = generate_ 16);
return sikev2{nonce_i};

# Generate id payload (without generic header)
# $payload = generate_id_payload(sikev2);

sub generate id_payload {
my(sikev2) =

e pack("Cooar, 3, sikev2(id));

# Generate auth payload (without generic header)
# spayload = generate_auth_payload(sikev2);

sub generate_auth payload {
my(sikev2)
my(sauth_data, $signed) ;

ssloned = ssikeva(ike sainit 1) - seikeva(p ike sa) (40) {nonce .
hnac_shal(generate_1d_payload(sikeva), ssikev2{sk p
printf(STOERR "Signed data.\rss~, bin 1o hex! (Ssioned));
sauth_data = hmac_shal(ssigned, hmac_shal("Key Pad for IKEv2",
$sikev2{sharedsecret}));
printf(STOERR *Auth data:\ms, bin_to_ nex\(xaum data));
return pack(*Cxxxa*", 2, sauth data);

# Generate Child sa payload (without generic header)
# $payload = generate_ipsec_sa_payload (sikev2);

sub generate_ipsec sa_payload {
my(sikev2) = @
my(stransforms) ;

if ($sikev2{cipher} eq 'null') {
ENCR: n:

$transforns
} else
# ENCR: AES-CBC 128 bit
$transforns = generate_gen_hdr(Sikev2,
pack("Cxnnn",
1, 12, 0x8000 | 14, 128));

= generate gen hdr(Sikev2, 3, pack("Cxn", 1, 11));

3
# Auth: AUTH_HMAC_SHA1 96
generate_gen_hdr(sikev2, 3, pack("Cxn", 3, 2));

strensfons = generate gen | hdr(ukevZ 0, pack("Cxn", 5, 0));
# 1st proposal, protocol E e $PI, 3 transforms
return generaxe,gsn,mr(sm

1STETS, oxtasasers, stranstorns)):

# Generate tsi payload (without generic header)
# $payload = generate_tsi_payload($ikev2);

sub generate_tsi. payload 1{
my(Sikev2) =
return pa(k("(xxx((nnnNM" 1, 7, 0, 16, 0, 65535, 0, Oxffffffff);

# Generate tsr payload (without generic header)
# spayload = generate_tsi_payload($ikev2);

sub generate tsr_payload {
my (si e
L rn pat "o, 1, 7, 0, 16, 0, 65535, 0, BxFEFFFFED);

# Generate notify payload (without generic header)
# $payload = generate_notify_payload(sikev2);

sub generate notify payload {
my(sikevd) =

Tetarn patk(*Ccn", 0, 0, 16384

Running code 1/2

speojAed

# Generate encrypted payload (withaut generic header)
# $payload = generate_encr_payload($ikev2) ;

# The ICV is added here, but it is replaced with correct value in
calculate_icv

sub generate encr payluad ¢
my(sikev2, sdata) = @
my(siv, spad scipher) ;

$iv = generate_randon($ikev2, 16);

if uengtn(mata) %16 1= 15) {
s <Lengms¢aza) %16));
snz = x $pat
} else {
spad

Sdata .= chr(spad);

Scipher = new Crypt: :Rijndael ($sikev2{sk_ei},
Crypt: Rijndaet: SHODE CBO);

scipher->set iv($iv);

sdata = gcipher-encrypt (sdatals

return $iv . sdata . ("\0" x 12);

# Calculate ICV
# spacket = calculate icv(sikev2, $packet);

calculate_ic
my($ikev2, Wacke()

spacket = substr(spacket, 0, -12);
Spacket .= substr(hmac_shal(spacket, ssikev2{sk ai}), 0, 12);
return $packe

# Generate IKE SA_INIT packet
# $request_packet = generate ike sa_init(sikev2);

s

b generate ike sa_init {
my (sikev2) = @ ;
my($packet);

ssikev2(spi i}
ssikev2{spi_r} =

enerate_random($ikev2, 8);
\O" x 8;

spacket = generate_gen_hdr(sikev2, 34

enerate 1ke sa_payload($ikev2)) ;
spacket .= generate_gen hdr($ikev,

generate ey payload (sikev2) ) ;
spacket .= generate_gen_hdr($ikev2, 0,

agnerate_nonce poyload(sikei2)):
return generate_hdr(sikev2, 33, 34, 8, 0, $pacl

# Parse SA payload
# parse_sa(sikev2, spayload hash, $payload str);

sub parse_sa {
my(hkevz s$hash, $payload)
my(Slen, $next);

e

(snext, Slen, $shash{prop_num},
sshashiproto id), $shashispi size), Sshashinum_trans)) =
e Sembict $pay

die *Proposal len 1f’ (3(en <8 + $shashispi size});

die "Proposal nun* if (s$hash{prop num} 1= 1);

Gic “Proposal next® if (snext 1= 6);

sshash{spi) = substr (spayload, 8, $shash{spi size})
if ($shash{spi_size} != 0);

$payload = substr(3payload, 8 + $shash{spi_size});

while (length(spayload) > 4) {
y(stransform, sattr, §type);
(snext, slen, Stype,
scransfora{ial) - inpack(-Cancan”, Spayload);
die "Transform len” if ($len > length($payload));
die "Transform type dup” if (defined(sshash{stype}));
sttr = substr(spayload, 8, Slen - 8);
if (length(sattr) =
(stransforn{a type), stransforn{a value}) =
("nn", sattr);
stransform{a_type} = Stransform{a_type} & OXTFff;
} elsif (lengthisater)
“Invalid transforn attributes”;

ﬁwsmd

Sshash(stype} = \Stransform;

spayload = substr(spayload, $len);

return if (length(spayload) == 0 & $next = 0);
die "Transform next” if (Snext != 3);

die "Invalid transform struct";

# Parse KE payload
# parse_ke(Sikev2, $payload hash, $payload str);

sub parse_k
my(sikev2, shash, $payload) =
Winasnidh arous, Sshashin valie) =
unpack{(*nxxa**, $payload] ;

# Parse id payload
# parse_id($ikev2, $payload hash, $payload str);

sub parse id {
my(sikev2, shash, $payload) = @ ;
(sshashitype}, s$hash{data}) = unpack("Cxxxa*", Spayload);
Printf(STOERR “data for mac:\n%s", bin to_hexl(spayload));

ssikev2{naced id_for r} = hmac shal(spayload, $sikev2{sk pr});

# Parse auth paylo:
# parse._ ettty spayload_hash, $payload str);

sub parse_auth {
my(sikev2, Shash, $payload) = @ ;
(gshashitype). “sshash{data)) = Unpack(*Corare, spayload)
die *Auth type not preshared keys" if (sshash{type} !=

peojAed
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# Check auth paylo
# $ok = check thSikev2):

sub check auth {
my(sike
Ty ($signed, sauin data);

printf(STOERR Inonce i:\ks"  bin_to hexl(ssikev2{nonce 1))
print(STOERR "maced_id_for_r:\n%ss

= init r
pnnmsmm "Signed data:\nis®, bin to. hext (ssigned)) ;
saut mac_shal(ssigned, fnac shall“Key Pad for IKEV2",

ed

£0_hexL(stikev2(naced_1_for.r})); °

§J
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# Parse IKE_SA_INIT packet
# parse_ike_sa_init($ikev2, $response_packet);

sub parse ike sa_init {

ode 2/2

# Calculate IKE SA Keys
# calculate keys(Sikev2);

sub calculate Keys {

# Do IKEV2 request / response exchange
# $response_packet = do_exchange(Sikev2, Srequest packet);

sub do_exchange {
my(sikev2, Srequest) =
m(Sproto. Sport. spadde; shispaddr)
Ty (Scount, Seimeout, Srin, Srout, $buf, snfound);

my($ikev2) =

$ikevz(sheredsecret}));
my(sg_ir, iskeyseed skeymat, $pub);

printf(STOERR "Auth data:\n%s”, bin to nexltsaum dat:
Gle "Auth data does not match 1t (Sauth data ne SSikev{p.ike auth}(39}
{data});

my(sikev2, spacket) =
my(sp);
spmm etprotobynane(‘udp’);
ockaddr_ 1n(snkev?(srcpnr(} inet_aton(s
hkevZ(sr(hns(N
paddr = sockaddr_in($$ikev2{dstport}, inet_aton(s
sikevaldetnoct)));

$p = parse_packet ($ikev2, $packet);

die "Wrong spi® if ($sp{hdr_spi i} != $sikev2{spi_i});

die 1Tvalid major version” 17 (inc (ssp(hdr version) / 16 1= 2);
dle "Invalid exchange® if (ssp(hdr exchange type} 1=

die "Imvalid flags! 1t (sspihdr._flags) 1= o320

die TTnvalid nessage 1d° 11 (ssp(ndr nessage 1d}
e “Missing san iF (1defined(ssp{357))

die "Missing ke" if (1defined(ssp{34}));

$pub = "Ox" . unpack("H*", ssikev2{p ike sa}{34}{dh value});
$g_ir = $Sikev2{dh}->compute secret(Math: :BigInt->new($pub) ) -
>as_hex
“sg.ir = s/°0x//g;
$g_ir = pack("H*", $g_ir);

printf(STOERR "g ir:\n%s’,
printf (STOERR "nonce_i:\n's

bul
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# Parse nonce payload socket(SOCKET, PF_INET, SOCK DGRAM, $proto) \| die "socket: §
bind (SOCKET, $paddr) die "bind: §!*

# parse_nonce(sikev2, $payload hash, spayload str);

9sJed

into_hexl($g_1r));
o_hexL($sikev2{nonce_i}));

sub parse_nonce die “Mi: DrintF(STOERR “nonce. i\ hm T hext(ssikev2 (p. ike sa {40} $count = 10
my(sikev2, shash, $payload) = @ {nonce})); stineout
sshash{nonce} = $payload; die "Imvalid proto id- if (ssp(33}{proto_id) $rin = *
die "Invalid sa payload” if (s§p{33}{spi_size} ! sskeyseed = hmac_shal(fg ir. ssikev2inonce 1) vec($rin, fileno(SOCKET), 1) =
die *Invalid proposal 1" if (s$p{33}{1 I Sikev2(p_ike_sa} (40} (nonce));

while (Scount-- > 0)
hexU_print (*Sending packet", $request);

if (1defined(send(SOCKET, $request, 0, Shispaddr))) {

die “send:

$$p{33H{1

# Parse notify payload $$p{33}{1}{id ; printf(STOERR “skeyseed:\n%s", bin_to_hexl(sskeyseed));
# parse_notify(sikev2, spayload_hash, $payload str); die *Invalid proposal 2* it (detined(s p(33)(2}(a typen) 11

$p{33}{2;

printf (STOERR

i i:\ns", bin to_hexl($sikev2{spi i}));
PrANET(STOERR "3pi 1

abueyodx3y og

sub parse notify { die "Tnvalid proposal 3* 1 (deFined (s {33){3)(3 “typen) 11 n%s", bin_to_hexl($sikev2{spi_r}); ¥
sikev2, shash, spayloa $5p{33}{3 -2,
(sshash{proto_id}, ssnasn(spl Sike). sshashitype)) = die "Invalid proposal 4" if (defined(s p(az)m(a typed) || Skeymat = prf plus(20 + 20 * 2 + 16 * 2 + 20 * 2, $skeyseed fnfound = select(srout = srin, undef, undef, Stineaut);
unpack("CCn", ' $payload) ; spm)( d} Ssikev2(nonce_i} . $sikev2(p.ike_sa}{40}{nonce} if (snfound !
sshashispt) = substr(spayload, 4, sshashi{spt size}) die “Invalid ke if (5p(34)(0h group . shispaddr rebu socKer, sbut, 1280, 0):
if ($shash{spi_size} ! ssikev2{spi_r} hir_spir ssikev2{spi_i} . $sikev2{spi_r}); if (Idefined(shispaddr)} {
sshash{data) = substr(spayl oad 4+ sshash{spi_size}) $Sikeva(p ike sa) = e "Recv: $!1*;
if (length(spayload) > 4 + s$hash{spi size}); printf(STOERR "keynat:\n%ss", bin_to_hexl(skeynat)); 3
} hexUprint(*Received packet*, $buf);
ssikev2{sk d} = substr(skeynat, 0, 20); last;
# Generate IKE AUTH packet $sikev2{sk ai} = substr($keymat, 20, 20);
# Parse ts payload # Srequest_packet = generate_ike auth(sikev2); ssikev2{sk ar} = substr(skeynat, 40, 20) Stimeout *= 2;
Ssikeva(skcei) = substr(skeynat, 60, 10); stimeout = 10 if ($timeout > 10);

# parse_ts(sikev2, spayload_hash, $payload str);
ssikev2{sk e

)=
$sikev2(sk pi}
ssikev2{sk pr}

1

die "Timeout" if ($count <= 0);
:\aseLSDCKET)

return sbu

uone|nd|e)d Aa>|

sub generate_ike auth {
sub parse ts { my(sikev2) = @ ;
nytsiken2, shash, payload) = Ty ($packet, sencr packet, $rinal packet);
my(srest, '$i, slen)

P
s

Ubstr (skeymat, 112, 20);

$packet = generate gen_ hdr(Sikev2, printf(STDERR "sk_d:\n%s", bin to_hexl(s$ikev2{sk d})); }
(sshashinuny, srest) = unpack(1Cooa ", $payload); nerate 14 payload (sikev2)); printf(STOERR sk ai:\nws*, bin to hexl(ssikev2{sk ai}));
for($i = 0 5 < $$hash{num}; $i++) { $packet .= generate gen hdr($ikev. printf(STDERR “sk ar n%s", bin_to_hexl($Sike k_ar}));
my (st generate_auth_payload(sikev2)); printf(STDERR "sk_ei:\n%s", bin to_hexl($Sike Kk ei})); # Get random string with given length
lsts((ype) $ts{protocol}, slsn, sts{start_port}, $ts{end port}, Srest) = $packet .= generate gen hdr($ikev2, 44, I printf(STDERR "sk er \n%s", bin_to_| hex\( $ikev2{sk_er})); # $str = generate_random($ikev2, $length)
unpack("CCnnna*", $rest generate_ipsec_sa_payload(Sikev2)); printf(STDERR "sk_pi:\n%s", bin to_h ik K pi}));
die "Invalid len" if (lengthlsrest) < $len - 8); $packet .= generate_gen_hdr($ikev2, printf(STDERR “sk_pr:\n%s", hm’to’hexl( $ikev2{sk _pr})); sub generate_random {
78

as,
rate_tsi_payload(sikev2)); my(sikev2, slength) =

gene,
1p start), 5(5()p end}, srest) = unpack(*adada*", srest); Spacket .= generate gen hdr (Sikev2,
) et (ststtym enerate_tsr_payload(sikev2));
Stoiip Siart), Ste(ip end), srest) = unpack(*al6alsa®", Srest); $packet .= generate_gen_hdr($ikev2, 0,
} else { generate notify payload(sikev2));
die "Invalid traffic selector type, or len’; sencr_packet = generate_gen_hdr($ikev2, 3
generate_encr_payload (sikev2,

it ttettyoe)

return makerandon_octet (Length => $length, Strength => 0);

# Calculate IPsec SA keys and parameters
ipsec_parans(sikev2) ;

# TP checksum

sub ipsec params {
# $sun = checksun($packet) ;

my(sikev2) = @ ;
my(skeymat, %hash) ;

}

sshash{si} = \ts; spacket)
sfinal_packet = generate hdr(sikev2, 46, 35, 8, 1, Sencr_packet);

return calculate_icv($ikev2, $final_packet); sub checksum {

my(spacket) =

die "Junk after traffic selectors” if (srest ne ");  ($sikev2{cipher} ) {
if ($sikev2{cipher} eq ‘null’

HL1NY 3|
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$num = int(sle
foreach Sshort (unpack( nsnun”, $packet)) {

return b e;
eymat = prf_plus(20 * 2, $$ikev2{sk d}, my($len, $num, Sl, schk, $short);
ssikeva{nonce i} . ssikev2{p_ike_sa}{40}
# Parse IKE AUTH packet {nonce}) schk = 0
# Parse packet # parse_ike sa init($ikev2, $response packet); _key out} = ''; $len = \engm(tnacket).
hash{auth key out} = substr(skeynat, 0, 20);

# $packet_hash

arse_packet ($ikev2, $packet);

sub parse ike auth {

sub parse packet my(sikev2, spacket) = @ ; hash{auth_key_in} = substr(Skeynat, 20, 20);
my(sikev2, spacket) = @ ; my($p); hash{spi_out} = ssikev2{p_ike auth}{33}{spi};
Ty (3parsed_packet, $type. $rest, snext, Slen, $crit); hash{spi_in} = 0x12345678; Schk += (ord(substr(spacket, -1, 1)) << 8) if (Slen % 2);
$p = parse_packet ($ikev2, spa(ket), ) etse { Schk = ($chk >> 16) + (Schk & OxFFff);
(sparsed packet{hdr spi i}, $parsed packet(hdr spi_r} die "Wrong spi’ if ($sp(hdr_spi i} != $sikev2{spi i}); skeymat = prf_plus(20 * 2 + 16 * 2, $sikev2{sk schk = ($chk >> 16) + (Schk & OxFff);
Stype, Sparsed packet{hdr version), sparsed_packet{ndr_exchange_type}, dle “Invatia major version' it (m(ssp(mr version} / 16) ssikev2{nonce i} . $sikev2{p_ )kE sah{40} return (~schk) & Oxffff;

die "Invalid exchange” if (ssp{hdr_exchange type} != 35); {nonce})
die *Invalid flags* if (SSD(hdr flags) != 0x20)
die Invalid message 1d" it
die *Missing auth* if Lo ineatssn(

die Missing 1d: 1¢ ueefmeuusn(zsm I

sparsed_| packst{hﬂr flags}, $parsed uaCkel(hdrimessage)d)
slen, srest)
unpa(k(“aﬁaECCCCNNa“'. $packet);

key out} = substr(skeynat, 0, 16);
hash{auth_key oit} = substr(skeynat, 16, 20);

ey_in} = substr(skeynat, 36, 16);
hash{auth key in) < substr{skeynat, 52, 20)
hash{spi_ ikev2(p_ike auth}(33}{spi};
hash{spi_ S = oxizsasers

# hexUprint

die “Message length* if ($len > length(spacket));

die "Missing sa* if (Idefined($sp(33}));
(le "Miseing tei" if (ldefined (Sop{d4}));
die “Missing tsr if (Idefined(s$p{d5}));
die "Wrong nun trans” if ($3p{33}{num trans}
die "Invalid proto id" if (s$p(33}{proto id}
die *Invalid sa uay\aad" if ($$p{33}{spi_size}
if (ssikev2{cipher} eq 'null

(e "Tnvalid Droposal 1 null” if (s$p(33HIMid) = 11);

bngap/Aiin

sub hexl_print {
my(stxt, svalue) = @ ;
to_hex\(svalue), "\n");

if ($type == 46) {
my(siv, $mac, $cipher, spad);

print (stxt, "\n", bi

s/(a>| D9S(|

}
printf(STDERR "cipher out:\n%s",

9sJed

$nac = substr(mac_shal(substr(spacket, 0, -12),
$sikev2{sk ar}), @
(stype, scrit, slen, $iv, sresn = unvack(“ccnalea“'. $rest);

ut}));
, bin_to_hexl(shash{auth_key out}));
5"

printf (STOERR
bin o hex\(xhash(cwher ey A
printf(STOERR *auth in:\nss", bin to hexl(shash(auth key in}));
DrintF(STOERR “3pi. 1 ii
printf (STOERR
return \whash;

# bin_to_hexl

sub bin_to_hexl

Y
my(Sdata, $indent) =

die "Payload length® if (slen - 4 - 16 > length($rest)); e
die "MAC check failed” if (Smac ne substr(srest, -12)); ife nvatia proposat 1 if (e e 1= 14 1)
$p{33}{1}{a_valu 5 ||
ot Rt

Shizout:ums*, bi €6 hext (shash(spl out})); my(Slen, 'si, $j, beetedo);
$indent = '' if (Idefined($indent));
slen = length(sdata);

$rest = substr(srest, 0, -12);

$cipher = new t::Rijndael($sikev2{sk er}, Crypt::Rijndael:
scipher->set iv(8iv);
$cipher->decrypt (srest);

3

die “Invalid proposal 3" if ldehnedlsw{n){ﬂ(a _type}) 11
$3p{33}{3H1d} !

die "Invalid proposal 5" if mehnemssp(n)(s)(a type)) 1"
$$p{33}{5H{id} !=

HL1NY 3|

# Print hash

ssikevz(p ike auth) = sub print_hash {
e rensscation Torad if (Icheck_auth(sikev2)); my(shash, $indent) =
¥ nY(sL, 8, svalve, sprint);

sres pad + 1))
die Mencrypted paytoad is critical” if (scrit & 0x80);
nN;

1a>|39d aSJEd

while (Stype != 0) {
my(%payload, sdata);
(Snext, scrit, slen) = unpack("CCn", srest);
die "Payload tength” if (Slen > Iengtn(srestn,
sdata = substr(srest, 4, slen

sindent = " if (!defined($indent));
foreach $i (sort { return $a cmp i
svalue = sshash{si};
if (ref($value) eq ‘HASH
PEARF e Shent ghndent, $i);
print_hash(svalue, sindent . "
} elsif (ref(svalue) eq 'ARRAY') {
printf(“%s%-20s\n", $indent, $i);
for(sj = 0; $j <= S#svalue; $j++) {
print_hash(ssvalue[sj], $indent .

# Calculate PRF+ } (keys %{shash})) {

# sdata = prf_plus(sret_len, skey, sdata);

sub prf_plus {
my($ret_len, skey, sdata) = @
my(sbuf, scnt, sprev);

33) { parse sa(sikev2, \payload, sdata);
{ parse_ke(sikev2, \wpayload, $data);

if (stype
} elsif (stype
}elsif (stype

sj+4) (

sy
if (51»5]<sl {
$c = substr(sdata, $i + $j, 1);
1{

+44d

} elsif (stype == 40) { parse_nonce($ikev2, \kpayload, sdata); ¥ . 1f tge = /ilprint:117)
# } elsif (stype == 41) { parse_notify(sikev2, \%payload, $data); while (length(sbuf) < sret_len) { )elslf (svalve == /[:print:]*s/) { sret .=
} elsif (stype == 44) { parse_ts(sikev2, \vpayload, $data); shal(Sprev . Sdata . chr(scnte+), Skey); intf("s%-205: %s\n", sindent, si, svalue); ) else {
} elsif (stype == 45) { parse_ts(sikev2, \%payload, $data); sbuf } etbir (bvates +6 eq Svatue) ¢ sret .= .
} elsif (Scrit & OxB0) { 3 printf("4s%-20s: 4d\n", $indent, $i, svalue); ¥
die "Unknown critical payload: Stype'; return sbuf; } else { } else {
printf("%s%-20s\n%s", $indent, $i, bin to_hexl(svalue, sret =" "
sindent));
if (wpayload) { ¥ )
T (!defined(sparsed packet{$type})) { i gret .= "\n
sparsed_packet{stype} = \payload; ¥

1se { return sret;
die “Duplicate payload type $type";

$next;
substr(srest, $len);

bngap/A3nn

print_hash(\%parsed_packet) ;
return \%parsed_packet;




Conclusions

IKEV2 is very small protocol when only minimal
features are implemented

Certificate support would multiply the code size

Pre-shared keys or RAW RSA keys are feasible
options for authentication in this kind if use
scenarios

My draft describes more of those optimizations
possible:

draft-kivinen-ipsecme-ikev2-minimal-00.txt
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