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Objectives of the document
● Comprehensive Threat Model and Security 

Considerations
● Serve as foundation of OAuth core spec's 

security considerations section
● Facilitate a broad discussion on OAuth security 

in the WG (pre-requisite for consensus)
● Help others to assess OAuth Security (e.g. 

OMA or WAC)
● Serve as foundation for protocol/ 

implementation-specific security analysis
● Guide implementors wrt security



  

Overview on the I-D
● Gives comprehensive threats model for OAuth 

(threats & associated impact)
● Scope: core, bearer, mac (partially)
● Assumption: Static binding between client and service 

provider
● Describes respective countermeasures
● Considers design options and different client 

types
● Cross-references between associated threats 

and countermeasures



  

Example Threat Description



  

Example Countermeasure Description



  

Plan/Ideas
● Core spec's security considerations section

● Draft (-01) exists: http://datatracker.ietf.org/doc/draft-lodderstedt-
oauth-securityconsiderations/

● Focuses on the guidlines implementors of the protocol must 
consider (WHAT and not WHY)

● References security document

● Security Document
● Bring it forward as WG item and RFC, complementary document 

to the core spec's security considerations section
● Incorporate WG feedback (into -02)
● Could be an umbrella document which discusses security wrt the 

OAuth protocol family (core, bearer, mac, discovery?, ...)
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