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Abst ract

Thi s docunment describes requirenments for a future BGP security

prot ocol design to provide cryptographic assurance that the origin AS
had the right to announce the prefix and to provi de assurance of the
AS Path of the announcenent.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submitted in full conformance with the

provi sions of BCP 78 and BCP 79. This docunent may not be nodified,
and derivative works of it may not be created, and it may not be
publ i shed except as an Internet-Draft.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on Septenmber 8, 2011

Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

RPKI - based Origin Validation ([I-D.ietf-sidr-pfx-validate]) provides
a nmeasure of resilience to accidental mis-origination of prefixes.
But it provides neither cryptographi c assurance (announcenents are
not signed), nor assurance of the AS Path of the announcenent.

Thi s docunment describes requirenents to be placed on a BGP security
protocol, herein terned BGPsec, intended to rectify these gaps.

The threat nodel assuned here is docunented in [ RFC4593] and
[1-D. kent - bgpsec-threats].

2. Recommended Readi ng

Thi s docunment assumes know edge of the RPKI see [I-D.ietf-sidr-arch]
and the RPKI Repository Structure, see [I-D.ietf-sidr-repos-struct].

Thi s docunment assumes ongoi ng i ncrenmental deploynment of ROAs, see
[I-D.ietf-sidr-roa-format], the RPKI to Router Protocol, see
[I-Dietf-sidr-rpki-rtr], and RPKI-based Prefix Validation, see
[I-D.ietf-sidr-pfx-validate].

And, of course, a know edge of BGP [RFC4271] is required

3. General Requirenents
The following are general requirenents for a BGPsec protocol

3.1 A BGPsec design nust allow the receiver of a BGP announcenent
to determne, to a strong |level of certainty, that the received
PATH attribute accurately represents the sequence of eBGP
exchanges that propagated the prefix fromthe origin ASto the
receiver.

3.2 A BGPsec desi gn MUST be amenable to increnmental depl oynment.
Any inconpatible protocol capabilities MIST be negoti at ed.

3.3 A BGPsec design MUST provide anal ysis of the operationa
consi derations for deploynent and particularly of increnental
depl oynent, e.g, contiguous islands, non-contiguous islands,
uni ver sal depl oynent, etc.
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As cryptographi c payl oads and menory requirenents on routers
are likely to increase, a BGPsec design MAY require use of new

hardware. |.e. conpatibility with current hardware abilities
is not a requirenent that this docunent inposes on a solution
As BGPsec will likely not be rolled out for some years, this

shoul d not be a major problem

A BGPsec design need not prevent attacks on data plane traffic.
It need not provide assurance that the data plane even foll ows
the control plane.

A BGPsec design MUST resist attacks by an eneny who has access
to the link layer, per Section 3.1.1.2 of [RFC4593]. In
particul ar, such a design nust provide nechanisns for

aut hentication of all data, including protecting agai nst
nmessage insertion, deletion, nodification, or replay.

Mechani sns that suffice include TCP sessions authenticated with
| Psec [ RFC4301] or TLS [ RFC5246].

A BGPsec design MAY nmeke use of a security infrastructure
(e.g., a PKlI) to distribute authenticated data used as input to
routing decisions. Such data include information about
hol di ngs of address space and ASNs, and assertions about

bi ndi ng of address space to ASNs.

I f message signing increases nessage size, the 4096 byte limt
on BGP PDU size MAY be renoved

It is entirely OPTIONAL to secure AS SETs and prefix
aggregation. The long range solution to this is the
deprecation of AS-SETs, see [|-D. wkumari-deprecate-as-sets].

If a BGPsec design uses signed prefixes, given the difficulty
of splitting a signed nessage while preserving the signature,
it need NOT handle multiple prefixes in a single UPDATE PDU

A BGPsec desi gn MUST enabl e each BGPsec speaker to configure
use of the security nechani smon a per-peer basis.

A BGPsec design MUST provi de backward conpatibility in the
message formatting, transm ssion, and processing of routing
information carried through a mixed security environment.
Message formatting in a fully secured environnment MAY be
handl ed i n a non-backward conpati bl e manner.
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3.13

3.14

3.15

While the trust level of an NLRI should be deternined by the
BGPsec protocol, local routing preference and policy MJIST then
be applied to best path and ot her decisions. Such nechanisns
MUST conformwith [I-D.ietf-sidr-Iltangnt].

If a BGPsec design makes use of a security infrastructure, that
i nfrastructure SHOULD enabl e each network operator to sel ect
the entities it will trust when authenticating data in the
security infrastructure. See, for exanple,
[I-Dietf-sidr-ltangnt].

A BGPsec design MUST NOT require operators to reveal nore than
is currently revealed in the operational inter-domain routing
environnment, other than the inclusion of necessary security
credentials to allow others to ascertain for thenselves the
necessary degree of assurance regarding the validity of NLR
recei ved via BGPsec. This includes peering, customer, and
provider relationships, an ISPs internal infrastructure, etc.
It is understood that sone data are revealed to the savvy
seeker by BGP, traceroute, etc. today.

A BGPsec design SHOULD flag security exceptions which are
significant enough to be logged. The specific data to be
| ogged are an inplenentation matter.

Any routing information database MAY be re-authenticated
periodically or in an event-driven manner, especially in
response to events such as, for exanple, PKI updates.

Shoul d a BGPsec design use hashes or signatures, it should
provi de mechanisnms for algorithmagility.

A BGPsec design SHOULD NOT presune to know the intent of the
originator of a NLRI, nor that of any AS on the AS Path.

A BGP |istener SHOULD NOT trust non-BGPsec narkings, such as
communi ties, across trust boundari es.

4. BGP UPDATE Security Requirenents

The followi ng requirenents MJUST be nmet in the processing of BGP
UPDATE nessages:

4.1

A BGPsec desi gn MJST enabl e each recipient of an UPDATE to
formally validate that the origin ASin the nessage is
authorized to originate a route to the prefix(es) in the
nmessage
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4.2 A BGPsec design MIST enabl e the recipient of an UPDATE to
formally deternmine that the NLRI has traversed the AS path
indicated in the UPDATE. Note that this is nore stringent than
showi ng that the path is nerely not inpossible.

4.3 Replay of BGP UPDATE nessages need not be conpletely prevented,
but a BGPsec design MJUST provide a mechanismto control the
wi ndow of exposure to replay attacks.

4.4 A BGPsec design SHOULD provide sonme | evel of assurance that the

origin of a prefix is still "alive', i.e. that a nonkey in the
m ddl e has not withheld a W THDRAW nessage or the effects
t her eof .

4.5 NLRI of the UPDATE nessage SHOULD be able to be authenticated in
real -tinme as the nessage i s processed.

4.6 Normal sanity checks of received announcenents MJST be done,
e.g. verification that the first elenment of the AS_PATH |i st
corresponds to the locally configured AS of the peer from which
t he UPDATE was recei ved.

4.7 The output of a router applying BGPsec to a received signed
UPDATE MJST be either Valid or Unverified. There should be no
shades of grey.

5. | ANA Consi derati ons

Thi s docunment asks not hing of the | ANA

6. Security Considerations
The data plane nmay not follow the control plane.

Security for subscriber traffic is outside the scope of this
docunent, and of BGP security in general. |ETF standards for payl oad
data security should be enployed. While adoption of BGP security
measures may amneliorate sone classes of attacks on traffic, these
measures are not a substitute for use of subscriber-based security.
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