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Abstract

| ETF i s designing a new service called ALTO (Application Layer
traffic Optimzation) that includes a "Network Map Service", an
"Endpoi nt Cost Service" and an "Endpoint (EP) Ranking Service" and
thus incentives for application clients to connect to | SP preferred
Endpoi nts. These services provide a view of the Network Provider
(NP) topology to overlay clients.

The present draft proposes a |light way to extend the infornmation
provi ded by the current ALTO protocol. The purpose is to broaden the
possibilities of the Application dients in two ways: firstly by
providing a better mapping of the Sel ected Endpoints to needs of the
growi ng diversity of Content Networking Applications and to the
networ k conditions, secondly by producing a nore robust choice of
mul ti pl e Endpoints, hel ping thus out for efficient Milti-Path
transfer.

There are 2 parts in this draft: the first part initiates protoco
extensions to support requests on nultiple Cost Types in one single
transaction. These first extensions also integrate the di scussions
within the ALTO Wrking Goup and focus on the Endpoi nt Cost Service.
The second part proposes two use cases notivating further definitions
of additional CostTypes and Cost Attributes related to tinmeframe and
validity period.

Requi renents Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 12, 2012
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

| ETF i s designing a new service called ALTO that provi des guidance to
P2P applications, which have to select one or several hosts froma
set of candidates that are able to provide a desired resource. This
gui dance shall be based on paraneters that affect perfornance and
efficiency of the data transm ssion between the hosts, e.g., the
topol ogi cal distance. The ultimate goal is to inprove Quality of
Experience (QoE) in the application while reducing resource
consunption in the underlying network infrastructure. The ALTO
protocol conveys the Internet View fromthe perspective of a Provider
Net work regi on that spans froma region to one or nore Autononous
System (AS). Together with this Network Map, it provides the

Provi der determ ned Cost Map between | ocations of the Network Map
Last, it provides the Ranking of Endpoints w.r.t. their routing cost.

The term Network Provider in this document includes both |ISPs, who
provi de nmeans to transport the data and Content Delivery Network
(CDN) operators who care for the di ssem nation, persistent storage
and possibly identification of the best/cl osest content copy.

The | ast ALTO protocol draft see [IDalto-protocol], gives the
possibility to query nmultiple Endpoint properties at once (see
S.7.7.4.1). However section 7.7.3.2 on Cost Map states about both
paraneters Cost Type and Cost Mdde that: "This paraneter MJST NOT be
specified multiple times". The ALTO requirements draft, see
[ID-ALTO Requi rement s7] al so states in REQ ARv05-14: "The ALTO
client protocol MJST support the usage of several different rating
criteria types". In the current protocol draft, there is no
specified way to get values for several Cost Types altogether
Currently, the costs are provided in a scalar form one by one. So
that an ALTO dient wanting information for several Cost Types nust
pl ace a request and receive a response as many tines as desired Cost
Types. However, vector costs provide a robust and natural input to
mul ti-path connections and getting all costs in one single query/
response transacti on saves tinme and ALTO traffic, thus ressources,

t hus energy.

The ALTO Probl em Statement, see [ RFC5693] and the ALTO requirenents
draft, see [RFC5693] stress that: "information that can change very
rapi dly, such as transport-layer congestion, is out of scope for an
ALTO service. Such information is better suited to be transferred
through an in-band technique at the transport |ayer instead", as
"ALTO i s not an admi ssion control system "and does not necessarily
know about the instant |oad of endpoints and |links. However, |onger
termstatistics or enpirical ratings on performance oriented
informati on may still be useful for a reliable choice of candidate
endpoints. In addition, given the QE requirenents of nowadays and
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future Internet applications, nore and nore NPs conmpute and store
such information to optimze their traffic. Last, specific ALTO
servers can be specified for nobile core networks, which have a
smal l er scale and can afford and take advantage of using snaller
time-scal e network information.

Addi ng QoE-enabling nmetrics to the Network Provider established
routing cost could neet the interests of both the end users and the
Providers. Besides, keeping the shortest or cheapest possible path,
in addition, saves resources, time and energy.

2. Scope

This draft generalizes the case of a P2P client to include the case
of a CDN client, a GRID application client and any dient having the
choice in several connection points for data or resource exchange.
To do so, it uses the term"Application dient" (AC).

This draft focuses on the use case where the ALTO client is enbedded
in the Application Cient. For P2P applications, the use case where
the ALTO Client is enbedded in the P2P tracker is also applicable.

It is assuned that Applications likely to use the ALTO service have a
choice in connection endpoints as it is the case for nost of them
The ALTO service is managed by the Network Provider and reflects its
preferences for the choice of endpoints. The NP defines in
particul ar the network nap, the routing cost anong Network Locations,
and which ALTO services are available at a given ALTO server

The sol ution proposed in this draft is applicable to fixed networks.
It is also meant for smaller networks such as nobile networks.

3. Term nol ogy

Endpoi nt (EP): can be a Peer, a CDN storage location, a Party in a
resource sharing swarm such as a conputation Gid or an online multi-
party gane.

Endpoi nt Di scovery (EP Discovery) : this termcovers the different
types of processes used to discover different types of endpoints.

Net wor k Service Provider: includes both | SPs, who provide nmeans to
transport the data and Content Delivery Network (CDN) who care for
the di ssem nation, persistent storage and possibly identification of
the best/cl osest content copy.
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Application ient (AC: this termgeneralizes the case of a P2P
client to include the case of a CDN client and of any Cient having
the choice in several connection points for data or resource
exchange.

4. Proposed ALTO protocol updates for nulti-cost transactions
This section is to be conpleted and proposes first updates of the
ALTO protocol to support Miulti Cost ALTO Services or provide
additional ALTO information. It integrates discussions on he ALTO
mailing list and its goal is to initiate further discussions and
prot ocol update proposals.
If an ALTO client desires several Cost Types, instead of placing as
many requests as costs, it may request and receive all the desired
cost types in one single transaction. The correspondence between the
components and the cost types MJST be indicated in the ALTO request.
The ALTO server then, provided it supports the desired cost, and
provided it supports multi-cost ALTO transactions, sends one single
response where for each {source, destination} pair. The cost val ues
are arranged in a vector, whose conponent each corresponds to a
speci fied Cost Type. The correspondence between the conponents and
the cost types MJST be indicated either in the ALTO response or
avail abl e via the resource directory.
The ALTO services inpacted by the Milti-Cost extensions are:
o Information Resources Directory,
o Cost Map Service,
o0 Cost Map Filtering Service,
0o Endpoint Cost Lookup Service.
This draft focuses on the case of the Endpoint Cost Lookup Service
4.1. Milti-Cost Map Service
To be conpl eted

4.1.1. Media Type
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4.1.2. HITP Met hod
This resource is requested using the HITP POST net hod
4.1.3. Input Paraneters
4.1.4. Capabilities
4.1.5. Response
4.1.6. Exanple
4.2. Endpoint Multi-Cost Service
4.2.1. Media Type
4.2.2. HITP Met hod
This resource is requested using the HITP POST net hod
4.2.3. Input Paranmeters
I nput paraneters are supplied in the entity body of the POST request.
Thi s docunment specifies input paraneters with a data format indicated
by nmedi a type "application/alto-endpointcostparans+j son", which is a
JSON Obj ect of type ReqgEndpoi nt Cost Map:
obj ect {
TypedEndpoi nt Addr srcs<0..*>; [ OPTI ONAL]
TypedEndpoi nt Addr dst s<1..*>;
} EndpointFilter;
obj ect {
Cost Mbde cost - node;
Cost Type cost-type<l..*>;
JSONString constraints; [ OPTI ONAL]
Endpoi ntFil ter endpoints;
} RegEndpoi nt Cost Map;

wi th nenbers:
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cost-node The Cost Mbde ( Section 5.1.2) to use for returned costs.
For Multi-Cost requests this Cost Mbde SHOULD be nurneri cal .

cost-type The Cost Type ( Section 5.1.1) to use for returned costs.
All the listed the Cost Types MJST be indicated in this resource’s
capabilities ( Section 7.7.5.1.4).

constraints Defined equivalently to the "constraints" input paraneter
of a Filtered Cost Map (see Section 7.7.3.2).

endpoints A list of Source Endpoints and Destinati on Endpoints for

whi ch Path Costs are to be returned. |If the list of Source Endpoints
is enpty (or not included), the ALTO Server MJST interpret it as if
it contained the Endpoi nt Address corresponding Alim, et al

Expi res Decenber 29, 2011 [Page 50] Internet-Draft ALTO Protocol June
2011 to the client I P address fromthe incom ng connection (see
Section 10.3 for discussion and considerations regardi ng this node).
The list of destination Endpoints MJUST NOT be enpty. The ALTO Server
MUST interpret entries appearing multiple tines in alist as if they
appeared only once.

4.2.4. Capabilities

4.2.5. Response

4.2.6. Exanple

4.3. ALTO Status Codes for Miulti-Cost ALTO

If the Multi-cost Service is not supported for either the Cost Map or
t he Endpoint Service, then the ALTO server sends an ALTO status code
7 corresponding to HITP status code 501 indicating "lnvalid cost
structure”. The ALTO client may then needs to place as nany requests
as needed Cost Types, and the ALTO server sends as nany cost nmaps or
EP cost as needed.

To the attribute Cost Mbde in S.5.1 should be associated a rule
stipulating that when nultiple cost types are requested, then the
requested Cost Mbde SHOULD be nurneri cal

5. Use cases for further Cost Types and Endpoi nt Properties

The current ALTO protocol [ID-alto-protocol] specification requests
the creation of two registries maintained by | ANA. The ALTO Cost
Type registry ensures that the Cost Types that are represented by an
ALTO Cost Map are unique identifiers, and it further contains
references to the senantics of the Cost Type. The current
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specification registers 'routingcost’ as a generic neasure for
routing traffic froma source to a destination. 1In a simlar way the
ALTO Endpoi nt Property Registry ensures uni quenes of ALTO Endpoi nt
Property identifiers and provides references to particular semantics
of the allocated Enpoint Properties. Currently the "pid identifier
is registered, which serves as an identifier that allows aggregation
of network endpoints into network regions. Both registries accept
new entries after Expert Review [[ID-alto-protocol]]. New entries
are requested to be conformto the respective syntactica
requirenents, and nust include information about the new identifier
the intended semantics as well as security considerations.

The current protocol specification concentrates on the basic use case
of optimzing routing costs in NSPs networks. Upcom ng use cases
however will require both, new Cost Types and new Endpoi nt

Properties. The goal of this section is to describe further forward
| ooki ng use case scenarios that are likely to benefit fromALTO, and,
in future iterations, to convey new Cost Types and Endpoi nt
Properties that are likely to be beneficial for ALTO clients in these
scenari 0s.

5.1. Delay Sensitive Overlay Applications

The ALTO working group has been created to all ow P2P applications and
NSPs a mutual cooperation, in particular because P2P bulk file-
transfer applications have created a huge amount of intra-domain
traffic. By aligning overlay topol ogies according to the
"routingcost’ of the underlying network both |ayers are expected to
benefit in terms of reduced costs and i nproved Quality-of-Experience.

However other types of overlay applications m ght benefit froma
different set of path netrics. |In particular for real-tinme sensitive
applications, such as gam ng, interactive video conferencing or

medi cal services, creating an overlay topology with respect to a
mnimzed delay is preferable. However it is very hard for a NSP to
gi ve accurate guidance for this kind of realtine information, instead
probi ng through end-to-end neasurenments on the application |ayer has
proven to be the superior nmechanism Still, a NSP might give sone
gui dance to the overlay application, for exanple by providing
statisically preferable paths with respect to the tine of a day.

Also static information |ike hopcount can be seen as an indicator for
the delay that can be expected. |In the following iterations this
draft will thus anal yse which netrics can realisticaly be provided
through ALTO to give delay sensitive applications guidance for peer
sel ecti on.
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5.

6

6

2. CDN Surrogate Sel ection

A second use case is notivated through draft
[draft-jenkins-alto-cdn-use-cases-01]. The request router in today's
CDNs nmakes a deci sion about to which surrogate or cache node a
content request should be forwarded to. Typically this decision is
based on locality aspects, i.e. the surrogate node which is cl osest
to the client is preferred by the request router. An ALTO server
hereby is one prom sing option to allow NSPs to give guidance to the
CDN about which cache node woul d be preferable according to the view
of the network by the ’routingcost’ Cost Type. Providing this kind
of information is in particular inportant as one trend is to place
cache nodes deeper into the network, which results in the need for
finer grained information

Whi |l e distance today is the predonmi nant netric used for routing
deci sions, other netrics night allow sophisticated request routing
strategies. For exanple the load a cache node sees in ternms of CPU
utilization, menory usage or bandwi dth utilization mght influence
routing decisions for |oad-bal ancing reasons. There exist numerous
ways of gathering and feeding this kind of information into the
request routing nechanism As ALTOis likely to becone a
standardi zed interface to provide network topology information, for
sinplicity other information that is used by a request router could
be provided by the ALTO server as well. In the next iterations of
this draft we will analyse which of these netrics is suitable to be
provi ded as Cost Type or Endpoint Property for the use case of CDN
Surrogate Sel ection and propose to register themin the respective
registries.

Proposed additional Properties and Costs
To be further specified
1. Scoping ALTO i nformation

One way for the NSP to provide guidance on hi ghly dynani c network
state informati on such as delay and load is to provide themin the
formof statistics or as a nunerical coarse grain indicator. It is
important to have the possibility to reflect that the provided val ues
are applicable for a given time period, for exanple business hours,
and are subject to changes over tine.

The following attributes can be associated to the applicable ALTO
i nfornation:
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7

7

7

0 an age attribute indicating when the information was generat ed.

o for statistical costs a time period attribute indicating over
whi ch duration the statistics were coll ected.

0o avalidity attribute indicating when the provided val ues shoul d be
refreshed. By defaut, this parameter can be set to infinity.

| ANA Consi der ati ons

Information for the ALTO Endpoint property registry nmaintained by the
| ANA and related to the new Endpoi nts supported by the acting ALTO
server. These definitions will be fornul ated according to the syntax
defined in Section on "ALTO Endpoi nt Property Registry" of

[ID-al to-protocol]

Information for the ALTO Cost Type Registry naintained by the | ANA
and related to the new Cost Types supported by the acting ALTO
server. These definitions will be fornul ated according to the syntax
defined in Section on "ALTO Cost Type Registry" of

[ID-al to-protocol]

1. Information for | ANA on proposed Cost Types

When a new ALTO Cost Type is defined, accepted by the ALTO wor ki ng
group and requests for |1 ANA registration MJST include the foll ow ng
information, detailed in Section 11.2: Identifier, |ntended
Senmantics, Security Considerations.

2. Information for | ANA on proposed Endpoint Propeeries

Li kewi se, an ALTO Endpoi nt Property Registry could serve the sane
pur poses as the ALTO Cost Type registry. Application to | ANA
registration for Endpoint Properties would follow a simlar process.
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