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Abst r act

For some time, Content Distribution Networks (CDNs) have been used in
the delivery of some Internet services (e.g. delivery of websites,

sof tware updates and video delivery) as they provide numerous
benefits including reduced delivery cost for cacheable content,

i mproved quality of experience for end users and increased robustness
of delivery.

In order to derive the optimal benefit froma CDNit is preferable to
deliver content fromthe servers (caches) that are "closest" to the
End User requesting the content, where "closest” may be as sinple as
"geographi cal or network di stance" conbined with CDN server | oad
within a location, but nmay al so consi der other nore conpl ex

conbi nations of nmetrics and CDN or Network Service Provider (NSP)
poli ci es.

There are a nunber of different ways in which a CDN may obtain the
necessary network topol ogy and/or cost information to allowit to
serve End Users fromthe nost optinal servers/locations, such as
static configuration, passively listening to routing protocols
directly, active probing of underlying network(s), or obtaining

topol ogy and cost by querying an information service such as the ALTO
map & cost services.

Thi s docunent describes the use cases for a CODN to be able to obtain
net wor k topol ogy and cost information froman ALTO server(s).

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 19, 2011
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

For some time, Content Distribution Networks (CDNs) have been used in
the delivery of sonme Internet services (e.g. delivery of websites,
software updates and video delivery) as they provide numerous
benefits including reduced delivery cost for cacheabl e content,

i mproved quality of experience for end users and increased robustness
of delivery.

A CDN typically consists of a network of servers often attached to
Net wor k Service Provider (NSP) networks. The point of attachment is
often as close to content consunmers and peering points as
economically or operationally feasible in order to decrease traffic
| oad on the NSP backbone and to provide better user experience
measured by reduced | atency and hi gher throughput.

As the volunme of video and nultimedia content delivered over the
Internet is rapidly increasing and expected to continue doing so in
the future, existing CDN providers are scaling up their
infrastructure and many NSPs are deploying their owm CDNs. The
result of such deployments is typically that nore CDN servers are
bei ng depl oyed within NSP networks and those CDN servers are being
depl oyed in locations that are "deeper" (i.e. geographically closer
to the NSP's End Users) than was previously the case.

In order to derive the optimal benefit froma CDNit is preferable to
deliver content fromthe servers (caches) that are "closest” to the
End User requesting the content, where "closest” may be as sinple as
"geographi cal or network di stance" conbined with CDN server | oad
within a | ocation, but nmay al so consider other nore conpl ex

conbi nations of netrics and CDN or NSP policies.

When CDN servers are depl oyed outside of an NSP's network or in a
smal | nunber of central locations within an NSP's network a
simplified view of the NSP's topol ogy or an approxi mati on of
proximty is typically sufficient to enable the CDN to serve End
Users fromthe optimal server/location. As CDN servers are depl oyed
deeper within NSP networks it becomes necessary for the CDN to have
nmore detailed know edge of the underlying network topol ogy and costs
bet ween network | ocations in order to enable the CDN to serve End
Users fromthe nost optimal servers for the NSP

There are a nunber of different ways in which a CDN may obtain the
necessary network topol ogy and/or cost information to allowit to
serve End Users fromthe nost optinmal servers/locations, such as
static configuration, passively listening to routing protocols
directly, active probing of underlying network(s), or obtaining

topol ogy and cost by querying an information service such as the ALTO
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map & cost services.

The rest of this docunent describes the use cases for a CON to be
abl e to obtain network topology and cost information froman ALTO
server(s).

1.1. Termnol ogy

The following terns are taken from
[1-D.jenkins-cdni-problemstatenent] and repeated here for
conpl et eness.

Content Distribution Network (CDN) / Content Delivery Network (CDN)
Network infrastructure in which the network el enents cooperate at

| ayers 4 through layer 7 for nore effective delivery of Content to
User Agents. Typically a CDN consists of a Request Routing system a
Distribution System (that includes a set of Surrogates), a Logging
System and a CDN control system

Content Service Provider (CSP): Provides a Content Service to End
Users (which the End Users access via a User Agent). A CSP nay own
the Content nmde avail able as part of the Content Service, or nmay
Iicense content rights from another party.

End User (EU): The 'real’ user of the system typically a hunman but
maybe some conbi nation of hardware and/or software emnul ati ng a human
(e.g. for automated quality nonitoring etc.)

Net wor k Service Provider (NSP): Provides network-based connectivity/
services to Users.

Surrogate: A device/function that interacts with other el enments of
the CDN for the control and distribution of Content within the CDN
and interacts with User Agents for the delivery of the Content.

User Agent (UA): Software (or a conbination of hardware and software)
t hr ough which the End User interacts with the Content Service. The
User Agent will communicate with the CSP's Service for the sel ection
of content and one or nore CDNs for the delivery of the Content.

Such communication is not restricted to HTTP and nay be via a variety
of protocols. Exanples of User Agents (non-exhaustive) are:

Browsers, Set Top Boxes (STB), Dedicated content applications (e.g.
medi a pl ayers), etc.

2. CDN overview

This section provides a high level and sinplified overview of the
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operation of a CDN to help put the ALTO & CDN use cases into context.

A typical CDN consists of a nunmber of functional components, however
in the context of ALTO three functional conponents are of interest:
The Request Routing function, the Surrogate (i.e. caching) function
and the Origin function.

The Request Routing function within a CDN is responsible for

recei ving content requests from User Agents, obtaining and

mai nt ai ni ng necessary informati on about a set of candidate
Surrogates, and for selecting and redirecting the User Agent to the
appropriate Surrogate.

The Surrogate function interacts with other elenents of the CDN for
the control and distribution of Content within the CDN and interacts
with User Agents for the delivery of the Content.

The figure bel ow shows a high level call flow showi ng the interaction
bet ween a User Agent, Request Router and Surrogate for the delivery
of content in a single CDN

User Agent Request Router Surrogate
| (1) Initial Request |

+- -+

| | (2) Surrogate Sel ection
| <-+

1. The User Agent nmakes an initial request to the CDN. Depending on
the type of content being delivered and the configuration of the
CDN this request may be an application (e.g. HITP, RTMP, etc.)

I evel request directly fromthe User Agent or may be a DNS
request via the User Agent’s assigned DNS proxy.

2. The Request Router selects an appropriate Surrogate (or set of
Surrogat es) based on the User Agent’s (or its proxy's) IP
address, the Request Router’'s know edge of the network topol ogy
and reachability cost between CDN caches and end users, and any
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3.

addi ti onal CDN policies.

3. The Request Router responds to the UA's initial request with an
appropriate response containing a redirection to the sel ected
cache, for exanple by returning an appropriate DNS A/ AAAA record,
a HTTP 302 redirect, etc.

4. The User Agent uses the information provided in the Redirection
Response to connect directly to the Surrogate and request the
desired content.

5. If CDN policy allows the User Agent to receive the requested
content, the Surrogate delivers the content to the User Agent
A. [Not Shown] If the Surrogate does not have a copy of the

requested content then it obtains it fromthe appropriate
Origin Server.

Note: A Surrogate may not comunicate with the Origin directly
and instead obtain the requested content from other surrogates
or caching layers in the CDN hierarchy. The details of how
content requests filter through the CDN hierarchy to the
Oigin are internal to a specific CDN and are out of scope of
thi s docunent.

CDN & ALTO Use Cases

The primary use case for ALTOin a CDN context is to inprove the

sel ection of a CDN Surrogate or Origin. The CDN makes use of an ALTO
server to choose a better CDN Surrogate or Origin than woul d
otherwi se be the case. In its sinplest forman ALTO server woul d
provide an NSP with the capability to offer a service to a CDN which
provi des network map and cost information that the CDN can use to
enhance its surrogate and/or Origin selection

Although it is possible to obtain raw network map and cost
information in other ways, for exanple passively listening to the
NSP's routing protocols, the use of an ALTO service to expose that

i nformati on may provide additional control to the NSP over how their
networ k map/ cost is exposed. Additionally it nay enable the NSP to
mai ntain a functional separation between their routing plane and
networ k map conputation functions. This may be attractive for a
nunber of reasons, for exanple:

0 The ALTO service could provide a filtered view of the network
and/ or cost nap that relates to CDN | ocations and their proximty
to end users, for exanple to allowthe NSP to control the |evel of
topol ogy detail they are willing to share with the CDN

0 The ALTO service could apply additional policies to the network
map and cost information to provide a CDN-specific view of the
net wor k map/ cost, for exanple to allow the NSP to encourage the
CDN to use network links that would not ordinarily be preferred by
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a Shortest Path First routing cal cul ation
o The routing plane nmay be operated and controlled by a different
operational entity (even within a single NSP) to the CDN and the
ALTO service could provide a | ayer of separation because:
* The CDN is not able to passively listen to routing protocols.
* The NSP is not willing to allowthe CDN to passively listen to
routing protocols, e.g. because the NSP is concerned the CDN
may inadvertently interfere with the routing plane or because
the routing plane and the CDN are operated by different
operational entities/groups (including different entities
within the same NSP).
The use cases in this docunent are not necessarily specific as to the
rel ati onship between the comercial /operational entity that "owns"
the ALTO service and the commerci al / operational entity that "owns"
the CDN service as it is assuned that such relationships will be
depl oynent specific. Al though the ownership of each service may
affect the level of topology detail that the ALTO service will be
permitted to expose, it is assuned that the general requirenents a
CDN pl aces on the ALTO service should not change provided that the
ALTO server is able to expose sufficient topology for the CDN to make
appropriate surrogate and/or Origin selection decisions.

In general, the ALTO service is expected to be operated by an entity
or entities that wish to optim ze or otherw se influence request
routing decisions. Some, non-exhaustive, exanples of such entities
are:

0 The entity that operates the CDN s underlying network (e.g. the
"CDN depl oyed within a Broadband networ k" described in
Section 3.3).

0 An NSP that wi shes to optim ze over-the-top content delivery from
a CDN that is deployed outside of its network (e.g. the "CDN
delivering Over-The-Top of a NSP' described in Section 3.4).

0 An NSP (that may or nmay not operate a CDN) or a CDN that wi shes to
advertise which End Users are reachable via its network/CDN (e.g.

t he exposing "End User reachability" use cases described in
Section 3.1 and Section 3.2).

The follow ng sections outline some specific, non-exhaustive, exanple
use cases, which are subsets of the primary use case outlined above
but applied to specific usage exanples to denonstrate how a CDN coul d
make use of ALTO services.

3.1. Exposing NSP End User Reachability to a CDN
In order for a Request Router to be able to nake surrogate sel ection

deci si ons, the Request Router needs to have information on which End
User | P subnets are reachabl e via which networks or network
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| ocations. The granularity of location information required depends
on the specific deploynent of the CDN relative to the End Users. For
exanpl e, an Over-The-Top CDN whose surrogates are depl oyed only
within the Internet "backbone" may only require know edge of which
End User | P subnets are reachable via which NSPs' networks, whereas a
CDN depl oyed within a particular NSP's network requires a finer
granularity of know edge, i.e. which End User |P subnets are
reachabl e via which regions within that NSP' s network.

Such reachability information is often available via dynanm c routing
protocols, however it is likely that in a nunber of depl oynent
scenari os that peering of the routing plane of the network with a CDN
woul d be deemed unacceptable (e.g. where the CDN is operated by an
entity other than the NSP(s) operating the underlying network).

Provi ded that sone conmon nmappi ng between ALTO Pl Ds and net wor k

| ocations (or entire networks) is known to both the NSP and t he CDN
the network map services offered by ALTO could be used to expose
whi ch End User | P subnets are reachable via a particular network or
network | ocations in order to export End User reachability to a
Request Router to enable the NSP to expose End User reachability
while also giving the NSP the ability to control the granularity of
any End User reachability to network | ocation nmapping while al so
avoi ding routing plane peering between the NSP and the CDN

3.2. Exposing CDN End User Reachability to CSPs

This use case is sinmlar to the use case described in Section 3.1
however in this case it is the CDN that wi shes to expose which End
User | P subnets the CDN is capable of delivering services to.

In sone deployments a particular CDN may not have reachability to (or
may not wish to offer services to) every End User | P subnet reachable
via the global Internet, for exanple because the CDN is only depl oyed
within certain networks or geographic regions and the CDN is either
unabl e (due to lack of reachability) or unwilling (due to cost or
policy) to serve all End Users reachable via the gl obal I|nternet.

The reachability offered by a particular CDN nmay not include all the
End User | P subnets that a particular CSP requires in order to serve
all of that CSP's customers and therefore if the CSP wi shes to make
use of the services offered by a CDN that can only serve a subset of
their custonmers the CSP nust have know edge of which End User |IP
subnets a particulart CONis able to serve, so that they can sel ect
an appropriate CDN to use to deliver their service to particul ar
subsets of their custoners

In such cases, the network map services offered by ALTO could be used
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to expose to a CSP which End User |P subnets are reachable via a
particular CDN. In the case where the CDN is operated by an NSP
using ALTO in this way could al so enable the NSP to separate the
exposure of End User subnets reachable via their CDN fromthose
reachabl e via their underlying network.

3.3. CDN depl oyed within a Broadband network

In this use case an NSP is providing Broadband services to its
custoners and has deployed a CON within its Broadband network to
all eviate the cost and/or inprove the User Experience of content
services for its Broadband custoners

The t opol ogy of Broadband access/backhaul networks is often much nore
constrained than netro/core networks. |f CDN surrogates are depl oyed
wi thin the access/backhaul network, for a given set of End Users, the
NSP is likely to want to utilise the surrogates deployed in the sane
access/ backhaul region as those End Users in preference to surrogates
depl oyed within the nmetro/core or within other access/backhau

regi ons.

It is conmmon for Broadband subscribers to obtain their |IP addresses
dynanically and in many depl oynents the | P subnets allocated to a
particul ar access/backhaul region can change relatively frequently.
For exanple new | P subnets are added as the subscriber base grows, IP
subnets are noved from one Broadband product in the NSP's portfolio
to another as custoners migrate in order to optinmse the NSPPs |IP
address utilisation, or they are sinply noved as part of |P address
managenent, etc.

Additionally, in certain cases, CDN surrogates deployed in a
particul ar network region may beconme overl oaded, |eading to the CDN
selecting alternative surrogates in a different region of the network
for content delivery. |If this occurs, an NSP may wi sh to influence
such a decision, for exanple because the NSP woul d prefer a surrogate
to be selected that is deployed in the the next best (cost-wise to
the NSP) | ocation.

In order to neet the NSP's objective of utilising their CDN to
constrain access/ backhaul costs and/or inprove User Experience it is
important that the CDN is able to select the nost appropriate
surrogate for a given set of End User |IP subnets. Although the
network topology is often reasonably static, in networks where the IP
subnets all ocated to a Broadband regi on are changing rel atively
frequently, static configuration of End User |IP Subnets to CDN
surrogates i s possible but sonme NSPs may consider the operationa
burden of having to update such static configuration too high and
woul d prefer the CDN to be able to dynamically obtain network map and
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cost infornmtion.

The NSP coul d make use of an ALTO service to expose a cost mappi ng/
ranki ng between End User | P subnets (within that NSP's network) and
CDN surrogate | P subnets/locations to neet its requirenents while
avoi ding static configuration or direct integration of the CDN into
its P routing plane and to avoid the CDN being required to inpl enent
networ k | ayer routing conputations.

3.4. CDN delivering Over-The-Top of a NSP's network

In this use case a CDN is deployed within one or nore NSPs' networks
but is delivering content "Over-The-Top" into another NSP s network
(which we will call NSP Z) where the CDN is not depl oyed.

The CDN is unlikely to have direct visibility of NSP Z's network
topol ogy and may have a choice of entry points into NSP Z's network
fromwhich it could serve content to NSP Z's End Users. For exanple
because NSP Z has direct peering links with the CDN in a nunber of

| ocations or NSP Z has transit and/or peering relationships with
several other NSPs where the CDN is deployed. NSP Z may wi sh to

i nfluence the locations fromwhich the CDN serves content based on
some factor(s) that it does not wish to expose directly or that night
change over tine. For exanple the available transit/peering capacity
in different | ocations, the cost of connectivity to different

| ocations, etc.

For exanple, a CSP is using NSP A's CDN and another NSP (NSP Z) has
peering with NSP A in Los Angel es and New York. NSP Z would like to
i nfl uence which peering location NSP A's CDN delivers content out of
for NSP Z's end users by using their know edge of the peering
capacity they have deployed in LA & NY and the capacity they have
bet ween those peering locations and groups of end users without
directly exposing their internal topology to NSP A

An NSP coul d make use of an ALTO service to expose a cost nappi ng/
ranki ng between End User | P subnets (within that NSP's network) and
entry points into that NSP's network in order to try to influence the
| ocations fromwhich the CDN serves content into that NSP' s network

3.5. CDN acquiring content frommnultiple upstream sources (Oigins)

Before a surrogate within a CONis able to deliver content to an End
User it nust first have a copy of the content that the End User is
requesting. Content may be obtained by surrogates in advance of it
bei ng requested (pre-positioned) by End Users or it nmay be obtained
by surrogates dynanically in response to End User requests for the
content (on-denand).
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The ultimate source of the content (i.e. where the 'master’ copy is
permanently stored) is typically referred to as the content’s Oigin
(or Origin Server), however CDNs often enploy an internal hierarchy
of caching layers so that surrogates do not necessarily obtain
content directly fromthe Oigin. Such a hierarchy provides a nunber
of benefits, for exanple reducing the nunber of requests for content
received by the Oigin (and therefore reducing the scaling
requirenents on the Origin), nmore efficient use of the underlying
network as fewer copies of the content is required to traverse the
sane network |inks, etc.

For a particular CSP's content service multiple, possibly

i ndependent |y addressable, Origins may be used for resiliency and the
Origin(s) may be deployed in a distributed nanner across multiple
geogr aphi c | ocati ons.

For the rest of this use case "upstream source" is used to nean
either the Oiginitself as well as other sources of the content, for
exanpl e anot her caching layer within the CDN that has (or will obtain
on demand) a copy of the content but is not the actual Origin.

Therefore, for a particular itemof content, a surrogate may have a
choi ce of upstream sources (both internal to the CDN and externa
Oigins) fromwhich it could obtain the content.

When presented with a choice of upstream sources, a surrogate may
utilise sone conbination of policy and heuristics to deci de which
upstream sources (and in which order) it should attenpt to use to
obtain the content. A CDN nay wish to utilise network topol ogy &
cost information as one of the inputs into such a content source
sel ection process, for exanple to weight upstream sources that are
topologically close to the surrogate that requires the content.

Additionally, where the CDN is deployed within one or nore NSP
networ ks, an NSP may want to try to influence the choice of upstream
sources, for exanple the NSP may prefer the CDN to use content
sources that are deployed within that NSP's network or within
networks with which it has direct peering agreements with over other
content sources.

An NSP (or a CSP) could provide an ALTO service which a CDN coul d use

to obtain network topol ogy and/or cost/ranking information to use as

an input into surrogates’ selection decisions for content sources.
3.6. Additional Use Cases

The follow ng additional use case may be relevant to ALTO and will be
described in nore detail in a future version of this docunent:
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4.

0 Inter-provider CDN / CDN Interconnect.

| ANA Consi der ati ons

Thi s docunent nakes no specific request of | ANA

June 2011
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RFC.
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