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Abst r act

The Secure Real -Time Transport Protocol (SRTP) provides

aut henti cation, but not encryption, of the headers of Real-Tine
Transport Protocol (RTP) packets. However, RTP header extensions may
carry sensitive information for which participants in nultinedia
sessions want confidentiality. This docunent provides a nmechani sm
ext endi ng the nechani sns of SRTP, to selectively encrypt RTP header
extensions in SRTP

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 3, 2011
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
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1.

I nt roducti on

The Secure Real -Tinme Transport Protocol [RFC3711] specification
provi des confidentiality, message authentication, and replay
protection for nultinedia payl oads sent using of the Real-Tine
Protocol (RTP) [RFC3550]. However, in order to preserve RTP header
conpression efficiency, SRTP provides only authentication and repl ay
protection for the headers of RTP packets, not confidentiality.

For the standard portions of an RTP header, this does not nornally
present a problem as the information carried in an RTP header does
not provide nmuch information beyond that which an attacker could
infer by observing the size and timing of RTP packets. Thus, there
is little need for confidentiality of the header information

However, this is not necessarily true for information carried in RTP
header extensions. A nunber of recent proposals for header

ext ensi ons using the General Mechani smfor RTP Header Extensions

[ RFC5285] carry information for which confidentiality could be
desired or essential. Notably, two recent drafts
([I-D.ietf-avtext-client-to-m xer-audi o-1evel] and
[I-D.ietf-avtext-mxer-to-client-audio-level]) carry infornmation
about per-packet sound | evels of the nedia data carried in the RTP
payl oad, and exposing this to an eavesdropper nay be unacceptable in
many circunst ances.

Thi s docunment, therefore, defines a mechani sm by which encryption can
be applied to RTP header extensions when they are transported using
SRTP. As an RTP sender nmay wi sh sonme extension infornmation to be
sent in the clear (for exanple, it nmay be useful for a network
nonitoring device to be aware of RTP transmission time offsets

[ RFC5450]), this nechanismcan be selectively applied to a subset of
the header extension elenents carried in an SRTP packet.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119] and
i ndi cate requirenent | evels for conpliant inplenentations.

Encryption Mechani sm
Encrypt ed header extension elenents are carried in the sane nmanner as

non- encrypt ed header extension elenents, as defined by [ RFC5285].
The (one- or two-byte) header of the extension elenents is not
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encrypted, nor is any of the header extension padding. |If multiple
di fferent header extension elenents are being encrypted, they have
separate el enent identifier values, just as they would if they were
not encrypted; simlarly, encrypted and non-encrypted header
extension el enents have separate identifier val ues.

To encrypt (or decrypt) an encrypted extension header, an SRTP
participant first generates a keystreamfor the SRTP extension
header. This keystreamis generated in the sane manner as the
encryption keystream for the correspondi ng SRTP payl oad, except the
the SRTP encryption and salting keys k e and k_s are replaced by the
keys k_he and k_hs, respectively. The keys k_he and k_hs are
computed in the same manner as k_e and k_s, except that the <l abel >
val ues used are 0x06 for k_he and and 0x07 for k_hs. (Note that
since RTP headers, including extension headers, are authenticated in
SRTP, no new aut hentication key is needed for extension headers.)

The SRTP participant then conputes an encryption nmask for the header
extension, identifying the portions of the header extension that are,
or are to be, encrypted. This encryption mask corresponds to the
entire payl oad of each header extension elenent that is encrypted.

It does not include any non-encrypted header extension el enents, any
extensi on el enent headers, or any padding octets. The encryption
mask has all-bits-1 octets (i.e., hexadecimal Oxff) for header
extension octets which are to be encrypted, and all-bits-0 octets for
header extension octets which are not to be.

For those octets indicated in the encryption nmask, the SRTP
participant bitw se exclusive-ors the header extension with the
keystreamto produce the ciphertext version of the header extension
Those octets not indicated in the encryption nask are |eft

unnodi fi ed. Thus, conceptually, the encryption mask is logically
ANDed with the keystreamto produce a masked keystream The sender
and receiver MJST use the same encryption mask. The set of extension
el ements to be encrypted is comuni cated between the sender and the
recei ver using the signaling nmechani sns described in Section 4.

The SRTP authentication tag is conputed across the encrypted header
extension, i.e., the data that is actually transmtted on the wre.
Thus, header extension encrypti on MIST be done before the
authentication tag is conputed, and authentication tag validation
MUST be done on the encrypted header extensions. For receivers,
header extension decryption SHOULD be done only after the receiver
has validated the packet’s nmessage aut hentication tag.
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1.

Exanpl e Encryption Mask

If a sender wished to send a header extension containing an encrypted

SMPTE timecode [ RFC5484] with ID 1, a plaintext transmission tine

of fset [ RFC5450] with ID 2, and an encrypted audio | evel indication

[I-Dietf-avtext-client-to-m xer-audio-level] with ID 3, the
pl ai nt ext RTP header extension mght look like this:

0 1 2 3
01234567890123456789012345678901

B T i it T s i S e i SR SR
| D=1 | Ien=15] SMIPE timecode (long form |
e e e i e e s e Rk o o R
| SMIPE ti mecode (conti nued) |
B o o ks s S S e i el T R e S S e o o o o o =
[ SMIPE ti mecode (continued) [
T T e e i i e e s . S I SR S
| SMTPE ti mecode (continued) |
T T e e e e e s S e Tk o T
| SMIPE (cont’d)| 1D=2 | len=2 | toffset |
B i S S T s i S T st i S S S S S S S S i
| toffset (ct’d)|] ID=3 | len=0 | audio |evel | padding =0 [
T T T i i i e s i i i S S N S SR S S
Figure 1
The correspondi ng encrypti on mask woul d then be:
0 1 2 3

01234567890123456789012345678901
T I T S i T i S S S i T i S S S S S S S
|/booo0OO0OO0OOO11122121112J211122121112/21111111
T T i T i o i T S T T s
[1112111112j1112111112]11112111121121111111
B o T S T S T e T i T S S S S S S S S
/1711211111212 1111111/j2111111111111111
T I T S e T i T S S S S e S e S e T s
l[t111211111/21111111]111111112/121111111
T T i T i o i T S T T s
[11121111120000000000000000/00000000]
B o T S T S T e T i T S S S S S S S S
|[0O0O000000000000O0O0O0O12121211200000000]
T I T S e T i T S S S S e S e S e T s

Figure 2

In the mask, the octets corresponding to the payl oads of the
encrypt ed header extension elenents are set to all-1 values, and
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4.

octets corresponding to non-encrypted el ements, el enent headers, and
header extension padding are set to all-0 val ues.

Signaling (Setup) Infornation

Encrypted header extension elenments are signaled in the SDP extmap
attribute, using the URI "urn:ietf:parans:rtp-hdrext:encrypt”,
followed by the URI of the header extension el ement being encrypted
as well as any extensionattributes that extension nornmally takes.
Thus, for exanple, to signal an SRTP session using encrypted SMPTE
ti mecodes [ RFC5484], while sinultaneously signaling plaintext
transm ssion tinme offsets [ RFC5450], an SDP docunent could contain
(l'ine breaks added for formatting):

nmraudi 0 49170 RTP/ SAVP 0
a=crypto:1 AES CM 128 HVAC SHA1 32 \
i nl i ne: NzB4d1BI NUAvLEW6Uz F3W5J +PSdFc GdUJ ShpX1Zj | 2720] 1: 32
a=extmap: 1 urn:ietf:paranms:rtp-hdrext:encrypt \
urn:ietf:paranms:rtp-hdrext:snpte-tc 25@00/ 24
a=extmap: 2 urn:ietf:paranms:rtp-hdrext:toffset

Fi gure 3

Thi s exanpl e uses SDP Security Descriptions [ RFC4568] for SRTP
keying, but this is nerely for illustration; any SRTP keying
mechani smto establish session keys will work.

Security Considerations

The security properties of header extension el ements protected by the
mechani smin this docunent are equivalent to those for SRTP payl oads

The mechani sm defined in this docunent does not provide
confidentiality about which header extension elenents are used for a
gi ven SRTP packet, only for the content of those header extension

el ements. This appears to be in the spirit of SRTP itself, which
does not encrypt RTP headers. |If this is a concern, an alternate
mechani sm woul d be needed to provide confidentiality.

For the two-byte-header form of header extension elenents (0x100x),
thi s mechani sm does not provide any protection to zero-|ength header
extension elenments (for which their presence or absence is the only
information they carry). It also does not provide any protection for
the two-byte-headers’ app bits (field 256, the | owest four bits of
the "defined by profile" field). Neither of these features are used
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7.

7.

7.

in for one-byte-header form of header extension el enents (0OxBEDE), so
these limtations do not apply in that case.

Thi s docunent does not specify the circunstances in which extension
header encryption should be used. Docunents defining specific header
extension el ements shoul d provide gui dance on when encryption is
appropriate for these el enents.

| ANA Consi der ati ons

Thi s docunent defines a new extension URI to the RTP Conpact Header
Ext ensi ons subregistry of the Real -Tinme Transport Protocol (RTP)
Paraneters registry, according to the foll ow ng data:

Extension URI: wurn:ietf:parans:rtp-hdrext:encrypt
Description: Encrypted extension header el enent
Contact: jonathan@:i dyo.com

Ref erence: RFC XXXX

(Note to the RFC-Editor: please replace "XXXX' with the nunber of
this docunent prior to publication as an RFC.)
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Test Vectors

Open i ssues

o It is not clear how best to create the keystream for extension
headers carried in SRTP packets protected with Authenticated
Encryption with Associated Data (AEAD) cryptographic transforns,
such as AES GCM and AES CCM [I-D.ietf-avt-srtp-aes-gcm. Header
extensions are already protected as ancillary data by AEAD
mechani sms, and the nechani smdefined in this docunment does not
have any location to insert an additional authentication tag.

Appendi x C.

Changes From Earlier Versions

Note to the RFC-Editor: please renove this section prior to
publication as an RFC
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C. 1. Changes fromdraft-Iennox-avtcore -00
0 Published as working group item
0 Added discussion of lintations when used with the two-byte-header
form of header extension el enments.
0 Added open issue about how to use this mechanismwth
Aut henti cated Encryption with Associ ated Data (AEAD) transforns.
o0 Updated references.
C2 Changes fromdraft-1ennox-avt -02
0 Retargeted at AVTCORE wor ki ng group
o Updated references.
C. 3. Changes From I ndividual Subm ssion Draft -01
0o Mnor editorial changes.
C. 4. Changes From I ndividual Subnission Draft -00
o Cdarified description of encryption mask creation.
0 Added exanpl e encryption nmask
o Editorial changes.
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