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Abst r act

In a |large RTP session using the RTCP feedback nechani sm defined in
RFC 4585, a nedi a source or mddl ebox nmay experience transient
overload if sone event causes a | arge nunber of receivers to send

f eedback at once. This feedback inplosion can be mtigated if the
device suffering fromoverload can send a third party | oss report
message to the receivers to inhibit further feedback. This nmeno
defines RTCP extensions for third party loss report, to suppress NACK
and FIR feedback requests. |t also defines associated SDP
signal li ng.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents

Wi, et al. Expi res August 19, 2011 [ Page 1]



Internet-Draft Third Party Loss Report February 2011

carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

This docunment may contain material from | ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document nmay not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages other
than Engli sh.

Wi, et al. Expi res August 19, 2011 [ Page 2]



Internet-Draft Third Party Loss Report February 2011

Tabl e of Contents

\Ma

I ntroduction .

Ter m nol ogy

Prot ocol Overview . .

RTCP Feedback Report ExtenS|on. C e e e e e
4.1. Transport Layer Feedback: Third-party Loss Report
4.2. Payl oad Specific Feedback: Third- party Loss Report

SDP Si gnal i ng . .

Exanpl e Use Cases . . .

6.1. Source Specific lvultl cast (SSIV) use case .

6.1.1. Sinple Feedback Mddel . . .

6.1.2. Distribution Source Feedback Surrrrary I\/bdel
6.2. Unicast based Rapid Acquisition of Milticast Stream

(RAMS) use case
6.3. RTP transport transl ator use case .o
6.4. Miltipoint Control Unit (MCU) use case .

Security Considerations Ce e

I ANA Consi deration .

Acknow edgenent
0. References . .

10.1. Normative Ref erences .

10. 2. Informative References .

Aut hors’ Addresses .

PwONE

oo

'—‘59.0°.\‘

et al. Expi res August 19, 2011

POOWWOOWON~NUTIO N

ol

[ Page 3]



Internet-Draft Third Party Loss Report February 2011

1.

\Ma

I nt roducti on

RTCP feedback messages [ RFC4585] allow the receivers in an RTP
session to report events and ask for action fromthe nedia source (or
a del egated feedback target defined in SSM[RFC5760]). There are
cases where nultiple receivers may initiate the sane, or an

equi val ent nessage towards the sane nedia source. Wen the receiver
count is large, this behavior nmay cause transient overload of the
medi a source, the network or both. This is known as a "feedback
stormf or a "NACK stornf. One comon cause of such a feedback storm
is receivers utilizing RTP retransm ssion [ RFC4588] as a packet |oss
recovery techni que based, sending feedback using RTCP NACK nessages

[ RFCA585] without proper dithering of the retransni ssion requests.

Anot her use case invol ves video Fast Update requests. A storm of

t hese feedback nessages can occur in conversational nultinedia
scenarios |ike Topo-Video-switch-MCU [ RFC5117]. In this scenario,
packet | oss may happen on an upstream|link of an internediate network
el ement such as a Multipoint Control Unit(MCU). Poorly designed
receivers that blindly issue fast update requests (i.e., Full Intra
Request (FIR) described in [RFC5104]), can cause an inplosion of FIR
requests fromreceivers to the sane nedi a source

RTCP feedback storns nay cause short term overload and, and in
extreme cases to pose a possible risk of increasing network
congestion on the control channel (e.g. RTCP feedback), the data
channel, or both. It is therefore desirable to provide a way of
suppr essi ng unneeded feedback

One approach to this, suggested in [DVB-I1PTV], involves sending a
NACK nessage to the other clients (or receiver) in the same group as
the sender of NACK.  However sending nulticast NACK to the group can
not prevent |arge anount of unicast NACK addressed to the same nedi a
source or middl ebox, for exanple when the NACK is used as a
retransm ssi on request [RFC4588]. Also NACK is defined as a receiver
report sent froma receiver observing a packet |oss, therefore it
only informothers that sender of NACK detected | oss while the case
the sender of the feedback has received reports that the indicated
packets were lost is not covered. This docunment specifies a new
message for this function. It further is nore precise in the

i ntended uses and less likely to be confusing to receivers. It tells
receivers explicitly that feedback for a particul ar packet or frane
loss is not needed for a period of tinme and can provide an early

i ndi cation before the receiver reacts to the loss and invokes its
packet | oss repair machinery.
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Ter ni nol ogy

The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Pr ot ocol Overvi ew

Thi s docunent extends the RTCP feedback nessages defined in the
Audi o- Vi sual Profile with Feedback (AVPF) and define the Third Party
Loss Report nessage. The Third Party Loss Report nessage inforns the
receiver in the downstream path of the middl ebox that the sender of
the Third Party Loss Report has received reports that the indicated
packets were | ost and asks a receiver to not send feedback nessages
for particular packets (indicated by their RTP sequence nunbers)

i ndependent of whether the receiver detected the packet |oss or
detected a need for a decoder refresh point.

In order to observe packet |oss before the receivers perceive it, one
or nore internmedi ate nodes may be pl aced between the nedia source and
the receivers. These internediates are variously referred to as
Distribution servers, MCUs, RTP translator, or RTP nixers, depending
on the precise use case. These internediaries nmonitor for packet

| oss upstream of thensel ves by checking RTP sequence nunbers, just as
receivers do. Upon observing (or suspecting) an upstream]|loss, the
intermedi ary may send Loss Party Loss Report nessage towards the
receivers as defined in this specification

These internmedi ate nodes need to take into account such factors as
the tolerable application delay, the network dynamics, and the nedia
type. Wien the packet loss is detected upstream of the internediary
and additional latency is tolerable, the internedi ate node may itself
send a feedback nessage asking for the suspected | ost packet or ask
for the correct decoder refresh point. Because it has already

provi ded the necessary feedback toward the source, the intermediate
node can be reasonably certain that it will help the situation by
sending a Third Party Loss Report nessage to all the rel evant
receivers, thereby indicating to the receivers that they should not
transmt feedback nessages for a period of tine.

Al ternatively, the nedia source nay directly nonitor the anount of
feedback requests it receives, and send Third Party Loss Report
messages to the receivers

When a receiver gets such a Third Party Loss Report nessage, it

should refrain from sendi ng a feedback request (e.g., NACK or FIR)
for the m ssing packets reported in the nmessage for a period of tine.
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A receiver may still have sent a Feedback nessage according to the
AVPF schedul i ng al gorithm of [ RFC4585]before receiving a Third Party
Loss Report nessage, but further feedback nessages for those sequence
nunbers will be suppressed by this technique for a period of tine.
Nodes that do not understand the Third Party Loss Report nessage wil |
ignore it, and mght therefore still send feedback according to the
AVPF scheduling al gorithm of [RFC4585]. The nedia source or

i nt ermedi at e nodes cannot assune that the use of a Third Party Loss
Report message actual ly reduces the amount of feedback it receives.

RTCP Third Party Loss Report follows the sinmlar fornat of nessage
type as RTCP NACK. But unlike RTCP NACK, the third party |oss report
is defined as an indication that the sender of the feedback has
received reports that the indicated packets were | ost and conveys the
packet receipt/loss events at the sequence nunber |evel fromthe

m ddl ebox to the receivers in the downstream path of m ddl ebox while
NACK [ RFC4585]j ust indicates that the sender of the NACK observed
that these packets were lost. The Third Party Loss Report nessage
can al so be generated by RTP m ddl eboxs that has not seen the actua
packet |oss and sent to the corresponding receivers. Internediaries
downstream of an internediary detecting | oss obviously SHOULD NOT
initiate their owm additional Third Party Loss Report nessages for
the sane packet sequence nunbers. They nay either sinply forward the
Third Party Loss Report nessage received fromupstream or replace it
with a Third Party Loss Report nessage that reflects the | oss pattern
they have thensel ves seen. The Third Party Loss Report does not have
the retransm ssion request [rfc4588] semanti cs.

Since Third Party Loss Report interacts strongly with repair tinmng,
it has to work together with feedback to not adversely inpact the
repair of lost source packets. One exanple is the mddle box gets
the retransnmitted packet by sending a NACK upstream and sent it
downstream This retransnitted packet was | ost on the downstream
link. In order to deal with this, the downstreamreceiver can start
a tineout in which it expected to get a retransm ssion packet. Wen
this timeout expires and there is no retransnitted packet or a new
third party loss report nmessage, it can take its normal behavior as
if there is no current retransm ssion suppression. |In sone cases
where the | oss was detected and repair initiated nmuch closer to the
source, the delay for the receiver to recover from packet |oss can be
reduced through the conbination of internediary feedback to the
source and Third Party Loss Report downstream In all (properly
operating) cases, the risk of increasing network congestion is

decr eased.
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4. RTCP Feedback Report Extension

Thi s docunment registers two new RTCP Feedback nessages for Third
Party Loss Report. Applications that are enpl oying one or nore | oss-
repair nethods MAY use Third Party Loss Report together with their
existing loss-repair nmethods either for every packet they expect to
receive, or for an application-specific subset of the RTP packets in

a session. In other words, receivers MAY ignore Third Party Loss
Report messages, but SHOULD react to them unl ess they have good
reason to still send feedback nessages despite having been requested

to suppress them
4.1. Transport Layer Feedback: Third-party Loss Report

This Third Party Loss Report nessage is an extension to the RTCP
Transport Layer Feedback Report and identified by RTCP packet type
val ue PT=RTPFB and FMT=TBD.

The FCl field MIUST contain one or nore entries of transport |ayer
third party loss Early Indication (TLLEI). Each entry applies to a
different media source, identified by its SSRC

The Feedback Control Information (FCl) for TLLElI uses the simlar
format of nessage Types defined in the section 4.3.1.1 of [ RFC5104].
The format is shown in Figure 1.

0 1 2 3
01234567890123456789012345678901
T I I S i T i T S S e It L i T S A s
| PI D | BLP |
T i T S T i T S S S S e s

Figure 1: Message Format for the Third Party Loss Report
Packet ID (PID): 16 bits

The PID field is used to specify a | ost packet. The PIDfield
refers to the RTP sequence nunmber of the |ost packet.

bi t mask of proceeding | ost packets (BLP): 16 bhits
The BLP allows for reporting |osses of any of the 16 RTP packets

i medi ately followi ng the RTP packet indicated by the PID. The
BLP's definition is identical to that given in [ RFC4585].
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4.2. Payl oad Specific Feedback: Third-party Loss Report
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This message is an extension to the RTCP Payl oad Specific Feedback
report and identified by RTCP packet type val ue PT=PSFB and FMI=TBD.

The FCl field MJUST contain a Payl oad Specific Third Party Loss Early
Indication (PSLEI) entry. Each entry applies to a different nmedia
source, identified by its SSRC

The Feedback Control Information (FCl) for PSLElI uses the simlar
format of nessage Types defined in the section 4.3.1.1 of [ RFC5104].
The format is shown in Figure 2

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
[ SSRC [
B E e r e s i s i o T T s S S S S 2
| Seq nr. | Reserved |
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure 2: Message Format for the Third Party Loss Report
SSRC (32 bits):

The SSRC val ue of the media source that is requested to send a
decoder refresh point.

Seq nr:8bits Conmmand sequence nunber. The sequence nunber space is
uni que for each pairing of the SSRC of comrand source and the SSRC
of the conmmand target. The sequence nunber SHALL be increased by
1 nodul o 256 for each new request.

Reserved: 24 bits

Al'l bits SHALL be set to 0 by the nedia source and SHALL be
i gnored on reception.

SDP Si gnal i ng
A new feedback value "tplr" needs to be defined for the Third Party
Loss Report message to be used with Session Description Protoco
(SDP) [ RFC4566] using the Augmented Backus- Naur Form ( ABNF)
[ RFC4585] .

The "tplr" feedback val ue SHOULD be used with paraneters that
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indicate the third party loss supported. |In this docunent, we define
two such paraneter, nanely:

o "tllei" denotes support of transport |ayer third party |loss early
i ndi cation (fsei).

o0 "pslei" denotes support of payload specific third party loss early
i ndi cati on.

In the ABNF for rtcp-fb-val defined in [ RFC4585], there is a

pl acehol der called rtcp-fb-id to define new feedback types. "tplr" is
defined as a new feedback type in this docunent, and the ABNF for the
paraneters for tplr is defined here (please refer to section 4.2 of

[ RFCA585] for conpl ete ABNF synt ax).

rtcp-fb-val =/ "tplr" rtcp-fb-tplr-param
rtcp-fb-tplr-param = SP "tllei";transport layer third party loss early

i ndi cation

y i

6. 1.
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/[ SP "pslei"; payl oad specific third party |oss earl
ndi cati on
/ SP token [ SP byte-string]
; for future commands/indications
byte-string = <as defined in section 4.2 of [RFC4585] >

Refer to Section 4.2 of [RFCA585] for a detail ed description and the
full syntax of the "rtcp-fb" attribute.

Exanpl e Use Cases

The operation of feedback suppression is sinlar for all types of RTP
sessions and topol ogi es [ RFC5117], however the exact nmessages used
and the scenarios in which suppression is enployed differ for various
use cases. The follow ng sections outline the intended use cases of
using Third Party Loss Report for feedback suppression and give an
overvi ew of the particul ar nechani sns.

Source Specific Miulticast (SSM use case

In SSM RTP sessions as described in [ RFC5760], one or nore Media
Sour ces send RTP packets to a Distribution Source. The Distribution
Source relays the RTP packets to the receivers using a source-
specific multicast group

In order to avoid the fornms of Feedback inplosion described in
section 1,the distribution source should be told that the indicated
packets were |l ost. How the distribution source know the indicated
packets were | ost is beyond of scope of this docunent. When upstream
Iink or downstream aggregate |ink packet |oss occurs, the
distribution source creates a Third Party Loss Report and sent it to
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all the RTP receivers, over the nulticast channel. Another
possibility is when there may be nultiple distribution sources placed
bet ween the nedia source and the receivers, the upstreamdistribution
source may i nform downstream distribution sources of the detected
packet |oss using Third Party Loss Report nessages. |n response, the
downstream di stribution sources forward Third Party Loss Report
received fromupstreamto all the RTP receivers, over the nulticast
channel . This Third Party Loss Report nessage tells the receivers
that the sender of the third party | oss report has received reports
that the indicated packets were lost. The distribution source then
can (optionally) ask for the | ost packets fromthe nedia source on
behal f of all the RTP receivers. The |ost packets will either be
forthconming fromdistribution source, or it irretrievably |ost such
that there is nothing to be gained by the receiver sending a NACK to
the nmedi a source

The distribution source nust be able to communicate with all group
menbers in order for either mechanismto be effective at suppressing
f eedback.

As outlined in the [ RFC5760], there are two Uni cast Feedback nodel s
that may be used for reporting, - the Sinple Feedback nodel and the
Di stribution Source Feedback Summary Model. The RTCP Feedback
extension for Third Party Loss Report specified in the Section 4 of
this docunent will work in both Feedback nodels. Details of
operation in each are specified bel ow.

6.1.1. Sinple Feedback Mode

\Ma

In the sinple Feedback Mddel, NACKs fromthe receiver observing the
loss will be reflected to the other receivers, and there’s no need
for distribution source to create the third-party loss report. The
di stribution source that has not seen the actual packet |oss should
pass through any Third Party Loss Report nessage it receives fromthe
upstream direction

This RTCP Third Party Loss Report nessage |lets the receivers know
that the sender of the Third party Loss Report has received reports
that the indicated packets were |ost and feedback for this packet

| oss is not needed and should not be sent to the nedia source(s). |If
the medi a source(s) are part of the SSM group for RTCP packet
reflection, the Distribution Source nust filter this packet out. If
the medi a source(s) are not part of the SSM group for RTCP packets,
the Distribution Source nust not forward this RTCP Third Party Loss
Report message to the medi a source(s).
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2. Distribution Source Feedback Sumary Mde

In the distribution source feedback summary nodel, there may be

mul tiple distribution sources and the Loss Detection instances are
distributed into different distribution sources. In some cases,
these Loss Detection instances for the sane session can exist at the
sane time, e.g., one Loss Detection instance is inplenmented in the
upstream di stribution source A, a second Loss Detection instance for
the sane session is part of feedback target A and feedback target B
respectively within the distribution source B. The distribution
source B is placed in the path between distribution A and downstream
receivers. In this section, we focus on this generic case to discuss
the distribution Source Feedback Summary Model

The distribution source A nust listen on the RTP channel for data.
When the distribution source A observes RTP packets froma nedi a
source are not consecutive by checking the sequence nunber of

packets, the distribution source A generates the new RTCP Third Party
Loss Report nessage described in the Section 4, and then send it to
receivers in the downstream path via the nulticast channel. Note
that the distribution source A nust use its own SSRC val ue as packet
sender SSRC for transmitting the new RTCP Third Party Loss Report
nmessage

a second detection instance within the Distribution Source B nust
also listen for RTCP data sent to the RTCP port. Upon receiving the
RTCP Third Party Loss Report fromthe Distribution Source A, the

di stribution source B needs to check whether it sees upstreamthird
party loss report fromdistribution source A reporting the sane

event. |f the upstream Third Party Loss Report reports the different
event, the distribution source B passes through any Third Party Loss
Report message it receives fromthe upstreamdirection. |If the same

event is reported fromdistribution source A the distribution source
B replaces it with the summary Third Party Loss Report with the

i nformati on summari zation received fromtwo | oss detection instances
within the Distribution Source B. In order to reduce the processing

| oad at the distribution source, each | oss detection instance nmay
provide prelimnary summari zation report.

During the sunmary third party |loss report creating, the Distribution
Source B nust use its own SSRC val ue as packet sender SSRC for
transmitting sumari zation information and MJST perform proper SSRC
collision detection and resol ution

The distribution source B may send this new RTCP summary third party
| oss report described in the Section 4to the group on the nulticast
RTCP channel and neanwhil e send a packet |oss request to the nedia
sour ce.
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In some case, the distribution source B nmay recei ve RTCP NACK
messages fromthe receivers behind the Distribution Source before the
di stribution source detects the packet |oss which may cause potenti al
Feedback inplosion. 1In such case, the distribution source B nmay
filter themout if it already detected the sane | oss or sent a packet
| oss request for the m ssing packet to the nmedia source.

When the host receives the RTCP Third Party Loss Report nessage, if
the host understands this nessage it will not send packet |oss
request (e.g., NACK) for the m ssing packets reported in the nessage.
If it did not understand this new nessage, the host MAY send packet

| oss request(e.g., NACK nessages) to the specified nedia source.

6.2. Unicast based Rapid Acquisition of Milticast Stream (RAMS) use
case

The typical RAVS architecture
[I-Dietf-avt-rapid-acquisition-for-rtp]my have several Burst/

Ret ransmi ssi on Sources(BRS) behind the nulticast source (M5) These
BRSes will receive the nulticast SSM stream fromthe medi a source.

If one of the BRSes detects packet loss (i.e., First loss in

Figure 3) on its upstream|ink between the M5 and BRS, but the others
BRSes have not, as the packet |oss took place on SSMtree branch that
does not inpact the other BRSes. |n such case, the BRSes with | oss
detection functionality support cannot detect packet loss at their
upstream link, therefore these BRSes will not create new Third Party
Loss Report nessage and send it to receivers in their downstream
path. |If the BRS inpacted by packet |oss has | oss detection support,
the BRS MAY choose to create new Third Party Loss Report nessage and
send it to the receivers in the downstream!link. Note that BRS nust
use its own SSRC as packet sender SSRC for transmitting the feedback
suppr ess nessage.

The BRS may al so send a NACK upstreamto request the retransmtted
packet. Upon receiving the retransmtted packet, the BRS sent it
downstream Note that this retransnitted packet may get lost (i.e.
second loss in the Figure 3) on the downstreamlink. |In order to
deal with this issue, the downstreamreceiver can start a timeout
clock in which it expected to get a retransm ssion packet. Wen this
timeout expires and there is no retransmitted packet or a new Third
Party Loss Report nessage, it can take its normal behavior as if
there is no current retransni ssion suppression in place.
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First R + e
| oss | Burst and | Second Loss
+----- X----- | Retrans. [----X------ >|
| Upstream | Sourcel(BRS)| Downstream |
Li nk cl ose | link 1 R +link 1 |
to nulticast | [
source [ [
I I I
| | R + | RTP
SRR + | A----- ++ | Burst and [ | Receiver
| Mul ticast] V]| | Fome - | Retrans. [----------- >|
| Source +----- | Rout er | Upstream | Source2(BRS)| Downstream | RTP_Rx
SRR + | [link 2 B + link 2 |
+----- ++ |
| |
I I
I I
| Fommmmm e aas + |
| | Burst and | |
e + Retrans. [----------- >|
Upstream | Source k(BRS| Downstream |
link k R + link k Fome -
Figure 3: RAMS Use Case
6.3. RITP transport translator use case
A Transport Translator (Topo-Trn-Translator), as defined in [ RFC5117]
is typically forwarding the RTP and RTCP traffic between RTP clients,
for exanple converting between nulticast and unicast for domains that
do not support nulticast. The translator can identify packet |oss
fromthe upstream and send the Third Party Loss Report nessage to the
uni cast receivers. Note that the translator nust be a participant in
the session and can then use it’s own SSRC as packet sender SSRC for
transmitting the Third Party Loss Report nessage
6.4. Miltipoint Control Unit (MCU) use case
In point to nmultipoint topol ogies using video sw tching MCU (Topo-
Vi deo-swi tch- MCU) [ RFC5117], the MCU typically forwards a single
medi a streamto each participant, selected fromthe avail abl e input
streans. The selection of the input streamis often based on voice
activity in the audio-visual conference, but other conference
managenent mechani sns (i ke presentation node or explicit floor
control) exist as well.
In this case the MCU nay detect packet |oss fromthe sender or may
decide to switch to a new source. In both cases the receiver may
Wi, et al. Expi res August 19, 2011 [ Page 13]
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| ose synchronization with the video stream and nmay send a FIR
request. If the MCU itself can detect the m s-synchronization of the
vi deo, the MCU can send the FIR suppression nessage to the receivers
and send a FIR request to the video source. As suggested in RFC
5117, this topology is better inplenented as an Topo-m xer, in which
case the mixer’'s SSRC is used as packet sender SSRC for transmitting
Third Party Loss Report nessage.

Security Considerations

The defined nessages have certain properties that have security
implications. These nust be addressed and taken into account by
users of this protocol

Spoofed or nmliciously created feedback nessages of the type defined
in this specification can have the follow ng inplications:

Sending Third Party Loss Report with wong sequence nunber of | ost
packet that nakes nissing RTP packets can not be conpensat ed.

To prevent these attacks, there is a need to apply authentication and
integrity protection of the feedback nessages. This can be
acconpl i shed against threats external to the current RTP session
using the RTP profile that conbines Secure RTP [ RFC3711] and AVPF
into SAVPF [ RFC5124].

Not e that m ddl eboxes that are not visible at the RTP |l ayer that wi sh
to send Third Party Loss Reports on behalf of the nedia source can
only do so if they spoof the SSRC of the nmedia source. This is
difficult in case SRTP is in use. |If the nmddlebox is visible at the
RTP layer, this is not an issue, provided the mddlebox is part of
the security context for the session

Al so note that endpoints that receive a Third Party Loss Report woul d
be well-advised to ignore it, unless it is authenticated via SRTCP or
simlar. Accepting un-authenticated Third Party Loss Report can |ead
to a denial of service attack, where the endpoint accepts poor
quality nmedia that could be repaired

I ANA Consi deration
New f eedback type and New paraneters for RTCP Third Party Loss Report
are subject to IANA registration. For general guidelines on | ANA

consi derations for RTCP feedback, refer to [ RFC4585].

Thi s docunment assigns one new feedback type value x in the RTCP
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feedback report registry to "Third Party Loss Report" with the
followi ng registrations format:

Nane: TPLR

Long Nane: Third Party Loss Report
Val ue: TBD

Ref er ence: Thi s docunent.

Thi s docunent al so assigns the paraneter value y in the RTCP TPLR
feedback report Registry to " Transport Layer Third Party Loss Early

Indication ", with the follow ng registrations fornat:
Nane: TLLE
Long nane: Transport Layer Third Party Loss Early Indication
Val ue: TBD
Ref er ence: t hi s docunent.

Thi s docunent al so assigns the paraneter value z in the RTCP TPLR
feedback report Registry to "Payload Specific Third Party Loss Early

Indication ", with the follow ng registrations format:
Nane: PSLEI
Long nane: Payl oad Specific Third Party Loss Early Indication
Val ue: TBD
Ref er ence: thi s docunent.

The contact information for the registrations is:

Qn W

sunseawg@uawei . com

101 Software Avenue, Yuhua District
Nanjing, Jiangsu 210012, China
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