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Abst r act

A straightforward approach to provide protection agai nst network

out ages (or packet losses) with a longest duration of T time units is
to sinply duplicate the original packets and send each copy separated
intime by at least T time units. This approach is conmmonly referred
to as Tine-shifted Redundancy, Tenporal Redundancy or sinply Del ayed
Duplication. This docunent defines an attribute to indicate the
presence of tenporally redundant nedia streans and the duplication
delay in the Session Description Protocol
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1.

I nt roducti on

Consi der that a media sender transmts an original source packet and
transmits its duplicate after a certain delay follow ng the origina
transmission. |If a network outage hits the original transm ssion
the expectation is that the second transnission arrives at the
receiver. Alternatively, the second transnission may be hit by an
out age or gets dropped, and the original transnission conpletes
successfully. On the receiver side, both transm ssions can al so
arrive and in that case, the receiver (or the node that does the
dupl i cate suppression) needs to identify the duplicate packets and
di scard them appropriately, producing a duplicate-free stream

Del ayed duplication can be used in a variety of multinmedia
applications where there is sufficient bandwidth for the duplicated
traffic and the application can tolerate the introduced delay. One
particular use case is to inprove the reliability of real-tinme video
feeds inside a core |P network [IC2011]. Conpared to other popul ar
redundancy approaches such as Forward Error Correction (FEC)
[I-D.ietf-fecframe-framework] and redundant data encoding (e.g.

[ RFC2198]), delayed duplication is quite easy to inplenent since it
does not require any special type of encoding or decoding.

For duplicate suppression, the receiver has to be able to identify
the identical packets. This is straightforward for medi a packets
that carry one or nore unique identifiers such as the sequence nunber
field in RTP header [RFC3550]. In non-RTP applications, the receiver
can use uni que sequence nunbers if available or other alternative
approaches to conpare the incom ng packets and discard the duplicate
ones.

In this specification, we are not concerned about how the sender
shoul d determine the duplication delay. W are not concerned about
how t he recei ver can suppress the duplicate packets and nerge the

i ncom ng streans to produce a hopefully |l oss-free and duplication-
free output stream (called streamnerging), either. These

consi derations are out of the scope for this specification. Rather
we introduce a new attribute for the Session Description Protocol
(SDP) [RFC4566] that indicates that the nmedia streamis to be
duplicated and sent two or nore tines, and al so indicates the
relative delay for each additional duplication

In practice, nore than two redundant streans are unlikely to be used
since the additional delay and increased overhead are not easily
justified. However, we define the new attribute in a general way so
that it could be used with nore than two redundant streans if needed.
While the primary focus in this specification is the RTP-based
transport, the new attribute is applicable to both RTP and non- RTP
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streans.

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

3. The ’'duplication-delay’ Attribute

The followi ng ABNF [ RFC5234] syntax formally describes the
"duplication-delay’ attribute:

del aying-attribute
peri ods
peri od

"a=duplication-delay:" periods CRLF
period *( ":" period)
1I*DIAT ; in mlliseconds

Figure 1: ABNF syntax for the 'interleaving-period attribute

The ' duplication-delay’ attribute is defined as both a nedia-Ieve
and session-level attribute. It specifies the relative delay for
each duplication in mlliseconds (nms). |If used as a nedia-I|eve
attribute, it MJIST be used with the "ssrc-group’ attribute and " DUP"
groupi ng semantics as defined in

[I-D. begen- musi c-redundancy-grouping]. |If used as a session-|eve
attribute, it MJST be used with 'group’ attribute and "DUP" grouping
semantics as defined in [I-D. begen-nmusi c-redundancy- groupi ng] .

4. SDP Exanpl es

In the first exanple below, the nulticast streamis duplicated with a
duplication delay of 100 ns. The streans have Synchroni zation
Sources (SSRC) of 1000 and 1010, and they are grouped together using
the "ssrc-group’ attribute defined in [RFC5576]. The "DUP" grouping
semantics is defined in [|-D. begen-musi c-redundancy-grouping]. The
reason for using explicit grouping is that not all the nmedia streans
in the same "m' line are necessarily duplicates of each other
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1122334455 1122334466 | N | P4 dup. exanpl e. com
ayed Duplication
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mevi deo 30000 RTP/ AVP 100 101

c=I N I P4 233.252.0.1/127

a=source-filter:incl INI1P4 233.252.0.1 198.51.100.1
a=rtpmap: 100 MP2T/ 90000

a=rtpmap: 101 MP2T/ 90000

a=ssrc: 1000 cnane: chl@xanpl e. com

a=ssrc: 1010 cnane: chl@xanpl e. com

a=ssrc-group: DUP 1000 1010

a=dupl i cati on-del ay: 100

a=m d: G oupl

Note that in actual use, SSRC val ues, which are random 32-bit
nunmbers, could be much larger than the ones shown in this exanple.
Al so, note that before receiving an RTP packet for each stream the
recei ver cannot know which SSRC identifier is associated with which
payl oad type

In the second exanpl e below, the nmulticast streamis duplicated
twice. 50 nms after the original transm ssion, the first duplicate is
transmtted and 100 nms after that, the second duplicate is
transmitted. In other words, the sanme packet is transmitted three
times over a period of 150 ns.

1122334455 1122334466 | N | P4 dup. exanpl e. com
ayed Duplication

—“wn o<
I I I

oYL O

i
I
0
mevi deo 30000 RTP/ AVP 100 101 102

c=I N | P4 233. 252.0. 1/ 127

a=source-filter:incl INI1P4 233.252.0.1 198.51.100.1
a=rtpmap: 100 MP2T/ 90000

a=rtpmap: 101 MP2T/ 90000

a=rtpmap: 102 MP2T/ 90000

a=ssrc: 1000 cnane: chl@xanpl e. com

a=ssrc: 1010 cnanme: chl@xanpl e. com

a=ssrc: 1020 cnane: chl@xanpl e. com

a=ssrc-group: DUP 1000 1010 1020

a=dupl i cati on-del ay: 50: 100

a=m d: G oupl

In the third exanple below, the nulticast UDP streamis duplicated
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with a duplication delay of 50 ns. Both redundant streans are sent
in the same source-specific nulticast (SSM session but they are sent
to different ports. The "DUP" grouping senantics

[1-D. begen- musi c-redundancy-grouping] is used to describe the
redundany rel ati on.

i 1122334455 1122334466 | N | P4 dup. exanpl e. com
| ayed Duplication

PO

0

roup: DUP Sla Slb

upl i cati on-del ay: 50

mraudi o 30000 udp np4

c=I N | P4 233.252.0.1/127

a=source-filter:incl INI1P4 233.252.0.1 198.51.100.1
a=m d: Sla

mFaudi o 40000 udp np4

c=I N | P4 233.252.0.2/127

a=source-filter:incl INI1P4 233.252.0.1 198.51.100.1
a=m d: Slb

LY 0w Oo<
I oo

QQ O

Editor’'s note: Verify the validity of the SDP description above.

5. Performance Eval uati on and Reporting

Each duplicated stream has a separate (unique) SSRC identifier

[1-D. begen- musi c-redundancy-groupi ng]. Thus, individual RTCP
receiver reports can be sent as usual for each of themfromthe
recei ving node that suppresses the duplicate packets. This way, the
sender can be notified about the delivery performance of the

i ndi vi dual streans.

Editor’'s note: The receiving node can al so produce a new XR report
to report on the (loss/delay/jitter/etc.) perfornmance of the output
stream after the stream nergi ng process

6. Security Considerations

The ' duplication-delay’ attribute is not believed to introduce any
significant security risk to multinedia applications. A mal evol ent
third party could use this attribute to nmisguide the receiver(s)
about the duplication delays and/or the number of redundant streans.
For exanple, if the malevolent third party increases the value of the
duplication delay, the receiver(s) will unnecessarily incur a |onger
delay since they will have to wait for the entire period. O, if the
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duplication delay is reduced by the malevolent third party, the
receiver(s) mght not wait |ong enough for the duplicated

transm ssion and i ncur unnecessary packet | osses. However, these
require intercepting and rewiting the packets carrying the SDP
description; and if an interceptor can do that, nany nore attacks are
al so possi bl e.

In order to avoid attacks of this sort, the SDP description needs to
be integrity protected and provided with source authentication. This
can, for exanple, be achieved on an end-to-end basis using S/M ME

[ RFC5652] [ RFC5751] when SDP is used in a signaling packet using M ME
types (application/sdp). Alternatively, HITPS [ RFC2818] or the

aut henti cation nmethod in the Session Announcenent Protocol (SAP)

[ RFC2974] could be used as well.

7. | ANA Consi derations

The followi ng contact information shall be used for all registrations
in this docunent:

Al'i Begen

abegen@i sco. com

Note to the RFC Editor: In the follow ng, replace "XXXX'" with the
nunber of this docunment prior to publication as an RFC

7.1. Registration of SDP Attributes

Thi s docunent registers a new attribute nane in SDP

SDP Attribute ("att-field"):

Attribute nane: dupl i cati on-del ay

Long form Duplication delay for tenporally redundant
streans

Type of nane: att-field

Type of attribute: Media or session |eve
Subj ect to charset: No

Pur pose: Specifies the relative duplication delay(s) for
redundant strean(s)

Ref er ence: [ RFCXXXX]

Val ues: See [ RFCXXXX]
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