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Abst ract

Thi s docunment defines a nechani sm by which packets of Real -Tine
Transport Protocol (RTP) audio streans can indicate, in an RTP header
extension, the audio level of the audio sanple carried in the RTP
packet. In large conferences, this can reduce the |oad on an audio
m xer or other m ddl ebox which wants to forward only a few of the

| oudest audio streans, without requiring it to decode and neasure
every streamthat is received

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 6, 2012

Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

This docunment may contain material from | ETF Docunents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.
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1.

I nt roducti on

In a centralized Real -Time Transport Protocol (RTP) [ RFC3550] audio
conference, an audio mixer or forwarder receives audio streans from
many or all of the conference participants. It then selectively
forwards sone of themto other participants in the conference. 1In

| arge conferences, it is possible that such a server mght be
receiving a | arge nunber of streans, of which only a few should be
forwarded to the other conference participants.

In such a scenario, in order to pick the audio streans to forward, a
centralized server needs to decode, neasure audio |evels, and

possi bly performvoice activity detection on audio data froma |arge
nunber of streans. The need for such processing limts the size or
nunber of conferences such a server can support.

As an alternative, this docunment defines an RTP header extension

[ RFC5285] through which senders of audi o packets can indicate the
audi o | evel of the packets’ payl oad, reducing the processing |oad for
a server.

The header extension in this draft is different than, but

conpl enentary with, the one defined in
[I-Dietf-avtext-mnixer-to-client-audio-level], which defines a
mechani sm by which audio nixers can indicate to clients the |evels of
the contributing sources that made up the m xed audio.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119] and
i ndicate requirenent levels for conpliant inplenentations.

Audi o Level s

The audi o | evel header extension carries the |level of the audio in
the RTP payl oad of the packet it is associated with. This
information is carried in an RTP header extension el enent as defined
by the "General Mechani smfor RTP Header Extensions" [RFC5285].

The payl oad of the audio | evel header extension el enment can be
encoded using the one or the two-byte header defined in [ RFC5285].
Figure 1 and Figure 2 show sanpl e audio | evel encodings with each of
t hem
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0 1
0123456789012345
B i S S S i i T S N S
| ID | len=0 |V] |evel [
B e o T o e e e S e

Sampl e audi o | evel encodi ng using the one-byte header format

Figure 1

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e

| I D | | en=1 | V| | evel | 0 (pad)
B E e r e s i s i o T T s S S S S 2

Sanpl e audi o | evel encoding using the two-byte header format
Fi gure 2

Note that, as indicated in [ RFC5285] length field in the one-byte
header format takes the value O to indicate that 1 byte follows. In
the two-byte header format on the other hand it takes the value of 1.

The magnitude of the audio level itself is packed into the seven

| east significant bits of the single byte of the header extension,
shown in Figure 1 and Figure 2. The least significant bit of the
audi o | evel magnitude is packed into the | east significant bit of the
byte. The nost significant bit of the byte is used as a separate
flag bit "V', defined bel ow.

The audio level is expressed in -dBov, with values fromO0 to 127
representing O to -127 dBov. dBov is the level, in decibels, relative
to the overload point of the system i.e. the maxi num anplitude
signal that can be handl ed by the systemw thout clipping. (Note:
Representation relative to the overload point of a systemis
particularly useful for digital inplenentations, since one does not
need to know the relative calibration of the analog circuitry.) For
exanple, in the case of u-law (audi o/ pcrmu) audio [ITU. Gr11.1988], the
0 dBov reference would be a square wave with values +/- 8031. (This
translates to 6.18 dBnD, relative to u-law s dBnD definition in Table
6 of G711.)

The audio level for digital silence, for exanple for a nuted audio
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source, MJST be represented as 127 (-127 dBov), regardl ess of the
dynani ¢ range of the encoded audi o format.

The audi o | evel header extension only carries the |evel of the audio
in the RTP payl oad of the packet it is associated with, with no | ong-
term averagi ng or snoothing applied. That level is measured as a
root nmean square of all the sanples in the measured range.

To sinplify inplementation of the encodi ng procedures described here,
the reference inplenentation section in
[I-D.ietf-avtext-mxer-to-client-audio-level] provides a sanple Java
i mpl ementati on of an audio | evel calculator that hel ps obtain such
val ues fromraw |linear PCM audi o sanpl es

In addition, a flag bit (labeled V) indicates whether the encoder
bel i eves the audi o packet contains voice activity (1) or does not
(0). The voice activity detection algorithmis unspecified and |eft
i mpl ement ati on-specific.

When this header extension is used with RTP data sent using the RTP
Payl oad for Redundant Audi o Data [RFC2198], the header’s data
describes the contents of the primary encoding.

Note: This audio level is defined in the same manner as is audio

noi se level in the RTP Payl oad Confort Noi se specification [ RFC3389].
In the confort noice specification, the overall magnitude of the

noi se level in confort noise is encoded into the first byte of the
payl oad, with spectral information about the noise in subsequent
bytes. This specification's audio |evel paraneter is defined so as
to be identical to the confort noise payload s noise-level byte.

4. Signaling (Setup) Information

The URI for declaring this header extension in an extnap attribute is
"urn:ietf:parans:rtp-hdrext:ssrc-audio-level". There is no

addi tional setup information needed for this extension (i.e. no

ext ensi onattri butes).

5. Considerations on Use

M xers and forwarders generally should not base audi o forwarding
decisions directly on packet-by-packet audio |evel information, but
rat her should apply sone anal ysis of the audio |evels and trends.
This general rule applies whether audio |evels are provided by
endpoints (as defined in this docunent), or are calculated at a
server, as would be done in the absence of this information. This
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section discusses several issues that m xers and forwarders may w sh
to take into account. (Note that this section provides design
gui dance only, and is not normative.)

First of all, audio |levels should generally be neasured over |onger
intervals than that of a single audio packet. 1In order to avoid

fal se-positives for short bursts of sound (such as a cough or a
dropped microphone), it is often useful to require that a
participant’s audio | evel be maintained for sone period of tine
before considering it to be "real", i.e. sone type of low pass filter
shoul d be applied to the audio levels. Note, though, that such
filtering nmust be balanced with the need to avoid clipping of the
begi nning of a speaker’s speech

Additionally, different participants may have their audi o input set
differently. It nmay be useful to apply sone sort of automatic gain
control to the audio levels. There are a nunber of possible
approaches to acheiving this, e.g. by neasuring peak audio |evels, by
average audi o | evels during speech, or by measuring background audio
| evel s (average audio |l evel |evels during non-speech).

6. Security Considerations

A malicious endpoint could choose to set the values in this header
extension falsely, so as to falsely claimthat audio or voice is or
is not present. It is not clear what could be gained by falsely
claimng that audio is not present, but an endpoint falsely clainng
that audio is present could performa denial-of-service attack on an
audi o conference, so as to send silence to suppress other conference
menbers’ audio. Thus, a device relying on audio |evel data from
untrusted endpoints SHOULD periodically audit the level information
transmtted, taking appropriate corrective action if endpoints appear
to be sending incorrect data. (Note that as it is valid for an
endpoint to choose to neasure audio |l evels prior to encoding, sone
degree of discrepancy SHOULD be tolerated.)

In the Secure Real -Tine Transport Protocol (SRTP) [RFC3711], RTP
header extensions are authenticated but not encrypted. When this
header extension is used, audio levels are therefore visible on a
packet - by- packet basis to an attacker passively observing the audio
stream As discussed in [|-D.perkins-avt-srtp-vbr-audio], such an
attacker might be able to infer information about the conversation,
possi bly with phonene-level resolution. In scenarios where this is a
concern, additional mechani sms SHOULD be used to protect the
confidentiality of the header extension. One solution is header
extension encryption [I-D.|ennox-avtcore-srtp-encrypted-header-ext].
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7.

8.

8.

8.

2.

| ANA Consi der ati ons

Thi s docunment defines a new extension URI to the RTP Conpact Header
Ext ensi ons subregistry of the Real -Tinme Transport Protocol (RTP)
Paraneters registry, according to the foll ow ng data:

Extension URI: urn:ietf:paramnms:rtp-hdrext:ssrc-audio-|evel
Description: Audio Level

Contact: jonathan@i dyo.com

Reference: RFC XXXX

Note to RFC Editor: please replace "RFC XXXX'" with the nunber of this
RFC.
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Appendi x A, Changes From Earlier Versions

Note to the RFC-Editor: please renove this section prior to
publication as an RFC

A. 1. Changes From Draft -02

0 Changed encoding related text so that it would cover both the one-
byte and the two-byte header fornats.

o Cdarified use of root nean square for dBov cal cul ation

0 Oher minor editorial changes.

A. 2. Changes From Draft -01

0 Changed the URI for declaring this header extension from
"urn:ietf:parans:rtp-hdrext:audio-level"” to
"urn:ietf:parans:rtp-hdrext:ssrc-audio-level" for consistency with
[I-D.ietf-avtext-nixer-to-client-audio-Ilevel].

0 Renoved the "Limtations" section; it was discussing a potenti al
ext ensi on that consensus indicated was out of scope of this
docunent .

0 Cosed the P.56 open issue. It was agreed on |IETF 80 that P.56 is
nostly about speech levels and the levels transported by the
ext ensi on defined here should al so be able to serve as an
i ndi cation for noise.

0 Cosed the open issue about transmitting noise floor information
Noi se floor is (loosely) inferrable by observing the per-packet
| evel information over a period of tine, so the additiona
conpl exity seened unnecessary.
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Aut

Len

Editorial changes for consistency with
[I-D.ietf-avtext-mxer-to-client-audio-I|evel].

Moved several descriptions of normative itens that previously had
only been described in informative sections of the text.

O her editorial clarifications.

Changes From Draft -00

Added references to the sanple level calculator in
[I-D.ietf-avtext-mxer-to-client-audio-I|evel].
Changed affiliation for Em | |vov.

Changes From I ndi vi dual Submi ssion Draft -01

This version is primarily a docunent refresh
Emi| lvov and Enrico Marocco have been added as co-authors.
Addi tional open issues listed.

Changes From | ndi vi dual Submi ssion Draft -00

The draft name has been changed to clarify that this docunent
defines dient-To-M xer Audio Levels, to nore clearly distinguish
it from[Il-D.ietf-avtext-mxer-to-client-audio-I|evel].

The header extension format has been changed froma two-byte to a
one-byte payload, elinmnating the 7 reserved bits and the one
must - be-zero bit.

The sections Considerations on Use (Section 5) and Linmitations
have been added.

It has been noted that senders MAY indicate -127 dBov for digita
silence, and that |evel measurenent MAY be done prior to encoding
audi o.

A reference to [I-D.lennox-avtcore-srtp-encrypted-header-ext] has
been added to the security considerations.

The term "header extension" is now used consistentenly throughout
the docunent (as opposed to "extension header").
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