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Abstract

The docunent has sunmari zed NAT64 usages on different nodes, in which
NAT64 may serve for a large-scale network or would give enterprise or
residential service opportunities to be accessed by |IPv6 renote
subscri bers. The docunent has described different operations for
each usage and proposed operational considerations for each
particul ar NAT64- node.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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described in the Sinplified BSD License.

This docunment may contain material from|ETF Docunents or |ETF
Contri butions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
materi al may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.
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1.

I nt roducti on

Wth fast devel opments of global Internet, the demands for | P address
are rapidly increasing at present.This year, |ANA announced that the
gl obal free pool of IPv4 depleted on 3 February. |Pv6 is the only
real option on the table. Operators have to accelerate the process
of deploying | Pv6 networks in order to address |P address
strains.| Pv6 depl oynent normally involves a step-w se approach where
parts of the network should properly updated gradually. As |IPv6

depl oynent progresses it nay be sinpler for operators and ICP/ISP to
enpl oy NAT64[ RFC6146] functionalities at edge of |Pv4 and | Pv6

networ ks, since a significant part of network will still stay in |IPv4d
for long tinme. Especially, NAT64 could facilitate large ICP/I1SP | Pv6
transition process by elimnating upgrations of tremendous |egacy

| Pv4 servers. Therefore, it’s quite popular to depl oy NAT64 at the
front of IDCto shift the entire service to be | Pv6-enable.

Dependi ng on different usage, NAT64 coul d be depl oyed on different
pl aces. The docunent has summari zed NAT64 usages on different nodes.
Consi dering the existing depl oynent approaches, the nmeno has proposed
different operational consideration for each particul ar NAT64- node.

NAT64- CGN Depl oynent

Depl oyment in |1 DC

NAT has widely used in data center environnents whenever | DC have to
make your |Pv4-only content available to I Pv6 clients.

Figure 1 illustrates the usage where an | Pv6-only host would like to
initiate comunications with IDCin |IPv4d domain through NAT64. The
NAT64 woul d accept |1Pv6 incom ng session and distribute themto
multiple | Pv4 servers
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Fi gure 1: NAT64- CGN Mbde Usage

NAT64 device in IDC may al so take responsibilities of |oad bal ancer
whi ch can accept incom ng TCP/ UDP sessions on a single virtual |Pv6
interface or multiple IPv6 interfaces. Afterwards, it distributes
them according to a specific algorithmit uses to nultiple |IPv4
servers. ldeally you could have a m x of IPv4 and | Pv6 servers
sitting behind the virtual |Pv6 address.

Therein, NAT64 has to pick a new source |Pv4 address and associ at ed
port nunber from|local |1Pv4 address pool. DNS64 is a |ogica
function that synthesizes DNS resource records(e.g., AAAA records
containing | Pv6 addresses) from DNS resource records actually
contained in the DNS (e.g., A records containing |Pv4 addresses).

2.2. Connecting with I Pv4 |Internet

NAT64 may al so be used to connecting I Pv6 users with | Pv4d Internet.
In this cases, NAT64 could colocated with BNG or Core Router to map
| egacy | Pv4 servers into a NAT64 prefix and performs 6-to-4 address.

Therei n, NAT64 woul d perform protocol translation nechani sm and
address translation nmechanism Protocol translation froman | Pv4
packet header to an | Pv6 packet header and vice versa is perforned
according to the IP/ICVWP Translation Algorithm[RFC6145]. Address
translation maps | Pv6 transport addresses to |Pv4 transport addresses
and vice versa

Following illustrates normal process for this usage.

Chen Expires April 3, 2012 [ Page 4]



Internet-Draft NAT64 Cct 2011

2. 3.

0 Stepl: IPv6-only host perfornms an AAAA DNS query to DNS64 for the

| Pv6 address of the Pv4-only sever.

0 Step2: DNS64 could not find the | Pv6 address of the | Pv4-only
sever. So it tries to get the |IPv4d address of the Pv4-only sever
by sending A DNS query to DNS4.

0 Step3: DNS4 return the A record to the DNS64.

0 Step4: DNS64 map the | Pv4 address to | Pv6 address and send a
synthetic AAAA record which is translated fromA record to | Pv6-
only host.

0 Step5: IPv6-only host send the | Pv6 packet to the NAT64. NAT64
translates the | Pv6 packet to | Pv4 packet and send it to | Pv4-only
server.

NAT64- CGN Mbde Requi renents

According to above description for NAT64-CGAN, the NAT64- CGN
requirenents are listed as foll ow ng.

NAT64- CG\- R1: Each NAT64 devi ce MJUST have at | east one unicast |Pv6
prefix assigned to it, denoted Pref64::/n.

NAT64- CG\N- R2: A NAT64 MUST have one or nore uni cast | Pv4 addresses
assigned to it.

NAT64- CGN- R3: I rrespective of the transport protocol used, the NAT64
MUST silently discard all incoming | Pv6 packets containing a source
address that contains the Pref64::/n.

NAT64- CGN- R4: The NAT64 MUST only process incom ng | Pv6 packets that
contain a destination address that contains Pref64::/n. Likew se,
the NAT64 MJUST only process inconming | Pv4 packets that contain a
destination address that belongs to the | Pv4 pool assigned to the
NAT64.

NAT64- CGN- R5: NAT64 MUST support the algorithmfor generating |IPv6
representations of |Pv4 addresses defined in RFC6052 as Address
Transl ation Al gorithns.

NAT64- CGN- R6: For i nconi ng packets carrying TCP or UDP fragments with
a non-zero checksum NAT64 MAY el ect to queue the fragments as they
arrive and translate all fragnments at the same tine.

NAT64- CGN- R7: For inconming | Pvd packets carrying UDP packets with a
zero checksum if the NAT64 has enough resources, the NAT64 MJST
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reassenbl e the packets and MJST cal cul ate the checksum |f the NAT64
does not have enough resources, then it MJST silently discard the
packets.

NAT64- CGN- R8: The NAT64 MAY require that the UDP, TCP, or | CWP header
be conpletely contained within the fragnment that contains fragnent
of fset equal to zero

NAT64- CGN- R9: The NAT64 MUST limt the anmount of resources devoted to
the storage of fragnented packets in order to protect from DoS
attacks.

NAT64- CGN- R10: The NAT64 MJST nake fragnentation process when MIU of
incomng IPv4 traffic exceed maxi num MU on | Pv6 side.

NAT64- CGN- R11: The NAT64 MAY | et hosts and applications know | Pv6
prefix used by the NAT64 and DNS64 so as to hosts have know edge
whet her synthetic | Pv6 address is targeted.

NAT64- CGN- R12: The NAT64 MAY decouple with DNS64 in order to establish
communi cation with I Pv4-only servers

NAT64- CGN- R13: The NAT64 MAY take | oad-bal ancing functionalities
i ncorporating with DNS64.

3. NAT64- CE Mode

NAT64- CE node represents usages where there NAT64 is closed to
custoner edges, like enterprise network edge or residential network
edge.

3.1. NAT64 at Enterprise Network Edge

Sone enterprise would like to offers their enployees with | Pv6
access. However, the service may still stay in | Pv4 donmain. NAT64
useges in enterprise network could help shift all enterprise service
to be I Pv6 enable.

Figure 2 illustrates a network usage where an | Pv6-only client
attached to a dual -stack network, but the destination server is
running on a private site where there i s NAT64- CE nunbered with
public | Pv6 addresses and private |Pv4 addresses.
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Fi gure 2: NAT64- CPE Mbde Usage
3.2. NAT64 at Residential Network Edge

Resi dential servers are usually going beyond the operator’s
managenent. They may not able to | Pv6-enable due to linitations of
application supporting. 1In this case, ISP is still assigning private
| Pv4 address to servers. However, The nature of private |Pv4 would
bl ock the end-to-end bi-directional comrunications. On the other
hand, IPv6 will bring end-to-end benefits to operators. NAT64-CPE
nmode could let I Pv6 users to access such | Pv6-di sable services in
residential areas.

This scenario may appears in ISP network for several cases. As the
i nstances, visitors go through distant network to take care of fanily
affairs, like nonitoring house security via residential canera,
mani pul ati ng househol d appliances renotely prior to coneback hone.

4. Security Considerations
Essentially, there are strong demands to have thorough security
mechani smto prevent privacy invasion in NAT64-CPE scenario. The
detail ed considerations need to be further identified.

5. | ANA Consi derati ons

This meno includes no request to | ANA
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