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Abstract

This meno proposes two new RADIUS attributes with each to carry

an Internal Port nunber and a Configured External Port number,
both are associated with a specific NAT device and a specific user
and are configured on a RADIUS server such that when the user
requests an Internet connection, the port napping information can
be conveyed to NAS that co-locates with the NAT device via RADI US
protocol, and is used during the NAT operation for IP flows to and
fromthat user. The two attributes also include an | Pv4 address or
| Pv6 address, respectively, as the pinhole internal |IP address at
t he NAT device

Tabl e of Contents

1. IntroducCti ON. . ... e 2
2. Termnol Ogy. . ... 3
3. Operati ON. .t 3
4. RADIUS Attributes. . ... ... .. e 5
5. Table of Attributes. . ....... ... e 7
B. SECUINI LY. o 8
7. TANA Considerati ONS. . . ...ttt e e e e e e 8
8. Acknow edgemBnt S. ... ... e 8
9. Ref Br BNCES. . . o e 8

9.1. Normative References. . ......... i 8

9.2. Informative References. .. ........ ... .. 8
10. AUt hOors’ Addr ESSEeS. . ... oo e 9

1. Introduction

In nost of the scenarios, the port mapping on a NAT device is
dynanically created when the | P packets of an |IP connection
initiated by a user arrives. For sone applications, the port
mappi ng needs to be pre-defined allowi ng | P packets of
applications fromoutside a NAT device to pass through and
"port forwarded" to the correct user |ocated behind the NAT
devi ce.

Port Control Protocol or PCP ([I-D.draft-ietf-pcp-base]),
provides a nechanismto create pinholes froman external IP
address to an internal |IP address and port on a NAT device

just to achieve the "port forwarding" purpose. PCP is a
server-client protocol capable of creating or deleting a pinhole
along with a rich set of features on a NAT device in dynanic
fashion. In some deploynent, all users need is a few, typically
just one pre-configured port mapping for applications such
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as web cam at hone, and the lifetine of such a port mapping
remai ns valid throughout the duration of the customer’s Internet
service connection time. In such an environnent, it is possible
to statically configure a port mapping on the RAD US server for
a user and let the RADI US protocol to propagate the information
to the associ ated NAT devi ce.

In a broadband network, custoner information is usually stored
on a RADIUS server and at the time when a user initiates an
Internet service request, the RADIUS server will popul ate

the user’s configuration information to the NAS, which is
usual ly co-located with the BNG after the connection

request is granted. In nany cases, the NAT function is al so on
the BNG and therefore the port forwarding informati on can be
configured on the RADIUS server as part of the user profile.

This meno proposes two new RADIUS attributes to carry Interna

Port number and Configured External Port nunber, both are associ ated
with a specific NAT device and a specific user, with an | Pv4

address or |Pv6 address as the pinhole internal address,
respectively, and are configured on a RADI US server such that

when the user requests an Internet connection, the port mapping

i nformati on can be conveyed to the NAS that co-locates with the

NAT device via RADIUS protocol, and is used during the NAT operation
for IP flows to and fromthat user

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

3. Operation

Port mapping information for NAT for a user (e.g., a CPE or host)
is configured on a RADIUS server, along with other user information
such as credentials. The port napping infornmation that is to be
used during the NAT procedure is going to be popul ated from

the RADI US server to the NAT device using RADI US protocol

In Figure-1, a Network Access Server (NAS), co-located with a NAT
device on a BNG operates as a RADIUS client. The NAT device that
resides on the BNG perfornms a single NAT (or firewall) function
such as NAT44, NAT64, etc.

When the user sends a service request, the NAS on the BNG sends
a RADI US Access- Request nessage to the RADI US server, requesting
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aut hentication. Once the RADI US server receives the request, it

val idates the sending client and if the request is approved, the
RADI US server replies with an Access-Accept nessage including a
list of attribute-value pairs that describe the paranmeters to be
used for this connection, including the port forwardi ng mappi ng

specifically configured for the user.

When the RADI US Access-Accept nessage arrived at the BNG the

port mapping information is used to create a pinhole on the NAT
along with the associated pinhole internal |IP address, and also the
external | P address, when it becones available, for the specific
user. A service granted nessage is then sent to the user, and after
that point, |P packets fromapplication initiated fromnetwrk side
(e.g., web cam) can be "port forwarded" by the NAT on the BNG to
the user that is behind the NAT. | P packets belonging to the sane
flow but on opposite direction also traverse the sanme pinhole.

User NAT/ NAS AAA
| BNG Ser ver
| |
----Service Request------ >| |
| |
[--------- Access- Request - - - - - - - >|
I

R Access- Accept--------- [
| (Nat-1Pv4-Port-Forwardi ng- Map) |
| (Nat-1Pv6-Port-Forwardi ng- Map) |

<---Service Ganted ------ |

(ot her paraneters) [

|
I
I
(Create a port mapping [
for the user, and [
associate it with the |
internal |P address |
and external |P address) [
I

I

>|

[-=----- Account i ng- Request ------
| (Nat-1Pv4-Port-Forwardi ng- Map) |
| (Nat-1Pv6-Port-Forwardi ng- Map) |

DHCP/ PPP RADI US

Figure 1: RADI US Message Fl ow
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When an | P packet travels from behind the NAT outwards (outbound),
the NAT nust change the source port nunmber, i.e., the internal port
to the configured external port, and when an | P packet travels from
outside to the inside of the NAT (inbound), the NAT nmust change the
target port nunber, i.e., the configured external port to the

i nternal port.

Note that the service request that is initiated by a user can be
associated with a PPP session or rel evant DHCPv4/ DHCPv6 nessage,
with the sane conmuni cati on sequence between the RADI US server and
the NAS, and the installation of the port mapping on the NAT. Al so,
there nmay be different nechani snms as how an internal |IP address and
an external |IP address (in the context of the NAT) assigned

or determined, respectively, on the NAT for a specific user, but the
forwardi ng port mapping information will remain the same as
configured on the RADIUS server and is bonded to the specific user
with one of its specific |IP address.

A port mapping, once created on the NAT, will remain permanently
in the duration of the user’s Internet connection. \Wen the
connection is torn down, the mapping on the NAT nust then be
renoved accordi ngly.

In the NAT444 scenario, in order to allow an | Pv4 packet generated
from outside of the BNG reaching the user, a forwarding port napping
is required on the NAT residing on the BNG as descri bed above, but

a separate forwarding port mapping is required on the user, typically
a CPE, and in addition, the two sets of mapping need to be

coordi nated, so that an inbound IP packet, i.e., fromoutside of the
BNG destined to the user, will successfully traverse two NATs before
arriving at the user. The required nmechanismfor the NAT444 case is
out of the scope of this docunent.

4. RADIUS Attributes
Two new RADI US attributes are defined in this docunent, for |Pv4
address and | Pv6 address as the NAT pinhol e internal address,
respectively.

NAT- | Pv4- For war di ng- Port-Map Attribute (Figure-2)
NAT- | Pv6- For war di ng- Port-Map Attribute (Figure-3)

Descri ption
Both of the two attributes contain a 16-bit Internal Port that

identifies the source TCP/UDP port number of an |P packet sent
by the user, or the destination port nunber of an |IP packet destined
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to the user, and in both cases, the | P packet travels behind the
NAT device. Also they contain a 16-bit Configured External Port that
identifies the source TCP/UDP port nunber of an | P packet sent

by the user, or the destination port number of an |IP packet

destined to the user, and in both cases, the |IP packet travels
outside of the NAT device. In addition, the two attributes contain
a 32-bit IPv4 address or 128-bit |Pv6 address, respectively, as
their respective NAT pinhole’s internal |P address. Together, the
port pair and | P address determ ne the port mapping rule for a
specific IP flow that traverses a NAT device

The attribute MAY appear in an Access-Accept packet, and may al so
appear in an Accounting-Request packet. In either case, the attribute
MUST NOT appear nore than once in a single packet.

Neit her of these attributes MJST NOT appear in any other RADI US
packets.

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Type | Length | I nternal Port |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Configured External Port | Pinhole Internal |Pv4 Address
B E e r e s i s i o T T s S S S S 2
| | Pv4 Address (cont.) |
B R e i T T TR R SR SR S S
Fi gure-2 Nat -1 Pv4- Forwardi ng-Port-Map Attribute Format
These fields are described bel ow
Type
Type for NAT-IPv4-Forwardi ng-Port-Mp (value is TBD)
Length
8 octets
I nternal Port
Internal port for the pinhole
Confi gured External Port

External port for the pinhole
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Pi nhol e | Pv4 Address
The internal |Pv4 address at the pinhole

0 1 2

01234567890123456789012345678901

T I T S S T i T S S M T s

| Type | Length | I nternal Port

B T T i I T T o S S S e b S S S
Configured External Port | Pinhole Internal 1Pv6 Address

L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| | Pv6 Address (cont.) |
T S e e i i e e e e e i i Sl e Sl Sl e S i S
| | Pv6 Address (cont.) |
R e o e S e e i S il S
| | Pv6 Address (cont.) |
LT I e S R S i i e e e Sl S i S i S e S e S o
I

- 4-
| Pv6 Address (cont.) |
B i T T e e R e s i ks i TR S

Fi gure-3 Nat -1 Pv6- Forwardi ng- Port-Map Attribute Format

These fields are descri bed bel ow

Type
Type for NAT-I1Pv6- Forwardi ng- Port-Map (value is TBD)
Length
20 octets
I nternal Port
Internal port for the pinhole
Configured External Port
External port for the pinhole
Pi nhol e | Pv6 Address

The internal |Pv6 address at the pinhole

5. Table of Attributes

The followi ng table provides a guide as the attributes may be
found in which kinds of packets, and in what quantity.
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Request Accept Reject Challenge Accounting # Attribute
0-1 0-1 0 0 0-1 TBD NAT-1| Pv4- Forwar di ng- Port - Map
0-1 0-1 0 0 0-1 TBD NAT-I| Pv6- Forwar di ng- Port - Map
The meani ng of the above table entries is as follows:
0 This attribute MIUST NOT be present.
0-1 Zero or one instance of this attribute MAY be present.
6. Security
Security problems of the RADI US protocol are discussed in [ RFC2865].
7. | ANA Consi derations

Thi s docunent requires the assignnent of new RADIUS attribute
nunbers for the following attributes:

NAT- | Pv4- For war di ng- Por t - Map
NAT- | Pv6- For war di ng- Por t - Map
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