Behavi or Engi neering for Hi ndrance R Penno

Avoi dance Juni per Net wor ks
I nternet-Draft T. Saxena
I ntended status: |nformational Ci sco Systens
Expires: July 27, 2011 M Boucadair

France Tel ecom
S. Sivakunar

Ci sco Systens
January 23, 2011

Anal ysis of 64 Translation
draft-ietf-behave-64-anal ysis-01

Abstract

Due to specific problens, NAT-PT was deprecated by the IETF as a
mechanismto performIPv6-1Pv4 translation. Since then, new efforts
have been undertaken within |IETF to standardi ze alternative
mechani sms to perform | Pv6-1Pv4 translation. This docunent eval uates
how t he new transl ati on nmechani snms avoid the problens that caused the
| ETF to deprecate NAT-PT.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. Introduction
1.1. Definition

Thi s docunment uses 64 proposal (or 64 for short) to refer to the
mechani snms defined in the foll owi ng docunents:

o Stateful NAT64: Network Address and Protocol Translation froml|Pv6
Clients to I Pv4 Servers [I-D.ietf-behave-v6v4-xl ate-stateful]

o0 DNS64: DNS extensions for Network Address Translation from | Pv6
Clients to | Pv4 Servers [I-D.ietf-behave-dns64]

o |Pv6e Addressing of IPv4/IPv6 Translators [ RFC6052]

o Franmework for IPv4/1Pv6 Transl ation
[I-D.ietf-behave-v6v4-franmework]

1. 2. Cont ext

The current 64 proposal is widely seen as a major interconnection
techni que designed to enabl e comuni cati ons between | Pv6-only and

| Pv4-only networks. One of the building blocks of this proposal is
decoupling the DNS functionality fromthe protocol translation
itself.

This approach is pragmatic in the sense that there is no dependency
on DNS inplenentation for the successful NAT handling. As long as
there is a function (e.g., DNS64 [I-D.ietf-behave-dns64] or other
nmeans) that can construct an | Pv6- Enbedded | Pv4 address with a pre-
configured I Pv6 prefix, an |IPv4 address and a suffix (refer to

[ RFC6052]), NAT64 will work just fine.

To understand the 64 proposal, we nust keep in mnd that the focus of
this proposal is on the deploynent and not the inplenentation
details. As long as a NAT64 inplenentation conforns to the expected
behavi our, as desired in the deployment scenario, the details are not
very inportant as mentioned in this excerpt from
[I-D.ietf-behave-v6v4-xl| ate-stateful]:

"A NAT64 MAY performthe steps in a different order, or MAY

performdifferent steps, but the externally visible outcome MJST
be the same as the one described in this docunent.”
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1.3. Scope

Thi s docunment provides an anal ysis of how the proposed set of
docunents that specify stateful IPv6-only to | Pv4-only translation
and repl ace NAT-PT [ RFC2766] address the issues raised in [ RFC4966].

As a reminder, it is worth nmentioning the 64 proposal analysis is
limted in the sense that hosts fromI|Pv6é networks can initiate a
communi cation to | Pv4 network/Internet, but not vice-versa. This
corresponds to Scenario 1 and Scenario 5 described in
[I-D.ietf-behave-v6v4-framework]. Hence, the scenario of servers
nmoving to IPv6 while clients remaining | Pv4 remai ns unaddressed. O
course, IPv6 to | Pv4 comunications can al so be supported if static
bi ndi ngs are configured on the stateful NAT64.

The 64 proposal, just |ike any other techni que under devel opnent, has
some positives and sone drawbacks. The ups and downs of the proposa
must be clearly understood while going forward with its future

devel opment .

The scope of this docunment does not include stateless translation

2. Analysis of 64 Translation Agai nst Concerns of RFC4966

O the set of problens pointed out in [ RFC4966], the 64 proposa
addr esses sonme of them whereas | eaves others unaddressed.

Sone issues nentioned in [ RFC4966] were solved by [ RFC4787],

[ RFC5382] and [ RFC5508]. At the tine when NAT-PT was published these
recomendati ons were not in place but they are orthogonal to the
translation algorithmper se, therefore they could be inplenmented
with NAT-PT. On the other hand, NAT64 explicitly nentions that these
reconmendati ons need to be followed and thus should be seen as a
conpl ete specification

It is also worth pointing out that the scope of the 64 proposal is
reduced when conpared to NAT-PT. Following is a point by point

anal ysis of the problens. |Issues listed in [RFC4966] are classified
into three categories:

1. Problens inpossible to solve;

2. Pr obl enms whi ch can be sol ved

3. Problens sol ved
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2.1. Problens Inpossible to Solve
Probl ems di scussed in [ RFC4966], which are inpossible to solve:

1. Inability to redirect traffic for protocols that |ack de-
mul ti pl exi ng capabilities or are not built on top of specific
transport-layer protocols for transport address transl ations
(Section 2.2 of [RFC4966]).

Anal ysis: This issue is not specific to 64 but to all NAT-
based sol utions.

2. Loss of information due to inconpatible semantics between | Pv4
and | Pv6 versions of headers and protocols (Section 2.4 of
[ RFC4966]) .

Anal ysis: This issue is not specific to 64 but due to the
design of |Pv4 and | Pv6.

3. Need for the NAT64-capabl e device to act as proxy for
correspondent node when I Pv6 node is nobile, with consequent
restrictions on nobility (Section 2.7 of [RFC4966]).

Anal ysis: This is not specific to NAT64 but to all NAT
flavors. Refer to [|-D. haddad- nmext-nat 64-nobility-harnful]
for an early analysis on mobility conplications encountered
when NAT64 is invol ved.

2.2. Problens Wich Can be Sol ved
Probl ems di scussed in [ RFC4966], which can be sol ved:

1. Disruption of all protocols that enbed |IP addresses (and/or
ports) in packet payloads or apply integrity nechanisns using | P
addresses (and ports) (Section 2.1 of [RFC4966]).

Anal ysis: In the case of FTP [ RFC0959] this problemis
addressed by the use of a FTP64 ALG [I-D.ietf-behave-ft p64]
which is a workaround solution. |In the case of SIP [ RFC3261],
no specific issue is induced by 64; the same techni ques for
NAT traversal can be used when a NAT64 is involved in the path
(e.g., ICE [RFC5245], Hosted NAT Traversal [RFC5853], enbedded
SIP ALGs, etc. ). The functioning of other protocols is left
unaddressed. Note that the traversal of NAT64 by application
enbedding I P address literal is not specific to NAT64 but
generic to all NAT-based sol utions.
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Interaction with SCTP [ RFC4960] and nul tihonming (Section 2.6 of
[ RFC4966]) .

Anal ysis: SCTP is out of scope of 64. Only TCP and UDP
transport protocols are within the scope of 64.

Inability to handle nulticast traffic (Section 2.8 of [RFC4966]).

Anal ysis: This problemis not addressed by the current 64
speci fications.

Scal ability concerns together with introduction of a single point
of failure and a security attack nexus (Section 3.2 of
[ RFC4966]) .

Anal ysis: This is not specific to NAT64 but to all statefu
NAT fl avors.

Creation of a DoS (Denial of Service) threat relating to
exhaustion of nenory and address/port pool resources on the
translator (Section 3.4 of [RFC4966]).

Anal ysis: This specific DoS concern on Page 6 of [RFC4966] is
under a DNS-ALG heading in that docunent, and refers to NAT-
PT' s creation of NAT napping state when a DNS query occurred.
Wth the new | Pv6-1Pv4 translation nmechani snms, DNS queries do
not create any mapping state. Thus, this concern is fully
elimnated with the new | Pv6-1Pv4 transl ati on nechani sns.

Restricted validity of translated DNS records: a translated
record may be forwarded to an application that cannot use it
(Section 4.2 of [RFC4966]).

Anal ysis: |If a node on the IPv4 side forwards the address of
the ot her endpoint to a node which cannot reach the NAT box or
is not covered under the endpoint-independent constraint of
NAT, then the new node will not be able to initiate a
successful session

Actually, this is not alimtation of 64 (or even NAT-PT) but
a depl oynent context where shared | Pv4 addresses nanaged by
the NAT64 are not globally reachable. The sane linitation can
be encountered when referrals (even w thout any NAT in the
pat h) include reachability information with limted
reachability scope (See [I-D.carpenter-behave-referral -object]
for nore di scussion about scope-rel ated issues).
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2. 3.

Unl ess UDP encapsul ation is used for |Psec [RFC3948], traffic
using | Psec AH (Aut hentication Header), in transport and tunne
nmode, and | Psec ESP (Encapsul ating Security Payload), in
transport node, is unable to be carried through NAT-PT wit hout
term nating the security associations on the NAT-PT, due to their
usage of cryptographic integrity protection (Section 4.5 of

[ RFC4966] ) .

Anal ysis: This is not specific to NAT64 but to all NAT
fl avours.

Addr ess sel ection issues when either the internal or externa
hosts inplenent both | Pv4d and I Pv6 (Section 4.1 of [RFC4966]).

Anal ysis: This is out of scope of 64 since Scenarios 1 and 5
of [I-D.ietf-behave-v6v4-framework] assune | Pv6-only hosts.

Therefore this issue is not resolved and nmitigation techni ques
outside the 64 need to be used. These techniques may allow to
of fl oad NAT64 resources and prefer native comunications which
do not involve address fanmily translation. Avoiding NAT
devices in the path is encouraged for nobile nodes in order to
save power consunption due to keepalive nessages which are
required to maintain NAT states ("al ways-on" services). An

i n-depth discussion can be found in

[1-D.wi ng- behave- dns64- config].

Pr obl ens Sol ved

Problenms, identified in [ RFC4966], which are sol ved:

1.

Penno,

Constraints on network topology (as it relates to DNS-ALG see
Section 3.1 of [RFC4966]).

Anal ysis: This issue has nmitigated severity as the DNS i s
separated fromthe NAT functionality. Nevertheless, a mninal
coordination nmay be required to ensure that the NAT64 to be
crossed (the one to which the | Pv4-Converted | Pv6 address
returned to a requesting host) nmust be in the path and has

al so sufficient resources to handle received traffic.

Need for additional state and/or packet reconstruction in dealing
with packet fragmentation. O herw se, inplenment no support for
fragments. (Section 2.5 of [RFC4966])

Anal ysis: This issue is not specific to 64 but to all NAT-

based solutions. [I-D.ietf-behave-v6v4-xl| ate-stateful]
specifies how to handl e fragnmentation; appropriate
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recomendations to avoid fragnmentation-rel ated DoS attacks are
proposed (e.g., linmt resources to be dedicated to out of
order fragments).

| nappropriate translation of responses to A queries fromlPv6
nodes (Section 4.3 of [RFC4966]).

Anal ysis: DNS64 [I-D.ietf-behave-dns64] does not resolve A
queri es.

Address sel ection issues and resource consunption in a DNS-ALG
with nulti-addressed nodes (Section 4.4 of [RFC4966]).

Anal ysis: Since the DNS-ALG is not there, there is no need to
mai ntain tenporary states in anticipation of connections.
Note that static binding are required to allow for

comuni cations initiated froman IPv4 client to an | Pv6
server.

Limtations on DNS security capabilities when using a DNS-ALG
(Section 2.5 of [RFC4966]).

Anal ysis: A DNSSEC val idating stub resolver behind a DNS64 in
server node is not supported. Therefore if a host wants to do
its own DNSSEC validation, and it wants to use a NAT64, the
host has to also performits own DNS64 synthesis. Refer to
Section 3 of[I-D.ietf-behave-dns64] for nore details.

Creation of a DoS (Denial of Service) threat relating to
exhaustion of nenory and address/port pool resources on the
translator (Section 3.4 of [RFC4966]).

Anal ysis: This specific DoS concern on Page 6 of [RFC4966] is
under a DNS-ALG heading in that docunent, and refers to NAT-
PT's creation of NAT napping state when a DNS query occurred.
Wth the new | Pv6-1Pv4 translation nmechani snms, DNS queries do
not create any napping state in the NAT64. Thus, this concern
is fully elimnated in 64.

Requirenment for applications to use keepalive nechanisns to
wor karound connectivity issues caused by premature tineout for
session table and BIB entries (Section 2.3 of [RFC4966]).

Anal ysis: Since NAT64 foll ows sone of the [ RFC4787], [ RFC5382]
and [ RFC5508] requirenents, there is a high | ower bound for
the lifetime of sessions. |n NAT-PT this was unknown and
applications needed to assune the worst case. For instance,
in NAT64, the lifetine for a TCP session is approximtely 2

et al. Expires July 27, 2011 [ Page 8]



Internet-Draft Anal ysis of 64 Translation January 2011

3.
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hours, so not much keep-alive signalling overhead is needed.

Application clients (e.g., VPN clients) are not aware of the
tinmer configured in the NAT device. For unmanaged services,
conservative approach woul d be adopted by applications which
i ssue frequent keepalive nessages to be sure that an active
mapping is still be maintained by any invol ved NAT64 device
even if the NAT64 conplies with TCP/ UDP/ | CMP BEHAVE WG

speci fications.

Not e that keepalive nessages nay be issued by applications to
ensure that an active entry is maintained by a firewall, with
or without a NAT in the path, which is located in the
boundari es of a | ocal domain.

8. Lack of address mappi ng persistence: Sone applications require
address retention between sessions. The user traffic will be

disrupted if a different nmapping is used. The use of the DNS-ALG

to create address mappings with limted lifetimes neans that
applications nmust start using the address shortly after the
mapping is created, as well as keep it alive once they start
using it. (Section 3.3 of [RFC4966])

Analysis: In the context of 64, the external |Pv4 address
(representing the IPv6 host in the I Pv4 network) is assigned
by the NAT64 machi nery and not the DNS64 function. Address
persi stence can be therefore easily ensured by the NAT64
function (which conplies with BEHAVE NAT reconmendati ons).
Addr ess persi stence shoul d be guaranteed for both dynam c and
static bindings.

In the | Pv6 side of the NAT64, the same | Pv6 address is used

to represent an I Pv4 host; no issue about address persistence
is raised in | Pv6 network

Concl usi ons

The above anal ysis of the solutions provided by the 64 proposal shows

that the majority of the problens that are not directly related to
the decoupling of NAT and DNS renai n unaddressed. Sone of these
probl ens are not specific to 64 but are generic to all NAT-based
sol utions.

This points to several shortcom ngs of 64 proposal which nust be
addressed if the future network depl oynents have to nove reliably
towards 64 as a solution to | Pv6-1Pv4 interconnection
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The followi ng table
of 64 proposal
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as pointed out in [RFC4966], have possible
these solutions will require significant updates
increasing its conplexity.

summari zes the concl usi ons based on the anal ysis

B Fomm e e e o - Fomm e oo - Fomm e e e o - Fomm e oo - Fomm e oo - +
| | ssue | NAT-PT | Exists | DNS ALG| Ceneric | Can be
[ | Specific | in | Specific | NAT | solved?
I I | NAT64 | I I I
o e oo [ RS TR [ RS TR TR +
| Pr ot ocol s | No | Yes | No | Yes | Yes |
|  enbedding | I I I I I
| addr esses | | | | | |
Fom e e e oo Fom e o - Fomm e - Fom e o - Fomm e - Fomm e - +
| Pr ot ocol s | No | Yes | No | Yes | No |
| without demux | | | | | |
| capability | I I I I I
B Fomm e e e o - Fomm e oo - Fomm e e e o - Fomm e oo - Fomm e oo - +
| Binding state | No | Yes | No | Yes | -- |
I decay I I I I I I
o e oo [ SR TS [ SR TS TS +
| Loss of | No | Yes | No | No | No [
| information | [ [ [ [ [
B Fomm e e e o - Fomm e oo - Fomm e e e o - Fomm e oo - Fomm e oo - +
| Fragmentation | No | No | No | Yes | Yes
Fom e e e oo Fom e o - Fomm e - Fom e o - Fomm e - Fomm e - +
| SCTP and | No | Yes | No | Yes | Yes |
| Miltihomng | [ [ [ [ [
| interaction | | | | | |
B Fomm e e e o - Fomm e oo - Fomm e e e o - Fomm e oo - Fomm e oo - +
| Proxy corresp | Yes | Yes | No | Yes | ?? |
[ node for [ [ [ [ [ [
I M Pv6 I I I I I I
o e oo [ RS TR [ RS TR TR +
| Mul ti cast | No | Yes | No | Yes | Yes |
B Fomm e e e o - Fomm e oo - Fomm e e e o - Fomm e oo - Fomm e oo - +
| Topol ogy | Yes | No | Yes | No | Yes |
| constraints | [ [ [ [ [
| with DNS-ALG | [ [ [ [ [
o e oo [ RS TR [ RS TR TR +
| Scal e and | No | Yes | No | Yes | Yes |
| Single point | | | | | |
| of failure | | | | | |
Fom e e e oo Fom e o - Fomm e - Fom e o - Fomm e - Fomm e - +
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| Lack of | No |
[ addr ess [ [ [ [ [ [
| persistence | [

| Addr ess |
| sel ection |
| issues with |
| Dual stack |
| host s [

| Non- gl obal |
| wvalidity of |
| Translated RR

| records |

| I ncorrect [
| translation |
| of A |
[ responses [
I I
| Mul ti- |
| addr essed |
| nodes |
| DNSSEC | No | Yes | No | Yes | Yes

| limtations | | | | | |

Table 1: Sunmary of NAT64 anal ysis

4. | ANA Consi derations
Thi s docunent nmakes no request of | ANA
Note to RFC Editor: this section may be renoved on publication as an
RFC.
5. Security Considerations
Thi s docunent does not specify any new protocol or architecture. It

only anal yses how BEHAVE WG 64 docunents mitigate concerns raised in
[ RFC4966] and which ones are still unaddressed.
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