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Abst r act

Hosts and applications may benefit fromthe know edge if an | Pv6
address is synthesized, which would nmean a NAT64 is used to reach the
| Pv4 network or Internet. This docunent anal yses a number of
proposed sol utions for conmuni cati ng whether the synthesis is taking
pl ace, used address fornmat, and the I Pv6 prefix used by the NAT64 and
DNS64. This enabl es both NAT64 avoi dance and intentional utilization
by allowi ng |ocal |IPv6 address synthesis.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 26, 2011
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
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1.

I nt roducti on

Hosts and applications may benefit fromthe know edge of whether an

| Pv6 address is synthesized, which would nmean a NAT64 is used to
reach the | Pv4 network or Internet. There are two issues that can be
addressed with solutions that allow hosts and applications to learn
the Network Specific Prefix (NSP) [ RFC6052] used by the NAT64
[I-D.ietf-behave-v6v4-xlate-stateful] and the DNS64
[I-D.ietf-behave-dns64] devices.

Firstly, finding out whether a particular address is synthetic and
therefore I earning the presence of a NAT64. For exanple, a Dual -
Stack (DS) host with I Pv4 connectivity could use this information to
bypass NAT64 and use native |Pv4 transport for destinations that are
reachabl e through 1Pv4. We will refer this as ’'|Issue #1' throughout
t he docunent.

Secondly, finding out howto construct froman |Pv4 address an | Pv6
address that will be routable to/by the NAT64. This is useful when
IPv4 literals can be found in the payl oad of sone protocol or
applications do not use DNS to resol ve names to addresses but know
the 1 Pv4 address of the destination by sone other neans. W will
refer this as 'Issue #2' throughout the docunent.

Additionally three other issues have to be considered by a solution
addressing the first two issues: whether DNS is required '|Issue #3’
whet her a sol ution supports changing NSP '|Issue #4’, and whet her
multiple NSPs are supported (either of the sane or different |ength)
for | oad-bal anci ng purposes '|ssue #5’

Thi s docunent anal yses all known sol ution proposals known at the tine
of witing for conmunicating if the synthesis is taking place, used
address format, and the I Pv6 prefix used by the NAT64 and DNS64.
Based on the anal ysis we concl ude whether the issue of |earning the
Net wor k- Specific Prefix is worth solving and what woul d be the
recomended sol ution(s) in that case.

Ter m nol ogy and Assunptions
NSP

Net wor k- Specific Prefix: A prefix chosen by network adm ni strator
for NAT64/DNS64 to present |Pv4 addresses in | Pv6 namespace.
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VKP

Wl | - Known Prefix: A prefix (64:ff9b::/96) chosen by | ETF and
configured by a network admi nistrator for NAT64/ DNS64 to present
| Pv4 addresses in | Pv6 nanespace.

NAT64

Net wor k Address and protocol Translation nmechanismfor translating
| Pv6 packets to | Pv4 packets and vice-versa: A network entity that
a host or an application nmay want to either avoid or utilize.

| Pv6 packets hosts send to addresses in the NSP and/or WKP are
routed to NAT64.

DNS64

DNS ext ensions for network address translation fromIPv6 clients
to I Pv4 servers: A network entity that synthesizes |IPv6 addresses
and AAAA records out of |Pv4 addresses and A records, hence making
| Pv4 namespaces visible into | Pv6 nanespace. DNS64 uses NSP

and/ or VWKP in the synthesis process.

Address Synthesis

A mechanism in the context of this document, where an | Pv4
address is represented as an | Pv6 address understood by a NAT64
device. The synthesized I Pv6 address is formed by enbeddi ng an

| Pv4 address as-is into an | Pv6 address prefixed with a NSP/ VKP.
It is assuned that the 'unused’ suffix bits of the synthesized
address are set to zero as described in Section 2.2 of [RFC6052].

| ssue #1
The probl em of distinguishing between a synthesized and a rea
| Pv6 addresses, which allows a host to | earn the presence of a
NAT64 in the network

| ssue #2

The problem of |earning the NSP used by the access network and
needed for local |Pv6 address synthesis.

| ssue #3
The problem of |earning the NSP or WKP used by the access network

by a host not inplenenting DNS (hence applications are unable to
use DNS to learn prefix).
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3.

| ssue #4

The probl em of supporting changing NSP. The NSP | earned by the
host may becone stale for nmultiple reasons. For exanple, the host
m ght nove to a new network that uses different NSP, thus naking
the previously learned NSP stale. Al so, the NSP used in the
networ k may be changed due administrative reasons, thus again
maki ng previously | earned NSP stale.

| ssue #5

The probl em of supporting multiple NSPs. A network nmay be
configured with nmultiple NSPs for address synthesis. For exanple,
for | oad-bal anci ng purposes each NAT64 device in the sane network
could be assigned with their own NSP. It should be noted that

| earning a single NSP is enough for an end host to successfully
performlocal |Pv6 address synthesis but to avoid NAT64 the end
host needs to learn all NSPs used by the access network

Backgr ound

Certain applications, operating in protocol translation scenarios,
can benefit fromknowing the |Pv6 prefix used by a | ocal NAT64 of the
attached access network. This applies to the Framework docunent
[I-D.ietf-behave-v6v4-franmework] Scenario 1 ("IPv6 network to | Pv4
Internet"), Scenario 5 ("An IPv6 network to an | Pv4 network"), and
Scenario 7 ("The IPv6 Internet to the IPv4 Internet"). Scenario
3("The I Pv6 Internet to an | Pv4 network"”) is not considered
applicable herein as in that case a NAT64 is |located at the front of
remote | Pv4 network and host in IPv6 Internet can benefit very little
of learning NSP | Pv6 prefix used by the renote NAT64. The NAT64
prefix can be either a Network Specific Prefix (NSP) or the Wl -
known Prefix (WKP). Below is (an inconplete) list of various use
cases where it is beneficial for a host or an application to know the
presence of a NAT64 and the NSP/ VKP:

0 Host-based DNSSEC validation: as is docunented in DNS64
[I-D.ietf-behave-dns64] section 5.5. point 3, synthetic AAAA
records cannot be successfully validated in a host. |n order to
utilize NAT64 a security-aware and validating host has to perform
DNS64 function locally and hence it has to be able to |l earn WKP or
proper NSP.

o0 Protocols that use IPv4 literals: in IPv6-only access native | Pv4
connections cannot be created. |f a network has NAT64 it is
possi ble to synthesize | Pv6 address by conbining the IPv4d litera
and the | Pv6 prefix used by NAT64. The synthesized | Pv6 address
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4.

4.

4.

can then be used to create an | Pv6 connection

o Milticast translations
[1-D. venaas- behave- ntast 46] [ | - D. venaas- behave- v4vénc-f r amewor k] .

0 URI schenmes with host |Pv4 address literals rather than domain
names (e.g., http://192.0.2.1, ftp://192.0.2.1, imap://192.0.2.1
ipp://192.0.2.1)): a host can synthesize | Pv6 address out of the
literal in URI and use IPv6 to create connection through NAT64.

0 Updating host’s [ RFC3484] preference table to prefer native
prefixes over translated prefixes: this is useful as applications
are nore likely able to traverse through NAT44 t han NAT64.

DNS64 cannot serve applications that are not using DNS or that obtain
referral as an IPv4 literal address. One exanple application is the
Sessi on Description Protocol (SDP) [ RFC4566], as used by Real Tine
Stream ng Protocol (RTSP) [ RFC2326] and Session Initiation Protoco
(SIP) [RFC3261]. O her exanple applications include web browsers, as
| Pv4 address literals are still encountered in web pages and URLs.
Sone of these applications could still work through NAT64, provided
they were able to create locally valid | Pv6 presentations of peers

| Pv4 addresses.

It is a known issue that passing |P address referrals, often fails in
today’s Internet [|I-D.carpenter-referral-ps]. Synthesizing |IPv6
addresses does not necessarily make the situation any better as the
synt hesi zed addresses are not distinguishable frompublic |IPv6
addresses for the referral receiver. However, the situation is not
really any different fromthe current Internet as using public
addresses does not really guarantee reachability (for exanple due
firewalls). Therefore, we think that it is up to the referra
originating host to sonehow identify that the 1 Pv6 address is

made- up.

Proposed solutions to |l earn about synthesis and Network- Specific
Prefix

1. EDNSO option indicating AAAA Record synthesis and format
1.1. Solution description

Section 3 of [I-D.korhonen-ednsO-synt hesis-flag] defines a new EDNSO
option [RFC2671], which contain 3 flag bits (called SY-bits). The
EDNSO option serves as an inplicit indication of the presence of
DNS64 server and the NAT64 device. The EDNSO option SY-bit val ues
other than '000° and ' 111’ explicitly tell the NSP prefix Iength.
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Only the DNS64 server can insert the EDNSO option and the required
SY-bits combination into the synthesi zed AAAA Resource Record

4. 1.

Anal ysi s and di scussi on

The PRCs of the proposal are |isted bel ow

+

Can be used to solve Issue #1 and is designed to explicitly solve
| ssue #2.

Sol ves issue #4 via DNS record |ifetine.

Can partially solve issue #5 if nultiple synthetic AAAA records
are included in the response and all use sane format.

The solution is backward conpatible from'|egacy’ hosts and
servers point of view

Even if the solution is bundled with DNS queries and responses, a
standardi zati on of a new DNS record type is not required, rather
just defining a new EDNSO opti on.

EDNSO option inplenentation requires changes only to DNS64
servers.

Does not require additional provisioning or nanagenent as the
EDNSO option is added automatically by the DNS64 server to the
responses.

Does not involve additional queries towards the global DNS
infrastructure as EDNSO | ogi c can be handled within the DNS64
server.

The CONs of the proposal are |isted bel ow

Requires end hosts to support [RFC2671] EDSNO extension nmechani sm

Requi res host resol ver changes and a nechani snfadditions to the
host resolver APl (or flags, hints etc) to deliver a note to the
querying application that the address is synthesized and what is
the NSP prefix |ength.

Requires a nodification to DNS64 servers to include the EDNSO
option to the synthesized responses.
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- Does not provide solution for issue #3.
4.1.3. Sunmmary

The EDNSO option based solution works by extending the existing EDNSO
Resource Record. Although the solution has host resol ver and DNS64
server inpacts, the changes are linmted to those entities (end host,
applications) that are interested in learning the presence of NAT64
and the used NAT64 prefix. The provisioning and managenent over head
is mniml if not non-existent as the EDNSO options are synthesized
in a DNS64 server in a sane nanner as the synthesized AAAA Resource
Records. Mreover, EDNSO does not induce any load to DNS servers
because no new RRType query is defined

4.2. EDNSO flags indicating AAAA Record synthesis and format

4.2.1. Solution description
Section 3 of [EDNSO-Flag] defines 3 new flag bits (called SY-bits)
into EDNSO OPT [ RFC2671] header, which serve as an inplicit
i ndi cation of the presence of DNS64 server and a NAT64 device. SY-
bit values other than 000" or '111' explicitly tell the NSP prefix
length. Only the DNS64 server can insert the EDNSO option and the
requi red SY-bits conbination into the synthesized AAAA Resource
Recor d.

4.2.2. Analysis and discussion
The PRGCs of the proposal are |isted bel ow

+ Can be used to solve Issue #1 and is designed to explicitly solve
| ssue #2.

+ Solves issue #4 via DNS record lifetine.

+ Can partially solve issue #5 if nultiple synthetic AAAA records
are included in the response and all use sane fornmat.

+ The solution is backward conpatible from'|egacy’ hosts and
servers point of view

+ EDNSO option inplenentation requires changes only to DNS64
servers.

+ Does not require additional provisioning or managenent as the

EDNSO option is added automatically by the DNS64 server to the
responses.
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+ Does not involve additional queries towards the gl obal DNS
infrastructure as EDNSO | ogi c can be handled within the DNS64
server.

The CONs of the proposal are |isted bel ow
- Requires end hosts to support [RFC2671] EDSNO extensi on nmechani sm
- Consunes scarce flag bits from EDNSO OPT header

- Requires a host resol ver changes and a nechani sm additions to the
host resolver APl (or flags, hints etc) to deliver a note to the
querying application that the address is synthesized and what is
the NSP prefix |ength.

- Requires a nodification to DNS64 servers to include the EDNSO
option to the synthesized responses.

- Does not provide solution for issue #3.
4.2.3. Summary

This option is included here for the sake of conpleteness. The
consunption of three bits of the limted EDNSO OPT space can be
consi dered unfavorabl e and hence is unlikely to be accepted.

4.3. DNS Query for a Well-Known Name
4.3.1. Solution description

Section 3 of [I|-D.savol ai nen-heuri stic-nat64-di scovery] describes a
host behavior for discovering the presence of a DNS64 server and a
NAT64 device, and heuristics for discovering the used NSP. A host
requiring information for |ocal |IPv6 address synthesis or for NAT64
avoi dance sends a DNS query for an AAAA record of a Well-Known | Pv4-
only Fully Qualified Domain Nane (FQDN). |f a host receives a
negative reply, it knows there are no DNS64 and NAT64 in the network.

If a host receives AAAA reply, it knows the network nust be utilizing
| Pv6 address synthesis. After receiving a synthesized AAAA Resource
Record, the host nmay exami ne the received | Pv6 address and use
heuristics, such as "subtracting" the known | Pv4 address out of

synt hesi zed |1 Pv6 address, to find out the NSP

The Wl | -Known Name may be assigned by | ANA or provided sone third
party, including application or operating systemvendor. The |Pv4
address corresponding to the Wl l-Known Nanme may be resolved via A
query to Well-Known Nane, assigned by | ANA, or hard-coded.
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4.3. 2.

Anal ysi s and di scussi on

The PRGCs of the proposal are |isted bel ow

+

+

+

Can be used to solve |Issue #1 and |ssue #2.
Sol ves issue #4 via DNS record lifetine.

Can partially solve issue #5 if multiple synthetic AAAA records
are included in the response. Can find nultiple address fornats.

Does not necessarily require any standards effort.

Does not require host stack or resolver changes. All required

I ogic and heuristics can be inplenented in applications that are
interested in | earning about address synthesis taking place.

The solution is backward conpatible from'|egacy' hosts and
servers point of view

Hosts or applications interested in | earning about synthesis and
the used NSP can do the "di scovery" proactively at any tine, for
exanpl e every tinme the host attaches to a new network.

Does not require explicit support fromthe network using NAT64

The CONs of the proposal are |isted bel ow

4.3.3.

Thi

Requires hosting of a DNS resource record for the Well-Known Nane.
Does not provide solution for issue #3.

This method is only able to find one NSP even if a network is
utilizing nultiple NSPs (issue #5) (unless DNS64 includes nultiple
syntheti c AAAA records in response).

Sunmary

s is the only approach that can be depl oyed w thout explicit

support fromthe network or the host. This approach could al so
conmpl enent explicit methods and be used as a fallback approach when
explicit nethods are not supported by an access network

4.4.

DNS Resource Record for | Pv4-Enbedded | Pv6 address
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4.4.1. Solution description

Section 4 of [I-D.boucadair-behave-dns-a64] defines a new DNS
Resource Record (A64) that is a record specific to store a single

| Pv4- Enbedded | Pv6 address [ RFC6052]. Using a dedicated Resource
Record allows a host to distinguish between real |Pv6 addresses and
synt hesi zed | Pv6 addresses. The solution requires host to send a
query for an A64 record. Positive answer with A64 record inforns the
requesting host that the resolved address is not a native address but
an | Pv4- Enbedded |1 Pv6 address. This would ease the local policies to
prefer direct communications (i.e., avoid using |Pv4d-Enbedded | Pv6
addresses when a native | Pv6 address or a native |IPv4 address is
available). Applications may be notified via new or nodified API.

4.4.2. Analysis and discussion
The PRGCs of the proposal are |isted bel ow
+ Can be used to solve |Issue #1 and #5.
+ Solves issue #4 via DNS record lifetine.

+ The solution is backward conpatible from'legacy’' hosts and
servers point of view

+ Synthesized addresses can be used in authoritati ve DNS servers.

+ Miintains the reliability of the DNS nodel (i.e., a synthesised
| Pv6 address is presented as such and not as native | Pv6 address).

+ When both | Pv4-Converted and native | Pv6 addresses are configured
for the same QONAME, native addresses are preferred.

The CONs of the proposal are |isted bel ow

- Does not address |ssue #2 or #3 in any way.

- Requires a host resolver changes and a mechani sm additions to the
host resolver APl (or flags, hints etc) to deliver a note to the

querying application that the address is synthesized.

- Requires a standardi zation of a new DNS Resource Record type
(A64), and the inplenentation of it in both resolvers and servers.

- Requires a coordinated depl oynent between different flavors of DNS
servers within the provider to work determ nistically.
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- Additional load the DNS servers (3 Queries, A64, AAAA and A, may
be issued by a dual -stack host).

- Does not help to identify synthesized | Pv6 addresses if the
session does not involve any DNS queri es.

4.4.3. Summary

Wil e the proposed solution delivers explicit information about
address synthesis taking place solving the Issue #1, a
standardi zati on of a new DNS record type nmight turn out a too
overwhel ming task for a solution for a tenporary transition phase
Defining a new record type increases |oad towards DNS server as the
host issues parallel A64, AAAA and A queri es.

4.5, Learning the IPv6 Prefix of a Network’s NAT64 usi ng DNS
4.5.1. Solution description

Section 4.1 of [I|-D.w ng-behave-|earn-prefix] actually proposes two
DNS- based net hod for discovering the presence of a DNS64 server and a
NAT64 device, and then a nmechani smfor discovering the used NSP.
First, a host may |learn the presence of a DNS64 server and a NAT64
device, by receiving a TXT Resource Record with a well-known (TBD

| ANA registered?) string followed by the NAT64 unicast |Pv6 address
and the prefix I ength. The DNS64 server woul d add the TXT Resource
Record into the DNS response.

Second, Section 4.1 of [I|-D. wing-behave-learn-prefix] also proposes
speci fying a new U-NAPTR [ RFC4848] application to discover the
NAT64' s | Pv6 prefix and length. The input domain nane is exactly the
same as woul d be used for a reverse DNS | ookup, derived fromthe
host’s IPv6 in the ".ip6.arpa.” tree. The host doing the U NAPTR
queries may need nultiple queries until finds the provisioned donain
nane with the correct prefix length. The response to a successfu

U- NATPR query contains the unicast |Pv6 address and the prefix length
of the NAT64 device

4.5.2. Analysis and discussion

[Editor’ note: can this be made to solve issue #5 by having nultiple
NSPs in TXT record?]

The PRGCs of the proposal are |isted bel ow
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+ Can be used to solve |ssue #1 and | ssue #2.
+ Solves issue #4 via DNS record lifetine.

+ Does not require host stack or resolver changes if the required
logic and heuristics is inplemented in applications that are
interested in | earning about address synthesis taking place.

The CONs of the proposal are |isted bel ow

- Requires standardi zation of a well-known names from | ANA for TXT
Resource Record and/or a standardi zati on of a new U NAPTR
application.

- Requires a host resolver changes and a nmechani sm additions to the
host resolver APl (or flags, hints etc) to deliver a note to the
querying application that the address is synthesized and what is
the NSP prefix length. However, it is possible that the U NAPTR
application logic is conpletely inplenmented by the application
itself as noted in PRCs list.

- U NAPTR prefix learning nethod may entail nultiple queries.

- U NAPTR prefix | earning nmethod requires provisioning of NSPs in
".ip6.arpa." tree.

- RFC5507 [ RFC5507] specifically reconmends agai nst reusing TXT
Resource Records to expand DNS

- Requires configuration on the access network’s DNS servers.
- Does not provide solution for issue #3.
4.5.3. Summary

The inplementation of this solution requires sone changes to the
applications and resolvers in a sinmilar fashion as in solutions in
Section 4.1, Section 4.2 and Section 4.4. Unlike the other DNS-based
approaches, the U NAPTR-based sol ution al so requires provisioning
information into the ".ip6.arpa.’” tree which is not any nore entirely
internal to the provider hosting the NAT64/ DNS64 servi ce.

The iterative approach of |earning the NAT64 prefix in U NAPTR-based

solution may result in multiple DNS queries, which can be considered
nmore conpl ex and inefficient conpared to other DNS-based sol utions.
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4.6. Learning the IPv6 Prefix of a Network’s NAT64 using DHCPv6

4.6.1. Solution description
Two individual drafts specify DHCPv6 based approaches.
Section 4.2 of [|-D.w ng-behave-Ilearn-prefix] describes a new DHCPv6
[ RFC3315] option (OPTI ON_AFT_PREFI X DHCP) that contains the |IPv6
uni cast prefix, 1Pv6 ASM prefix, and I Pv6 SSM prefix (and their
| engths) for the NAT64.
Section 4 of [I|-D.boucadair-dhcpv6-shared-address-option] defines a
DHCPv6 option that can be used to communicate to a requesting host
the prefix used for building | Pv4d-Converted | Pv6 addresses together
with the format type. Provisioning the format type is required so as
to be correctly handl ed by the NAT64-enabl ed devices deployed in a
gi ven domai n.

4.6.2. Analysis and di scussion
The PRGCs of the proposal are |isted bel ow

+ Can be used to solve |ssue #1, |ssue #2, |Issue #3 and |ssue #4 via
DHCPv6 i nformation |ifetine.

+ Does not involve DNS system Therefore, applications that woul d
not normally initiate any DNS queries can still learn the NAT64
prefix.

+ DHCPv6 is designed to provide various kinds of configuration
information in a centrally nanaged fashion

The CONs of the proposal are |isted bel ow
- Change of NSP requires change to DHCPv6 configuration
- Requires at | east Stateless DHCPv6 client on hosts.

- Requires support on DHCPv6 clients, which is not trivial in all
operating systens.

- The DHCPv6-based sol ution involves changes and managenent on

networ k side nodes that are not really part of the NAT64/ DNS64
depl oynent (or issues caused by their existence).
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- A new DHCPv6 option is required and the correspondi ng changes to
both DHCPv6 clients and servers.

I f DHCPv6 woul d include nmultiple NSPs issue #5 could be sol ved as
well, but only if nodes as a group woul d sel ect different NSPs hence
supporting | oad-balancing. As this is not clear this itemis not yet
listed under PRO nor CON

4.6.3. Sunmmary

The DHCPv6- based sol uti on would be a good solution in a sense it
hooks into general |P configuration phase, allows easy updates when
configuration informati on changes and does not involve DNS in
general . Use of DHCPv6 requires configuration changes on DHCPv6
clients and servers and in sonme cases may al so require inplenentation
changes. Furthernore, it is not obvious that all devices that need
transl ation services would inplenent statel ess DHCPv6. For exanpl e,
cellular 3GPP networks do not nandate hosts or network to inplenent
or depl oy DHCPv6.

4.7. Learning the IPv6 Prefix of a Network’s NAT64 using Router
Advertisenents

4.7.1. Solution description
Section 3.3 of [RA-Learn-Prefix] describes a new Router Advertisenent
(RA) [RFC4861] option (OPTION_AFT_PREFI X RA) that contains the | Pv6
uni cast prefix, IPv6 ASM prefix, and I Pv6 SSM prefix (and their
| engths) for the NAT64. The RA option is essentially the sanme as for
DHCPv6 di scussed in Section 4.6.

4.7.2. Analysis and discussion
The PRGCs of the proposal are |isted bel ow
+ Can be used to solve |Issue #1, |ssue #2, and |ssue #3.
+ Can solve Issue #4 if lifetime informati on can be comuni cat ed.
The CONs of the proposal are |isted bel ow
- Requires configuration and nanagenents of all access routers to

emt correct information in RA. This could, for exanple, be

acconpl i shed sonmehow by pi ggybacki ng on top of routing protocols
(whi ch woul d then require enhancenents to routing protocols)
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- In sonme operating systens it nmay not be trivial to transfer
i nformati on obtained in RA to upper |ayers

- Requires changes to host operating systenis |P stack
- NSP change requires changes to access router configuration

- Requires standardi zation of a new option to Router Advertisenent
that is generally unfavored approach

- The RA-based solution involves changes and nmanagenent on network
side nodes that are not really part of the NAT64/ DNS64 depl oynent
(or issues caused by their existence).

If RA would include rmultiple NSPs issue #5 could be solved as well,
but only if nodes as a group would select different NSPs hence
supporting | oad-balancing. As this is not clear this itemis not yet
listed under PRO nor CON

4.7.3. Sunmmary

The RA-based solution would be a good solution in a sense it hooks
into general |P configuration phase, allows easy updates when
configuration information changes and does not involve DNS in
general . However, generally introducing any changes to the Nei ghbor
Di scovery Protocol that are not absolutely necessary are unfavored
due the inpact on both network node side and end host |IP stack

i mpl enent ati ons.

Conpared to the DHCPv6 equival ent solution in Section 4.6 the
managenent overhead is greater with RA-based solution. In case of
DHCPv6- based sol uti on the nanagenment can be centralized to few DHCPv6
servers conpared to RA-based sol ution where each access router is
supposed to be configured with the sanme information

4.8. Using application |ayer protocols such as STUN
4.8.1. Solution description

Application |layer protocols, such as Session Traversal Utilities for
NAT (STUN) [ RFC5389], which define nethods for endpoints to learn
their external |P addresses could be used for NAT64 and NSP

di scovery. This document focuses on STUN, but the protocol could be
somet hing el se as wel | .

A host nust first use DNS to discover |Pv6 representation(s) of STUN

server(s) |Pv4d address(es), because the host has no way to directly
use | Pv4 addresses to contact to STUN server(s).
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After learning the | Pv6 address of a STUN server the STUN client
sends a request to the STUN server containing new ' SENDI NG TO
attribute that tells to the server the | Pv6 address the client sent
the request to. 1In areply the server includes another new attribute
call ed ' RECEI VED- AS', which contains server’s |P address the request
arrived on. After receiving the reply the client conpares

" SENDI NG TO and ' RECEI VED-AS' attributes to find out an NSP
candi dat e.

4.8.2. Analysis and discussion

This solution is relatively simlar as described in section 4.3, but
i nstead of using DNS uses STUN to get input for heuristic algorithns.

The PRGCs of the proposal are |isted bel ow
+ Can be used to solve |Issue #1 and |ssue #2.

+ Does not require host changes or supportive protocols such as DNS
or DHCPv6. All required logic and heuristics can be inpl emented
in applications that are interested in | earning about address
synt hesi s taking pl ace.

+ The solution is backward conpatible from'legacy' hosts and
servers point of view

+ Hosts or applications interested in |earning about synthesis and
the used NSP can do the "di scovery" proactively at any tine, for
exanpl e every tinme the host attaches to a new network.

+ Does not require explicit support fromthe network using NAT64.

+ Can possibly be bundled to existing STUN message exchanges as new
attributes and hence client can learn its external |Pv4 address
and a NSP/VWKP wi th the same exchange

+ Can be used to confirmthe heuristics by synthesizing | Pv6 address
of another STUN server or by synthesizing | Pv6 address of first
STUN server after host has heuristically determ ned NSP using
met hod fromsection 4.3. 1.e. the connectivity test could be done
with STUN

+ True I Pv4 destination address is used in NSP determ nation instead
of I Pv4 address received fromDNS. This may increase reliability.
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+ The sane STUN i nprovenent could al so be used to reveal NAT66 on
the data path, if the ' RECEI VED-AS would contain different |Pv6
address than ' SENDI NG TO .

The CONs of the proposal are |isted bel ow
- Requires a server on the network to respond the queries.
- Requires standardization if done as extension to STUN

- The solution involves changes and managenent on network si de nodes
that are not really part of the NAT64/ DNS64 depl oynent (or issues
caused by their existence).

- Does not solve issue #3 if STUN server’s synthetic |IPv6 address is
provi sioned via DNS

- Does not solve issue #4 as the STUN server woul d not be aware of
| earned NSP's validity tine.

- Does not solve issue #5 as the STUN server woul d not be aware of
mul tiple NSP prefixes.

- Heavywei ght solution especially if an application does not
ot herwi se support STUN

4.8.3. Summary

The STUN, or simlar, protocol based approach is a second way to
solve the problemwi thout explicit access network support. The
heuristics for NSP discovery would still be in the client, however,
the result may be nore reliable as actual |Pv4 destination address is
conmpared to I Pv6 address used in sending. The additional benefit of
STUN is that the client learns its public |IPv4d address with the sane
message exchange. STUN could also be used as the connectivity test
tool if the client would first heuristically determ ne NSP out of DNS
as described in section 4.3, synthesize |Pv6 representati on of STUN
server’s | Pv4 address, and then tests connectivity to the STUN
server.

As an additional benefit the STUN i nprovenent could be used for NAT66
di scovery.

4.9. Learning the IPv6 Prefix of a Network’s NAT64 using Access
Technol ogy Specific Methods
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1. Solution description

Several link layers on different access systens have an attachnent
tinme signaling protocols to negotiate various paraneter used |ater on
the established |ink |ayer connection. Exanples of such include 3GPP
Non- Access- Stratum (NAS) signaling protocol [3GPP.24.301] anong ot her
link ayers and tunneling solutions. There, using NAS signaling it
could be possible to list all NSPs with their respective prefix

I engths in generic protocol configuration option containers during
the network access establishnent. The lack of NSPs in protoco
configuration option containers would be an inplicit indication that
there is no NAT64 present in the network

2. Analysis and discussion

The PRGCs of the proposal are |isted bel ow

+ Can be used to solve Issue #1, |ssue #2, |Issue #3 and |ssue #5.
+ Can solve Issue #4 if lifetime information is al so conmuni cat ed
The CONs of the proposal are |isted bel ow

- Requires configuration and nanagenents of all access routers/
gateway to enit correct information in "link/lower |ayer"
signaling. 1In a case the NAT64 functionality is inplemented into
the access router/gateway itself that term nates the generic
protocol configuration exchange, then the configurati on managenent
can be automat ed.

- In sonme operating systens it may not be trivial to transfer
i nformati on obtained in "link/lower |ayers" to upper |ayers.

- NSP change may require changes to access router/gateway
configuration.

- Requires standardi zati on of a new configuration paraneter
exchange/ cont ai ner for each access systemof interest. The
proposed solution is indeed specific to each access technol ogy.

.3.  Summary

The Access Technol ogy- based sol uti on woul d be a good solution in a
sense it hooks into general network access establishnment phase,
al | ows easy updates when configuration information changes and does
not involve DNS in general. However, generally introducing any
changes to the link/lower layers is a long and slow router, and yet
i s access technol ogy/ system specific.
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Conpared to the RA equivalent solution in Section 4.7 the managenent
overhead is equival ent or even |l ess than RA-based solution

5. Concl usi on

Qur conclusion is to reconmend publishing the Well-Known DNS Nare
heuri stic-based nmethod (see Section 4.3) as an Informational |ETF
docunent for applications and host inplenentors to inplenent as-is.
I f Standards Track work is seen beneficial, then our reconmendation
is the standardi zati on of ENDSO option. The reasoning for our
conclusion is discussed in the foll owi ng paragraphs.

O the different issues we give nost weight for issues #1 and #2. W
are not giving much weight for the Issue #3 ' DNS shoul d not be
required , as cases where hosts need to synthesize | Pv6 addresses but
do does not have DNS available seemrare for us. Even if application
does not otherwi se utilize DNS, it ought to be able to trigger sinple
DNS query to find out WKP/NSP. |ssue #4 is handled by majority of
solutions. Issue #5 is considered to be nostly insignificant from an
i ndi vi dual hosts point of viewas it would use only one NSP at a
time, while different hosts could be using different NSPs, hence
supporting | oad-bal ancing targets. None of the discussed sol utions
support | earning of possible new or indicating support for multiple
al gorithnms for address synthesis other than the one described in

[ RFC6052] .

The DNS64 entity has to be configured with WKP/NSP in order for it to
do synthetization and hence using DNS al so for delivering the
synt heti zation information sounds |ogical. The fact that the
synt heti zation informati on fate-shares the information received in
the DNS response is a valuable attribute and reduces the possible
distribution of stale prefix information. On the contrary, use of
DHCPv6 woul d require additional trouble configuring DHCPv6 servers
and ensuring DHCPv6 clients are in place, and furthernore that the
NAT64, DHCPv6 (and possi bl e even sonme DNS64) servers are all in sync.
RA- based nmechani sns are operationally expensive as configuration
woul d have to be placed and maintained in the access routers.

Furt hernmore, both DHCPv6 and RA based nechani sns involve entities
that do not otherw se need to be aware of protocol translation (only
need to know DNS server addresses).

O the DNS-based nechani sns we favor EDNSO option due to its

i ghtwei ght nature. All the A64, DNS SRV, and ENDSO approaches woul d
requi re standardi zati on and depl oynment efforts that may be excessive
conpared to the size of the problem The U NAPTR-based approach
woul d require provisioning information into the '.ip6.arpa tree

whi ch woul d not be entirely internal for the provider
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The two heuristic-based approaches coul d be taken into use at once
and woul d provide benefits in networks utilizing protocol
translation, but on the long run their useful ness depends how well
networks will deploy explicit methods.

6. Security Considerations

The security considerations are essentially simlar to what is
described in DNS64 [I-D.ietf-behave-dns64]. Forgery of infornmation
required for I Pv6 address synthesis nay all ow an attacker to insert
itself as niddle man or to perform denial -of -service attack. The
DHCPv6 and RA based approaches are vulnerable for the forgery as the
attacker may send forged RAs or act as a rogue DHCPv6 server (unless
DHCPv6 aut hentication or SEND are used). |If the attacker is already
able to nodify and forge DNS responses (flags, addresses of know

| Pv4-only servers, records, etc), ability to influence |ocal address
synthesis is likely of |ow additional value. Al so, a DNS-based
mechanismis only as secure as the nethod used to configure the DNS
server’s | P addresses on the host. Therefore, if the host cannot
trust e.g. DHCPv6 it cannot trust the DNS server |earned via DHCPv6
either, unless the host has a way to authenticate all DNS responses.

7. | ANA Consi derati ons

This docunent is infornmative and has no actions to | ANA
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