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1.

I nt roducti on

NAT64 devices [I-D.ietf-behave-v6v4-xlate-stateful] are facilities
depl oyed on t he boundari es between | Pv6 and | Pv4 networks to
facilitate the communicati on between | Pv6-only clients and | Pv4
servers.

Thi s docunment proposes several |oad-bal anci ng approaches for NAT64
devi ces, which can be utilized in the delivery of highly avail abl e
services, and conpares the advantages and di sadvant ages of vari ous
prefix sel ection policies.

The issues with failover and redundancy are outside the scope of this
docunent. An in depth analysis of those issues is elaborated in
[1-D. xu-behave- st at ef ul - nat - st andby] .

Ter m nol ogy

Thi s docunment makes use of the terns defined in [I-D.ietf-behave-
v6v4- x|l ate-stateful], [I-D.ietf-behave-dns64] and [ RFC6052]. Bel ow
are provided the terns specific to this docunent:

o Prefix64: an | Pv6 prefix used for synthesizing | Pv6 addresses
representing | Pv4 hosts in the IPv6 realm See [RFC6052] for nore
details on how | Pv4-enbedded | Pv6 addresses are built.

0 NAT64-enabl ed device (or NAT64 device for short): is a device
whi ch enbeds a NAT64 function as defined in [I-D.ietf-behave-v6v4-
x|l ate-stateful].

0 A load-balancer is a facility which can sel ect a NAT64 device from
a set of deployed devices for a given IPv6-only client according
to the pre-specified policy. Typically, a |oad-bal ancer
provisions a client with an I Pv6 address of the |Pv4-only server
that the client is going to access. Prefix64 is elaborately
sel ected by the | oad-bal ancer so that the correspondi ng NAT64
device can intercept the packets between the above communi cating
parties and correctly process them

Rem nder on the Load Bal anci ng Obj ectives

Load bal ancing is a techni que used by network operators (including
service providers, enterprise networks, etc.) to distribute the |oad
anong several ingress/egress points, several paths, severa

t opol ogi es, etc.
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In the context of |Pv4-1Pv6 interconnection, |oad balancing is nainly
nmoti vated by the needs listed bel ow

0 to optimze the resources usage of deployed NAT64 devices (e.qg.
several ingress/egress NAT64 devices);

0 to avoid congesting a single NAT64 device while other free
resources are still avail abl e;

0 to optimize IPv6-1Pv4 interconnection costs especially when
several NAT64 providers are invol ved.

Techni ques to bal ance the | oad anbng a set of NAT64 devi ces can be
achi eved on a | oad- bal ancer managi ng a farm of NAT64 devices, on a
singl e NAT64 device to select the appropriate outbound interface, or
it can be inplicitly achieved owing to dedi cated tweaki ng operations
(e.g., use of anycast-based service, use of distinct Prefix64, etc.).
Note that considerations to balance the traffic between severa

out bound interfaces of a NAT64 device are out of scope of this
docunent .

Various types of | oad bal ancing can be considered as defined in the
foll owi ng sub-sections.

3.1. Inbound Load Bal anci ng

I nbound | oad bal anci ng neans that incoming traffic (i.e., the traffic
received froman IPv4-only host) is distributed anong a set of NAT64
devices |l ocated at the boundary of the IPv4 realmand the | Pv6 one.

In a stateful NAT64 case, inbound |oad bal anci ng cannot be explicitly
configured because I Pv4-only clients can not initiate sessions to an
| Pv6-only server (except for IPv6-only hosts which pre-installed
static entries in the NAT64 using PCP [I-D.ietf-pcp-base] for

i nstance).

In a statel ess NAT64 case, inbound |Ioad bal anci ng can be achi eved by
configuring distinct |Pv4 address pools on each statel ess NAT64
device (or these pools are to be configured with distinct routing
metrics in each NAT64 device). This practice may lead to asymetric
paths (i.e., distinct NAT64 devices will handl e the outgoing and the
i nbound packets) if the same NSP (Network Specific Prefix, [RFC6052])
i s provisioned on those NAT64 devices. This can be seen as an issue
for sone operators because the legal stored data and activity | ogs
can be increased. |If downstream and upstream paths have sinlar
characteristics (e.g., one-way del ay, one-way del ay variation

t hroughput), the path asymmetry is not an issue froma service
perspecti ve.
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Note: As an alternative to address this problem a |oad bal ancer
needs to be depl oyed on each side of the NAT64 devices. The

bal ancers need to know the policies of each other so as to work in a
cooperative way. Refer to Section 6.2 for nore discussion

3.2. CQutbound Load Bal anci ng

Qut bound | oad bal anci ng means the effort of distributing outgoing
traffic (i.e., the traffic issued by |IPv6-only hosts) anbng a set of
NAT64 devi ces.

Only this flavor of |oad balancing is elaborated in the renmai nder of
thi s docunent.

4. Basic Load Bal anci ng Consi derati ons

In practice, it is inportant to guarantee the outgoing traffic and
the associated inconming traffic is stuck to a sanme stateful NAT64
device, so that the NAT64 device can get essential know edge to
correctly process the incom ng packets. That is, if a stateful NAT64
devi ce processes a request froman IPv6 client to an | Pv4 server, it
MUST be able to intercept and process the correspondent reply from
the server. To achieve this, distinct external |Pv4 addresses SHOULD
be configured on each stateful NAT64 device. GOherwi se, if the sane
| Pv4 address pool is provisioned on two distinct NAT64 devices (e.qg.
NAT64- A and NAT64-B) and since the routing paths may not be
symmetric, outbound packets may be intercepted by NAT64-A while

i nbound packets nmay be received by NAT64-B. NAT64-B will reject the
packets it received because no state to process these packets was

i nstanti ated beforehand, and thus the communication will fail

The | oad bal anci ng SHOULD NOT be sol ely done based on the traffic

| oad distribution but SHOULD persevere the assignnent of the sanme
external I Pv4 address for all active sessions initiated by an | Pv6-
only host. The criteria for distributing custonmers anong a set of
NAT64 devi ces may be inplenented during the | Pv6 configuration phase
of a I Pv6-only host or during the processing of actual traffic issued
by that host.

In the circunstances where the static nmapping entries of an | Pv6-only
client are pre-installed in a given stateful NAT64 device, the
enforced | oad- bal anci ng techni que SHOULD "redirect” the traffic from
the client to the NAT64-device where its static mappi ngs are pre-

i nstal |l ed.

Not e: Sone dynami ¢ protocols such as PCP [I-D.ietf-pcp-base] may
i nclude manes to detect the unavailability of a NAT64 and to re-
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install the mappings in the new di scovered NAT64. But, for the
manual |y configured mappings, the issue is still there.

From the operator’s perspective, a |oad bal anci ng sol uti on SHOULD be
deterministic, that is, that the actual traffic distribution should
be strictly conpliant with what is expected by the system manager
Furthernmore, the operations of distributing the |oad anong multiple
NAT64 devi ces SHOULD be covered from end-users. This nmeans that end-
users should not be aware of the presence of multiple NAT64 devices
in the core network and the sel ection of the appropriate NAT64 device
shoul d not assume any intervention by the custoner/host.

When i npl ementing | oad bal ancing, it should not lead to (severe) QS
degradati on between potential paths. Note that the perceived quality
may not only depend on the | oad bal ancing technique to distribute the
traffic anong avail abl e path/nodes but it is closely related to the
underlying topology (i.e., location of the NAT64 devices, routing
nmetrics configuration, etc.).

An efficient |oad bal ancing system SHOULD NOT redirect the traffic to
a congested NAT64 device while other NAT64 resources are avail able.
Load indicators (i.e., the data reflecting the |oad i nposed on NAT64
devices) nmay be dissenminated to drive the process of selecting a
NAT64 device to handl e an ongoing | Pv6 packet. These indicators nay
be based on (alnpbst) real-tine neasurenent tools or based on a
traffic logic configured on the | oad-bal ancer (e.g., a NAT64 device
can handle N | Pv6-only hosts).

5. Statel ess NAT64

According to [ RFC6052], |Pv4-Transl ated and | Pv4-Converted | Pv6

addr esses SHOULD use the sane Network Specific Prefix (NSP). To
distribute the traffic anong a set of statel ess NAT64 devices, the
alternatives described hereafter can be envisaged. For the anycast-
based node the sane Prefix64 is used while for the renaining options,
specific Prefix64s are used.

5.1. Anycast-based Mde

The sane I Pv6 NSP is provisioned to all statel ess NAT64 devices; |Pv6
hosts are distributed natively anong several statel ess NAT64 devices.
This means that the closest (froma routing perspective) statel ess
NAT64 device will be used to process IPv6 (resp. |Pv4) packets
destined to an IPv4 (resp. I Pv6) destination

The efficiency of this node |argely depends on the underlying
topol ogy (e.g., location of NAT64 devices) and routing engi neering
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policies. Mreover, a statel ess NAT64 device nay be overl oaded if
the routing is not appropriately tuned and/or if the NAT64 devices
are not appropriately di nensi oned.

The introduction or the renoval of NAT64 device(s) can be achieved
wi t hout nodifying the configuration of DHCPv6 servers. During
failure events of a NAT64 system other NAT64 devi ces can handl e the
traffic without any intervention

5.2. DHCPv6-based Mde

To inplement this nobde, each statel ess NAT64 device is configured
with a dedicated NSP. During the IPv6 prefix assignnent phase,
requesting | Pv6 hosts are provided with | Pv4-Transl ated | Pv6 prefix
using the NSP of the NAT64 device that will be used to handle traffic
i ssued fromthose hosts and destined to an | Pv4 host.

If DHCPv6 is used for the provisioning of |IPv6 prefixes, DHCPv6
servers SHOULD be provided with the nunber of custonmers to be
serviced per dedicated NSP (i.e., an NSP prefix identifies a

statel ess NAT64 device). Dynam c |load information (based on rea
tinme nonitoring) MAY be provided to the DHCPv6 to drive the process
of IPv6 prefix assignnment and for better utilization of available
NAT64 resources. Furthernore, and for routing optinization purposes
and for service stability purpose (e.g., use the sane NAT64 device
hosting PCP-instructed port forwardi ng entries), other topol ogica

i nformati on SHOULD be used to tag the custoners that should be
serviced by each NAT64 device

5.3. NAT64 Farm
An additional scheme would be the depl oynent of a farm of NAT64
devices with a | oad-bal ancer which is responsible for redirecting the
traffic to the appropriate NAT64 instance. Unlike stateful NAT64,
both I Pv4 and I Pv6 fl ows can be | oad bal anced.

In this scenario, the sane NSP SHOULD be used for all NAT64 devices
bel onging to the same farm

Techni ques to distribute the | oad anong the NAT64 devices of the farm

are simlar to | oad-bal ancing techni ques anong several outbound
interfaces of the sane NAT64 system

6. Stateful NAT64

Tow variant of the |oad bal anci ng techni ques are el aborat ed
hereafter. Unlike the first node, anycast-based, the second category
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requi res Prefix64 selection to achieve |oad balancing. Mre details
are provi ded bel ow

6.1. Anycast-based Mde

This node assunes that the sane I Pv6 prefix (i.e., NSP or WKP, see

[ RFC6052]) is provisioned to all deployed stateful NAT64 devices.
DNS64 function is provisioned with that prefix used for synthesizing
AAAA records

As stated in Section 4, distinct |Pv4d address pools are configured to
each NAT64 device. This ensures path symetry; which neans that the
same NAT64 device will be used for handling both outbound and i nbound
packets exchanged in a sane stateful conversation between two hosts.

The distribution of the traffic anong depl oyed NAT64 devices is
natively achieved relying on the underlying routing configuration
Of-line traffic engineering tools can be used to appropriately tweak
the routing metrics so as to allow for acceptable traffic

di stribution.

The sane NAT64 devi ce SHOULD be used to handle all the packets issued
by a given | Pv6 host so that the sane external |Pv4 address is used
to represent that host in the IPv4 realm This neans that
oscillation phenonena induced by underlying routing MJST be avoi ded.
By oscillation it is neant that the traffic custoner is bal anced

bet ween two NAT64 devices. The routing oscillation can be avoided
owing to (off-line/on-line) traffic engineering techniques to select
the appropriate |ocation of the NAT64 devices in the network, the
setting of underlying routing weights, establishnent of explicit MPLS
LSPs, etc.

6.2. Prefix64 Selection Policy

It is RECOWENDED that the functionality of |oad bal ancers should be
integrated into dedicated servers. Therefore, |oad-bal ancing can be
transparent for |Pv6-only hosts. The design options of |oad

bal ancers are discussed in Section 6. 3.

The follow ng sub-sections el aborate on vari ous nodes for the prefix
sel ecti on.

6.2.1. Source-Based Prefix Sel ection Policy
A source-based prefix selection policy allows a | oad-bal ancer to
sel ect Prefix64s according to the | Pv6 addresses of its | Pv6-only

clients. For instance, when using a source-based prefix selection
policy, the |oad-balancer in the above exanple can allocate an | Pv6
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address with Prefix64-A for the IPv4-only server if the | Pv6 address
of the client is odd, and Prefix64-B otherw se.

6.2.1.1. Pr os

It is sinple and has enough entropy to ensure reasonabl e | oad
bal anci ng across different NAT64 devices. 2.

The users are consistently assigned to the sane NAT64 device for
every outbound session. This is inportant because sone applications
identify a unique user across nultiple transactions using the source
| P address; exanples include FTP and SSL VPNs. |In addition, it is
easier for a network managenent system (NVS) to nonitor and nmanage
the activities of a user. For instance, a NM5 can collect the

i nformati on about nunber of the concurrent sessions initiated by a
user froma single NAT64 device. However, when using other policies,
a user is not stuck to a NAT64 device, and thus NVMS nay have to
collect such information fromnnultiple NAT64 devices

6.2.1.2. Cons

The efficiency of this procedure depends on the selection criteria
and nay not be deternministic in sone cases where the traffic may be
redirected to a congested NAT64 device.

6.2.2. Destination-Based Prefix Selection Policy

A destination-based prefix selection policy requires a | oad-bal ancer
to choose Prefix64s according to the | P addresses of the | Pv4
targets. For instance, when using a destination-based prefix

sel ection policy, the |oad-balancer in the above exanple can allocate
an | Pv6 address with Prefix64-A for the I Pv4 server if the |IPv4d
address of the server is odd, and prefix64-B otherwise. |In practice,
this type of policy can have lots of variations. For instance, when
a DNS server is utilized as a | oad bal ancer, the server can select a
prefix64 according to the hash value of the FQDN (Fully Qualified
Domai n Name) of the target server

6.2.2.1. Pros
It is sinple to inplenent;

6.2.2.2. Cons
A user accessing multiple IPv4 servers may be represented by nultiple
public I Pv4 addresses since its traffic may be processed by different

NAT64 systens. This will cause authentication problens in the
applications (e.g., FTP and SSL VPNs) which take advantage of the
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source | P addresses to identify users across different sessions. 2.

A user can not be redirected to the NAT64 device where it has
instructed its port forwarding entries; 3.

Since there are nore users than the servers providing contents, there
is not enough entropy to ensure good | oad bal anci ng. The NAT64
device that services a popular web-site will have to undertake nuch
traffic. It is possible to define sone strategies to make mgjor
sites evenly assigned to different NAT64s, e.g.- Google to NAT64-A,
Facebook to NAT64-B, However, this solution can be onerous and

requi res heavy human invol vement.

6.2.3. Round-Robin Prefix Selection Policy

A round-robin prefix selection policy allows a | oad-bal ancer to use
various Prefix64s circularly in different requesting sessions. For
instance, in the above exanpl e, the | oad-bal ancer can choose
Prefix64-A in the first requesting session, choose Prefix64-B in the
second, choose Prefix64-A in the third, choose Prefix64-B in the
fourth, and so on.

6.2.3.1. Pr os

Ensures reasonabl e distribution anmong a set of NAT64 devices.

6.2.3.2. Cons

A given | Pv6-only hosts nmay be redirected to distinct NAT64 devices.
Therefore, distinct |Pv4d address may be used to represent the | Pv6-
only host in the IPv4 realm

A user can not be redirected to the NAT64 device where it has
instructed its port forwarding entries;

Requires a | oad bal ancer (e.g., a DNS64 or a DHCP server) to keep
track of the assignments.

6.2.4. Dynam c Prefix Selection Policy

Al t hough the capability of NAT64 devices can be considered as a
factor in the designing of the above three types of policies, they
are still static and not able to be adjusted according the | oad
changes of NAT64 devices in a tinely fashion. |If we intend to enable
a | oad- bal ancer to dynamically nodify its policies according to
NAT64s’ real -tinme | oad changes, a dynanmic prefix selection policy is
necessary. For instance, a DNS64 system or DHCPv6 can use SNWP to
collect the information of the overheads (e.g., CPU utilizing rates,
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free menory anounts, concurrent session nunbers, and session nunbers
per second) inposed on different NAT64-based devices. Based on such
informati on, the | oad-bal ancer can distribute the | oads on different
NAT64 devices in a nore reasonabl e way.

6.2.4.1. Pr os

This type of policy can effectively avoid the unbal anced distribution
of overheads on different NAT64 devices.

6.2.4.2. Cons

Such a policy may introduce additional conmunication and nanagenent
complexities to a NAT64 device. The conplexity depends on the means
used to di ssem nate the NAT64 | oad.

6.3. Options for Inplenenting Load-bal ancers

In practice, the functionality of a |oad-bal ancer can be perforned
by, e.g.- a DNS64 server, a DNS server, a DHCP server, an edge
router, or even an | Pv6 host itself.

6. 3. 1. DNS64 Servers

When col | aborating with NAT64 devices, a DNS64 server can be
solicited by an I Pv6-only client to initiate comunications to an
| Pv4d-only server identified by a FQDN

Let us assune there is an I Pv6-only client connected to an | Pv6
network which attenpts to conmunicate to an |IPv4-only server. For
the purpose of |oad bal anci ng, the DNS64 server needs to select a
Prefi x64 based on one of the prefix selection policies defined in
Section 6.2 and use it when synthesizing AAAA RRs. Using the

synt hesi zed |1 Pv6 address, the IPv6-only client will take advantage of
the NAT64 associated with the Prefix64 to comunicate with the | Pv4-
only server.

When DNS64 is used as a neans to | oad bal ance the hosts anong a group
of NAT, DNS64 SHOULD be able to assign the sane NAT64 to the sane
hosts. Means to identify the host SHOULD be supported. This is not
natively supported by DNS servers

A drawback of this node is that for traffic which does not require a

DNS resol ution, the packets may flow using a distinct NAT device, and
therefore use a distinct external |P address.
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6.3.2. Prefix64 Assigners

[1-D. kor honen- behave- nat 64-1 ear n- anal ysi s] anal yzes vari ous sol utions
for a host in an IPv6-only network to obtain the Prefix64 of a NAT64
device. Wth the Prefix64, the hosts can synthesize an appropriate

| Pv6 address which can route packets to the translator. |In the

desi gning of |oad bal ancers for NAT64 devices, these approaches are
wort hwhil e to consi der.

6.3.2.1. DNS64 Servers

In [I-D. korhonen-behave-nat 64-1 earn-anal ysis], a NAPTR RR to
represent NAT64's Prefix64 is anal yzed as part of the candidate
solutions. Wen using DNS servers to act as |oad bal ancers for NAT64
devices, nultiple NAPTR RRs need to be added the zone file. Every
NAPT RR consists of a Prefix64. Upon receiving a NAPTR query, the
DNS server replies the requester with a NAPTR RR according to a pre-
specified selection policy. Note that the destination-based prefix
selection policy is not applicable in this case because the DNS
server may |ack the know edge of the |IP address of the queried | Pv4
host .

6.3.2.2. DHCPv6 Servers

It is mentioned in [I|-D.korhonen-behave-nat 64-1earn-anal ysis] that a
DHCPv6 server can be used to allocate Prefix64s for hosts, and so a
DHCP server has a potential to act as a | oad bal ancer for NAT64
devices. Simlar with the solution proposed in Section 6.3.2.1, it
is difficult for a DHCP server to identify the I P addresses of the

| Pv4 hosts which its clients intend to comunicate with. Therefore,
only the source-based policy, the round-robin policy, or the dynanic
policy can be used in this approach

Al so, a DHCPv6 server can be adopted to allocate different DNS64
servers for its users in various standard DHCPv6 host configuration
processes according to certain selection polices. Unlike the DNS64
servers discussed in Section 6.3.1, in this case a DNS64 server needs
to only synthesize AAAA records using a single Prefix64.

The | oad of NAT devices may be provided to DHCP servers to assist the
sel ection of the DNS64 to be used for new connecting hosts.

6.3.2.3. Default Gateways
[1-D. korhonen- behave-nat 64-1 earn-anal ysi s] al so di scusses the
possibility of using Router Advertisenent (RA) nessages to transfer

Prefix64s for I Pv6 users. |f the edge router is attached to only one
mul ticast link, no prefix selection policy defined in Section 6.2 can
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be used. If the edge router is attached to nultiple multicast |inks,
t he source-based policy, the round-robin policy or the dynanic policy
can be used. Because at this phase it is difficult for an edge
router to identify the I P addresses of the | Pv4 hosts which the | Pv6
hosts will communicate with, the destination-based prefix sel ection
policy is unfeasible.

6. 3. 2. 4. IPv6 Cients

It is possible for an I Pv6 host to learn nultiple Prefix64s through

t he approaches defined in [|-D. korhonen-behave- nat 64- 1 ear n-anal ysi s]
and then sel ect one based on a certain prefix selection policy. Such
a policy can be the destination-based policy, the source-based policy
(only one prefix64 is used), the round-robin policy or the dynanic

policy.

This solution is not determnistic and can | ead to congesting a given
NAT64 devi ce.

7. | ANA Consi derations
Thi s docunent nakes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

8. Security Considerations

As nentioned previously, all the traffic between an | Pv6 host and an
I Pv4 host should be intercepted and processed by a sanme NAT64 device.
However, when using certain policies (e.g., the destination-based
prefix selection policy and the Round-Robin prefix selection policy),
this requirenent cannot be fulfilled. The traffic of a user will be
distributed to different NAT64 devices. Under such a circunstance,
it my be difficult for network managenent systems to coll ect
information fromdifferent NAT64 devices in order to nonitor users
behavior in a real in time fashion. 1In addition, it can be difficult
for intrusion detection/prevision systens to conbine the operations
of a user so as to reason whether she is trying to performa nulti-
step attack.

Anot her security concern is |oad bal ancers. Because |oad bal ancers
play an inportant role in distributing traffic to different NAT64
devi ces, the communi cation between users and | oad bal ancers shoul d be
secured. Oherw se, attackers may disturb |oad bal ancing and carry
out DDoS attacks by nodifying the packets sent fromload bal ancers.
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