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Abst r act

This meno describes the NAT64 Managenent |Information Base. It reuses
the NAT-M B and add specific NAT64 vari abl es.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 5, 2011.
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

To enable I Pv6-only nodes to access to | Pv4-only nodes, a NAT64
[I-D.ietf-behave-v6v4-xlate-stateful] is used. This NAT64 requires a
Management | nfornmati on Base (M B) for the purpose of nmanagi ng the
devi ce.

The NAT-M B [ RFC4008] is designed to carry translation from any
address famly to any address fam |y, therefore supports IPv6 to | Pv4
transl ati on such as NAT64.

Sone specifics of NAT64 are not present in the NAT-MB. This
docunment describes the changes to fully support NAT64.
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2. Mdifications to NAT-M B
A revision of [RFC4008] is proposed.

2.1. Pref64
The NAT64 uses a special prefix, named Pref64 [RFC6052], to carry
| Pv4 destination addresses into an | Pv6 address. This prefix is
required for the joint operation of NAT64 and
DNS64[ | -D. i et f - behave-dns64]. The operator can choose to use the
Vel | - Known prefix (64:ff9b::/96) or a Network-Specific Prefix.

We propose to include this prefix to the Nat Addr MapEntry. For other
type of NATs, this value will be ignored and have a null value (::/0)
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3. Configuring NAT64

This section presents considerations regardi ng NAT64 that doesn’t
require nodification of the NAT-M B.

3.1. NatTranslationEntity

Nat Transl ati onEntity is: "An indication of a) the direction of a
session for which an address map entry, address bind or port bind is
applicable, and b) the entity (source or destination) within the
session that is subject to translation."”

For NAT64, both the source and destination is translated. Hence, two
bits nust be set:

"i nboundSr cendPoi nt" and "i nboundDst EndPoi nt" if the operator chooses
to configure the NAT64 address map entry on the | Pv4 network
i nterface.

or

"out boundSr cendPoi nt" and "out boundDst EndPoi nt" if the operator
chooses to configure the NAT64 address nmap entry on the | Pv6 Internet
i nterface.

3.2. Local and Private Term nol ogy

Thr oughout [ RFC4008] "private" and "public" are used interchangeably
with "local" and "global" to refer to the networks the translator is
operating on. "local" refer to the network where the NAT sessions are
initiated. Wth NAT64, The | Pv6 network corresponds to the "local"
side and the "IPv4 Internet to the "global" side.
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RFC4008 Proposed Changes

.1. Changes to Section 3: Term nol ogy

NAT Sessi on:
"NAT sessions in the document are restricted to sessions based
on TCP and UDP only." Add "ICwW". No changes needs to be made
to the MB definition | CMP can be specified as a protcocol
sessi on.
The "session" term nology also differs with
[I-D.ietf-behave-v6v4-framework] definition: An "end-to-end
session" in rfc4008 is a "session" in xlate.

.2. Changes to Section 4: Overview

"The address map entry also identifies the end-point of the session

that nust be subject to translation.". For NAT64, this sentence

inmplies the address map entry woul d contain pref64:: destination

address. However, the real end-point is the ipv4 destination

addr ess.

.2.1. Changes to Section 4.2: nat Addr MapTabl e

Add a paragraph for pref64 variables. Refer to Section 4.3.2

Rephrase the | ast sentence to explain how to use NatTransl ationEntity
to descri be NAT64.

.2.2. Changes to Section 4.5: nat SessionTabl e

"Session" termnology differs with
draft-ietf-behave-v6v4-xlate-stateful’s definition. A "end-to-end
session"” in rfc4008 is a "session" in xlate.

.2.3. Changes to Section 4.7: Notifications

"nat Packet Di scard notifies the end user/manager of packets being
di scarded due to | ack of address nmappings.". W nust add: "or
inconpatibilities in IPv4/1Pv6 translation.

.2.4. Changes to Section 4.9: Configuration via the MB

TBD: Add a point about how to configure the pref64 if its NAT64.
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4. 3.

Nat Addr MapEntry :

Di onne & Bl anchet

.3.1. I MPORT

| pv6Addr essPrefi x,
FROM | PV6- TC,

. 3. 2.

nat Addr MapEnt ry OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

Nat Addr MapEnt ry
not - accessi bl e
current

NAT64 Managenent |nfornation Base (M B)

Update to Nat Addr MapEntry

Changes to Section 5: Definitions

"This entry represents an address map to be used for
NAT and contributes to the dynami ¢ and/or static
address mappi ng tabl es of the NAT device."

I NDEX { ifl ndex,
::={ nat Addr MapTable 1 }

: = SEQUENCE ({
nat Addr Mapl ndex

nat Addr MapNane

nat Addr MapEnt r yType

nat Addr MapTr ansl ati onEntity
nat Addr MapLocal Addr Type
nat Addr MapLocal Addr From
nat Addr MapLocal Addr To

nat Addr MapLocal Port From
nat Addr MapLocal Port To

nat Addr Mapd obal Addr Type
nat Addr Mapd obal Addr Fr om
nat Addr Mapd obal Addr To
nat Addr Mapd obal Port From
nat Addr Mapd obal Port To
nat Addr MapPr ot ocol

nat Addr Mapl nTr ansl at es
nat Addr MapQut Tr ansl at es
nat Addr MapDi scar ds

nat Addr MapAddr Used

nat Addr MapSt or ageType

nat Addr MapRowSt at us

nat Addr MapPr ef 64

nat Addr MapPr ef 64Lengt h

nat Addr Mapl ndex }

Nat Addr Mapl d,
SnnpAdmi nSt ri ng,
Nat Associ ati onType,
Nat Transl ati onEntity,
| net Addr essType,

| net Addr ess,

| net Addr ess,

| net Por t Nunber,

| net Port Nunber,

I net Addr essType,

| net Addr ess,

| net Addr ess,

| net Por t Nunber,

| net Por t Nunber,
Nat Pr ot ocol Map,
Count er 64,

Count er 64,

Count er 64,
Gauge32,

St or ageType,

RowsSt at us

| pv6Addr essPrefi x
| NTECER (0..128),
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nat Addr MapPr ef 64 OBJECT- TYPE

SYNTAX | pv6Addr essPrefi x

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Thi s object specifies the |Pv6 address part of the Pref64
for NAT64. For a NAT64, the default value is the Well-known
prefix 64:ff9b::. For other NAT types, the prefix is ::.
The associated prefix length is found in
nat Addr MapPr ef 64Lengt h.

;.= { nat Addr MapEntry 22 }

nat Addr MapPr ef 64Lengt h OBJECT- TYPE

SYNTAX | NTEGER (0..128)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The prefix |length of nat Addr MapPref64. For NAT64, allowed val ues
are: 32, 40, 48, 56, 64 and 96.". For other NAT types, value is
0."

::={ nat Addr MapEntry 23 }

4.4. Conpl ete updated NAT-M B

Update is done in conformance to section 10 of [RFC2578].

TBD
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5. Security Considerations

No additionnal security issues. See [RFC4008] section 7.
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