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Abst ract

There is a need for applications using SIP to exchange User to User
Information (UU) data during session establishnent. This

i nformati on, known as call control UU, is a small piece of data
inserted by an application initiating the session, and utilized by an
application accepting the session. This data is opaque to SIP and
its function is unrelated to any basic SIP function. This docunent
defines a new SIP header field, User-to-User, to transport UU, along
wi th an extension nechani sm
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1. Overview

Thi s docunment describes the transport of User to User Information
(UU) using SIP [RFC3261]. Specifically, we discuss a nechanismfor
the transport of general application UU and also for the transport
of call control related ITU-T Q931 User to User Information El enent
(U IE) [@31] and ITUT Q 763 User to User Infornation Paraneter
[Q763] data in SIP. UU is widely used in the PSTN today in contact
centers and call centers which are transitioning away from | SDN to
SIP. This extension will also be used for native SIP endpoints

i npl ementing sinilar services and interworking with | SDN services.

Thi s mechani sm was designed to neet the use cases, requirenents, and
call flows for SIP call control UU detailed in
[I-D.ietf-cuss-sip-uui-reqs]. Al references to requirenment numnbers
(REQ N) and figure nunbers refer to this docunent.

The mechani sm chosen is a new SI P header field, along with a new SIP
option tag and media feature tag. The header field carries the UU

i nformation, along with paraneters indicating the encoding of the
UUI, the application user of the UU, and optionally the content of
the UUI. The header field can be escaped into URI's supporting
referral and redirection scenarios. |n these scenarios, History-Info
is used to indicate the inserter of the UU. The SIP option tag is
used to indicate support for the header field. Support for the
header field indicates that a UAis able to extract the information
in the UU and pass it up the protocol stack. The nedia feature tag
is used to indicate that a UA supports a particular application user
of UUl.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119].

3. Requirenents Discussion
Thi s section describes how the User-to-User header field neets the
requirenents in [I-D.ietf-cuss-sip-uui-reqs]. The header field can
be included in I NVITE requests and responses and BYE requests and

responses, neeting REQ 1 and REQ 2.

For redirection and referral use cases and REQ 3, the header field
woul d be escaped into the Contact or Refer-To URI. Currently, UAs
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that support attended transfer support the ability to escape a

Repl aces header field into a Refer-To URI, and when acting upon this
URI add the Replaces header field to the triggered INVITE. This

| ogic and behavior is identical for the UU header field. The UA
processing the REFER or the 3xx to the INVITE will need to support
the UUI nechanism as UAs in general do not process unknown escaped
header fi el ds.

Since SIP proxy forwarding and retargeti ng does not affect header
fields, the header field neets REQ 4.

The UUI header field will carry the UU data and not a pointer to the
data, so REQ5 is net.

Since the basic design of the UU header field is simlar to the | SDN
UUl service, interworking with PSTN protocols will be straightforward
and will be docunented in a separate specification, neeting REQ 6

Requirements REQ 7, REQ 8, and REQ 10 relate to discovery of the
mechani sm and supported applications. REQ 7 relates to support of
the UU header field, while REQ 8 relates to routing based on support
of the UUl header field. REQ 7 is net by defining a new SIP option
tag "uui’. The use of a "Require: uui’ in a request, or ’'Supported:
uui’ in an OPTIONS response could be used to require or discover
support of the mechanism The presence of a Supported:uui or
Require: uui header field can be used by proxies to route to an
appropriate UA, neeting REQ 8. REQ 10 is nmet by creating a new cl ass
of SIP feature tags. For exanple, the feature tag ’sip.uui.isdn’
could be used to indicate support of the I SDN UU service, or
"sip.uui.appl’ could be used to indicate support for a particular
application, appl.

Proxi es comonly apply policy to the presence of certain SIP header
fields in requests by either passing themor renoving themfrom
requests. REQ 9 is net by allowi ng proxies and other internediaries
to renove UUl header fields in a request or response based on policy.

Carrying UU data elements of at |east 129 octets is trivial in the
UUl header field, neeting REQ 11. Note that very large UU el enents
shoul d be avoi ded, as SIP header fields have traditionally not been
| ar ge.

To nmeet REQ 12 in redirection and referral use cases, History-Info
[I-D.ietf-sipcore-rfc4244bis] can be used. 1In these retargeting
cases, the changed Request-URlI will be recorded in the Hi story-Info
header field along with the identity of the elenent that perforned
the retargeting.
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The requirenment for integrity protection in REQ 13 could be net by
the use of an S/M ME signhature over a subset of header fields, as
defined in Section 23.4 of RFC 3261 "SI P Header Privacy and Integrity
using SSMME Tunneling SIP'. The requirenent of REQ 14 for end-to-
end privacy could be net using S/M ME or using encryption at the
application layer. Note that the use of SIMME to secure the UU

will result in an additional body being added to the request.

Hopwi se TLS all ows the header field to neet REQ 15 for hop-by-hop
security.

4. Nor mati ve Definition

Thi s docunment defines a new SIP header field "User-to-User" to
transport call control UU to neet the requirements in
[I-D.ietf-cuss-sip-uui-reqs].

To help tag and identify the UU used with this header field, "app",
"content", and "encodi ng" paraneters are defined. The "app"
paraneter identifies the application which generates and consunes the
UU information. For the case of interworking with the I SDN UU
Service, the application is unknown, so a value to indicate | SDN UU
Service interworking will be defined. |If the "app" paraneter is not
present, interworking with the I SDN UUl Service MJST be assuned. The
"content" paraneter identifies the actual content of the UU data.

If not present, the content MJST be assumed to be unknown as it is in
the 1SDN UUl Service. For newy defined applications using the SIP
UU service, a "content" value MJUST be defined and SHOULD be used.
The "encodi ng" paraneter indicates the nmethod of encodi ng the
information in the UU . This specification only defines

"encodi ng=hex". If the "encoding" paraneter is not present, "hex"
MUST be assuned

4.1. Syntax for UU Header Field

The User-to-User header field can be present in INVITE requests and
responses only and in BYE requests and responses.

The follow ng syntax specification uses the augnented Backus- Naur
Form (BNF) as described in RFC 2234 and extends RFC 3261

uul = "User-to-User" HCOLON uui-data *(SEM uui-param
uui - dat a = token

uui - param = enc-param | cont-param | app-param | generic-param
enc-param = "encodi ng="("hex" | token)

cont-param = "content=" token

app- param = "app=" token
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User-to-User header fields with different "app" paraneters MAY be
present in a request or response. The nunber of User-to-User header
fields which may be present in a request or response is defined for a
particular application. Any size limtations on the UU for a
particul ar purpose nust be defined by that application

4.2. Definition of New Paraneter Val ues

This specification defines only the value of "hex" for the "encodi ng”
paraneter. New val ues can be defined and added to the I ANA registry
with a standards track RFC, which needs to discuss the issues in this
section.

New "encodi ng" val ues nust reference a comon encodi ng schene or
define the exact new encodi ng schene.

New "content" val ues nust describe the content of the UU and give
some exanpl e use cases. The default "encoding" and ot her all owed
encodi ng net hods nust be defined for this new content.

New "app" val ues nust describe the new application which is utilizing
the UUI data and give sone exanple use cases. The default "content"
val ue and other allowed contents nust be defined for this new
purpose. Any restrictions on the size of the UU data nust be
descri bed for the new application.

5. | ANA Consi derati ons

5.1. Registration of Header Field

Thi s docunment defines a new SIP header field named "User-to-User".

The following row shall be added to the "Header Fields" section of
the SIP paranmeter registry:

o B T B T +
| Header Name | Conpact Form | Reference

S [ S +
| User-to-User | | [ RFCXXXX] |
o m e e eaaaas R Fomm e eaaaa +

Editor’s Note: [RFCXXXX] should be replaced with the designation of
thi s docunent.
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5.2. Registration of Header Field Paraneters

Thi s docunent defines the paranmeters for the header field defined in
the preceding section. The header field "User-to-User" can contain
the paraneters "encoding", "content", and "purpose"

The followi ng rows shall be added to the "Header Field Paraneters and
Par armet er Val ues" section of the SIP paraneter registry:

oo oo oo oo +
| Header Field | Parameter Name | Predefined Values | Reference

o oo e oo +
| User-to-User | encoding | hex | [ RFCXXXX] |
Fom e e e e e S B Fom e e e e - - +

Editor’s Note: [RFCXXXX] should be replaced with the designation of
this docunent.

5.3. Registration of SIP Option Tag

This specification registers a new SIP option tag, as per the
guidelines in Section 27.1 of [RFC3261].

Thi s docunment defines the SIP option tag "uui”

The follow ng row has been added to the "Option Tags" section of the
SI P Parameter Registry:

| uui | This option tag is used to indicate that | [ RFCXXXX] |
[ | a UA supports and understands the
| | User-to-User header field. | |

Editor’s Note: [RFCXXXX] should be replaced with the designation of
thi s docunent.

Regi stration of SIP nedia feature tag is TBD.

6. Security Considerations
User to user information can potentially carry sensitive information

that might require privacy or integrity protection. Standard
depl oyed SIP security nechani sns such as TLS transport, offer these
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properties on a hop-by-hop basis. To preserve nulti-hop or end-to-
end confidentiality and integrity of UU, approaches using S/M ME can
be used, as discussed in the draft. However, the |ack of depl oynent
of these nechani sns neans that applications can not in general rely
on them As such, applications are encouraged to utilize their own
security nechani sns.

7. Appendix - O her Possible Mechanisns

Two ot her possi bl e nechanisns for transporting UU wll be described:
M ME body and URI paraneter transport.

7.1. Wiy INFOis Not Used

Since the I NFO net hod [ RFC2976], was devel oped for | SUP interworking
of user-to-user information, it mght seemto be the |ogical choice
here. For non-call control user-to-user information, |INFO can be
utilized for end to end transport. However, for transport of cal
control user-to-user information, INFO can not be used. As the cal
flows in [I-D.ietf-cuss-sip-uui-reqs] show, the information is
related to an attenpt to establish a session and nust be passed with
the session setup request (INVITE), responses to that INVITE, or
session term nation requests. As a result, it is not possible to use
I NFO in these cases.

7.2. Way O her Protocol Encapsul ation UU Mechani sns are Not Used

O her protocols have the ability to transport UU infornmation. For
exanpl e, consider the ITUT Q931 User to User Information El enent
(U IE) [@@31] and the ITUT Q 763 User to User Information Paraneter
[Q763]. In addition, NSS (Narrowband Signaling System [Ql980] is

al so able to transport UU information. Should one of these
protocols be in use, and present in both User Agents, then utilizing
these other protocols to transport UUl might be a | ogical solution
Essentially, this is just adding an additional |ayer in the protocol

stack. In these cases, SIP is not transporting the UUl; it is
encapsul ati ng anot her protocol, and that protocol is transporting the
UUI. Once a nechanismto transport that other protocol using SIP

exists, the UU transport function is essentially obtained wthout
any additional effort or work.

However, the authors believe that SIP needs to have its own native
UU transport mechanism It is not reasonable for a SIP UA to have
to i mpl enent another entire protocol (either ISDN or NSS, for
exanple) just to get the very sinple UU transport service. O
course, this work does not preclude anyone from using other protocols
with SIP to transport UU information.
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7.3. M ME body Approach

One nethod of transport is to use a MME body. This is in keeping
with the SIP-T architecture [RFC3372] in which MM bodi es are used
to transport ISUP information. Since the INVITE will normally have
an SDP nessage body, the resulting INVITE with SDP and UU will be
multipart MME. This is not ideal as nmany SIP UAs do not support
mul tipart M ME | NVI TEs.

A bigger problemis the insertion of a UU nessage body by a redirect
server or in a REFER  The body would need to be encoded in the
Contact URI of the 3xx response or the Refer-To URI of a REFER
Currently, the authors are not aware of any UAs that support this
capability today for any body type. As such, the conplete set of
semantics for this operation would need to be deternined and defi ned.
Some issues will need to be resolved, such as, do all the Content-*
header fields have to be escaped as well? And, what if the escaped
Content - Lengt h does not agree with the escaped body?

Since proxies cannot remove a body froma request or response, it is
not at all clear how this nechanismcould neet REQ 9.

The requirenent for integrity protection could be net by the use of
an S/M ME signature over the body, as defined in Section 23.3 of RFC
3261 "Securing M ME bodies". Alternatively, this could be achieved
usi ng RFC 4474 [ RFC4474]. The requirenent for end-to-end privacy
could be net using S/MME encryption or using encryption at the
application layer. However, note that neither S/IMNME or RFC 4474

enj oys depl oynent in SIP today.

An exanpl e:

<al | OneLi ne>

Contact: <sip:+12125551212@at eway. exanpl e. con?Cont ent - Type=

appl i cati on/ uui &ody=Zed 9i 2i cVgaNVai | T6F5i J90nB6m/uTS4OKO5MVDkOQ4 Xs >
</ al | OneLi ne>

Note that the <all OneLine> tag convention from SIP Torture Test
Messages [RFC4475] is used to show that there are no line breaks in
the actual nessage syntax.

As such, the M ME body approach neets REQ 1, REQ 2, REQ 4, REQ 5,
REQ 7, REQ 11, REQ 13, and REQ 14. Meeting REQ 12 seens possible,
al t hough the authors do not have a specific mechanismto propose.
Meeting REQ- 3 is problematic, but not inpossible for this mechani sm
However, this nmechani sm does not seemto be able to neet REQ 9.
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7. 4. URI Par anet er

Anot her proposed approach is to encode the UUl as a URl paraneter.
This UU paraneter could be included in a Request-URl or in the
Contact URI or Refer-To URI. It is not clear howit could be
transported in a responses which does not have a Request-URI, or in
BYE requests or responses.

<al | OnelLi ne>

Contact: <sip:+12125551212@at eway. exanpl e. com uui =Zed 9i 2i cVgaNvai | T6
F5i J90mBmvuTS4OKO5Mv Dk 0Q4 Xs >

</ al | OneLi ne>

An INVITE sent to this Contact URI would contain UU in the Request-
URI of the INVITE. The URl parameter has a drawback in that a URI
paraneter carried in a Request-URl will not survive retargeting by a
proxy as shown in Figure 2 of [I-D.ietf-cuss-sip-uui-reqs]. That is,
if the URI is included with an Address of Record instead of a Contact
URI, the URI paraneter in the Reqeuest-URI wll not be copied over to
the Contact URI, resulting in the loss of the information. Note that
if this sanme URI was present in a Refer-To header field, the same

| oss of information would occur.

The URI paraneter approach would neet REQ 3, REQ 5, REQ 7, REQ 9, and
REQ 11. It is possible the approach could neet REQ 12 and REQ 13.
The mechani sm does not appear to neet REQ 1, REQ 2, REQ 4, and

REQ 14.

8. Acknow edgenents
Joanne MM | len was a major contributor and co-author of earlier
versions of this docunent. Thanks to Spencer Dawkins, Keith Drage,
Vijay Q@rbani, and Laura Liess for their review of the docunent. The
authors wish to thank Francois Audet, Denis Al exeitsev, Paul Kyzivat,
Cul I en Jenni ngs, and Mahal i ngam Mani for their comments.

9. References

9.1. Informative References
[ Q763] "ITUT Q763 Signaling System No. 7 - | SDN user part

formats and codes",

http://ww.itu.int/rec/ T-REC Q 931-199805-1/en .

[ @31] "ITUT Q931 User to User Information Elerment (UUIE)",
http://ww.itu.int/rec/ T-REC Q 931-199805-1/en .

Johnston & Rafferty Expi res January 12, 2012 [ Page 10]



Internet-Draft

9.

2.

[ ETSI]

[ RFC3372]

[ RFC2976]

[ RFC4475]

[ QL980]

[ RFC2119]

[ RFC3261]

[ RFC3324]

SIP UU for CC July 2011

"ETSI ETS 300 207-1 Ed.1 (1994), Integrated Services
Digital Network (ISDN); Diversion supplenmentary
services".

Vemuri, A and J. Peterson, "Session lnitiation Protocol
for Tel ephones (SIP-T): Context and Architectures"”,
BCP 63, RFC 3372, Septenber 2002.

Donovan, S., "The SIP | NFO Met hod", RFC 2976,
Cct ober 2000.

Sparks, R, Hawylyshen, A., Johnston, A, Rosenberg, J.,
and H Schul zrinne, "Session Initiation Protocol (SIP)
Torture Test Messages", RFC 4475, My 2006.

"ITUT Q 1980.1 The Narrowband Signalling Syntax (NSS) -
Syntax Definition", http://ww.itu.int/itudoc/itu-t/aap/
sgllaap/ hi story/ ql1980. 1/ q1980. 1. ht m

Nor mat i ve Ref erences

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

Rosenberg, J., Schul zrinne, H, Canarillo, G, Johnston,
A., Peterson, J., Sparks, R, Handley, M, and E

School er, "SIP: Session Initiation Protocol", RFC 3261,
June 2002.

Wat son, M, "Short Term Requirenments for Network Asserted
Identity", RFC 3324, Novenber 2002.

[1-D.ietf-cuss-sip-uui-reqs]

[ RFC4474]

Johnston, A and L. Liess, "Problem Statenent and
Requirenments for Transporting User to User Call Control
Information in SIP", draft-ietf-cuss-sip-uui-reqs-02 (work
in progress), Muwy 2011.

Peterson, J. and C. Jennings, "Enhancenents for
Aut henticated ldentity Managenent in the Session
Initiation Protocol (SIP)", RFC 4474, August 2006.

[1-D.ietf-sipcore-rfcd244bi s]

Barnes, M, Audet, F., Schubert, S., Grbh, D., and C

Hol mberg, "An Extension to the Session Initiation Protocol
(SIP) for Request History Information",
draft-ietf-sipcore-rfc4244bis-05 (work in progress),

April 2011.

Johnston & Rafferty Expi res January 12, 2012 [ Page 11]



Internet-Draft SIP UU for CC July 2011

Aut hors’ Addr esses
Al an Johnst on
Avaya
St. Louis, MO 63124

Emai | : al an. b.j ohnston@nuai |l . com
Janes Rafferty
Di al ogi ¢

Emai |l : janmes.rafferty@li al ogi c. com

Johnston & Rafferty Expi res January 12, 2012 [ Page 12]






