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Abstract

Thi s docunent specifies the requirenments for an end-to-end session
identifier in |P-based nultinmedia conmuni cation networks. This
identifier would enabl e endpoints, internmediate devices, and
managenent and nonitoring systens to identify a session end-to-end,
associate multiple endpoints with a given mnultipoint conference,
track communi cation sessions when they are redirected, and associ ate
one or nore nedia flows with a given communication session

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 20, 2011

Jones, et al. Expi res Novenber 20, 2011 [ Page 1]



Internet-Draft Requirenents for End-To-End Session ID May 2011

Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

| P-based nul tinmedia communication systens like SIP [1] and H 323 [ 2]
have the concept of a "call identifier" that is globally unique. The
identifier is intended to help forma globally unique val ue that
represents an end-to-end comunication session. Such an identifier

is useful for troubleshooting, billing, session tracking, and so
forth.

Unfortunately, there are a nunber of factors that contribute to the
fact that the current call identifiers defined in SIP and H. 323 are
not suitable for end-to-end session identification. Perhaps nost
significant is the fact that the syntax for the call identifier in
SIP and H 323 is different between the two protocols. This inportant
fact makes it inpossible for call identifiers to be exchanged end-to-

end when a network utilizes one or nobre session protocols.
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Anot her reason why the current call identifiers are not suitable to
identify the session end-to-end is that in real-world depl oyments
devices |ike session border controllers often change the val ues as
the session signaling passes through. This is true even when a
singl e session protocol is enployed and not a byproduct of protocol
i nt erwor ki ng.

Lastly, identifiers that m ght have been used to identify a session
end-to-end fail to neet that need when sessions are mani pul ated

t hrough suppl enentary service interactions. For exanple, when a
session is transferred or if a PBX joins two comunication sessions
together locally, the end-to-end properties of currently-defined
identifiers are |lost.

This draft specifies the requirenents for an end-to-end session
identifier. Wth this draft, the authors would |like to encourage

di scussi on and progress work in the dispatch working group or working
group as designated by the | ETF, the outcone of which will be a new
RFC that defines a session ID in conformance with these requirenents.

2. Term nol ogy

SI P defines additional terns used in this docunent that are specific

to the SIP domain such as "proxy"; "registrar"; "redirect server";
"user agent server" or "UAS'; "user agent client" or "UAC'; "back-to-
back user agent" or "B2BUA"; "dial og"; "transaction"; "server

transaction".

In this docunent, the word "session" refers to a

"conmuni cati on session" that may exist between two SIP user agents or
that m ght pass through one or nore internedi ary devices, including
B2BUAs or SIP Proxies.

The term"end-to-end" in this document neans the conmmunication
session fromthe point of origin, passing through any nunber of
intermediaries, to the ultimate point of termnation. It is
recogni zed that |egacy devices may not support the "end-to-end"
session identifier, though an identifier mght be created by an
intermediary when it is absent fromthe session signaling.

3. Requirenents for the End-to-End Session Identifier

REQL: It nust be possible for an administrator or an external device
whi ch nonitors the SIP-traffic to use the identifier to identify a
set of dial ogs which have a relationship with each other, such that
they represent the sane SIP session, with as high a probability as
possi bl e.
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REQ2: It rnust be possible to identify the end-to-end session when a
session is transferred or if tw different sessions are joined
together via an internediary (e.g., a PBX)

REQ3: It nust be possible to identify all sessions participating in a
mul ti point or multi-party conference by observing the end-to-end
session identifiers of each session.

REQ4: It nmust be possible to pass the identifier unchanged through
SI P B2BUAs or other internediaries.

REQG: The identifier nust not reveal any information related to any
SI P device or domain identity, including | P Address, port, hostnane,
domai n name, username, Address-of-Record, MAC address, |P address
famly, transport type, etc.

REQ6: The identifier nust not reveal to the receiver of it that the
Call-1D, tags, or any other SIP header or body portion have been
changed by m ddl eboxes, with as high a probability as possible.

REQ7: 1t mnmust be possible to identity SIP traffic with an end-to-end
session identifier fromand to end devices that do not support this
new identifier, such as by allowing an internediary to inject an
identifier into the session signaling.

REQB: The identifier should be unique in time and space, simlar to
the Call-ID.

REQQ: The identifier should be constructed in such a way as to nake
it suitable for transmission in SIP, H 323, RSVP [3], and RTCP [4].

4. Session ldentifier Use Cases

The Session ldentifier is intended to uniquely identify a

communi cati on session end-to-end. This docunment does not specify how
the Session lIdentifier is to be used, but nerely defines the
identifier in such a way as to enable it to be used for situations
encountered in real-world depl oynents of |P-based nmultinmedia

communi cati on systemns, including:

* End-to-end identification of a conmmunication session

* Association of session signaling and nedia flows, made possible
by including the session identifier in nmedia-rel ated nessages
(e.g., RSVP or RTCP)

* |dentification of devices taking part in the same nultipoint
conference
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* Tracking sessions transferred from one endpoint to another

* Facilitate the recording of SIP sessions and correl ating those
sessi ons

* Loggi ng for the purposes of accounting, billing, debugging,
conmuni cation tracking (such as for security purposes in case of
theft of service), etc.

5. Related Wirk in other Standards Organi zations
5.1. Coordination with the ITUT

I P multinedia networks are often conprised of a mx of session
protocols like SIP and H. 323. A benefit of the Session ldentifier is
that it uniquely identifies a conmunication session end-to-end across
session protocol boundaries. Therefore, the need for coordi nated
standardi zation activities across Standards Devel opment Organi zations
(SDCs) is inperative.

To facilitate this, a parallel effort is underway in the ITUT to

i ntroduce the Session Identifier for the H 323 protocol. The ITU-T
SGL6 has approved contribution C. 552 [5] as a work itemwith the
intent that it be a coordinated and synchroni zed effort between the
I TU-T and the | ETF.

5.2. Requirenments wthin 3GPP

3CGPP identified in their Release 9 the need for a Session Identifier
for O&M purposes to correlate flows in an end-to-end conmuni cation
session. TS24.229 (IP multinmedia call control protocol based on
Session Initiation Protocol (SIP) and Session Description Protoco
(SDP)) [6] points to the fact that the Session ldentifier can be used
to correlate SIP nessages belonging to the sane session. In the case
where signaling passes through SIP entities |ike B2BUAs, the end-to-
end session identifier indicates that these dialogs belong to the
sane end-to-end SIP conmuni cation session.

6. Security Considerations
TBD
7. | ANA Consi derations

There are no | ANA consi derations associated with this docunent.
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