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Abst ract

This meno describes the optional extensions to the standard TWAMP
test protocol for identifying test sessions and packet trains, and
for measuring capacity netrics like the available path capacity,
tight section capacity and UDP throughput in the forward and reverse
pat h directions.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (1 ETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htn

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htm
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1 Introduction

The notion of enbeddi ng a nunber of neaningful fields in the padding
octets has been established as a viable nethodol ogy for carrying
additional information within the TWAMP- Test protocol running between
a Session-Sender and a Session-Reflector [RFC5357] [RFC6038].

This meno describes an OPTIONAL feature for the Two-WAy Active
Measur ement Protocol [RFC5357]. It is called the Value-Added Cctets
f eature.

This feature enabl es the controller host to nmeasure capacity netrics
like the I P-type-P available path capacity (APC) [ RFC5136], |P-1ayer
tight section capacity (TSC) [Y1540] and UDP throughput [RFC1242] on
both forward and reverse paths. Wth this feature, it is also
possible to inprove the denultiplexing of test packets to the correct
test sessions running on the controller and responder hosts when

met hods sol ely based on | P and UDP header information is not
desirable or insufficient.

The Val ued- Added Cctets feature consists of new behaviors for the
Sessi on- Sender and Session-Reflector, and a set of val ue-added octets
of information that are placed at the begi nning of the Packet Paddi ng
field [ RFC5357] or at the beginning of the Packet Padding (to be
reflected) field [ RFC6038] by the Session-Sender, and are reflected
or returned by the Session-Reflector. The length of the val ue-added
octets varies in size between 6, 10 and 14 octets depending on the
setting of the flag bits specified at the begi nning of the val ue-
added octets.

This meno is an update to the TWAMP core protocol specified in
[ RFC5357] . Measurenent systems are not required to inplenent the
feature described in this meno to claimconpliance with [ RFC5357].

UDP t hroughput is defined in the Benchrarking Term nol ogy for Network
I nt erconnection Devices [ RFC1242]. |P-Type-P APC nmetric is defined in
Defining Network Capacity [RFC5136]. |IP-layer TSC nmetric is defined
in | P Packet Transfer and Availability Performance Parameters

[ Y1540]. The actual nethod to cal culate the avail able path capacity,
the tight section capacity or the UDP throughput from packet-I|eve
data performance data is not discussed in this neno.

1.1 Requirenments Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2 Purpose and scope

The purpose of this menmo is to define the OPTI ONAL Val ued- Added
Cctets feature for TWAMP [ RFC5357] .

The scope of the menp is linited to specifications of the follow ng
enhancenent s:

o The extension of the nodes of operation through assignnment of a
new value in the Mbde field to communicate feature capability
and use,

o0 The definition of a structure for enbeddi ng a sequence of
val ue- added fields at the beginning of the Packet Padding field
[ RFC5037] or Packet Padding (to be reflected) field [ RFC6038]
in the TWAMP test packets and,

o The definition of new Session-Sender and Sessi on- Refl ector
behavi ors

The motivation for this feature is to enable the nmeasurenments of
capacity netrics on both the forward and reverse paths, and to

i mprove the demultipl exi ng of test packets to the correct test
session at both endpoints.

This meno extends the nodes of operation through assignnent one new
value in the Mddes field (see Section 3.1 of [RFC4656] for the format
of the Server G eeting nessage), while retaining backward
conmpatibility with the core TWAMP [ RFC5357] i npl enentati ons. The new
val ue correspond to the Val ued- Added Cctets Version 1 feature defined
in this meno.

When the Server and Control-Cient have agreed to use the Val ue- Added
Cctets Version 1 node during control connection setup, then the
Control-Client, the Server, the Session-Sender, and the Session-

Refl ector MUST all conformto the requirenents of that node, as

i dentified bel ow

The OPTI ONAL packet padding octets are designed to retain backward
conpatibility with the original TWAMP test protocol [RFC5357].
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3 Capacity Measurenent Principles

Mbst capacity estimation nmethods for avail able path capacity

[ RRBNC] [ PDM [ ENHIMVB] [ SBW and for UDP t hroughput [RFC2544] need to
send and receive packets in groups, called packet trains or sinply
trains. Each train is sent at a specific transnission rate in a given
direction. These trains nust be identified within each bi-directiona
test session stream

The first measurenent principle is to send nultiple trains within a
test session streamfromone |IP node to another | P node in order to
estinmate the avail abl e path capacity, tight section capacity or UDP
t hroughput in the forward direction. Each train consists of a group
of test packets which are separated from each other by a packet
interval, as shown in the picture bel ow

tt tt tt

SRREEEEEEE > ESRREEEEREE > ESRREEEEREE >
I I I I I I
Fom e e o + Fom e e o + Fom e e o +
| Packet 1 | | Packet 2 | | Packet 3
S + S + S +
I I I

I e e R >|

packet interval 1 packet interval 2

The packet interval between consecutive packets for each train sent
by the Session-Sender and reflected by the Session-Reflector MJST be
cal cul ated and determnmined by the controller or an application or
entity communicating with the controller. The packet interval MAY be
constant within a train. Determination of the packet interval wthin
atrain as well as for consecutive trains for a given test session is
i mpl enent ati on-specific.

The transmission tine tt to send one packet (i.e. determ ned by the
interface speed and the I P packet size) is also shown in the picture.
(bserve that the packet interval MJST be larger than or equal to tt.

At the Session-Reflector, each received test packet within a forward
train is tine stanped. This provides a second set of packet interva
val ues. Methods for nmeasuring the avail able path capacity, tight
section capacity and UDP t hroughput use the packet intervals obtained
fromboth end points in the estimation process. The nmethod to
measuring the UDP t hroughput nmay al so require the packet |oss at the
receiving end. The estinmation process itself as well as any

requi renents on software or hardware is inplenmentation-specific.
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The second neasurenment principle is referred to as self-induced
congestion. According to this principle, in order to neasure the
avai l abl e path capacity, tight section capacity and UDP t hroughput,
some trains MJST cause nonentary congestion on the network path. In
essence this neans that sone trains MJST be sent at a higher rate
than what is available on the network path. The congestion is only
transient, for the duration of the train which is typically short.

In order to fulfill the above measurenment principles and to neasure
the avail abl e path capacity, tight section capacity and UDP
throughput in the reverse direction, the reflected test packets MJST
be re-grouped into trains at the Session-Reflector.

4 Test packet Demultiplexing Principles

The controller (or the Session-Sender) requires a nethod for
demul ti pl exing the received test packets to the correct test session
especially when it manages nultiple active test sessions. The
responder also requires a nmethod for denultiplexing the received test
packets frommultiple active test sessions originating fromthe sane
controller or fromdifferent controllers

The purpose of this section is to provide sonme basic principles for
identifying the test packets and to clarify the optional usage of the
Sender Discrinmnator (SD) field described in this menmo. It is
important to note the actual method for identifying a test packet and
the process for mapping it to the correct test session are

i mpl ement ation-specific. They may differ between various controllers
and responders.

In general, the nethods are based on fields available in the various
headers of the TWAMP test packet (e.g. Ethernet, IP, UDP and TWAMP
headers). Note the SID [ RFC4656] is generally not used for
identification purpose since it does not nornmally appear in the TWAMP
test packets. As an exanple, a neasurenent system (controller or
responder) nmay use the source |P address of the inconing test packet
in order to associate it to the correct test session. This nethod is
valid but has a number of limtations. It is sinple and effective
when each neasurement systemonly requires a single test session for
each peer but fails when nultiple test sessions (with different
characteristics) are running between the sane pair of controller and
responder.

Anot her approach is to use a conbination of the source |IP address,
destination |IP address, source UDP port and destination UDP port.
This method is also valid but to work effectively, it requires that
the controller allocates nultiple UDP ports (one for each test
session for instance) and/or the responder listens on nultiple ports.
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I deally, a nmeasurenent systemshould Iimt the nunber of UDP ports
for sending and receiving test packets. This approach rmay be i nproved
by using a conbination of the |IP addresses, UDP ports and DSCP
codepoint. This nmethod also has its lintations. For instance, it
cannot identify test packets fromdifferent test sessions running

bet ween the same pair of controller and responder if they are using
the same UDP endpoi nts and the sane DSCP codepoi nt.

This meno introduces a new field, the Sender Discrimnator (SD) field
intended to sinplify the identification of the test packets at the
controller and responder. It is especially useful when multiple test
sessions with different DSCP codepoi nts and/or test packet sizes are
expected to be running between the sane pair of UDP endpoints. As
described in 6.1.2, the SDis a nunber generated by the Session-
Sender that uniquely identifies a test session on its system Wth
this field, the controller can explicitly identify the test packets
bel onging to a test session. Wen provided, the responder MAY use the
SD field in conbination of the source |IP address for instance to
identify the test packets belonging to a test session

5 TWAMP Control Extensions

TWAMP- Cont rol protocol [RFC5357] uses the Mbdes field to identify and
sel ect specific conmunication capabilities, and this field is a
recogni zed extensi on nmechani sm

TWAMP connection establishnent follows the procedure defined in
Section 3.1 of [RFC4656] and Section 3.1 of [RFC5357]. The new
feature require one new bit position (and value) to identify the
ability of the Server/Session-Reflector to read and act upon the new
fields in the val ue-added octets. See the | ANA section for details on
the assigned value and bit position

The Server sets the new bit position in the Mdes field of the Server
Greeting nmessage to indicate its capability to operate in this new
node.

Both the Reflect Octets node and Symmetrical Size node SHOULD be
sel ected to ensure the reflection of the val ue-added paddi ng octets
by the Session-Reflector and symetrical size TWAMP-Test packets in
the forward and reverse directions of transm ssion

The forward and reverse APC, TSC and UDP t hroughput neasurenent
characteristics depend on the size of the test packets. Al test
packets (forward and reverse test packets) belonging to a specific
test session responsible to neasure the avail able path capacity,
tight section capacity and/or UDP throughput MJUST have the sane |IP
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packet size
6 Extended TWAMP Test

The TWAMP-test protocol carrying the val ue-added padding octets is
identical to TWAMP [ RFC5357] except for the definition of first 6, 10
or 14 octets in the Padding Octet field that the Session-Sender
expects to be reflected.

The Sessi on-Sender and Sessi on-Refl ector behaviors are al so nodifi ed.
6.1 Sender Behavi or

Thi s section describes the extensions to the behavior of the TWAMP
Sessi on- Sender .

When t he Val ue- Added Cctets Version 1 node is sel ected, the Session-
Sender MAY set the Sender Discrimnator Present bit to 1. If it is
set to 1, the Session-Sender MJST generate and transnmit a unique
nonzero discrimnator value in the Sender Discrimnator field.

Wien the Val ue- Added COctets Version 1 nobde is selected, the Session-
Sender MAY set the Last Seqno in Train Present bit to 1. If it is set
to 1, the Session-Sender MJST generate and transnit a valid sequence
number in the Last Seqno in Train field. The Session-Sender MJST al so
group the test packets in trains and send the trains towards the
Sessi on-Refl ector at the desired forward packet intervals.

When t he Val ue- Added Cctets Version 1 node is sel ected, the Session-
Sender MAY set the the Desired Reverse Packet Interval Present bit to
1. If it is set to 1, the Session-Sender MJST generate and transmit a
valid inter-packet tine interval in the Desired Reverse Packet
Interval field.

The desired forward and reverse rate interval paraneters are usually
provi ded by a measurenent method, tool or algorithm This nmeasurenent
algorithmis outside the scope of this specification

6.1.1 Packet Tinmngs

The Send Schedule is not utilized in TWAMP and this is unchanged in
thi s neno.

6.1.2 Session-Sender Packet Format

The Session-Sender packet fornmat follows the sane procedure and
gui delines as defined in TWAMP [ RFC5357] and TWAMP Refl ect COctets and
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Synmetrical Size Features [ RFC6038].

This feature allows the Session-Sender to set the first few octets in
the TWAMP- Test Packet Padding field with information to conmunicate
val ue- added paddi ng version nunber, flag bits, sender discrimnator
sequence nunber of the last packet in a train and desired inter-
packet time interval (or per-packet waiting tine) for the reverse
path direction of transm ssion.

A version nunber and a sequence of flag bits are defined at the very
begi nni ng of the val ue-added paddi ng octets. The version nunber
identifies the version of the val ue-added paddi ng octets and mneani ng
of the flag bits. Each flag bit indicates if a specific field of a
specific size is present in the val ued-added paddi ng octets. The fl ag
bits are designed to acconmpbdate different conbinations of fields
whi | e reduci ng paddi ng overhead when certain fields are not needed.
The version nunber and flag bits al so provide an effective nethod for
parsing information at Session-Reflector and Session-Sender. This
docunment defines version 1 with three flag bits: S, L and D

The format of the test packet depends on the TWAMP node and flag bits
bei ng used. The Val ue- Added Cctets Version 1 node is intended to work
with any TWAMP nodes.

When t he Val ue- Added COctets Version 1 is selected with S=1, L=0 and
D=0, the Session-Sender SHALL use the follow ng TWAMP test packet
format in unauthenticated node:

0 1 2 3
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01234567890123456789012345678901
B T T i I T T o S S S e b S S S
[ Sequence Number |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
Ti mest anp [

I

Bl o Tk e e e L s e i s s i R R S e S S
Error Estimate | Ver |S|L|D Reserved |

B T i S S I el s S P S S S S S S N e S
Sender Di scrim nator [

B S S i s S e S e N I S N i i N S
Addi tional Packet Paddi ng |

I R S

B S S I T S S e e S S T S S S S i i S S

When t he Val ue- Added Cctets Version 1 is selected with S=0, L=1 and
D=0, the Session-Sender SHALL use the follow ng TWAMP test packet
format i n unauthenticated node:

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Sequence Nunber |
B i I S i i S S i S S e
Ti mest anp [
I

B i I R i s it sl S S S S I e S T s i sl s sl O SR SR S
Error Estimate | Ver |S|L|D Reserved |

e e e S e R i e T S e S e T S T i sl SN SR o S S S T 5
Last Seqno in Train |

i T T S e ot s S R S e e Tk S TR S e e S S 2
Addi ti onal Packet Padding [

I R S

B S T S S e T A i i i S S

When t he Val ue- Added Cctets Version 1 is selected with S=1, L=1 and
D=0, the Session-Sender SHALL use the follow ng TWAMP test packet
format in unauthenticated node:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Sequence Nunber |
B i I S i i S S i S S e
Ti mest anp [
I

B S i A S S S i s S S S S i stk s ST S S S
Error Estimate | Ver |S|L|D Reserved |

B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S
Sender Di scrin nator |

e o e e i o e i i S S e S e I e i i o aTe S S S
Last Seqno in Train |

B S i A S S S i s S S S S i stk s ST S S S
Addi tional Packet Padding |

. S i S

T I T S S T i T S S M T s

When the Val ue- Added Cctets Version 1 is selected with S=0, L=1 and
D=1, the Session-Sender SHALL use the following TWAMP test packet
format in unauthenticated node:

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Sequence Nunber |
B i I S i i S S i S S e
Ti mest anp [
I

B S i A S S S i s S S S S i stk s ST S S S
Error Estimate | Ver |S|L|D Reserved |

B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S
Last Seqno In Train |

B S S e i i i i i T T T S S S S S S S S i S
Desired Reverse Packet Interval [

B S i A S S S i s S S S S i stk s ST S S S
Addi ti onal Packet Padding |

. S i S

T I T S S T i T S S M T s

When the Val ue- Added Cctets Version 1 is selected with S=1, L=1 and
D=1, the Session-Sender SHALL use the following TWAMP test packet
format in unauthenticated node:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Sequence Nunber |
B i I S i i S S i S S e
Ti mest anp [
I

B S i A S S S i s S S S S i stk s ST S S S
Error Estimate | Ver |S|L|D Reserved |

B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S
Sender Di scrin nator |

e o e e i o e i i S S e S e I e i i o aTe S S S
Last Seqno In Train |

B S i A S S S i s S S S S i stk s ST S S S
Desired Reverse Packet Interval |

B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S
Addi tional Packet Padding |

Tt b b

B T S o T ST S e S i < S S S S SIS S S S S S

When the Val ue- Added Cctets Version 1 is selected with S=1, L=1 and
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D=1, the Session-Sender SHALL use the followi ng TWAMP test packet
format in conjunction with the unauthenticated node, Symetrical Size
nmode and Refl ect Cctets node:

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Sequence Nunber |
B i I S i i S S i S S e
Ti mest anp

B S i A S S S i s S S S S i stk s ST S S S
Error Estimate |
B s it I R S S S T oI S S S S S

I
I
I
MBZ (27 octets) |
I
I
I

i T S S e o ik i SR SR S S SR
| Ver |SILIDO Reserved [ Sender... |

Bl ok Tk e e e Lt e e s i e e e e s
Di scri m nat or | Last. .. |

B T i S S I el s S P S S S S S S N e S
Seqno in Train [ Desired... |

B S i s e i i S e N S SN it W S
Reverse Packet Interval | Additional... |

Bl o ok e e e L s e e s s e R R S e S S
Packet Paddi ng |

T+t +— +—

T I I S i T i T S S e It L i T S A s

When the Val ue- Added Cctets Version 1 is selected with S=1, L=1 and
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D=1, the Session-Sender SHALL use the followi ng TWAMP test packet
format in conjunction with the unauthenticated node, Symetrical Size
nmode and Reflect COctets node with a non-zero value in the Server
octets field:

0 1 2 3

01234567890123456789012345678901
B S T S T S i i S s S S S S
[ Sequence Nunber |
B i I S i i S S i S S e

[ Ti mest anp [
I+- B T o ik i T S S S S I+
[ Error Estimate [ [
B i S S T i s S N S |
I I
I I
| MBZ (27 octets) |
I I
I I
I I
| i T S S e o ik i SR SR S S SR
| | Server octets | Ver |S|L|D |
i e e e o i e S S e e R e E CE o o R
| Reserved | Sender Discrimnator... |
B i S S T s i S T st i S S S S S S S S i
[ [ Last Seqno... |
B T e b i i e e o i S SHI SR N SR
[ In Train [ Desired Reverse Packet. .. [
i e e s i e S S e e e R E e e e e E
| I nterval | Addi tional Packet... |
B i S S T s i S T st i S S S S S S S S i
I

Paddi ng [

T I T S i T i S S S i T i S S S S S S S

In the conbi ned node including Reflect Cctets, the val ue-added
paddi ng octets are enbedded in the Packet Padding (to be refl ected)
field.
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The Version (Ver) field MIST be encoded in the first 4 bits. It
identifies the version nunber of the val ue-added paddi ng octets and
meani ng of the flag bits. This docunent defines version 1.

The Sender Discrimnator Present bit (S) MJST be the first flag. If
the Sender Discrimnator Present bit is set to 1, then a Sender

Di scrimnator field MIST be present and MJST contain valid

i nformation.

The Last Seqno in Train Present bit (L) MJUST be the second flag. If
the Last Seqno in Train Present bit is set to 1, then the Last Seqno
in Train field MIST be present and MJST contain valid information.

The Desired Reverse Packet Interval Present bit (D) MJST be the third
flag. If the Desired Reverse Packet Interval Present bit is set to 1,
then Desired Reverse Packet Interval Present field MIST be present
and MJUST contain valid information.

The Reserved field is reserved for future use. All 9 bits of the
Reserved field MIST be transmitted as zero by the Sessi on- Sender.

The Sender Discrimnator (SD) field MJUST contain an unsigned 32 bit
i nteger generated by the Session-Sender. It is used by the Session-
Ref | ect or and/or Session-Sender to identify packets belonging to a
test session. The Session-Sender MJST choose a nonzero discrim nator
val ue that is unique anong all test sessions on its system This
field is present only if the Sender Discrimnator Present bit is set
to one.

The Last Segno in Train MJST contain an unsigned 32 bit integer
generated by the Session-Sender. It MJST indicate the expected
sequence nunber of the last packet in the train. It SHOULD be used
by the Session-Sender and Session-reflector to identify the train a
test packet belongs to. The packets belonging to a train are
determi ned by observing the test packet sequence nunber in relation
to the Last Seqgno for a train. The sequence nunber of a packet in a
train MJUST be |ower than or equal to the Last Seqno for that train.
The sequence nunber MJST al so be larger than the Last Segno for the
previous train. This field is present only if the Last Seqno in Train
Present bit is set to one.

The Desired Reverse Packet Interval (DRPlI) MJST contain an unsigned
32 bit integer generated by the Session-Sender. It MJST indicate the
desired inter-packet time interval (or the waiting tine) that the
Sessi on- Ref | ect or SHOULD use when transmtting the reflected test
packets towards the Session-Sender. The value 0 neans the The
Sessi on- Refl ector SHOULD return the test packet to the Session-Sender
as quickly as possible. The format of this field MJST be a fractiona
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part of a second as defined in OMMP [ RFC4656]. This field is present
only if the Desired Reverse Packet Interval Present bit is set to
one.

The met hod by which the Sender Discrininator and Desired Reverse
Packet Interval values are obtained is outside of the scope of this
docunent .

6.2 Reflector behavior

The TWAMP Sessi on-Refl ector follows the procedures and guidelines in
Section 4.2 of [RFC5357], with some changes and additional functions.

When t he Val ue- Added Cctets Version 1 is selected, the behavior of
t he Session-Reflector SHALL be as fol | ows:

0 The Session-Reflector MIST read the Version field. If Ver=1
the Session-Reflector MIUST read the S, L and D flag bits. If
Ver is not equal 1, the Session-Reflector MJST ignore the rest
of the val ue-added paddi ng octets and MJUST follow the
procedures and gui delines described in section 4.2 of
[ RFC5357]. The Session-Reflector SHOULD transnit the packet as
qui ckly as possible including the test packets that are
currently stored for the test session

o |If S=0, L=0 and D=0, the Session-Reflector MJIST ignore the rest
of the val ue-added paddi ng octets and MUST follow the
procedures and gui delines described in section 4.2 of
[ RFC5357]. The Session-Reflector SHOULD transnit the packet as
qui ckly as possible including the test packets that are
currently stored for the test session

o |If S=1, the Session-Reflector MJUST continue reading and
extracting the informati on fromthe Sender Discriminator field
in the val ue-added paddi ng octets.

0 After reading and extracting the information fromthe Sender
Discrimnator field, the Session-Reflector SHOULD associ ate the
test packets to the correct test session based on the val ue
specified in the Sender Discrimnator field and the source IP
address specified in the I P header of the test packet. The
actual method for denmultiplexing the received test packets to
the correct test session based on the Sender Discrimnator and
source | P address is outside the scope of this specification
The Session-Refl ector MAY al so use additional packet fields to
demul tiplex test packets to a test session
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o |If L=1, the Session-Reflector MJST continue reading and
extracting the information fromthe Last Seqno in Train field
in the val ue-added paddi ng octets.

0 After reading and extracting the information fromthe Last
Seqno in Train field, Last Segno in Train field MJST be
compared to Sequence number in the same packet in order to
determ ne when a conplete train has been collected. The
Sessi on- Ref | ect or SHOULD buffer the packets belonging to the
current train (or store the packet-I|evel performance data) and
SHOULD transmit themas i mmedi ately as possible after the |ast
packet of the train has been received. The | ast packet within a
train has Sender Sequence Number = Last Seqgno in Train.

o0 The Last Seqno in Train of a packet MJST al so be compared to
the Last Seqno in Train of the previous packet in order to
determine if a newtrain needs to be collected. In case of
packet | oss, the Session-Reflector MJST transnit the inconplete
train when it receives a packet with a Last SegNo in Train
bel onging to the another train (e.g. next train) of the test
session, or after a tineout. The tineout MAY be the REFWAI T
tinmer specified in section 4.2 of [RFC5357].

0 Packets arriving out-of-order within a train MIUST be buffered
at the Session-Reflector if the train is not yet transmtted to
the Session-Sender. If the train is already transmitted, the
test packet SHOULD be returned to the Session-Sender as quickly
as possi ble. The Session-Refl ector MUST not reorder the test
packets if they happen to arrive out-of-sequence.

o Duplicate packets within a train MJST be buffered at the
Session-Reflector if the train is not yet transmitted to the
Session-Sender. If the train is already transmtted, the
duplicate test packet SHOULD be returned to the Sessi on-Sender
as quickly as possible. The Session-Refl ector MJST not discard
duplicate test packets.

o |If D=1, the Session-Reflector MJST continue reading and
extracting the information fromthe Desired Reverse Packet
Interval field in the val ue-added paddi ng octets.

0 After reading and extracting the information fromthe Desired
Reverse Packet Interval field, the Session-Reflector SHOULD
transmt the packets belonging to a reverse train with a
wai ting tinme (packet interval) for each packet indicated in the
Desired Reverse Packet Interval field. If the Desired Reverse
Packet Interval field is set to zero, then the Session-

Refl ector SHOULD transnit the packets as quickly as possible.
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The Session-Refl ector MJST inpl enent the changes descri bed above when
the Val ue- Added Cctets Version 1 node is sel ected.

6.2.1 Session-Reflector Packet Format

The Session-Refl ector packet fornmat follows the sane procedure and
gui delines as defined in TWAMP [ RFC5357] and TWAMP Refl ect COctets and
Synmetrical Size Features [RFC6038], with the foll owi ng changes

0 The Session-Reflector MIST re-use (reflect) the val ue-added
paddi ng octets (6, 10 or 14 octets) provided in the Sender’s
Packet Paddi ng.

0 The Session-Reflector MAY re-use the rest of the padding octets
in the Sender’s Packet Paddi ng.

When using the reconmended truncation process [ RFC5357], the Session-
Refl ector MJST truncate exactly 27 octets of padding in
Unaut hent i cat ed node, and exactly 56 octets in Authenticated and
Encrypt ed nodes.

6.3 Additional Considerations

It is not required to use the Sender Discrimnator field for
calculating the capacity netrics. The Sender Discrimnator Present
bit can be set to zero. However, the Session-Sender and Sessi on-

Refl ector MUST inplenment a |l ocal policy to identify the test packets
bel onging to a specific test session. The nmethod for denultipl exing
the received test packets to the correct test session based on other
packet fields (e.g. fields in the I P header) is outside the scope of
this specification.

Capacity neasurenents introduce an additional consideration when the
test sessions operate in TWAMP Light. Wen the Session-Reflector does
not have know edge of the session state, the nmeasurenent systemwl|
only be capable to estimate or calculate the capacity netrics in the
forward path direction of transm ssion. Capacity nmeasurenents in the
reverse path direction requires the Session-Reflector to have

know edge of the session state and be capable to identify the test
packets belonging to a specific test session. The nmethod for creating
a session state fromthe initial test packets on the TWAMP Li ght
Session-Reflector is outside the scope of this specification
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7 Security Considerations

The val ue-added paddi ng octets permt new attacks on the responder
host communicating with core TWAMP [ RFC5357]. The responder host MJST
provide a nechanismto protect or linit the use of its |local nenory
or buffer space.

The security considerations that apply to any active neasurement of
live networks are rel evant here as well. See [RFC4656] and [ RFC5357].

8 | ANA Consi derations

This meno adds one node to the | ANA registry for the TWAMP Modes
field, and describes behavi or when the new nodes are used. This
field is a recogni zed extensi on nechani smfor TWAMP

8.1. Registry Specification

| ANA has created a TWAMP- Mbdes registry (as requested in [ RFC5618]).
TWAMP- Mbdes are specified in TWAMP Server G eeting nessages and Setup
Response nessages, as described in Section 3.1 of [RFC5357],
consistent with Section 3.1 of [RFC4656], and extended by this neno.
Modes are indicated by setting bits in the 32-bit Mdes field that
correspond to values in the Mddes registry. For the TWAMP- Mbdes
registry, we expect that new features will be assigned increasing
registry values that correspond to single bit positions, unless there
is a good reason to do otherwi se (nore conpl ex encodi ng than singl e-
bit positions may be used in the future to access the 2732 val ue
space).

8.2. Registry Contents
The TWAMP- Mbdes regi stry has been augnented as foll ows:

Val ue Description Semantics Definition

128 Val ued- Added Cctets Ver 1 This nmeno, Section 2
new bit position (7)
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